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DAP-3662 Firmware Release Notes

Firmware: 2.01_K3BE Hotfix
Hardware: Ax
Date: March 11, 2020

Problems Resolved:
1. ZDI-CAN-10082: Router login Incorrect Comparison Authentication Bypass Vulnerability
- chung96vn - Security Researcher of VinCSS (Member of Vingroup) working with Trend
Micro Zero Day Initiative
2. CTX-2020-02-01 — Disclosure of Administrative Credentials
CTX-2020-02-02 — Administrative Password Disclosure

- Pavel Tsakalidis [pavel.tsakalidis at contextis dot com] - Context Information Security

3. Privilege escalation vulnerability in Device's web-configuration interface

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix release
which is still undergoing final testing before its official release. The beta software, beta
firmware, or hot-fix is provided on an “as is” and “as available” basis and the user assumes all
risk and liability for use thereof. D-Link does not provide any warranties, whether express or
implied, as to the suitability or usability of the beta firmware. D-Link will not be liable for any
loss, whether such loss is direct, indirect, special or consequential, suffered by any party as a
result of their use of the beta firmware.





