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Introduction

The DFL-700 provides three 10/100Mbps Ethernet network interface ports, which are (1)
Internal/LAN, (1) External/WAN, and (1) DMZ port. In addition the DFL-700 also provides a
user-friendly Web Ul that allows users to set system parameters or monitor network activities
using a Web browser supporting Java.

Features and Benefits

® Firewall Security

® VPN Server/Client Supported
Supports IPSec LAN-to-LAN or Roaming user tunnels with AES
encryption in addition to PPTP and IPSec over L2TP

® Content Filtering
Strip ActiveX objects, Java Applets, JavaScript, and VBScript from
HTTP traffic

® Bandwidth Management
DFL-700 features an extensive Traffic Shaper for bandwidth
management.

® Web Management
Configurable through any networked computer's Web browser using
Netscape or Internet Explorer.

® Access Control supported
Allows assignment of different access rights for different users, such
as Admin or Read-Only User.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that prevents
unauthorized access to or from your network. A firewall can be a computer using firewall
software or a special piece of hardware built specifically to act as a firewall. In most
circumstances, a firewall is used to prevent unauthorized Internet users from accessing
private networks or corporate LAN’s and Intranets. Firewalls are also deployed to prevent
sensitive information about your network from leaking out of your network.

A firewall monitors all of the information moving to and from your network and analyzes
each piece of data. Each piece of data is then checked against a set of criteria configured by
the administrator. If any data does not meet the criteria, that data is blocked and discarded. If
the data meets the criteria, the data is passed through. This method is called packet filtering.

A firewall can also run specific security functions based on the type of application or type
of port that is being used. For example, a firewall can be configured to work with an FTP or
Telnet server. Or a firewall can be configured to work with specific UDP or TCP ports to allow
certain applications or games to work properly over the Internet.



Introduction to Local Area Networking

Local Area Networking (LAN) is the term used when connecting several computers
together over a small area such as a building or group of buildings. LANs can be connected
over large areas. A collection of LANs connected over a large area is called a Wide Area
Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types of
media that can connect computers together. The most common media is CAT5 cable (UTP or
STP twisted pair wire.) On the other hand, wireless networks do not use wires; instead they
communicate over radio waves. Each computer must have a Network Interface Card (NIC),
which communicates the data between computers. A NIC is usually a 10Mbps network card,
or 10/100Mbps network card, or a wireless network card.

Most networks use hardware devices such as hubs or switches that each cable can be
connected to in order to continue the connection between computers. A hub simply takes any
data arriving through each port and forwards the data to all other ports. A switch is more
sophisticated, in that a switch can determine the destination port for a specific piece of data.
A switch minimizes network traffic overhead and speeds up the communication over a
network.

Networks take some time in order to plan and implement correctly. There are many ways
to configure your network. You may want to take some time to determine the best network
set-up for your needs.



LEDs

DFL-700

Network Status
Security Power
Firewall

Power: A solid light indicates a proper connection to the power supply.

Status: A System status indicator that flashes occasionally to indicate a functional, active
system. Solid illumination of the Status LED indicates a hardware/software critical failure.

WAN, LAN, & DMZ: Bright Green illumination indicates a valid Ethernet Link on that
respective port. Each LED will flicker when that respective port is sending or receiving
data.

Physical Connections

COM Port: Serial Read-Only access to the firewall software from a PC equipped with a
Serial COM port (9600 baud, 8 data bits, No Parity, 1 Stop bit, No Flow Control).

LAN Port: Use this port to connect to a Fast Ethernet Switch to service more than 1 client
PC on the internal office network.

DMZ Port: Use this port to service an additional physically segmented Private or
Transparent Network to be occupied by WAN accessible servers (FTP, HTTP, DNS).

WAN Port: Use this port to connect to an external network, such as a WAN or a modem
provided by an ISP.

Reset: Use this switch to reset the DFL-700 to factory default settings. Refer to page 67
for further instructions.

DC Power: Use the included 5VDC 3A switching power supply to connect to an
110/120VAC electrical receptacle. Do not use less than 5VDC 3A to power the device,
doing so will damage the unit.



Package Contents

etwork wer
gecuriw Bov
Firewall

Contents of Package:

e D-Link DFL-700 Firewall

¢ Manual and CD

e Quick Installation Guide

e 5V/3A AC Power adapter

e  Straight-through CAT-5 cable
e RS-232 Null Modem Cable

Note: Using a power supply with a different voltage rating than the one included
with the DFL-700 will cause irreparable electrical damage and void the warranty
for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e  Computer running Microsoft Windows, Macintosh OS, or a UNIX based operating
system with an installed Ethernet adapter configured to communicate using TCP/IP.

e Internet Explorer or Netscape Navigator, version 6.0 or above, with JavaScript
enabled.
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Managing D-Link DFL-700
When a change is

made to the configuration, D'I.ink

a . new icon name.d Building Networks for People DFL'T‘OO
Activate Changes will Network Security Firewall

appear. When all

changes made by the S CII Firewall  Servers  Tools  Status  Help
administrator are Activate Configuration Changes

Com plete ’ those Changes Press “Activate Changes" below to save your changes and have them take effect

need to be saved and s

activated tO ta ke eﬁect by —_— accidentally locked pourself out, and revert to its previous configuration.

Clicking on the Activate Interfaces Wit for admin login for: [T minute =] before reverting

Changes button on the — e Charges

Routing

JEEED ¢

Activate  Configuration (4]
Changes page. The Lrpers Help
firewall will save the

configuration and reload Time

it, making the new
changes take effect. In
order to make the
changes permanent, the
administrator must login again. This has to be done before a configurable timeout has been
reached, otherwise the DFL-700 will revert to the previous configuration. The timeout can be
set on the Activate Configuration Changes page, by choosing the time from the dropdown
menu.

Resetting the DFL-700

To reset the DFL-700 to factory default settings you must first press and hold the reset
button. Power on the unit, and continue to hold the reset button for at least 15 seconds. You
will first hear one beep, which indicates that the default configuration restoration has started.
Keep the button pressed in until you hear two consecutive beeps shortly after each other.
After this you can release the reset button and the DFL-700 will continue to load and startup
in default mode, i.e. with 192.168.1.1 on the LAN interface.

For more information on the reset procedure, refer to page 69.



Administration Settings

Administrative Access

Administration Settings

Management web GUI ports

HTTP Fort: IEHD
HTTFS Paort: |443

For security reazons, it may be better ta run the management web GU| on non-standard
portz, Alzo note that if web-baszed uzer authentication iz enabled, ports 80 and 443 will be

taken; the management web GUI has to use other ports.

Apply Cancel Help

Select the interface # uzer you wish to edit from the below list.

MHote that both the uzer zettings and the interface zettings limit what a uzer can do, =0 if a uzer with both admin
and read-only rights logz on from a zomewhere where onlp read-only access iz allowed. the uzer will be allovwed
to log on, but will receive read-only access only.

Administrative access via LAMN interface [Edit]

Ping: Ay address
Admin: Ay address [HTTPS only]
Read-only: Ay address [HTTPS only]
SHMP: Ay address
R ead Community: “public'

Administrative access via WAN interfface [Edit]

Ping: Ay address
Admin: Ay address [HTTPS only]

Administrative access via IPSec_tunnel vpn tunnel [E dit]

Ping: Ay address
Admin: Ay address [HTTPS only]

Add administrative access wia:
Interface: [h4=

YPH Tunnel:
Management Ul Ports — The ports for the DFL-700’s Web Server Management Ul (HTTP
and HTTPS) can be customized if so desired. These values must change if User
Authentication is enabled (User Authentication uses 80 and 443 to accomplish user login).

Ping — If enabled, it specifies who can ping the IP interface of the DFL-700. Enabling
Default allows anyone to ping the interface IP.

Admin — If enabled, it allows all users with admin access to connect to the DFL-700 and
change configuration; this can be HTTPS or HTTP and HTTPS.

Read-Only — If enabled, it allows all users with read-only access to connect to the DFL-
700 and look at the configuration; this can be HTTPS or HTTP and HTTPS. In the case
where Read-Only access is the only type allowed on a specific interface, all users that log
in to that interface will be in Read-Only mode.

12



SNMP - Specifies if SNMP should or should not be allowed on the interface. The DFL-700
only supports read-only access.

Add ping access to an interface
To add ping access click on the interface you would like to add it to.
Follow these steps to add ping access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Ping checkbox.

Step 3. Specify which network addresses should be allowed to ping the interface, for
example 192.168.1.0/24 for a whole class C network or 172.16.0.1 — 172.16.0.10 for a
range of IP addresses.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Example:

¥ Ping - standard ICMP echo to the IP address of the interface

Metworks: |'I 92168.1.0/24

Add Admin access to an interface

To add admin access, click on the interface you would like to add it to. Only users with
administrative rights can login on interfaces where there is only admin access enabled.

Follow these steps to add admin access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Admin checkbox.

Step 3. Specify which network addresses should be allowed to access the administrative
interface, for example 192.168.1.0/24 for a whole class C network or 172.16.0.1 —
172.16.0.10 for a range of IP addresses.

Step 4. Specify protocol to be used to access the DFL-700 via the dropdown menu.
Select HTTP and HTTPS (Secure HTTP) or HTTPS only.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Example:

¥ Admin - Full access to web-based management

Mebwarks: |'I J.0.0 - 223,265, 255.255

Protocal: I HTTFS only =]



Add Read-only access to an interface

To add read-only access, click on the interface you would like to add it to. Note that if you
only have read-only access enabled on an interface, all users will only have read-only access,
even if they are administrators.

Follow these steps to add read-only access to an interface.
Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Read-only checkbox.

Step 3. Specify which network addresses should be allowed read-only access to the
interface, for example 192.168.1.0/24 for a whole class C network or 172.16.0.1 —
172.16.0.10 for a range of IP addresses.

Step 4. Specify protocol to be used to access the DFL-700 via the dropdown menu.
Select HTTP and HTTPS (Secure HTTP) or HTTPS only.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Example:

il Read-only - Read-only access to web-based management

Metwarks: I'I?2.'| 6.0.1-17216.0.10

Protocol: [HTTP and HTTPS = |

Enable SNMP access to an interface
Follow these steps to add read-only SNMP access to an interface.

Step 1. Click on the interface you would like to add it to.
Step 2. Enable the Read-only checkbox.

Step 3. Specify which network addresses should be allowed to receive SNMP traps, for
example 192.168.1.0/24 for a whole class C network or 172.16.0.1 — 172.16.0.10 for a
range of IP addresses.

Step 4. Specify the community string used to authenticate the DFL-700.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Example:

¥ SHMP - Simple Metwork, b anagement Pratocol [read-only accessz)

Networks: [192168.1.10

Comminity: |My5 ecretCommunity

14



System

Interfaces
Click on System in the menu bar, and then click interfaces below it.

Change IP of the LAN or DMZ interface
Follow these steps to change the IP of the LAN or DMZ interface.

Interface Settings
Edit zettings of the LAN interface:

IP Address: I'I 92.168.0.1

Subriet Mask: |255.255.255.0 - 256 hosts [/24) |

Step 1. Choose which interface to view or change under the Available interfaces list.

Step 2. Fill in the IP address of the LAN or DMZ interface. These are the addresses that
will be used to ping the firewall, remotely control it, and used as the gateway for the
internal hosts or DMZ hosts.

Step 3. Choose the correct Subnet mask of this interface from the drop down menu. This
configuration will determine the IP addresses that can communicate with this interface.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Please keep in mind that the DHCP scope will also need to be changed to correspond with
the new LAN IP. If the computer through which the DFL-700 is being configured is a DHCP
client, you will need to manually release and renew the IP address after applying changes and
restarting. Failure to follow these directions will result in the firewall configuration reverting
back to the state prior to changing the LAN IP.



WAN Interface Settings - Using Static IP

If you are using Static IP, you have
to fill in the IP address information
provided to you by your ISP. All fields
are required except the Secondary DNS
Server. Note: Do not use the numbers
displayed in these fields, they are only
used as an example.

IP Address - The IP
address of the WAN
interface. This is the
address that may be used

Interface Settings

Edit settings of the WAM interface:

Change WM Type: [Static IP =

Static WAN interface configuration is mast commonly used in dedicatedins intemnet connections
“our 15P usually provides this information ta you.

IP Address: [192168102 |
Subnet Mask: [255.255,295.0 - 256 hosts 1/24) =
Galoway |- [132168101
Primaty DNS Server: [l0001 |
Seconday DNS Sever: [10002 | [optional

to ping the firewall, remotely control it, and be used as the source address for
dynamically translated connections.

Subnet Mask — Size of the external network.

Gateway IP — Specifies the IP address of the default gateway used to access the

Internet.

Primary and Secondary DNS Server — The IP addresses of your DNS servers;
only the Primary DNS is required.

WAN Interface Settings — Using DHCP

If you are using DHCP, there is no
need to complete any fields.

Interface Settings

Edit settings of the WAN interface:

Change 'WAN Type: | DHCP =

Regular ethemet connection with DHCP-assigned IP addresses is used in many DSL and cable madem
netwarks, Everpthing iz autamatic.
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WAN Interface Settings - Using PPPoE

Use the following procedure to
configure the DFL-700 external
interface to use PPPoE (Point-to-Point
Protocol over  Ethernet).  This
configuration is required if your ISP
uses PPPoE to assign the IP address
of the external interface. You will have
to fill in the username and password
provided to you by your ISP.

e Username — The login or
username supplied to you
by your ISP.

e Password - The

Interface Settings

Edit settings of the WAN interface:

Change WaN Type: | FFFoE =

PPF aver Ethernet connections are uzed in marny DSL and cable modem netwarkes.
After authenticating, everything is automatic

Usemame,
Password,
Retype Password

Service Name:
[Some I5Ps require the Service Mame to be filed out.)

Most PPPOE services provide DNS server information. 4 few do nat.
|F this is the caze, pou can fil aut their [P addresses poursell.

Primary DNS Server [optionall
Secondary DNS Server [optionall

password supplied to you by your ISP.

e Service Name — When using PPPoE some ISPs require you to fill in a Service

Name.

e Primary and Secondary DNS Server — The IP addresses of your DNS servers;

these are optional and are often provided by the PPPoE service.




WAN Interface Settings — Using PPTP

PPTP over Ethernet connections
are used in some DSL and cable
modem networks.

You need to enter your account
details, and possibly also IP
configuration parameters of the
actual physical interface that the
PPTP tunnel runs over. Your ISP
should supply this information.

. Username — The login
or username supplied
to you by your ISP.

e Password - The
password supplied to
you by your ISP.

e PPTP Server IP — The
IP of the PPTP server
that the DFL-700 will
connect to.

Before PPTP can be used to connect to your ISP, the physical (WAN) interface
parameters must be input. You can use either DHCP or Static IP, depending on the type of

Interface Settings

Edit settings of the WAN interface:

Change WaN Type: |FFTF =

PPTP over Ethemet connections are used in some DSL and cable modem netwaorks
“Tou need account detailz, and possibly also IP configuration parameters of the actual physical interface that the
PPTP tunnel runs over. Your ISP should supply this information,

PPTP tunnel parameters:

Usenamee: [
Password [ |
Retype Password: I—
PRI Geer - [

Physical interface parameters:

& DHCP - automalic configuration

Evenything is automatic.

" Static IP - manual configuration
“Your ISP should provide this information ta wou.
IP Address: I

Subret Mask: [ 255 255 25510

Gateway |P: I

This may or may not be necessary. depending on the ISP,

- 256 hosts (/24) =]

ISP used. Your ISP should supply this information.

If using static IP, this information needs to be filled in.

e |P Address — The IP address of the WAN interface. This IP is used to connect to

the PPTP server.

e Subnet Mask — Size of the external network.

o Gateway IP — Specifies the IP address of the default gateway used to access the

Internet.
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WAN Interface Settings - Using L2TP

L2TP over Ethernet connections | interace setings
are used in some DSL and cable
modem networks.

Edit settings of the WAMN inteiface:

Change WaN Type: | L2TP  |w Apply Change
You need to enter your account
L2TP ower Ethemet conmections are used in some D5L and cable modem nebwark:

deta| IS, and pOSSI bly a|SO I P ou need account details, and possibly also [P configuration parameters of the actusa\ physical interface that the
. . PPTP tunnel runs over. Your ISP should supply this information.

configuration parameters of the

actual physical interface that the

L2TP tunnel runs over. Your ISP

should supply this information.

L2TP tunnel parameters:

Usemnarne:

Password

o Username — The login evtshasuert

or username supplied L2TP Semer P

to you by your lSP Physical interface parameters:
L] Password - The &) DHEP - sutomatic: configuration

paSSWO rd su ppl |ed to Everything is autamatic,

yOU by your |SP O Static IP - manual canfiguration

Your ISP should provide this informatian ta you.

e L2TP Server IP — The IP s

IP of the L2TP server Subet Mask

that the DFL-700 will Bateway P

This may ar may not be necessary, depending on the ISF.
connect to.

Before L2TP can be used to connect to your ISP, the physical (WAN) interface parameters
must be input. You can use either DHCP or Static IP, depending on the type of ISP used.
Your ISP should supply this information.

If using static IP, this information needs to be filled in.

e |P Address — The IP address of the WAN interface. This IP is used to connect to
the L2TP server.

e Subnet Mask — Size of the external network.

e Gateway IP — Specifies the IP address of the default gateway used to access the
Internet. Contact your ISP if you are unsure of the necessity of this information.



WAN Interface Settings — Using BigPond

The ISP Telstra BigPond uses
BigPond for authentication; the IP is
assigned with DHCP.

e Username - The login
or username supplied to
you by your ISP.

e Password - The
password supplied to
you by your ISP.

Traffic Shaping

When Traffic Shaping is enabled and the correct maximum up and downstream
bandwidth is specified it's possible to control whichever policies have the highest priority when
large amounts of data are moving through the DFL-700. For example, the policy for the web

™ Traffic shaping - interface speed limitz

Interface Settings

Edit settings of the WAN interface:

Change ‘WM Type: | Big Fond =

Regular ethemet connection with DHCP-assigned |P address, plus authentication via a special protocol. Used
by the |SF Telstra BigPond,

Usemane:
Pagsword:
Rietype Password:

Im order to do traffic shaping beyond simple mitz, such as guarantees and priorities, the traffic shaper
needs to know what the masimurn bandwidth iz, Throughput through this interface will be limited to
theze speeds.  |f the limitz are et too high, traffic shaping will not work.

Upstream bandwidth: I khbitsz
Downztream bandwidth: I kbits

server might be given higher priority than the policies for most employees' computers.

You can use traffic shaping to guarantee the amount of bandwidth available through the
firewall for a policy. Guarantee bandwidth to make sure that there is enough bandwidth
available for a high-priority service. You can also use traffic shaping to limit the amount of
bandwidth available through the firewall for a policy. Limit bandwidth to keep less important

services from using bandwidth needed for more important services.

Note: If the limit is set too high, i.e. higher then your Internet connection, the traffic

shaping will not work at all.
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MTU Configuration

¥ Manual Interface MTU Configuration - masimum zize of packets sent via this interface

Marrmally, you do not need to change the MTU settings. By default, the interface uses the masimum size
that the phyzical media supports.

MTL: |15|:|E| bptes. Upper Iimit:|15|:||:|

To improve the performance of your Internet connection, you can adjust the maximum
transmission unit (MTU) of the packets that the DFL-700 transmits from its external interface.
Ideally, you want this MTU to be the same as the smallest MTU of all the networks between
the DFL-700 and the Internet. If the packets the DFL-700 sends are larger, they get broken up
or fragmented, which could slow down transmission speeds.

Trial and error is the only sure way of finding the optimal MTU, but there are some
guidelines that can help. For example, the MTU of many PPP connections is 576, so if you
connect to the Internet via PPPoE, you may want to set the MTU size to this value. DSL
modems may also have small MTU sizes. Most Ethernet networks have an MTU of 1500.

Note: If you connect to your ISP using DHCP to obtain an IP address for the external
interface, you cannot set the MTU below 576 bytes due to DHCP communication
standards.

Click the Apply button below to apply the settings or click Cancel to discard changes.



Routing

Click on System in the menu bar, and then click Routing below it; this will provide a list of
all configured routes, and it will look something like this:

Fiouting table

Interface Metwork G ateway Additional IP Proxy ARP

it 134.1.2.0/24 [Edit]
LA 152168.1.0/24 [Edit]
WM 0.0.0.040 194.1.2.254 [Edit]
LAM 152 168.5.0/24 19216851 [Edit]
YPMTunnell 152168.20/24 Tex [Edit]
[Add new]

The Routes configuration section describes the firewall’s routing table. The DFL-700 uses
a slightly different method of describing routes compared to most other systems. However, we
believe that this method of describing routes is easier to understand, making it less likely for
users to cause errors or breaches in security.

Interface — Specifies which interface packets destined for this route shall be sent through.
Network — Specifies the network address for this route.

Gateway — Specifies the IP address of the next router hop used to reach the destination
network. If the network is directly connected to the firewall interface, no gateway address is
specified.

Additional IP Address — The IP address specified here will be automatically published on
the corresponding interface. This address will also be used as the sender address in ARP
queries. If no address is specified, the interface IP address of the firewall will be used.

Proxy ARP - Specifies that the firewall shall publish this route via Proxy ARP.

One advantage with this form of notation is that you can specify a gateway for a particular
route, without having a route that covers the gateway’s IP address or despite the fact that the
route that covers the gateway’s IP address is normally routed via another interface.

The major difference between this form of notation and the form most commonly used is
there is no need to specify the interface name in a separate column. Instead, you specify the
IP address of each interface as a gateway.

Note: Proxy ARP will publish the remote network on all interfaces (except WAN) if
enabled on the VPN tunnel.
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Add a new Static Route

Follow these steps to add a new route.
Step 1. Go to System and Routing.
Step 2. Click on Add new in the bottom of the routing table.

Step 3. Choose the interface that the route should be sent through from the dropdown
menu.

Step 4. Specify the Network and Subnet mask.

Step 5. If this network is behind a remote gateway, enable the checkbox Network is
behind remote gateway and specify the IP of that gateway.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Remove a Static Route
Follow these steps to remove a route.

Step 1. Go to System and Routing.
Step 2. Click the Edit corresponding to the route you would like to remove.

Step 3. Check the checkbox named Delete this route.

Click the Apply button below to apply the settings or click Cancel to discard changes.



Logging

Click on System in the menu bar, and then click Logging below it.

Logging, the ability to audit decisions made by the firewall, is a vital part in all network
security products. The D-Link DFL-700 provides several options for logging activity. The D-
Link DFL-700 logs activity by sending the log data to one or two log receivers in the network.

D-Link DFL-700

Building Networks for People ~
Neiwork Security Firewall

ISV T B Firewall Servers Tools  Status Help

Logging Settings

I Syslog - zend log data via the spslog protocal to one or bwo zervers
Adminisiration

If bioth servers are configured, logs will be sent to bath at the same time,

Syslog zerver 1: I
Syslog server 2 I [optional]
Routing Syslog Facility: ILocaID 'I

Interfaces

16

[ Enable audit logging

[oggng The firev_\lall normally logs denied packets. \With audit logging enabled, it will alzo log when allowed
connections open and cloge,
P m— [ Enable E-mail alerting for IDS/IDP events
L Senaitivity: lm
SMTP Server |

Sender: ID FL-700 <hostmaster:

E-Mail &ddress 1:

E-Mail sddress 2:

E-Mail Address 3

9 90O

Apply Cancel Help

All logging is done to SYSLog recipients. The log format used for SYSLog logging is
suitable for automated processing and searching.

24



The D-Link DFL-700 specifies a number of events that can be logged. Some of these
events, such as startup and shutdown, are mandatory and will always generate log entries.
Other events, for instance when allowed connections are opened and closed, are configurable.
It is also possible to have E-mail alerting for IDS/IDP events to up to three email addresses.

Enable Logging
Follow these steps to enable logging.
Step 1. Enable SYSLog by checking the SYSLog box.

Step 2. Fill in your first SYSLog server as SYSLog server 1. If you have two SYSLog
servers, you have to fill in the second one as SYSLog server 2. You must fill in at least
one SYSLog server for logging to work.

Step 3. Specify what facility to use by selecting the appropriate SYSLog facility. Local0 is
the default facility.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Enable Audit Logging

To start auditing all traffic through the firewall, follow the steps below. This is required
when running third party log analyzers on the logs or to see how much traffic specific
connections account for.

Follow these steps to enable auditing.

Enable SYSLog by checking the Enable Audit Logging box.

Click the Apply button below to apply the settings or click Cancel to discard changes.
Enable E-mail alerting for IDS/IDP events

Follow these steps to enable E-mail alerting.

Step 1. Enable E-mail alerting by checking the Enable E-mail alerting for IDS/IDP
events checkbox.

Step 2. Choose the sensitivity level.

Step 3. In the SMTP Server field, fill in the SMTP server to which the DFL-700 will send
the e-mail alerts.

Step 4. Specify up to three valid email addresses to receive the e-mail alerts.

Click the Apply button below to apply the settings or click Cancel to discard changes.



Time
Click on System in the menu bar, and then click Time below it. This will give you the

option to either set the system time by synchronizing with an Internet Network Time Server
(NTP) or by entering the system time manually.

D-Link

Building Networks for People DF L'7.00
Network Security Firewall

System Firewall Servers Tools  Siatus

‘—" Time Settings
[E— Current time and date
Administration
[T Setthe spstem time

Date: I‘IS v”Dct v”2003 'I
[E——
Interfaces Time: |12:34:55 (24 hour time)

[rm—
Routing Time zone and daylight saving time settings

Time zone: | [GMT+01:00) Amsterdam, Berlin, Berm, Rome, Stockhalm, Yienna ;I

I .
LOQIHQ o daplight saving time
[ Apply daylight zaving time from: IMar j‘ |28 j‘
Time o (e IDct v”28 'l

Automatic time spnchronization

[~ Enable NTP
Frimary MTF Server: |

Secondary MTP Server: | [optional]

9 90O

Apply Cancel Help
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Changing time zone
Follow these steps to change the time zone.

Step 1. Choose the correct time zone in the drop down menu.

Step 2. Specify the dates to begin and end daylight saving time or choose no daylight
saving time by checking the correct box.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Using NTP to sync time

Follow these steps to sync to an Internet Time Server.
Step 1. Enable synchronization by checking the Enable NTP box.

Step 2. Enter the Server IP Address or Server name with which you want to synchronize.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Setting time and date manually
Follow these steps to manually set the system time.

Step 1. Check the Set the system time box.
Step 2. Select the correct date.

Step 3. Set the correct time using the 24-hour format.

Click the Apply button below to apply the settings or click Cancel to discard changes.



Firewall

Policy

The Firewall Policy configuration section is the "heart" of the firewall. The policies are the
primary filter that is configured to allow or disallow certain types of network traffic through the
firewall. The policies also regulate how bandwidth management, traffic shaping, is applied to
traffic flowing through the WAN interface of the firewall.

When a new connection is being established through the firewall, the policies are
evaluated, top to bottom, until a policy that matches the new connection is found. The Action
of the rule is then carried out. If the action is Allow, the connection will be established and a
state representing the connection is added to the firewall's internal state table. If the action is
Drop, the new connection will be refused. The section below will explain the meanings of the
various action types available.

Policy modes

The first step in configuring security policies is to configure the mode for the firewall. The
firewall can run in NAT or No NAT (Route) mode. Select NAT mode to use DFL-700 network
address translation to protect private networks from public networks. In NAT mode, you can
connect a private network to the internal interface, a DMZ network to the DMZ interface, and a
public network, such as the Internet, to the external interface. Then you can create NAT mode
policies to accept or deny connections between these networks. NAT mode policies hide the
addresses of the internal and DMZ networks from users on the Internet. In No NAT (Route)
mode you can also create routed policies between interfaces. Route mode policies accept or
deny connections between networks without performing address translation. To use NAT
mode select Hide source addresses (many-to-one NAT) and to use No NAT (Route) mode
choose No NAT.

Action Types

Drop — Packets matching Drop rules will immediately be dropped. Such packets will be
logged if logging has been enabled in the Logging Settings page.

Reject — Reject works basically the same way as Drop. In addition to this, the firewall
sends an ICMP UNREACHABLE message back to the sender or, if the rejected packet was a
TCP packet, a TCP RST message. Such packets will be logged if logging has been enabled
in the Logging Settings page.

Allow — Packets matching Allow rules are passed to the stateful inspection engine, which
will remember that a connection has been opened. Therefore, rules for return traffic will not be
required as traffic belonging to open connections is automatically dealt with before it reaches
the policies. Logging is carried out if audit logging has been enabled in the Logging Settings

page.

Source and Destination Filter

Source Nets — Specifies the sender span of IP addresses to be compared to the received
packet. Leave this blank to match everything.
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Source Users/Groups — Specifies if an authenticated username is needed for this policy
to match. Simply make a list of usernames separated by commas (,), specify an entire user
group, or write Any to indicate all authenticated users to enable authentication on this policy.
If it is left blank there is no need for authentication for the policy.

Destination Nets — Specifies the span of IP addresses to be compared to the destination
IP of the received packet. Leave this blank to match everything.

Destination Users/Groups — Specifies if an authenticated username is needed for this
policy to match. Either make a list of usernames, separated by a comma (,) or write Any for
any authenticated user. If it is left blank there is no need for authentication for the policy.

Service Filter
Either choose a predefined service from the dropdown menu or make a custom service.
The following custom services exist:
All — Matches all protocols.

TCP+UDP+ICMP - This service matches all ports on either the TCP or the UDP protocol,
including ICMP.

Custom TCP - This service is based on the TCP protocol.

Custom UDP - This service is based on the UDP protocol.

Custom TCP+UDP - This service uses both the TCP and UDP protocols.
The following is used when making a custom service:

Custom source/destination ports — For many services, a single destination port is
sufficient. The source port used most often are all ports, 0-65535. The http service, for
instance, uses destination port 80. A port range can also be used, meaning that a range 137-
139 covers ports 137, 138, and 139. Multiple ranges or individual ports may also be entered,
separated by commas. For instance, a service can be defined as having source ports 1024-
65535 and destination ports 80-82, 90-92, and 95. In this case, a TCP or UDP packet with the
destination port being one of 80, 81, 82, 90, 91, 92 or 95, and the source port being in the
range 1024-65535, will match this service.

Schedule

If a schedule should be used for the policy, choose one from the dropdown menu. These
are specified on the Schedules page. If the policy should always be active, choose Always
from the dropdown menu.



Intrusion Detection / Prevention

The DFL-700 Intrusion Detection/Prevention System (IDS/IDP) is a real-time intrusion
detection and prevention sensor that identifies and takes action against a wide variety of
suspicious network activity. The IDS uses intrusion signatures, stored in the attack database,
to identify the most common attacks. In response to an attack, the IDS will protect the
networks behind the DFL-700 by dropping the traffic. To notify responsible parties of the
malicious attack, the IDS will send e-mails to the system administrators if e-mail alerting is
enabled and configured. D-Link updates the attack database periodically. There are two
modes that can be configured, either Inspection Only or Prevention. Inspection Only will
only inspect the traffic, and if the DFL-700 detects anything it will log, e-mail an alert (if
configured), and pass on the traffic. If Prevention is used the traffic will be dropped and
logged and if configured, an e-mail alert will be sent.

Traffic Shaping

The simplest way to obtain quality of service in a network, seen from a security as well as
a functionality perspective, is to have the components in the network, not the applications, be
responsible for network traffic control in well-defined choke points.

Traffic shaping works by measuring and queuing IP packets, in transit, with respect to a
number of configurable parameters. Differentiated rate limits and traffic guarantees based on
source, destination and protocol parameters can be created; much the same way firewall
policies are implemented.

There are three different priorities when configuring the traffic shaping, Normal, High and
Critical.

Limit works by limiting the inbound and outbound traffic to the specified speed. This is the
maximum bandwidth that can be used by traffic using this policy. Note however that if you
have other policies using limit; which in total is more then your total internet connection and
have configured the traffic limits on the WAN interface this limit is sometimes lowered to allow
traffic with higher priorities to have precedence.

By using Guarantee, you can traffic using a policy a minimum bandwidth, this will only
work if the traffic limits for the WAN interface are configured correctly.
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Add a new policy

Follow these steps to add a new outgoing policy.
Step 1. Choose the LAN->WAN policy list from the available policy lists.
Step 2. Click on the Add new link.
Step 3. Fill in the following values:

Name: Specifies a symbolic name for the rule. This name is used mainly as a rule
reference in log data and for easy reference in the policy list.

Position: Moves before given position.

Action: Select Allow to allow the specified service traffic to traverse the firewall. Choose
Deny to drop all traffic matching the criteria of the specified service.

Source Nets: — Specifies the sender span of IP addresses to be compared to the
received packet. Leave this blank to match everything.

Source Users/Groups: Specifies if an authenticated username is needed for this policy to
match. Either make a list of usernames, separated by a comma (,) or write Any for any
authenticated user. If it is left blank there is no need for authentication for the policy.

Destination Nets: Specifies the span of IP addresses to be compared to the destination
IP of the received packet. Leave this blank to match everything.

Destination Users/Groups: Specifies if an authenticated username is needed for this
policy to match. Either make a list of usernames, separated by a comma (,) or write Any
for any authenticated user. If it is left blank there is no need for authentication for the

policy.

Service: Either choose a predefined service from the dropdown menu or make a custom
service.

Schedule: Choose which schedule should be used for this policy to match. Choose
Always for no scheduling.

Step 4. If using Traffic shaping, fill in the required information. If not, skip this step.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Note: Refer to Appendix C of the manual for details on mapping Public IP addresses to
Internal Servers.



Change order of policy
Follow these steps to change the order of a policy.

Step 1. Choose the policy list for which you would like to change the order from the
available policy lists.

Step 2. Click on the Edit link corresponding to the rule you want to move.

Step 3. Change the number in the Position to the new line. This will occur after the apply
button is clicked and will move the policy to the new row and move the old policy and all
following policies one step down.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Delete policy
Follow these steps to delete a policy.

Step 1. Choose the policy list from which you would like do delete the policy in from the
available policy lists.

Step 2. Click on the Edit link corresponding to the rule you want to delete.

Step 3. Enable the Delete policy checkbox.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Configure Intrusion Detection
Follow these steps to configure IDS on a policy.

Step 1. Choose the policy you would like to have IDS on.

Step 2. Click on the Edit link corresponding to the rule you want to configure.
Step 3. Enable the Intrusion Detection / Prevention checkbox.

Step 4. Choose Inspection Only from the mode drop down list.

Step 5. Enable the alerting checkbox for e-mail alerting.

Click the Apply button below to apply the changes or click Cancel to discard changes.
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Configure Intrusion Prevention
Follow these steps to configure IDP on a policy.

Step 1. Choose the policy you would like have IDP on.

Step 2. Click on the Edit link corresponding to the rule you want to configure.
Step 3. Enable the Intrusion Detection / Prevention checkbox.

Step 4. Choose Prevention from the mode drop down list.

Step 5. Enable the alerting checkbox for e-mail alerting.

Click the Apply button below to apply the changes or click Cancel to discard changes.



Port mapping / Virtual Servers

The Port mapping / Virtual Servers configuration section is where you can configure virtual
servers (such as a LAN Web server) on the LAN or DMZ Interfaces to be accessible through
the WAN. One may also regulate how bandwidth management (traffic shaping) is applied to
traffic flowing through the WAN interface of the firewall to the LAN or DMZ. It is also possible
to use Intrusion Detection / Prevention on Port mapped services. These are applied in the
same way as with policies. See the previous chapter for more information.

Mappings are read from top to bottom, and the first matching mapping is carried out.

Add a new mapping

Follow these steps to add a new mapping on the WAN interface.
Step 1. Click on the Add new link.
Step 2. Fill in the following values:

Name: Specifies a symbolic name for the rule. This name is used mainly as a rule
reference in log data and for easy reference in the policy list.

Source Nets: Specify the source networks, leave blank for everyone (0.0.0.0/0).

Source Users/Groups: Specifies if an authenticated username is needed for this
mapping to match. Either make a list of usernames, separated by a comma (,) or write
Any for any authenticated user. If it is left blank there is no need for authentication for the

policy.

Destination IP: Leave empty to use the WAN [P of the firewall, or enter an additional IP
address to be forwarded to the specified Pass To address.

Service: Either choose a predefined service from the dropdown menu or make a custom
service.

Pass To: The IP of the server that the traffic should be passed to.

Schedule: Choose which schedule should be used for this mapping to match. Choose
Always for no scheduling.

Step 4. If using Traffic shaping, fill in the required information. If not, skip this step.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Note: Refer to Appendix C of the manual for details on mapping Public IP addresses to
Internal Servers.
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Delete mapping
Follow these steps to delete a mapping.

Step 1. Choose the mapping list (WAN, LAN, or DMZ) you would like do delete the
mapping from.

Step 2. Click on the Edit link corresponding to the rule you want to delete.

Step 3. Enable the Delete mapping checkbox.

Click the Apply button below to apply the changes or click Cancel to discard changes.



Administrative users
Click on Firewall in the menu bar, and then click Users below it. This will show all the
users, and the first section is the administrative users.
Adriniztrative uzers
Admin:  admin [Add]
Read-only: suditor  [Add]

The first column shows the access levels, Administrator and Read-only. An Administrator
user can add, edit and remove rules, change settings of the DFL-700 and so on. The Read-
only user can only look at the configuration. The second column shows the users in each
access level.

Add Administrative User
Follow these steps to add a new administrative user.

Step 1. Click on add after the type
of user you would like to add, Admin

User Management

or Read-only. Edit user admin
Step 2. Fill in User name; make User name: | adin
sure you are nOt trylng to add one Group membership: | administrators

that already exists. 7 Change password

Step 3. Specify the password for Passward
the new user.

Retype password,
Click the Apply button below to apply the setting or click Cancel to discard changes.

Note: The user name and password should be at least six characters long. The user
name and password can contain numbers (0-9) and upper and lower case letters (A-Z, a-
z). Special characters and spaces are not allowed.
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Change Administrative User Access level

To change the access lever of a user click on the user name and you will see the following
screen. From here you can change the
access level by entering the appropriate
level in the Group Membership field.

User Management

Edit user admin:

User name: | admin

Access levels

Giroup membership: | administrators

e Administrator — the user Bl Chieas pasfond
can add, edit and remove Fasenm:
rules and change all Fitips passnort
settings.
L2TP/PPTP settings:
e Read-only — the user can Stai chent
If emply, the IP addiess will be taken from the server's IF pocl
on |y . |00k at . the Netwarks behind
configuration of the firewall.

[ Delete user

e No Admin Access — The

i Membership in the "administratars" group means that the user can administer this unit.
user Is Only Used for user Membership in the "auditors” group means that the user has read-only access to this unit
authentication.

9 ©0

Apply Cancel Help

Follow these steps to change Administrative User Access level.
Step 1. Click on the user you would like to change level of.

Step 2. Choose the appropriate level by entering into the Group Membership Field.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Change Administrative User Password

To change the password of a user click on the user name and you will see the following
screen.

User Management

Follow these steps to change  ciiueadnin
Administrative User password.

User name: | admin

Step 1. Click on the user you would like
to change level of.

Group membership: | administrators

O Change password

Step 2. Enable the Change password Passiord
CheCkbOX Retupe passward;

Step 3. Enter the new password twice.

Click the Apply button below to apply the setting or click Cancel to discard changes.

Note: The password should be at least six characters long. The password can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z). Special characters and spaces
are not allowed.



Delete Administrative User

To delete a user click on the user name and you will see the following screen.

Follow these steps to delete an
Administrative User.

Step 1. Click on the user you would
like to delete.

Step 2. Enable the Delete user
checkbox.

Click the Apply button below to apply
the setting or click Cancel to discard
changes.

User Management

Edit user admin:

Username: | admin

Group membership: | administrators

[] Change password
Password:

Retype password:

L2TP/PPTP settings:
Stalic client IF:
IF emply, the IP address wil be taken from the server's IF pool

Metuorks behind
user:

[ Delete user

Mermbership in the "administrators' aroup means that the user can administer this unit
Mermbership in the "auditors' group means that the user has read-only access to this unit.

900

Apply Cancel Help

Note: Deleting a user is irreversible; once the user is deleted, it cannot be

undeleted.
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Users

User Authentication allows an administrator to grant or reject access to specific users from
specific IP addresses, based on their user credentials.

Before any traffic is allowed to pass through any policies configured with username or
groups, the user must first authenticate him/her-self. The DFL-700 can either verify the user
against a local database or pass along the user information to an external authentication
server, which verifies the user and the given password, and transmits the result back to the
firewall. If the authentication is successful, the DFL-700 will remember the source IP address
of this user, and any matching policies with usernames or groups configured will be allowed.
Specific policies that deal with user authentication can be defined, thus leaving policies that
do not require user authentication unaffected.

The DFL-700 supports the RADIUS (Remote Authentication Dial In User Service)
authentication protocol. This protocol is heavily used in many scenarios where user
authentication is required, either by itself or as a front-end to other authentication services.

The DFL-700 RADIUS Support

The DFL-700 can use RADIUS to verify users against, for example, Active Directory or
Unix password-file. It is possible to configure up to two servers, if the first one is down it will
try the second IP instead.

The DFL-700 can use CHAP or PAP when communicating with the RADIUS server.
CHAP (Challenge Handshake Authentication Protocol) does not allow a remote attacker to
extract the user password from an intercepted RADIUS packet. However, the password must
be stored in plaintext on the RADIUS server. PAP (Password Authentication Protocol) may be
defined as the less secure of the two. If a RADIUS packet is intercepted while being
transmitted between the firewall and the RADIUS server, given time, the user password can
be extracted. The advantage to this is that the password does not have to be stored in
plaintext in the RADIUS server.

The DFL-700 uses a shared secret when connecting to the RADIUS server. The shared
secret enables basic encryption of the user password when the RADIUS-packet is transmitted
from the firewall to the RADIUS server. The shared secret is case sensitive, can contain up to
100 characters, and must be typed exactly the same on both the firewall and the RADIUS
server.



Enable User Authentication via HTTP / HTTPS

Follow these steps to enable User Authentication.

Step 1. Enable the checkbox for

User Authentication. [ Enable User Authentication via HTTP / HTTPS

HTTR Secuiity: € H1TP a5 well as HTTPS
Step 2. Specify if HTTP and & HTTFS orly
HTTPS or only HTTPS should Ide Timeout: [Thewr ]

be used for the login.

Step 3. Specify the idle-timeout, the time a user can be idle before being logged out by the
firewall.

Step 4. Choose new ports for the web-based management GUI to listen on since enabling
user authentication requires the default ports for user login purposes (80 and 443).

Click the Apply button below to apply the settings or click Cancel to discard changes.

Enable RADIUS Support
Follow these steps to enable RADIUS

¥ Enable RADIUS Support

support. Pimary Server [TZ16AT10 pot[1812 |
Step 1. Enable the checkbox for Secanday Servr otz
Mode: | CHAP =
RADIUS Support. Shared Secret [ |
Step 2. Enter information for up to Rstype Secret [
two RADIUS servers. RADIUS ety [ seconds

Step 3. Specify which mode to use, PAP or CHAP.

Step 3. Specify the shared secret for this connection.

Click the Apply button below to apply the settings or click Cancel to discard changes.
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Add User
Follow these steps to add a new user.

Step 1. Click on add corresponding to
the type of user you would like to add,
Admin or Read-only.

Step 2. Fill in User name; make sure
you are not trying to add one that
already exists.

Step 3. Specify which groups the user
should be a member of.

Step 3. Specify the password for the
new user.

Click the Apply button below to apply
the settings or click Cancel to discard
changes.

User Management

Add new user

User name:
Group membership:
Password:

Fletype password:

L2TP/PPTP settings:
Static client P
IF empty, the P addiess will be taken from the server's IP posl

Networks behind
user:

@ O 0
Apply Cancel Help
Select a user ta edit from the below list, or select "Add new'”

Administrative users

Admin: sdmin [Add]
Read-only [Add]

Users it local database
Username  Groups Client IP
ange

[Add new]

Note: The user name and password should be at least six characters long. The user
name and password can contain numbers (0-9) and upper and lower case letters (A-Z, a-
z). Special characters and spaces are not allowed.

Change User Password

To change the password of a user click on the user name and you will see the following

screen.

Follow these steps to change a user
password.

Step 1. Click on the user for which you
would like to change the password.

Step 2. Enable the Change password
checkbox.

Step 3. Enter the new password twice.

Click the Apply button below to apply
the settings or click Cancel to discard
changes.

User Management

Edit user Todd:

User name: llodd—
Group membership: lNetDeleml—
|7 Change password

Password l—
Retype passward: l—

I Delete user

990

Apply Cancel Help

Note: The password should be at least six characters long. The password can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z). Special characters and spaces

are not allowed.



Delete User

To delete a user click on the user name and you will see the following screen.

Follow these steps to delete a user.

Step 1. Click on the user you would
like to delete.

Step 2. Enable the Delete user
checkbox.

Click the Apply button below to apply
the settings or click Cancel to discard
changes.

User Management

Edit user Todd

User name: |Todd

(Group membership: |NelDelend
r Change password
Passward: |1l

Retype password: 1111l

¥ Delete user

9 90

Apply Cancel Help

Note: Deleting a user is irreversible; once the user is deleted, it cannot be

undeleted.
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Schedules
It is possible to

configure a schedule D-Link

for policies to take NIl Ol DFL'?OO
effect. By creating a Network Security Firewall
schedule, the DFL-

700 allows the — m GG Servers Tools Status Help
firewall policies to be Manage Schedules

used only at those Edt new schedtle

designated times. — Mme [

Any activities outside sctve o [11[] [lan 7] [2005L=] ur[19.<]

of the scheduled time . seset 120 b B (R o 100 ke

slot will not follow the - - - u
will  not likely be we IFMPNFFNFF MR PFMFFMF R
through the firewall. s MFFFFFFFFFREF R E R
The DFL-700 can be VAN s I 9 ) ) 9 9 9 9 ) 2 9 9 9 2
configured to have a 900
start time and stop — Aoty Comeol Hel

time, as well as 2 Defined scheckies
different time periods Dale 05000100 0901214 [Ei]

in a day. For example, [Add new]
an organization may
only want the firewall
to allow the internal
network users to
access the Internet during work hours. Therefore, one may create a schedule to
allow the firewall to allow traffic Monday-Friday, 8AM-5PM only. During the non-work
hours, the firewall will not allow Internet access.

Add new recurring schedule
Follow these steps to add a new recurring schedule.

Step 1. Go to Firewall and Schedules and choose Add new.
Step 2. Enable the checkbox named Recurring scheduling.

Step 3. Use the checkboxes to set the times this schedule should be active.

Click the Apply button below to apply the changes or click Cancel to discard changes.



Add new one-time schedule
Follow these steps to create and add a new one-time schedule.
Step 1. Go to Firewall and Schedules and choose Add new.
Step 2. Choose the starting and ending date and hour when the schedule should be active.

Step 3. Use the checkboxes to set the times this schedule should be active inside the
specified timeframe.

Click the Apply button below to apply the changes or click Cancel to discard changes.
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Services

A service is basically a definition of a specific IP protocol with corresponding parameters.
The service http, for instance, is defined as using the TCP protocol with destination port 80.

Services are simplistic, in that they cannot carry out any action in the firewall on their own.
Thus, a service definition does not include any information whether the service should be
allowed through the firewall or not. That decision is made entirely by the firewall policies, in
which the service is used as a filter parameter.

Adding TCP, UDP or TCP/UDP Service

For many services, a single destination port is sufficient. The http service, for instance,
uses destination port 80. To use a single destination port, enter the port number in the
destination ports text box. In most cases, all ports (0-65535) have to be used as source ports.
The second option is to define a port range; a port range is inclusive, meaning that a range
137-139 covers ports 137, 138, and 139.

Multiple ranges or individual ports may also be entered, separated by commas. For
instance, a service can be defined as having source ports 1024-65535 and destination ports
80-82, 90-92, and 95. In this case, a TCP or UDP packet with the destination port being one
of 80, 81, 82, 90, 91, 92 or 95, and the source port being in the range 1024-65535, will match
this service.

Follow these steps to add a TCP, UDP, or TCP/UDP service.
Step 1. Go to Firewall and Service and choose add new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select TCP/UDP Service.
Step 4. Select the protocol (TCP, UDP, or both TCP/UDP) used by the service.

Step 5. Specify a source port or range for this service by typing in the low and high port
numbers. Enter 0-65535 for all ports, or a single port like 80 for only one source port.

Step 6. Specify a destination port or range for this service by typing in the low and high
port numbers. Enter 0-65535 for all ports, or a single port like 80 for only one destination
port.

Step 7. Enable the SYN Relay checkbox if you want to protect the destination from SYN
flood attacks.

Click the Apply button below to apply the changes or click Cancel to discard changes.



Adding IP Protocol

When the type of the service is IP Protocol, an IP protocol number may be specified in the
text field. To have the service match the GRE protocol, for example, the IP protocol should be
specified as 47. A list of some defined IP protocols can be found in the appendix named “IP
Protocol Numbers.”

IP protocol ranges can be used to specify multiple IP protocols for one service. An IP
protocol range is similar to the TCP and UDP port range described previously. The range 1-4,
7 will match the protocols ICMP, IGMP, GGP, IP-in-IP, and CBT.

Follow these steps to add a TCP, UDP, or TCP/UDP service.
Step 1. Go to Firewall and Service and choose new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select IP Protocol.

Step 4. Specify a comma-separated list of IP protocols.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Grouping Services

Services can be grouped in order to simplify configuration. Consider a Web server using
standard http as well as SSL encrypted http (https). Instead of having to create two separate
rules allowing both types of services through the firewall, a service group named, for instance,
Web, can be created, with the http and the https services as group members.

Follow these steps to add a group.
Step 1. Go to Firewall and Service and choose new.

Step 2. Enter a Name for the service in the name field. This name will appear in the
service list when you add a new policy. The name can contain numbers (0-9) and upper
and lower case letters (A-Z, a-z), and the special characters - and _. No other special
characters and spaces are allowed.

Step 3. Select Group.

Step 4. Specify a comma-separated list of existing services.

Click the Apply button below to apply the changes or click Cancel to discard changes.
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Protocol-independent settings

Allow ICMP errors from the destination to the source — ICMP error messages are sent
in several situations: for example, when an IP packet cannot reach its destination. The
purpose of these error control messages is to provide feedback about problems in the
communication environment.

However, ICMP error messages and firewalls are usually not a very good combination; the
ICMP error messages are initiated at the destination host (or a device within the path to the
destination) and sent to the originating host. The result is that the ICMP error message will be
interpreted by the firewall as a new connection and dropped, if not explicitly allowed by the
firewall rule-set. It is generally not a good idea to allow any inbound ICMP message to be able
to have those error messages forwarded.

To solve this problem, the DFL-700 can be instructed to pass an ICMP error message only
if it is related to an existing connection. Check this option to enable this feature for
connections using this service.

ALG - Similar to the way most stateful inspection firewalls behave, the DFL-700 filters
only information found in packet headers, such as IP, TCP, UDP, or ICMP headers.

In some situations though, filtering only header data is not sufficient. The FTP protocol, for
instance, includes IP address and port information in the protocol payload. In these cases, the
firewall needs to be able to examine the payload data and carry out appropriate actions. The
DFL-700 provides this functionality using Application Layer Gateways (ALG).

To use an Application Layer Gateway, the appropriate Application Layer Gateway
definition is selected in the dropdown menu. The selected Application Layer Gateway will thus
manage network traffic that matches the policy using this service.

Currently, the DFL-700 supports two Application Layer Gateways, one is used to manage
the FTP protocol and the other one is a HTTP Content Filtering ALG. For detailed information
about how to configure the HTTP Application Layer Gateway, please see the Content Filtering
chapter.



VPN

Introduction to IPSec

This chapter introduces IPSec, the method, or rather set of methods used to provide VPN
functionality. IPSec, Internet Protocol Security, is a set of protocols defined by the IETF,
Internet Engineering Task Force, to provide IP security at the network layer.

An IPSec based VPN, such as that of the DFL-700, is made up of two basic parts:
e Internet Key Exchange security protocol (IKE)
e IPSec protocol (ESP)

The first part, IKE, is the initial negotiation phase, where the two VPN endpoints agree on
which methods will be used to provide security for the underlying IP traffic. Furthermore, IKE
is used to manage connections, by defining a set of Security Associations (SA), for each
connection. Each SA is unidirectional, so there will be at least two SA per IPSec connection.
The other part is the actual IP data being transferred, using the encryption and authentication
methods agreed upon in the IKE negotiation. This can be accomplished in a number of ways;
by using the IPSec protocol ESP.

To set up an IPSec Virtual Private Network (VPN), you do not need to configure an
Access Policy to enable encryption. Just fill in the following settings: VPN Name, Source
Subnet (Local Net), Destination Gateway (If LAN-to-LAN), Destination Subnet (If LAN-to-LAN),
and Authentication Method (Pre-shared key or Certificate). The firewalls on both ends must
use the same Pre-shared key or set of Certificates and IPSec lifetime to make a VPN
connection.

Introduction to PPTP

PPTP, Point-to-Point Tunneling Protocol, jointly developed by Microsoft, US Robotics,
and various other remote access companies known collectively as the PPTP Forum, is used
to provide IP security at the network layer.

A PPTP based VPN is made up by these parts:
e  Point-to-Point Protocol (PPP)
e  Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)
e  Microsoft Point-To-Point Encryption (MPPE)
e  Generic Routing Encapsulation (GRE)

PPTP uses TCP port 1723 for it's control connection and uses GRE (IP protocol 47) for
the PPP data. PPTP supports data encryption by using MPPE.

48



Introduction to L2TP
L2TP, Layer 2 Tunneling Protocol, a combination of Microsoft's PPTP and Cisco’s L2F
(Layer 2 Forwarding), is used to provide IP security at the network layer.
An L2TP based VPN is made up by these parts:
e Point-to-Point Protocol (PPP)
e Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)
e Microsoft Point-To-Point Encryption (MPPE)

L2TP uses UDP to transport the PPP data, this is often encapsulated in IPSec for
encryption instead of using MPPE.

Point-to-Point Protocol
PPP (Point-to-Point Protocol) is a standard for transporting datagram’s over point-to-point
links. PPP is used to encapsulate IP packets for transport between two peers.
PPP consists of these three components:
e Link Control Protocols (LCP) to negotiate parameters, test and establish the link.
e Network Control Protocol (NCP) to establish and negotiate different network
layer protocols (DFL-700 only supports IP)
e Data encapsulation to encapsulate datagram’s over the link.

To establish a PPP tunnel, both sides send LCP frames to negotiate parameters and test
the data link. If authentication is used, at least one of the peers has to authenticate itself
before the network layer protocol parameters can be negotiated using NCP. During the LCP
and NCP negotiation optional parameters such as encryption, can be negotiated. When LCP
and NCP negotiation is done, IP datagram’s can be sent over the link.



Authentication Protocols

PPP supports different authentication protocols, PAP, CHAP, MS-CHAP v1 and MSCHAP
v2. The authentication protocol to be used is decided during LCP negotiation.

PAP

PAP (Password Authentication Protocol) is a simple, plaintext authentication scheme,
which means that both user name and password are sent over the tunnel plaintext. PAP is
therefore not considered a secure authentication protocol.

CHAP

CHAP (Challenge Handshake Authentication Protocol) is a challenge-response
authentication protocol specified in RFC 1994. CHAP uses an MD5 one-way encryption
scheme to hash the response to a challenge issued by the DFL-700. CHAP is superior to PAP
in that the password is never sent over the link. Instead the password is used to create the
one-way MD5 hash. This does however mean that CHAP requires passwords to be stored in
a reversibly encrypted form.

MS-CHAP v1

MS-CHAP v1 (Microsoft Challenge Handshake Authentication Protocol version 1) is
similar to CHAP; the main difference is that with MS-CHAP v1 the password only needs to be
stored as an MD4 hash instead of a reversibly encrypted form. Another difference is that
MSCHAP v1 uses MD4 Hashing as opposed to MD5 used in CHAP.

MS-CHAP v2

MS-CHAP v2 (Microsoft Challenge Handshake Authentication Protocol version 1) is more
secure then MS-CHAP v1 as it provides two-way authentication. MS-CHAPV2 is not
backwards compatible with MS-CHAP v1. Both the Remote Access Server and the client
must prove they have knowledge of the password via two-way Challenge response
messages.

MPPE, Microsoft Point-To-Point Encryption

MPPE is used is used to encrypt Point-to-Point Protocol (PPP) packets. MPPE uses the
RSA RC4 algorithm to provide data confidentiality. The length of the session key to be used
for the encryption can be negotiated. MPPE currently supports 40-bit, 56-bit and 128-bit RC4
session keys.
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L2TP/PPTP Clients

Settings for L2TP/PPTP
Client Configuration

Name - Specifies a friendly
name for the PPTP/L2TP Client
tunnel.

Username -  Specify the
username for this PPTP/L2TP
Client tunnel.

Password/Confirm Password —
The password to use for this
PPTP/L2TP Client tunnel.

Interface IP - Specifies if the
L2TP/PPTP Client tunnel should
use a Static IP or obtain a
dynamic IP from the server.

Remote Gateway - The |IP
address of the remote
PPTP/L2TP Server.

Dial on demand - If enabled the tunnel will only be initiated when needed. If disabled the
tunnel will be persistent (always on).

Authentication protocol —
Specify  which  authentication
protocol to use (if any). Refer to
the Authentication Protocols
section for more information
about each type.

MPPE encryption - If MPPE
encryption is to be used, select
the desired level of encryption
key (MPPE is used with PPTP). A
selection of None means that
data will be sent over the PPP
link unencrypted.

Require IPSec encryption — If
configuring for L2TP, you most
likely will be using IPSec instead
of MPPE for data encryption. To
use IPSec enable the checkbox
and select PSK or Certificate.

L2TP/PPTP Clients

Add PPTP Cliert :

Name: I

Basic settings:
Usermame: I
Pazsword: I

Retype
Pazsword:

Interface IP: I Blank = get IP from server
Remate l—
Gateway:

= Use primary DMS server from tunnel as primary DNS

[ Use secondary DNS server from tunnel as secondary DMS
Hint: Use Servers -» DNS Relayer to easily make DMS servers available ta internal

clients

I Dial on demand

Idle timeaut: IED minutes

& Count sending as activity
© Count receiving ag activity
© Count both as ackivity

Authentication:

Protoool [ . suth
W pap
W chap
M MscHap [MPPE encryption possible]
= MECHAPY2 [MMPE encryption possible]

MPPE encryption:

¥ None
F 40bit
56 hir
F 12atit

Encryption is only possible when using MSCHAP ar MSCHAPY2 a3 authentication

protocol
™ Use IPsec encryption

& PSK - PreShared Key
Kew: I
Retype key: |

" Certificate based

Local Identity: | Admin - CH=000F3010FCZ7

Ll

Certificates:

Usze chilfshift click to select multiple certificates.
Touse D lists below, wou must select a T4, certificate.

Identity List: | [ho list]




L2TP/PPTP Servers

Settings for L2TP/PPTP

. . L2TP/PPTP Servers
Server Configuration

Add L2TP tunnel :

Mame:
Outer IP: Elark = 'WAN P

Must be waN [P if IPsec encryption is requied
Irner IP: Blank = L&N IP

IP Pool and settings:

Name — Specifies a name for this
PPTP/L2TP Server.

Outer IP - Specifies the IP that
the PPTP/L2TP server should
listen on, leave it Blank for the
WAN IP.

Client [P Pool: Ix.x.x.x SRy
Primary DMS: [Optional)
Secondary DNS: [Optianal)

Il Use unit's own DMS relager addiesses

Inner IP - Specifies the internal
IP of the VPN tunnel. Leave this
field Blank for the LAN IP.

IP Pool and settings - Primary WINS: [Optianal)
Information related to client IP Secondary WINS: (Dptional]
assignment.

Client IP Pool — An IP range, group or entire network that the PPTP/L2TP Server will use as
an |IP address pool to assign dynamic IP addresses to clients.

Primary/Secondary DNS - IP addresses of the primary and secondary DNS servers. If
utilizing the DNS Relay function, be sure to enable the check box to ensure proper DNS info.

Primary/Secondary WINS - IP of the Windows Internet Name Service (WINS) servers that
are used in Microsoft environments which uses the NetBIOS Name Servers (NBNS) to assign

IP addresses to NetBIOS names.

Authentication
Specify  which
protocol to use, if any (not
necessary). Refer to the
Authentication Protocols
section for more information
about each type.

MPPE encryption — If MPPE
encryption is to be used, select
the desired level of encryption
key (MPPE is used with PPTP).
A selection of None means that
data will be sent over the PPP
link unencrypted.

protocol —
authentication

Require IPSec encryption — If
configuring for L2TP, you most
likely will be using IPSec instead
of MPPE for data encryption. To
use IPSec enable the checkbox
and select PSK or Certificate.

Authentication protocol:

™ Mo authentication

Pap

CHAP

MSCHAP [MPPE enciyption possible]
MSCHAPWZ [MPPE enciyption possible]

MDA

MPPE encryption:

™ Mo - ursmcrypted
¥ 40kit
¥ g5 kit
[} 128 it [hest security]

Encryption is only possible when using MSCHAP or MSCHAPY2 as authentication

protocol

" Require IPsec encipption

& PSK - FreShaed Key
Koy [
Fetype key: I

© Certificate based

Local Identity: | Admin - CM=000F3D10FC27

Certificates:

Use ctrl/zhift click to select multiple certificates.
Touse 1D lists below, pou must select a Ca certificate

Identity List: [ s
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IPSec VPN between two networks

In the following example users on the main Branch Office
office |nte_rnal_ network can connegt to the Internal Network
branch office internal network and vice versa.

Communication between the two networks

takes place in an encrypted IPSec VPN tunnel

that connects the two DFL-700 NetDefend DFL-700 Firewall
Firewalls across the Internet. Users on the

internal networks are not aware that when they

connect to a computer on the other network

that the connection runs across the Internet.

As shown in the example, you can use the
DFL-700 to protect a branch office and a small
main office. Both of these DFL-700s can be
configured as IPSec VPN gateways to create a
VPN tunnel that connects the branch office
network to the main office network. DFL-700 Firewall

The example shows an IPSec VPN
between two internal networks. One may also
create VPN tunnels between an internal Main Office
network behind one VPN gateway and a DMZ Internal Network
network behind another or between two remote
DMZ networks. The networks at the ends of the VPN tunnel are selected when you configure
the VPN policy.

Creating a LAN-to-LAN IPSec VPN Tunnel
Follow these steps to add a LAN-to-LAN Tunnel.
Step 1. Go to Firewall/VPN and choose Add new under IPSec.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Specify your local network, or your side of the tunnel, for example
192.168.1.0/255.255.255.0, in the Local Net field.

Step 4. Choose authentication type, either PSK (Pre-shared Key) or Certificate-based. If
you choose PSK, make sure both firewalls use exactly the same PSK.

Step 5. For Tunnel Type, choose LAN-to-LAN tunnel and specify the network behind the
other DFL-700 as Remote Net. Also specify the external IP of the other DFL-700, either an
IP or a DNS name.

Click the Apply button below to apply the changes or click Cancel to discard changes.

Repeat these steps with the firewall on the other site.



VPN between client and an internal network

In the following example users can connect to the Internal Network
main office internal network from anywhere on the
Internet. Communication between the client and the
internal network takes place in an encrypted VPN tunnel
that connects the DFL-700 and the roaming users across  DFL-700 Firewall N
the Internet. V

The example shows a VPN between a roaming VPN ‘
client and the internal network, but you can also create a
VPN tunnel that uses the DMZ network. The networks at
the ends of the VPN tunnel are selected when you
configure the VPN policy.

Roaming ¥YPN Client

Creating a Roaming Users IPSec Tunnel
Follow these steps to add a roaming user tunnel.

Step 1. Go to Firewall and VPN and choose Add new under IPSec.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters -
and _. No other special characters and spaces are allowed.

Step 3. Specify your local network, or your side of the tunnel, for example
192.168.1.0/255.255.255.0, in the Local Net field. This is the network your roaming VPN
clients should be allowed to connect to.

Step 4. Choose authentication type, either PSK (Pre-shared Key) or Certificate-based. If
you choose PSK, make sure the clients use exactly the same PSK.

Step 5. For Tunnel Type, choose Roaming User.

Click the Apply button below to apply the changes or click Cancel to discard changes.
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Adding an L2TP/PPTP VPN Client
Follow these steps to add an L2TP or PPTP VPN Client configuration.

Step 1. Go to Firewall and VPN and choose Add new PPTP client or Add new L2TP
client in the L2TP/PPTP Clients section.

Step 2. Enter a Name for the new tunnel in the name field. The name can contain
numbers (0-9) and upper and lower case letters (A-Z, a-z), and the special characters ‘-
“and ‘_’. No other special characters or spaces are allowed.

Step 3. Enter the username and password for the PPTP or L2TP Client.

Step 4. Specify if the IP should be received from the server or if a static one should be
used. This field should be left blank in most scenarios.

Step 5. Specify the Remote Gateway; this should be the IP of the L2TP or PPTP Server
you are connecting to.

Step 6. If you are using IPSec encryption for the L2TP or PPTP Client, choose the
appropriate authentication type, either PSK (Pre-shared Key) or Certificate-based.

Click the Apply button below to apply the change or click Cancel to discard changes.

Adding an L2TP/PPTP VPN Server

Follow these steps to add an L2TP or PPTP VPN Server configuration that listens on the
WAN IP.

Step 1. Go to Firewall and VPN and choose Add new PPTP server or Add new L2TP
server in the L2TP/PPTP Server section.

Step 2. Enter a Name for this tunnel in the name field. The name can contain numbers (0-
9) and upper and lower case letters (A-Z, a-z), and the special characters ‘-~ and ‘_’. No
other special characters or spaces are allowed.

Step 3. Specify the Client IP Pool; this should be a range of unused IP’s on the LAN
interface that will be handed out to L2TP or PPTP Clients.

Step 4. If you are using IPSec encryption for the L2TP or PPTP Client choose
authentication type, either PSK (Pre-shared Key) or Certificate-based.

Click the Apply button below to apply the change or click Cancel to discard changes.



VPN — Advanced Settings

Advanced settings for a VPN tunnel is used when the user needs to change some
characteristics of the tunnel to, for example, try to connect to a third party VPN Gateway. The
different settings per tunnel are:

Limit MTU
With this setting it is possible to limit the MTU (Max Transferable Unit) of the VPN tunnel.

IKE Mode

Specify if Main mode IKE or Aggressive Mode IKE should be used when establishing
outbound VPN Tunnels. Inbound main mode connections will always be allowed. Inbound
aggressive mode connections will only be allowed if this setting is set to aggressive mode.

IKE DH Group

Here it is possible to configure the Diffie-Hellman group to 1 (modp 768-bit), 2 (modp
1024-bit), or 5 (modp 1536-bit).

PFS - Perfect Forward Secrecy

If PFS, Perfect Forwarding Secrecy, is enabled, a new Diffie-Hellman exchange is
performed for each phase-2 negotiation. While this is slower, it makes sure that no keys are
dependent on any other previously used keys; no keys are extracted from the same initial
keying material. PFS is used to ensure that in the unlikely event an encryption key is
compromised, no subsequent keys could be derived from that compromised key.

NAT Traversal

Here it is possible to configure how the NAT Traversal code should behave.

Disabled - The firewall will not send the necessary Vendor ID's to indicate NAT-T support
when setting up the tunnel.

On if supported and need NAT - Will only use NAT-T if one of the VPN gateways is
behind a NAT device.

On if supported - Always tries to use NAT-T when setting up the tunnel.

Keepalives
No keepalives — Keep-alive is disabled.

Automatic keepalives - The firewall will send ICMP pings to IP Addresses automatically
discovered from the VPN Tunnel settings.

Manually configured IP addresses - Configure the source and destination IP addresses
used when sending the ICMP pings.
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Proposal Lists

To agree on the VPN connection parameters, a negotiation process is performed. As the
result of the negotiations, the IKE and IPSec security associations (SA) are established. As
the name implies, a proposal is the starting point for the negotiation. A proposal defines
encryption parameters, for instance encryption algorithm, life times etc, that the VPN gateway
supports.

There are two types of proposals, IKE proposals and IPSec proposals. IKE proposals are
used during IKE Phase-1 (IKE Security Negotiation), while IPSec proposals are using during
IKE Phase-2 (IPSec Security Negotiation).

A Proposal List is used to group several proposals. During the negotiation process, the
proposals in the proposal list are offered to the remote VPN gateway one after another until a
matching proposal is found.

IKE Proposal List

Cipher — Specifies the encryption algorithm used in this IKE proposal. Supported
algorithms are AES, 3DES, DES, Blowfish, Twofish, and CAST128.

Hash — Specifies the hash function used to calculate a check sum that reveals if the data
packet is altered while being transmitted. MD5 and SHA1 are supported algorithms.

Life Times — Specifies in KB or seconds when the security associations for the VPN
tunnel need to be re-negotiated.

IPSec Proposal List

Cipher — Specifies the encryption algorithm used in this IPSec proposal. Supported
algorithms are AES, 3DES, DES, Blowfish, Twofish, and CAST128.

HMAC - Specifies the hash function used to calculate a check sum that reveals if the data
packet is altered while being transmitted. MD5 and SHA1 are supported algorithms.

Life Times — Specifies in KB or seconds when the security associations for the VPN
tunnel need to be re-negotiated.



Certificates

A certificate is a digital proof of identity. It links an identity to a public key in a trustworthy
manner. Certificates can be used to authenticate individual users or other entities. These
types of certificates are commonly called end-entity certificates.

Before a VPN tunnel with certificate based authentication can be set up, the firewall needs
a certificate of its own and that of the remote firewall. These certificates can either be self-
signed certificates, or issued by a CA.

Trusting Certificates

When setting up a VPN tunnel, the firewall has to be told whom it should trust. When using
pre-shared keys, this is simple. The firewall trusts anyone who has the same pre-shared key.

When using certificates, on the other hand, you tell the firewall that it can trust anyone
whose certificate is signed by a given CA. Before a certificate is accepted, the following steps
are taken to verify the validity of the certificate:

e Construct a certification path up to the trusted root CA.
o Verify the signatures of all certificates in the certification path.

e Fetch the CRL for each certificate to verify that none of the certificates have been
revoked.

Local identities

This is a list of all the local identity certificates that can be used in VPN tunnels. A local
identity certificate is used by the firewall to prove its identity to the remote VPN peer.

To add a new local identity certificate, click Add new. The following pages will allow you to
specify a name for the local identity, and upload the certificate and private key files. This
certificate can be selected in the Local Identity field on the VPN page.

This list also includes a special certificate called Admin. This is the certificate used by the
Web interface to provide HTTPS access.

Note: The certificate named Admin can only be replaced by another certificate. It cannot
be deleted or renamed. This is used for HTTPS access to the DFL-700.

Certificates of remote peers
This is a list of all certificates of individual remote peers.

To add a new remote peer certificate, click Add new. The following pages will allow you to
specify a name for the remote peer certificate and upload the certificate file. This certificate
can be selected in the Certificates field on the VPN page.

Certificate Authorities

This is a list of all CA certificates. To add a new Certificate Authority certificate, click Add
new. The following pages will allow you to specify a name for the CA certificate and upload
the certificate file. This certificate can be selected in the Certificates field on the VPN page.
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Note: If the uploaded certificate is a CA certificate, it will automatically be placed in the
Certificate Authorities list, even if Add New was clicked in the Remote Peers list. Similarly, a
non-CA certificate will be placed in the Remote Peers list even if Add New was clicked from
the Certificate Authorities list.

Identities

This is a list of all the configured Identity lists. An Identity list can be used on the VPN
page to limit inbound VPN access from this list of known identities.

Normally, a VPN tunnel is established if the certificate of the remote peer is present in the
Certificates field in the VPN section, or if the remote peer's certificate is signed by a CA
whose certificate is present in the Certificates field in the VPN section. However, in some
cases it might be necessary to limit those who can establish a VPN tunnel, even among peers
signed by the same CA.

The Identity list can be selected in the Identity List field on the VPN page.

If an Identity List is configured, the firewall will match the identity of the connecting remote
peer against the Identity List, and only allow it to open the VPN tunnel if it matches the
contents of the list.

If no Identity List is used, no identity matching is performed.



Content Filtering

DFL-700 HTTP content filtering may be configured to scan all HTTP protocol streams for
URLs or for potentially dangerous Web page content. If a match is found between the
requested URL and the URL Blacklist the DFL-700 will block the Web page.

You can configure the URL Blacklist to block all or just some of the pages on a website.

Using this feature one may deny access to parts of a website without denying access to it
completely.

HTTP content filtering may also be configured to strip potentially dangerous content such
as ActiveX objects, Flash objects, Java, and cookies.

There is also a URL Whitelist to explicitly define URLs that should be excluded from all
Content Filtering (URLs in this list will not be stripped of ActiveX, Java, Flash, or cookies).

Note: For HTTP URL filtering to work, all HTTP traffic needs to go through a policy using a
service with the HTTP ALG. Content Filtering rules will not apply to HTTPS streams. A pre-
defined “HTTP-outbound TCP: All -> 80 ALG: "http-cf", max 100" service is provided to
simplify the configuration of HTTP Content Filtering.

Refer to Appendix D for more detailed information on configuration of HTTP Content
Filtering.

Edit the URL
Global Whitelist

Follow these steps to add
or remove a URL. [ system WIS Servers  Tools  Status

D-Link

Building Networks for People

DFL-700
Network Security Firewall

HTTP Content Filtering

Step 1. Navigate to
Firewall / Content Policy
Filtering and choose Edit
global URL Whitelist.

 Access to sites that are important for software updates and =]

Step 2. Add or edit a " sers
-~ diink_com/”

URL that should always o i

be allowed. Remove

any URL that you do not eerea®

want to always allow.

Edit Destination URL Global Whitelist
To allow acoess to 2 whole domain, use e.0. " safesite.com”*. Note the ending slash, which protects against
somenne sefting up e.9. ", safesite.cam, dyncnsprovider.nef” as an sl for an otherwise disallowed site

Blark lines are ignored Lines beginning with "#" are alsa ignored.

* microsoft com/

@

DEEDET

Twen
Click the Apply button
below to apply the changes
or click Cancel to discard
changes. | — =l

9 00

Apply Cancel Help
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Edit the URL Global Blacklist
Follow these steps to -
D-Link

add or remove a URL.
Building Networks for People

DFL-700
Network Security Firewall

Step 1. Navigate to
Firewall / Content
Filtering and choose | system WG Servers  Tools  Stalus  Help
Edit global URL
Blacklist.

Edit Destination URL Global Blacklist:
e
H P""cy The URL blacklist by d to ds b lete sites, to file b et to LIRLs with
e lackhist can be used to deny access to complete sites, to fle types by extension, or to .3 Wit
Step 2. Add or edit a
prm—

cetain words in them.
URL that should be e
fitered and blocked.

# -
Flle eXtenSlOnS may :Der\y access ko potentialy dangerous file types: j

HTTP Content Filtering

Blank lines are ignored. Lines beginning with "4 ars also ignored

also be defined to 4 Malicious executables can be dowrlaaded by exploits

block download of Schedules oo
e e B
specified file types. p— e

Cl ICk the Apply ?fé:hc\ous scripts can be downloaded by exploits
button below to apply VPN b
the changes or click o
Cancel to discard Certicates e

[~ wusf
. sh
= sct

changes.

Content Filtering

4 Shell soraps can contain executables and invoke nearly any command =l

Apply Cancel Help

Note: For HTTP URL filtering to work, all HTTP traffic needs to go through a policy using a
service with the HTTP ALG. A pre-defined “HTTP-outbound TCP: All -> 80 ALG: "http-cf",
max 100" service is provided to simplify the configuration of HTTP Content Filtering.

Refer to Appendix D for more detailed information on configuration of HTTP Content
Filtering.

Active content handling

Active content handling can be enabled or disabled by checking the checkbox before each
type you would like to strip. For example to strip ActiveX and Flash, enable the checkbox
named Strip ActiveX objects. It is possible to strip ActiveX, Flash, Java, JavaScript, and
VBScript. It is also possible to block cookies.

Note: For HTTP URL filtering to work, all HTTP traffic needs to go through a policy using a
service with the HTTP ALG. A pre-defined “HTTP-outbound TCP: All -> 80 ALG: "http-cf",
max 100" service is provided to simplify the configuration of HTTP Content Filtering.

Refer to Appendix D for more detailed information on configuration of HTTP Content
Filtering.



Servers

DHCP Server Settings

The DFL-700 contains a DHCP server. DHCP (Dynamic Host Configuration Protocol) is a
protocol that allows network administrators to automatically assign IP numbers to DHCP
enabled computers on a
network. The DFL-700 -
DHCP Server helps to D-Link
minimize the WOrk Building Networks for People
necessary to administer a

DFL-700
Network Security Firewall

network, as there is no System  Firewall BECUT-TEE Tools  Status Help
need for another DHCP s’/ DHCP Server / Relaging Settings
server. I: DHCP server / relaying seftings for LAM interface:
DHCP Server
The DFL-700 DHCP € Mo DHCP processing
Server on |y im p|ements a The it will ignore DHEP requests heard on this intetface.
subset of the DHCP " Use buill-in DHCP Server:
protocol necessary to IP Sparc |132 1E81.100 - 152 168.1.200
DNS Servers:
serve a small network; P e
optional
these are: 7 Use unit's own DNS relaper addiesses
WANS Servers: [ pional
e IPaddress E—
"WINS servers are used for name resolution in windows networks.
° Netmask Domain name: (optional)
Lease time: | 3 hours _+
° Subnet The gateway will be set to the IF address of the recsiving interface.
& Relap DHCP requests to other DHCP server:
o Gateway Server P
address
@ 9 0O
e DNS Servers Apply Cancel Help
° WINS Avvallable interfaces
Servers \[_)A;N:\IZ Serwe |P span: 192 168.1.100 - 192 168.1.200
D . VPMTurnell Relay to server: 192.168.1.15
. omain
name

The DFL-700 DHCP
Server assigns and manages IP addresses from specified address pools within the firewall to
the DHCP clients.

Note: Leases are remembered over a re-configure or reboot of the firewall.

The DFL-700 also includes a DHCP Relay function. A DHCP Relay allows the DFL-700 to
receive DHCP requests and forward those requests to a specified DHCP server. The relay
function allows the use of existing DHCP servers in conjunction with the DFL-700 to ensure all
users on all interfaces receive IP addresses when requested. The DFL-700 will also
configure dynamic routes based on those DHCP leases. This enables the firewall to keep an
accurate routing table based on active users and protects the DHCP server to some degree.

Note: There can only be one DHCP Server or DHCP Relay configured per interface.
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Enable DHCP Server

To enable the DHCP Server on an interface, click on Servers in the menu bar, and then
click DHCP Server below it.

Follow these steps to enable the DHCP Server on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Enable by checking the Use built-in DHCP Server box.

Step 3. Fill in the IP Span, the start and end IP for the range of IP addresses that the DFL-
700 can assign.

Step 4. Fill in the DNS servers the DHCP server will assign to the clients; at least one
should be provided. If the DNS Relay function is configured, the DHCP server will assign
those addresses.

Step 5. Optionally type in the WINS servers the DHCP server will assign to the clients.
Step 6. Optionally type in the domain that the DHCP server will assign to the clients.

Step 7. Choose the length of time the DHCP server will give out leases before the client
has to renew them.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Enable DHCP Relay

To enable the DHCP Relay on an interface, click on Servers in the menu bar, and then
click DHCP Server below it.

Follow these steps to enable the DHCP Relay on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Enable by checking the Relay DHCP Requests to other DHCP server box.

Step 3. Fill in the IP of the DHCP Server; note that it should be on another interface than
where the DHCP request is coming from, i.e. a server on the DMZ.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Disable DHCP Server/Relay

To disable the DHCP Server on an interface, click on Servers in the menu bar, and then
click DHCP Server below it. Select the interface on which you wish to disable the DHCP
server or relayer.

Follow these steps to disable the DHCP Server or Relayer on the LAN interface.
Step 1. Choose the LAN interface from the Available interfaces list.
Step 2. Disable by checking the No DHCP processing box.
Click the Apply button below to apply the settings or click Cancel to discard changes.



DNS Relay Settings

Click on Servers in the menu bar, and then click DNS Relay below it. The DFL-700
contains a DNS Relay function that can be configured to relay DNS queries from the internal
LAN to the DNS servers used by the firewall itself.

D-Link DFL-700

Building Networks for People .
Network Security Firewall

System  Firewall BRI Tools Status Help

g'/_ DMS Relayer Settings
The DMS Relayer can provide DMS service on up to bwo fiked local IP addreszes
T These can be used as DMS servers by computers on the LAN.
DHCP Server
1 ¥ Enable DNS Relayer
DNS Relay Paddess T [

V' Use address of LN interface

IP &ddress 2: I [optional]

The requests will be relayed to the DMS servers that this unit itself uses.

9 © 0O

Apply Cancel Help

Enable DNS Relayer
Follow these steps to enable the DNS Relayer.

Step 1. Enable by checking the Enable DNS Relayer box.
Step 2. Enter the IP numbers that the DFL-700 should listen for DNS queries on.

Note: If “Use address of LAN interface” is checked, you do not have to enter an IP in IP
Address 1, as the firewall will know what address to use.

Click the Apply button below to apply the settings or click Cancel to discard changes.

Disable DNS Relayer
Follow these steps to disable the DNS Relayer.

Step 1. Disable by un-checking the Enable DNS Relayer box.
Click the Apply button below to apply the settings or click Cancel to discard changes.
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Tools

Ping

Click on Tools in the menu bar, and then click Ping below it. This tool is used to send a
specified number of ICMP Echo Request packets to a given destination. All packets are sent
in immediate succession rather than one per second. This method is the best suited for
diagnosing connectivity problems.

Ping

IP Address: I
Mumber of packets: I'I 'I

Packet zize: |64 -

9 90O

Apply Cancel Help

e |IP Address — Target IP to send the ICMP Echo Requests to.
¢  Number of packets — Number of ICMP Echo Request packets to send, up to 10.

e Packet size — Size of the packet to send, between 32 and 1500 bytes.

Ping Example

In this example, the IP Address is 192.168.10.1 the Number of packets is five. After
clicking on Apply the firewall will start to send the ICMP Echo Requests to the specified IP.
After a few seconds the result will be displayed. In this example, only four out of five packets
were received back, a 20% packet loss, and the average time for the packets to travel to and
from the specified IP was 57 ms.

Fezultz of pinging 192 168.10.1
Seq Roundtrip TTL

1 50 mz 236
2 70 mz 236
3 60 s 236
] 50 mz 236

5 packets transmitted. 4 packets received, 20% packet loss.
Fiound trip time average: 57 ms.




Dynamic DNS

The Dynamic DNS (requires Dynamic DNS Service) allows you to alias a dynamic IP
address to a static hostname, allowing your device to be more easily accessed by a specific
name. When this function is enabled, the IP address in Dynamic DNS Server will be
automatically updated with the new IP address provided by ISP.

Click DynDNS in the Tools menu to enter Dynamic DNS configuration.

The firewall provides a list of a few predefined DynDNS service providers. Users must
register with one of these providers before trying to use this function.

Add Dynamic DNS Settings
Follow these steps to enable Dynamic DNS.

Step 1. Go to Tools and DynDNS.

Step 2. Choose what Dynamic DNS service you would like to use, and fill in the required
information, username and password in all cases and domains in all but cjb.net.

Click the Apply button below to apply the settings or click Cancel to discard changes.
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Backup

Click on Tools in the

menu bar, and then click D'Lil‘lk

Backup below it. Here an Building Networks for People hw kD:L.T.ooi Il
administrator can backup Network Securlly Frewa
and restore the .
configuration. The System  Firewall Servers Toqls m
configuration file stores B flockup / festore
Syste m Setti ng S , | P Backup units configuration
addresses Of the firewa"'s By clicking "Download configuration”, you will receive a package fils containing the unit's entice
N configuration. This can later be uploaded ta the unit to restore the configuration
network inte I'faceS, Dowrload corfiguration
address table, service
table, IPSec settings, port | el
mapping‘ and po||c|es Restore unl's coliguation
When the co nf| g uration Tarestore an old confiquiation, peu can uplaad a previeusly downloaded backup fe
. The unit willimmediately activate the uploaded configuration.
process is completed, a -
system administrator can e o]
download the
configuration file onto a
local disc as a backup.

System Administrators
can restore the firewall’s configuration file with the one stored on disc.

Exporting the DFL-700’s Configuration

Follow these steps to export the configuration.

Step 1. Under the Tools menu and the Backup section, click on the Download

configuration button.

Step 2. When the File Download pop-up window appears, choose the destination place in
which to save the exported file. The Administrator may choose to rename the file if

preferred.

Restoring the DFL-700’s Configuration
Follow these steps to restore the configuration.

Step 1. Under the Tools menu and the Backup section, click on the Browse button next
to the empty field. When the Choose File pop-up window appears, select the file that

contains the saved firewall settings, click OK.

Step 2. Click Upload Configuration to import the file into the firewall.



Restart/Reset

D-Link

Building Networks for People DFL-700
Network Security Firewall

l System Firewall Servers BRLES m

Restart / Reset

FRestart

* Quick restart - reset interfaces and re-read configuration
' Full restart - restart from pawer-on state

Restart unit |

Reset to factory defaults

“fou can restore the unit to Factory defaults. This means that all configuration parameters will be wiped, and
all firmware upgrades removed.

On the next start-up, its LAM IP address will be 192.168.1.1, and the web GUI will begin with the setup
wizard. |t will not accept connections on any interface ather than the LAN interface.

Reset to Factary Defaults

Restarting the DFL-700
Follow these steps to restart the DFL-700.
Step 1. Choose if you want to do a quick or full restart.
Step 2. Click Restart Unit and the unit will restart.
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Restoring system settings to factory defaults

Use the following procedure to restore system settings to the factory defaults. This
procedure will possibly change the DFL-700 firmware version to a lower version if it has been
upgraded. Make sure you have the current firmware file available for upload to the device in
the case where the firmware version is defaulted to an older version.

The factory reset procedure erases all configuration changes that have been made to the
DFL-700 and reverts the system to its original configuration, including resetting of all interface
addresses.

Follow these steps to reset the DFL-700 to factory default settings through the Web-based
Configuration:

Step 1. Under the Tools menu and the Reset section, click on the Reset to Factory
Defaults button.

Step 2. Click OK in the dialog to reset the unit to factory defaults, or press Cancel to
cancel.

Follow these steps to reset the DFL-700 to factory default settings using the Reset button
located at the rear of the device:

Step 1. Using a paperclip or some other rigid small diameter object push in and hold the
Reset button with the unit powered off.

Step 2. Continue to hold the reset button for 15 seconds while the DFL-700 is powered
on. The Firewall should beep to indicate the default configuration restore procedure has
initiated.

Step 3. Hold the reset button until the Firewall again beeps twice. Release the reset
button following the two beeps. At this point the Firewall is loading the factory default
configuration.

Step 4. Allow at least 1 minute for the Firewall to completely restart. At this point the
firewall can be accessed via its default LAN IP (192.168.1.1) through a web browser. The
first login will require the use of the Wizard to complete basic connectivity configurations.

You can restore your system settings by uploading a previously generated system
configuration file to the DFL-700 if a backup of the device has been downloaded to your Local
Machine Prior to reset.



Upgrade

The DFL-700’s software, IDS signatures, and system parameters are all stored on a flash
memory card. The flash

memory card is re-writable D_Link

and re-readable. Building Networks for People DFL-700
Network Security Firewall

Upgrade s'/ System  Firewall  Servers BRCTI Status  Help |
Firmware

To upg rade the - Uparade urit's fmare
f|rmware Of the DFL-700’ — Iun:;gﬁt::ed:m‘sllrmware,duwnluedlhefumweleuugradelmmlheD-Lmksuupwtwebsueandp\ece
obtain the latest version b skt oo ek Tl
from support.dlink.com | e
(US). Make sure the T — o]
firmware file is stored on
the PC connected to the
firewall. Connect to the | Upgrade Upgrsds uitssgnahas databsss
web-based GUI, navigate
tO the Upgrade / TOO'S support web site and place it on your hard diive.
menu, click Browse, and PR S R R A
choose the file name of the | i
newest version of firmware R ee e
you wish to load. Click
Upload firmware image to (4]
load the new firmware and Help
restart the device.
The updating process will

not overwrite the system
configuration. Though it is not necessary, it is a good idea to backup the system configuration
before upgrading the software.

Upgrade IDS Signature-database

To upgrade the signature-database first download the newest IDS signatures from D-Link.
After downloading the newest version of the software, connect to the firewall's Web-based
configuration GUI, enter Upgrade on the Tools menu, click Browse in the Upgrade Unit’s
signature-database section, and choose the file name of the newest version of the IDS
signatures. Then click Upload signature database.

Beginning with firmware version 1.30, the IDS Signature database will automatically
update itself once enabled on a policy.
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Status

In this section, the DFL-700 displays the status information about the Firewall.

Administrator may use the Status section to check the System Status, Interface statistics,
VPN status, IP connections, and DHCP Servers Status.

System
Click on Status in the menu bar, and then click System below it. A window will appear
providing some information about the DFL-700.

Uptime — The time the
frewall has been running, B DE Bigl €

. — DFL-700
Building Networks for Peopls
since the last reboot or start. wilding Networks for People e e

Time — The current time

and date. System  Firewall Servers  Tools WL (TH m
- . s’ System Status
Configuration — Shows .
when the last administrative system i R
Conflguratlon Change was Configuration \hffysété%.]nal‘?;ﬁhsazn?;g :AZZDDE—DE—DB 22:3016
i Interfe Fimiware version: 1.32.00
aCtlvat?d |aF)S We” as the Last restart: 2005-05-03 22:30:16: Corfiguration changed by admin (192.168.1.2)
riginatin . DS signatures: Last changed at 2004-06-04 121206
° g a g VPN DS aut:up[data Aut:updalged\salh\ed
Firmware version — The
firmware version running on o
4 CAU Loar £ —
the firewall. T —
e Cannections: g/loonn [
HPN: T[]
Last restart — The reason N e E————
for the last restart.

CPU load over the past 24 hours
e ——
Users 100

IDS Signatures — The
IDS signature  database o
versions. .
24 hrs ago now

Resources - Displays State table usage over the past 24 hours
CPU load, RAM usage, @
Connections, VPN Tunnels

and Rules configured.

10

ol__m
Zhhrs a0 Tow

There are also two graphs o
on this page; one shows the Help
CPU usage during the last 24
hours. The other shows the
state table usage during the last 24 hours. Useful for plotting usage trends for your
application.




Interfaces

Click on Status in the menu bar, and then click Interfaces below it. A window will appear
providing information about the interfaces on the DFL-700. By default, information about the
LAN interface will be displayed. Click on WAN or DMZ for more information about the

respective interface.

Interface — Name of

the interface being viewed,

LAN, WAN, or DMZ.

Link status — Displays
what link the current
interface has. The speed
can be 10 or 100 Mbps
and the duplex can be
Half or Full.

MAC Address — MAC
address of the interface.

Send rate — Current
amount of traffic sent
through the interface.

Receive rate -
Current amount of traffic
received through the
interface.

There are also two
graphs displaying the
send and receive rate
through the interfaces
during the last 24 hours.

System

|
i

VPN

P ——

Connections

—
DHCP Server

D-Link

Building Networks for People

DFL-700

Network Security Firewall
System  Firewall Servers  Tools [JS(I(1}4 m
Interface Status
Intertace: LAH Wil DMZ
Interface: LAM
Link status: 100 Mbps full duplex
AL dddress: 0020:e087:1085
Sendrate: 1975 kbps
Receive rate: 504 kbps
Send rate over the past 24 hours
1000 kbps
500 kbps
il. 1, I I I
Bl LTI
24 hrs ago now
Receive rate over the past 24 hours
5000 kbps
2500 kbps
Dkbps
24 brs ago now
Help
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VPN

Click on Status in the menu bar, and then click Interfaces below it. A window will appear
providing information about the VPN connections on the DFL-700. By default information
about the first VPN tunnel will be displayed. To see another one, click on that VPN tunnels

name.

The two graphs
display the send and
receive rate through
the selected VPN
tunnel during the last
24 hours.

In this example, a
tunnel named
RoamingUsers is
selected. This is a
tunnel that allows
roaming users. So
under the IPSec SA
listing each roaming
user connected to this
tunnel is shown.

D-Link

Building Networks for People

System

Intefaces

[l f

VPN

Connections

[——
DHCP Server

illl

DFL-700
Network Security Firewall

System  Firewall Servers  Tools 0T m

VPN Status

VPN Tunniks: vontunnell vortunel2 RoamingUsers
Send rate over the past 24 hours

500 kbps
2s0kbps | p M
I,

| I"”| '|' '|' .
Rl LT T

Tt his ago

Receive rate over the past 24 hours

200 kbps

100 kbps

0 kbps
T his ago o

o
Help
IPsec Shs for WP tunne! RoamingU sers: (list IKE S4:)
Gateway Local Net Remote Net
1721607 192.168.1.0/24 1721607 [Close]
17216011 192.168.1.0/24 17216011 [Close]
17216015 192168.1.0/24 17216015 [Close]

17217.0.23 192.168.1.0/24 17217.0.23 Close]




Connections

Click on Status in the menu bar, and then click Connections below it. A window will
appear providing

information about the D'Link

content Of the state table' Building Networks for People

DFL-700
Network Security Firewall

The state table shows

the last 100 connections .
opened through the s"/ System  Firewall  Servers  Tools CTUTIR Help |
firewall. Connections are State Toble Contents
created when traffic is Fiet state table display:
permitted to pass via the Seurce Destinston
olicies. eyl IP Address |
Each connection has — P Protocol [Arg =]

. VPN
two timeout values, one Pt [ —

in each direction. These 9 O
are updated when the Aoty Holp
firewall receives packets

fro m eaCh e nd Of th e SIEteSlla::Z - [m::r:: enmes}ﬁnurce Destination Timeout
connection. The value TCPCLOSE  TCP lar192 168161028 ware172 16,77 83:80 &
shown in the Timeout TCP_OPEN TP lan192.166.1.5:1025 wart172.16.77.68:60 233398
column is the lower of the

two values.

Possible values in the
State column include: TCP_CLOSE, TCP_OPEN, SYN_RECV, FIN_RECV, and so on.

The Proto column can have:

TCP - The connection is a TCP connection.

PING - The connection is an ICMP ECHO connection.

UDP - The connection is a UDP connection.

RAWIP - The connection uses an IP protocol other than TCP, UDP, or ICMP.

The Source and Destination columns show which IP and port on the source interface the
connection is coming from, and which interface and port number the connection is going to.
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DHCP Server

Click on Status in the menu bar, and then click DHCP Server below it. A window will
appear providing information about the configured DHCP Servers. By default, information

D-Link

Building Networks for People

about the LAN interface
will be displayed. To see
another one, click on
that interface.

Interface — Name of
the interface the DHCP
Server is running on.

IP Span — Displays System
the configured range of

I

IP addresses that are Interfaces

given out as DHCP

leases. VPN
Usage - Displays P connections

how much of the IP
range is give out to
DHCP clients.

Active leases are
the current computers
using this DHCP server.
It is also possible to end
a computers lease on

DFL-700
Network Security Firewall
System  Firewall Servers Tools Status m
DHCP Server Status
Interface: LAN YPMTunnell
Interface: LAM
IP Span: 192.168.1.100 - 192168.1.200
Usage: 15% IR
Help
Active leases
IP Address MAC Address Time remaining
1921681100 0020:01 23456 9 hrs, 23 minutes End lease]
192168110 0020:801 24567 2 hrs, 12 minutes End lzass]
1921681.103 0020:801 25676 6 hrs, 55 minutes End lease]
1921881104 0020:e01 26783 3 bus, 47 minutes End lzase]
Inactive leases [wil be replaced if the pool is full
IP Address MAC Address
1921681102 0020:201278% Farget mapping]

this screen by clicking
on End lease corresponding to that IP.

Inactive leases are leases that are not currently in use but have been used by a computer
before. That computer will get the lease the next time it is on the network. If there is no free IP

in the pool these IP’s will be used for new computers.




Users
Click on Status in the menu bar, and then click Users below it. A window will appear

providing user information.
D-Link

Building Networks for People

Currently authenticated
users — users logged in using
HTTP/HTTPS  authentication,
users logged in on PPTP and
L2TP servers will be listed here.
Users can be forced to log out e
by clicking logout.

DFL-700
Network Security Firewall

System  Firewall Servers Tools Status m

User Status

Currently authenticated users
Login User Session Idle

N eaces o I lface e \imegut  Privileges  Method  Logout

1 ¢

Currently recogrized privilegss (usemames and oroups)
_ (_3urrent|y recognized — Onys o e el s e e, B s sl e s
prIVIleges - a” Ulsers and Interfsces where authentication ars avaiable
groups that are used in policies
and groups will be able to use [+
HTTP and HTTPS Hele
authentication.

Interfaces where authentication are available — here all interfaces where HTTP and
HTTPS authentication is possible is listed.
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How to read the logs

Although the exact format of each log entry depends on how your SYSLog recipient works,
most are very similar. The way in which logs are read is also dependent on how your SYSLog
recipient works. SYSLog daemons on UNIX servers usually log to text files, line by line.

Most SYSLog recipients preface each log entry with a timestamp and the IP address of
the machine that sent the log data:

Oct 20 2003 09:45:23 gateway

This is followed by the text the sender has chosen to send. All log entries from the DFL-
700 are prefaced with "EFW:" and a category, e.g. "DROP:"

Oct 20 2003 09:45:23 gateway EFW: DROP:

Subsequent text is dependent on the event that has occurred.

USAGE events

These events are sent periodically and provide statistical information regarding
connections and amount of traffic.

Example:

Oct 20 2003 09:45:23 gateway EFW: USAGE: conns=1174 if0=core ip0=127.0.0.1
{p0=0.00 ifi=wan ip1=192.168.10.2 tp1=11.93 if2=lan ip2=192.168.0.1 tp2=13.27 if3=dmz
ip3=192.168.1.1 tp3=0.99

The value after “conns" is the number of open connections through the firewall when the
usage log was sent. The value after “tp” is the throughput through the firewall at the time the
usage log was logged.

DROP events

These events may be generated by a number of different functions in the firewall. The
most common source is the policies.

Example:

Oct 20 2003 09:42:25 gateway EFW: DROP: prio=1 rule=Rule_1 action=drop recvif=wan
srcip=192.168.10.2 destip=192.168.0.1 ipproto=TCP ipdatalen=28 srcport=3572 destport=135
tcphdrlen=28 syn=1

In this line, traffic from 192.168.10.2 coming from the WAN side of the firewall, connecting
to 192.168.10.1 on port 135 is dropped. The protocol used is TCP.



CONN events

These events are generated if auditing has been enabled.

One event will be generated when a connection is established. This event will include
information about the protocol, receiving interface, source IP address, source port, destination
interface, destination IP address, and destination port.

Open Example:

Oct 20 2003 09:47:56 gateway EFW: CONN: prio=1 rule=Rule_8 conn=open
connipproto=TCP connrecvif=lan connsrcip=192.168.0.10 connsrcport=3179 conndestif=wan
conndestip=64.7.210.132 conndestport=80

In this line, traffic from 192.168.0.10 on the LAN interface is connecting to 64.7.210.132 on
port 80 on the WAN side of the firewall (internet).

Another event is generated when the connection is closed. The information included in the
event is the same as in the event sent when the connection was opened, with the exception
that statistics regarding sent and received traffic is also included.

Close Example:

Oct 20 2003 09:48:05 gateway EFW: CONN: prio=1 rule=Rule_8 conn=close
connipproto=TCP connrecvif=lan connsrcip=192.168.0.10 connsrcport=3179 conndestif=wan
conndestip=64.7.210.132 conndestport=80 origsent=62 termsent=60

In this line, the connection in the other example is closed.
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Step by Step Guides

The following guides make use of example IP Addresses, users, sites and passwords.
You will have to exchange the example information with your own values. Passwords used in
these examples are not recommended for real life use. Strong passwords and keys should be
chosen making use of symbols, letters, and numbers to decrease the likelihood of a brute
force dictionary attack success.

In these guides for example Firewall->Users will mean that the Firewall tab should first
be selected from the menu at the top of the screen,

Em Firewall m

followed by the Users button to the left of the screen should be selected.

—%




LAN-to-LAN VPN using IPSec

Main office

Branch office

>
/ —~ Y <S>
L &g
Internet x :
\J,/\

NS V
\ﬂ@p_ , \\\\ %
= ~J9q ~
T \'%1-// 02, ~
\\_ / ‘ (24’\/ y

Settings for Branch office
1. Setup interfaces, System->Interfaces:
WAN IP: 194.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0
2. Setup IPSec tunnel, Firewall->VPN:
Under IPSec tunnels click Add new
Name the tunnel ToMainOffice
Local net: 192.168.4.0/24

WYPN Tunnels

Add IPzec tunnel

Marne: [takdainOffice

Local Met: [192.168.4.0/24

Authentication:

@ PSK - FPie-Shared Key
S e e
Retype PSK; [
PSK: 1234567890 (Do not use this as your PSK)
Retype PSK: 1234567890
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@ LAN-to-LAN tunnel

Fiemate Met: [192.168.1.0/24

Femote Gateway: |1 94.0.2.20

The gateway can be a numenical IP address, DMS name, or
range of IP addresses for roaming /£ MAT ed gateways.

R oute: F‘ Automatically add a route for the remate netwark.
Prosy 4RP: [ Publish remote network on all interfaces via Proxy ARP.

IKE SAuth client r1 F'as_st uzername and pazsword to peer wia [KE =Auth, if the remote gateway
requires it.

Hauth Uzemame:

Hauth Pazsword:
Select Tunnel type: LAN-to-LAN tunnel
Remote Net: 192.168.1.0/24
Remote Gateway: 194.0.2.20

Enable Automatically add a route for the remote network

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Fuewall Pohicy

Edit global policy parameters:

Fragments: [ | Drop all fragmented packets
Minimum TTL: [3
WPN: W] Allove all VPN traffic: intemal>%PH, WPN->intemal and YPH->WPH,
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Click Activate and wait for the firewall to restart
Changes:

1

Activate }

f Discard



Settings for Main office
1. Setup interfaces, System->Interfaces:

WAN IP: 194.0.2.20

LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0
2. Setup IPSec tunnel, Firewall->VPN:

Under IPSec tunnels click add new

Name the tunnel ToBranchOffice

Local net: 192.168.1.0/24

Add IPsec tunnel

Marme: [toBranchOffice

Local Met: [192.168.1.0/24

Authentication:

@ PSEK - Pre-Shared Keyp
PSSk | xxxxxxxxxx
Retype PSE: | xxxxxxxxxx

PSK: 1234567890 (Note! You should use a key that is hard to guess)
Retype PSK: 1234567890
Select Tunnel type: LAN-to-LAN tunnel

@ LAN-to-LAN tunnel

Fiemote Met: [192.168. 4.0/24

Femote Gateway: |1 94.0.210

The gateway can be a numerical IP addresz. DMNS name. or
range of |F addrezzes for roaming & MAT ed gateways.

R ovke: lm Automatically add a route for the remote network.
Promp aRP: [ ] Publish remote network on all interfaces via Prosy ARP.

[1 Pas= uzername and pazsward to peer via IKE Xauth, if the remaote gateway
requires it.

sduth Uzername:

IEE #auth client:

huth Pazsword:
Remote Net: 192.168.4.0/24
Remote Gateway: 194.0.2.10

Enable “Automatically add a route for the remote network”

Click Apply
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3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Click Activate and wait for the firewall to restart

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution section of this user guide.



LAN-to-LAN VPN using PPTP

Main office

Branch office

Settings for Branch office

1. Setup interfaces, System->Interfaces:
WAN IP: 194.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0

2. Setup PPTP client, Firewall->VPN:
Under PPTP/L2TP clients click Add new PPTP client
Name the tunnel toMainOffice

LZTP/PPTP Clients

Add PPTP Client :

Mamne: [tob ainOffice
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Basic zettings:

Usemamne: |BranchOffice

Pazzword: |xxxxxxxxxx

Retype
FPazzword:

MmNy

Interface P | Blark = get IP from server

Remate
Gateway: |1 34.0.220

Remote Net: [192.168.1.0/24
Praxy 4RF r'l Publish remate netwaork, an all intefaces via Proxy ARP.

r'l ze primary DMS server from tunnel az primary DHS
r'l Jze secandary DMS server from tunnel as secondary DHS

Hirtt: Uze Servers -» DNS Relaver to easily make DS servers available b internal
clientz.

[] Dial on demand
Username: BranchOffice
Password: 1234567890 (Note! You should use a password that is hard to guess)
Retype password: 1234567890
Interface IP: leave blank
Remote gateway: 194.0.2.20
Remote net: 192.168.1.0/24

Dial on demand: leave unchecked

Authentication:

Protocal: [T Mo auth
[ Pap
[ CH&P
[_1 MSCHAP [MPPE encryphion possible)
[m MSCHAPYZ [MMPE encryption possible]

Under authentication MSCHAPvV2 should be the only checked option.



MPPE encryption:

[ Mane

[ 40 bit

[ 56 bit

F| 128 bit

Encruphtion iz only possible when using MSCHAP or MSCHAPY2 a2 authentication

protocal
[T Use IPsec encryption
Under MPPE encryption 128 bit should be the only checked option.
Leave Use IPSec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Firewall Policy

Edit global policy parameters:

Fragrments: [ ] Drop all fragmented packets

Mimirur TTL: |3
VPN ITl Allovy allWPM traffic: intemal-»WPN, WPM-rintemal and WPM->WPR.

Click Apply

4. Click Activate and wait for the firewall to restart.

Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN IP: 194.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0
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2. Setup PPTP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new PPTP server

L2TP/PPTP Servers

Add PPTP tunnel ;

Marme: |pptpServer

Outer IP: | Blark = Wil IP
buzt be WA P If IPsec encryption iz required
Irner [P | Blank = LAN IP

IP Pool and settings:

Client IP Pocl: |192.168.1.100 - 192.168.1.199
[+] Prosy &RP dynamically added routes
Primary DMS: [Optianal)
Secondary DMS: [Optional)
[Tl [Jze unit's own DMS relayer addreszes

Prirmary WIHS: | [Dptional]
5 d
e, | (Optional]

Name the server pptpServer

Leave Outer IP and Inner IP blank

Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses

Leave WINS settings blank



Authentication:

Protocol [T] Mo auth
[T PapP
[ CHaP
|_| MSCHAP [MPFE encryption possible)
[ MSCHAPY2 (MMPE encryption possible]

MPPE encryption:

[ Hone
[ 40 ba

[ 56 bit

[ 128 bit
Enciyption is only pogsible when using MSCHAP or MSCHAPY2 as authentication

[1 Use IPsec encryption
Under authentication MSCHAPV2 should be the only checked option.
Under MPPE encryption 128 bit should be the only checked option.
Leave Use IPsec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters

Firewall Policy

Edit global palicy parameters:

Fragments: r1 Drop all fragmented packets

Mirirmurn TTL: |3
WP F‘I Allow all WPH traffic: internal-= VPR, WPN-xintemnal and WPN--WPN.
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN

Click Apply
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4. Set up the authentication source, Firewall->Users:

Authentication source:
@ Local databasze
(' RADIUS server

Select Local database

Click Apply

5. Add a new user, Firewall->Users:
Under Users in local database click Add new

Name the new user BranchOffice

User Management

Add new user:

Uszer name:  |BranchOffice

Group membership: |

Paszzword: | xxxxxxxxxx

Retype pazsword: | **********

LZ2TP/PPTP =ettings:

Static client 1P: | .
If empty, the IP address will be taken from the server's |P pool

Metworks behind
e [192.188.4.0.24

Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to 192.168.1.200. If no IP is set here
the IP pool from the PPTP server settings are used).

Set Networks behind user to 192.168.4.0/24

Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution section.



LAN-to-LAN VPN using L2TP

Main office

Branch office

Settings for Branch office
1. Setup interfaces, System->Interfaces:

WAN IP: 194.0.2.10
LAN IP: 192.168.4.1, Subnet mask: 255.255.255.0

2. Setup L2TP client, Firewall->VPN:
Under L2TP / PPTP client click Add new L2TP client

Name the server toMainOffice

L2TP/PPTP Clients

&dd L2TP Client :

Mame: |tobainOffice
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Basic zettings:

Usemame: |BranchDffice

HREXHHRHRREE

FPazzword:

Retype
FPazzword:

HREXHHRHRREE

Interface IP: | Elank = get IP from server

Remote
Fatewan:

Remate Met: [192.168.1.0/24
Froxy ARF [ Publish remote network on all interfaces via Prosy ARP.

[194.0.2 20

[1 Usze primary DMS server from tunnel ag primary DNS
r'l |Jze zecondary DMS zerver from tunnel az secondary DS

Hint: Use Servers -» DNS Relaver to easily make DMNS servers available tair
clients.

[1 Dial on demand
Username: BranchOffice
Password: 1234567890 (Note! You should use a password that is hard to guess)
Retype password: 1234567890
Interface IP: leave blank
Remote gateway: 194.0.2.20
Remote net: 192.168.1.0/24

Dial on demand: leave unchecked

Authentication:

Pratacal [T Mo auth
[ PaP
[ CHaP
r'l MSCHAP [MPPE encryption pozzible]
F‘l MSCHAPYZ [MMPE encruption pozzible]

Under authentication only MSCHAPvV2 should be checked



MPPE encryption:

[¥] Mone
[ 40 bit
[ 56 bit
[ 128 kit

Encryption iz only pozzible when uzing MSCHAR or MSCHAPYE az authenti
protocol

[Tl Use IPzec encryption

@ PS5SEK - Pre-Shared Keyp

KE_',': |xxxxxxxxxs1

Fetype key: |xxxxxxxxxx
(" Certificate based
Under MPPE encryption only None should be checked

Check Use IPsec encryption
Enter key 1234567890 (Note! You should use a key that is hard to guess)

Retype key 1234567890
Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:

Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN

Firewall Policy

Edit global policy parameters:

Fragments: r'l Drrop all fragmented packets

Mimimurm TTL: |3
VPN W] &llow all VPN traffic: internal-» VPN, YPN-rintemal and WPRN-2WPH.

Click Apply

4. Click Activate and wait for the firewall to restart
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Settings for Main office
1. Setup interfaces, System->Interfaces:

WAN IP: 194.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup L2TP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new L2TP server
Name the server I12tpServer

L2TP/PPTFP Servers

Add L2TP tunnel :

Mame: |[2tpServer

Dluter [P Blank = WM 1P
Must be WAM 1P if IPzec encryphion iz required

Irmer IP: | Blank = LaMN IP

IP Pool and settings:

Cliert IP Pook [192.168.1.100 - 192.168.1.199
Im Proxy ARP dynamically added routes
Frimary DM S: [Optional]
Secondary DMS: [Optional)
Im ze unit's cwn DMS relayer addreszes

Prirary wINS: | [Optional]
5 d
e [Optional]

Leave Outer IP and Inner IP blank

Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses
Leave WINS settings blank



Authentication:

Frotocal: 1 Mo auth

[ PaP
[] CH&P

[ MSCHAP [MPPE encryption possible)
F‘l MSCHAPYZ [MMPE encruption pozzible)

Under authentication MSCHAPV2 should be the only checked option.

Under MPPE encryption None should be the only checked option.

MPPE encryption:

[¥] Mone
[ 40 bit
[ 5 bit
[ 128 it

Encrphion iz only pozsible when uzing MSCHAP or MSCHAPYZ az authenti
protocol

[¥] Use IPsec encryption

@ PSEK - Pre-Shared Key

xxxxxxxxx1

F.ey:

HREXHHRHRREE

Fetype key:

{71 Certificate based
Check Use IPSec encryption
Enter key 1234567890 (Note! You should not use this key)

Retype key 1234567890
Click Apply
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3. Setup policies for the new tunnel, Firewall->Policy:

Firewall Policy

Edit global policy parameters:

Fragments: [ ] Drop all fragmented packets

Mirirmm TTL: |3
VPN [ Allow all VPN traffic: intemal-» VPN, WPN->intemal and WEN-> PN,

Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:

Authentication source:

@ Local databasze

' RADIUS zerver
Select Local database

Click Apply



5. Add a new user, Firewall->Users:

Under Users in local database click Add new

User Management

Add new uger:

User name:  |BranchOffice

Group membership: |

HREXHHRHRREE

Fazzword:

HREXHHRHRREE

Retype pazsword:

L2TP/PPTP settings:

Static chient 1P | .
[F empty, the [P addrezs will be taken from the zerver's |P pool

Metworks behind

s [192.165.4.0/24)

Name the new user BranchOffice
Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the L2TP server settings are used).

Set Networks behind user to 192.168.4.0/24
Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic between the two offices. To get a more secure solution read
the A more secure LAN-to-LAN VPN solution section in this chapter.
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A more secure LAN-to-LAN VPN solution

In order to establish a more secure LAN-to-LAN VPN connection, traffic policies should be
created instead of allowing all traffic between the two private Networks. The following steps
show how to enable some common services allowed through the VPN tunnel. In this example
we have a mail server, ftp server and a web server (intranet) in the main office that we want to
access from the branch office.

Settings for Branch office
1. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters

Firewall Policy

Edit global policy parameters:

Fragments: [ ] Drop all fraomented packets

Minimum TTL: |3
WPN: [ &llow all VPN braffic: internal-»WPN, WPN->internal and YPN-WPN.

Disable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

2. Now is it possible to create policies for the VPN interfaces. Select from LAN to
toMainOffice and click Show.

o LAMN-:DME palicy - 3 ules
o DhZ-x LA palicy - O ules

o AN DS policy - O les
¢ DA policy - 4 rules, MAT enabled

Cuztarn palicy:

|L&N v - |toMainDffice v | Show

3. Click Add new to create the first rule



4. Setup the new rule:
Name the new rule: allow_pop3
Select action: Allow
Select service: pop3

Select schedule: Always

Firewall Policy

Show policy:  LAM-»WAN - LAN->DMS Witk - DS
WAN-rLAN D LAN  DiME ik

Show cuzstom policy: |L.f-‘«N AR |tnMainEIffiI:E v | Show

Edit new rule;

Marne: |allaw_pop3

Pasitian: toves before given pozition. Blank = last,

Actior | Allov -

Source Mets: |

.. Users/Groups: "' = Any authenticated

Destination Mets: |

.. Users/Groups: "By’ = Ay authenticated

Leave zource and/or destination blank to match everthing,

Service: |pop3 hdl

Customn source ports: Blank = any port

... destination ports;

Schedule: |- &lways - | =

We don’t want any Intrusion detection for now, so leave this option unchecked.

Click Apply
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5. The first policy rule is now created. Repeat step 4 to create services named
allow_imap, allow_ftp and allow_http. The services for these policies should be imap,
ftp_passthrough and http respectively.

The policy list for LAN->toMainOffice should now look like this.

L&M-»tokd ainOffice Policy

Mame Action Source Destination Service Move

#1 allow_pop3 il Ay Ay pop3 ¥ [Edi]

#2 allow_imap il Ay Ay imap +§ [Edy Q

#3 allow_ftp il Ay Ay ftp-pazsthrough +§ [Edy 5

4 allow_hitp 4l By By hitp ! ] [Edit] %

[Add new] a5
3
s

[f rio rule matches, the connection will be denied and logged.

6. Click Activate and wait for the firewall to restart.



Settings for Main office

1. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Disable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

2. Now it is possible to create policies for the VPN interfaces. Select from toBranchOffice
to LAN and click Show.

o [AMN->DME policy - 3 ules
o [OhZ-LAN policy - O les

o AN DME policy - 0 rules
o [OhZ-WwAM policy - 4 rules, MAT enabled

Cuztom policy:

[toBranchlffice |« > |LAM | | Shaw

3. Create the same 4 policy rules that were created on the branch office firewall
(allow_pop3, allow_imap, allow_ftp and allow_http).

4. Click Activate and wait for the firewall to restart.
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Windows XP client and PPTP server

Main office

Internet
VPN Client

Settings for the Windows XP client
1. Open the control panel (Start button -> Control panel).

2. If you are using the Category view, click on the
Network and Network and Internet Connections

Internet icon. Then click Create a connection to
Connections the network on your workplace and

continue to step 6. Network

If you are using the Classic view, click on the Network Connections icon.  Connections

3. Under Network task, click Create a new
connection

Create a new
connection

4. The New connection wizard window opens up. Click next.



New Connection Wizard

MNetwork Connection Type
What do you want to do?

") Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

.li.:unnect to a business netwaorlk {using dial-up or VPM) so you can wark from home,
a field office, or ancther location.

(") Set up a home or small coffice network
Connect to an existing home or small office netwark or set up a new one.

i} Set up an advanced connection

Connect directhy to another computer using your serial, parallel, or infrared port, or
get up this computer so that other computers can connect to it

< Back ” Next = ][ Cancel

5. Select Connect to the network at my workplace and click Next
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New Connection Wizard

Network Connection
How do you want to connect to the network at your worplace?

Create the following connection:

) Dial-up connection

Connect using @ modem and a regular phone line or an Integrated Services Digital
Metwork (IS0N) phaone line.

(%) Mirtual Private Network conneclion:

Connect to the netwark using a virtual private networs (VPM) connection over the
Irntemet.

< Back ” Mest = ][ Cancel

6. Select Virtual Private Network connection and click Next



New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Mame

| MainOffice]

For example, you could type the name of your workplace or the name of a server you
will connect to.

<Back || Ned> | [ Cancel

7. Name the connection MainOffice and click Next
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New Connection Wizard

Public Network
Windows can make sure the public network is connected first.

network, before establishing the virtual connection.

{#»:Do not dial the initial connection |
(" Automatically dial this initial connection:

Windaows can automatically dial the initial connection to the Intemet or ather public

&)

< Back ”

Mext = ] [ Cancel

8. Select Do not dial the initial connection and click Next



New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IP) address of the computer to which you are
connecting.

Host name or IF address for example, microsoft.com or 157.54.0.1 ):

194.0.2.20

<Back || Ned> | [ Cancel

9. Type the IP address to the server, 194.0.2.20, and click Next

10. Click Finish
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Connect MainOffice

User name: |HOITIE-'USE|' |

Password: |liiiillll| |

[ ] Save this user name and password for the following users:

Me onhy

Aryone who uses this computer

uunned J[ Cancel ][ Properties ][ Help ]

11. Type user name HomeUser and password 1234567890 (Note! You should use a
password that is hard to guess)

12. Click Properties



& MainOffice Properties

| General | Options | SECUI'i‘l"_f| Metworking |.-“~.d'u'anced|

Type of VPN:

R - |

This connection uses the following items:

= Intemet Protocol (TCPAIP)

Bl 055 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks
g Client for Microsoft Networks

o
1]

[ Install... Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area networlc protocol that provides communication
across diverse interconnected netwaorks.

| ok || cancel

13. Select the Networking tab and change Type of VPN to PPTP VPN. Click OK.

All settings needed for the XP client are now complete. Once we have configured the
server on the firewall you should be able to click Connect to establish the connection to
the Main office.

Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN IP: 194.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0
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2. Setup PPTP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new PPTP server
Name the server pptpServer
Leave Outer IP and Inner IP blank
Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses
Leave WINS settings blank
Under authentication MSCHAPvV2 should be the only checked option.
Under MPPE encryption 128 bit should be the only checked option.
Leave Use IPSec encryption unchecked

Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:
Select Local database

Click Apply

5. Add a new user, Firewall->Users:
Under Users in local database click Add new
Name the new user HomeUser
Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the PPTP server settings are used).

Click Apply

6. Click Activate and wait for the firewall to restart.



This example will allow all traffic from the client to the main office network. To get a more
secure solution read the Settings for the Main office part of the A more secure LAN-to-
LAN VPN solution section.
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Windows XP client and L2TP server

Main office

Internet
VPN Client

The Windows XP client to L2TP server setup is quite similar to the PPTP setup above.

Settings for the Windows XP client

To setup a L2TP connection from Windows XP to the Main office firewall, please follow the
steps in the PPTP guide above for the client side. The only changes to the PPTP guide are:

& MainOffice Properties

| General || Options || Security| Networking |P~d\ranced|

Type of VPN:
[L27P 1PSec vPN v

1. In step 13, change the Type of VPN to L2TP IPSec VPN.



# MainOffice Properties

| General || Options [ Security | Networking | Advanced |

Security options
) Typical irecommended settings}
Validate my identity as follows:

| Require secured password w |

[ ] Automatically use my Windows logon name and
password (and domain i any)

Require data encryption (disconnect if none)

i) Advanced (custom settings)

IJzing theze zettingz requirez a knowledge —
of zecurity protocolz. S

!
(5]

|IPSec Settings...

| ok || cance |

2. Select the Security tab and click IPSec Settings

IPSec Settings

Lse pre-shared key for authentication

Key:  |1234567890 |

| ok | | cancel |

3. Check Use pre-shared key for authentication, type the key and click OK
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Settings for Main office

1. Setup interfaces, System->Interfaces:
WAN IP: 194.0.2.20
LAN IP: 192.168.1.1, Subnet mask: 255.255.255.0

2. Setup L2TP server, Firewall->VPN:
Under L2TP / PPTP Server click Add new L2TP server
Name the server I12tpServer
Leave Outer IP and Inner IP blank
Set client IP pool to 192.168.1.100 — 192.168.1.199
Check Proxy ARP dynamically added routes
Check Use unit’s own DNS relayer addresses
Leave WINS settings blank
Under authentication MSCHAPV2 should be the only checked option
Under MPPE encryption None should be the only checked option
Check the Use IPSec encryption box
Enter the pre-shared key, 1234567890, and retype same pre-shared key
Click Apply

3. Setup policies for the new tunnel, Firewall->Policy:
Click Global policy parameters
Enable Allow all VPN traffic: internal->VPN, VPN->internal and VPN->VPN
Click Apply

4. Set up authentication source, Firewall->Users:
Select Local database

Click Apply



5. Add a new user, Firewall->Users:
Under Users in local database click Add new
Name the new user HomeUser
Enter password: 1234567890
Retype password: 1234567890

Leave static client IP empty (could also be set to eg 192.168.1.200. If no IP is set
here the IP pool from the PPTP server settings are used).

Click Apply

6. Click Activate and wait for the firewall to restart.

This example will allow all traffic from the client to the main office network. To get a more
secure solution read the Settings for the Main office part of the A more secure LAN-to-
LAN VPN solution section.
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Intrusion Detection and Prevention

Internet

Intrusion detection and prevention can be enabled for both policies and port mappings. In
this example we are using a port mapping. The policy setup is quite similar.

In this example a mail server with IP 192.168.2.4 and a web server with IP 192.168.2.5
are connected to the DMZ interface on the firewall.

To set up intrusion detection and prevention to a web server on the DMZ net, follow these
steps:

1. Create a Port mapping for the web server, Firewall->Port Mapping:

Under Configured mappings, click Add new



2. Set up the newly created port mapping:

Port Mapping # Yirtual Servers

E dit new mapping :

Mame: |map_ww

Source Mets: | Blark = everyone
... Users/Groups: “Any'' = Any authenticated
Destination IP: | Blank = 'wak interface P address
Service: | hittp-in-al hd
Cuztomn zource ports: Blank = arw port

... destination porks:

.. pass to port: ... and up. Blank=no change.

Pass Tor [192.168.2.5
Schedule: |- Alwaps - | *

[Tl Intrugion Detection # Prevention:

Mode: | Prevention Ad

Alerting: [ Enable IDS/DP alerting via email for thiz rule

Name the rule map_www

Select service http-in-all

Enter pass to IP: 192.168.2.5 (the IP of the web server)
Check the Intrusion detection / prevention option
Select mode Prevention

Enable email alerting by checking the Alerting box
Click Apply
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The new mapping is now in the list.

Configured mappings:

Hame Source Destination Service Pass to
ap_ iy A WhaH [P hittp-ir-all 192.168.2.5
[Add new]

3. Setup email server and enable alerting, System->Logging:

Im Enable E-mail alerting for IDSFIDP events

Sensitivity | Mormal x|

SMTP Server |192.168.2.4

Sender; |idsalert@ewamplecumpany.n:u:um

E-Mal Address 1: |webmaster@examplecumpan}l.l:l:n

E-tail Address 2 |steve@examplecnmpany.mm

E-Mail Address 3 |

Check Enable E-mail alerting for IDS/IDP events

Select sensitivity Normal

Enter SMTP server IP (email server): 192.168.2.4

Enter sender: idsalert@examplecompany.com

Enter E-mail address 1: webmaster@examplecompany.com
Enter E-mail address 2: steve@examplecompany.com

Click Apply

4. Click Activate and wait for the firewall to restart.

When attacks are stopped by the firewall it will listed in the logs. Since we enabled email
alerting in this example, emails will also be sent to the users webmaster and steve.

In this example we used the prevention mode. This means that the firewall will block all
attacks. In Inspection only mode nothing will be blocked, the firewall will only log the attacks
and send email alerts (if that is enabled).



Appendixes

Appendix A: ICMP Types and Codes

The Internet Control Message Protocol (ICMP) has many messages that are identified by
a “type” field; many of these ICMP types have a "code" field. Here we list the types with their
assigned code fields.

Type Name Code  Description Reference
0 Echo Reply 0 No Code RFC792
3 Destination Unreachable 0 Net Unreachable RFC792

1 Host Unreachable RFC792

2 Protocol Unreachable RFC792

3 Port Unreachable RFC792

4 Fragmentation Needed and RFC792
Don't Fragment was Set

5 Source Route Failed RFC792

6 Destination Network Unknown RFC792

7 Destination Host Unknown RFC792

8 Source Host Isolated RFC792

9 Communication with  RFC792
Destination Network is
Administratively Prohibited

10 Communication with  RFC792
Destination Host is
Administratively Prohibited

11 Destination Network RFC792
Unreachable for Type of
Service

12 Destination Host Unreachable RFC792
for Type of Service

13 Communication RFC1812
Administratively Prohibited
14 Host Precedence Violation RFC1812
15 Precedence cutoff in effect RFC1812
4 Source Quench 0 No Code RFC792
5 Redirect 0 Redirect Datagram for the RFC792
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10
11

12

13
14
15
16
17
18
30
31

40

Echo

Router Advertisement

Router Selection

Time Exceeded

Parameter Problem

Timestamp

Timestamp Reply
Information Request
Information Reply
Address Mask Request
Address Mask Reply
Traceroute

Datagram
Error

Photuris

Conversion

O O O O O o N =~ O

A~ O N -~ O

5

Network (or subnet)

Redirect Datagram for the
Host

Redirect Datagram for the
Type of Service and Network

Redirect Datagram for the
Type of Service and Host

No Code

Normal router advertisement
Does not route common traffic
No Code

Time to Live exceeded in
Transit

Fragment Reassembly Time
Exceeded

Pointer indicates the error
Missing a Required Option
Bad Length

No Code

No Code

No Code

No Code

No Code

No Code

Bad SPI
Authentication Failed
Decompression Failed
Decryption Failed
Need Authentication

Need Authorization

Source: http://www.iana.org/assignments/icmp-parameters

RFC792

RFC792

RFC792

RFC792
RFC1256
RFC2002
RFC1256
RFC792

RFC792

RFC792
RFC1108
RFC792
RFC792
RFC792
RFC792
RFC792
RFC950
RFC950
RFC1393
RFC1475

RFC2521
RFC2521
RFC2521
RFC2521
RFC2521
RFC2521
RFC2521



Appendix B: Common IP Protocol Numbers

These are some of the more common IP Protocols. For a list of all protocols, follow the link
after the table.

Decimal Keyword Description Reference
1 ICMP Internet Control Message RFC792
2 IGMP Internet Group Management RFC1112
3 GGP Gateway-to-Gateway RFC823
4 IP IP in IP (encapsulation) RFC2003
5 ST Stream RFC1190, RFC1819
6 TCP Transmission Control RFC793
8 EGP Exterior Gateway Protocol RFC888
17 UDP User Datagram RFC768
47 GRE General Routing
Encapsulation
50 ESP Encapsulation Security RFC2406
Payload
51 AH Authentication Header RFC2402
108 IPComp | IP Payload Compression RFC2393
Protocol
112 VRRP Virtual Router Redundancy
Protocol
115 L2TP Layer Two Tunneling Protocol

Source: http://www.iana.org/assignments/protocol-numbers
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Appendix C: Multiple Public IP addresses

Mapping of a Public IP address other than that of the Firewall to a Server located on either
internal interface can be accomplished in two basic steps (order does not matter): add a Port
Mapping/Virtual Server rule that forwards specified services to a single LAN or DMZ host to
be accessible through a WAN IP not used by the DFL-700; add a static route in the firewall’s
routing table indicating the internal interface to which the Public IP should be mapped. For an
increased level of protection from Network Intrusions or malicious attacks, isolation of servers
accessible to the public from the Private network is recommended. This will ensure that if one
of those servers happens to become compromised through vulnerabilities related to software,
an attacker would not be able to directly access the private internal Network. The DFL-700
provides a physical DMZ network interface specifically for this purpose. This can be
accomplished with NAT disabled or enabled on the DMZ interface.

Example Scenario using NAT:

The firewall is configured using the following scheme in order to allow Internet hosts
access to web services running on either the internal LAN or DMZ Network

. DMZ

£ 192.168.10.1
NetDefend i
Firewall ¢
INTERNET {"LAN |
WAN 192.1682.1 |
80.80.80.80 /24

The goal is to map two internal web servers (port 80) to two Public IP addresses provided
by our ISP.

Host Interface Private IP Public IP

Firewall LAN 192.168.2.1 80.80.80.80

Firewall DMZ 192.168.10.1 80.80.80.80

Web Server on LAN 192.168.2.50 80.80.80.81

Web Server on DMZ 192.168.10.100 80.80.80.82
P

192.168.10.100

NetDefend

INTERNET Firewall
WAN T
80.80.80.80 /24 ©

192.168.2.50




To accomplish this we need to create the following firewall settings:

- Configure two static routes (one for each public IP we wish to forward)
- Create two port mappings (one for each public IP mapping to each private Server)

Routing configuration:

Routing Table

Edit new route:

Interface: .LAN v
Network: |60.90.80.81
Subnet Mask: | 255255 255255 -1 host [/32) v

Gateway: (] Network is behind remote gateway

Proxy ARP: Publish network on al other interfaces via Proxy 4RP

Additional IF: [] Addtional firewall IP address that hosts can use as gateway:

Static Route Configuration for a Server on the LAN:
Navigate to the SYSTEM tab, then the ROUTING page of the Web-based configuration.
Select the Add New link to create the first static route.
Select the Interface that the Internal Server is connected to (LAN or DMZ).
Specify the Public IP to be forwarded in the Network field.
The Subnet Mask should be set to 255.255.255.255 (1-host).
Enable the Proxy ARP feature.

The above static route configuration explicitly defines the interface that the additional
Public IP address should be forwarded to.
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Routing Table

Edit new route:

Intertface: |DMZ
Mebwark: |80.80.80 82

Subnet Mask: | 205256256255 -1 host[/32) v

Galeway: 7] Network is behind remote gateway

Proxy ARP) [¥] Publish network on all other interfaces via Prowxy ARP

Addtional IP" [] Addiional firewall IP address that hosts can use as gateway:

Static Route Configuration for a Server on the DMZ:
Navigate to the SYSTEM tab, then the ROUTING page of the Web-based configuration.
Select the Add New link to create the second static route.
Select the Interface that the Internal Server is connected to (LAN or DMZ).
Specify the Public IP to be forwarded in the Network field.
The Subnet Mask should be set to 255.255.255.255 (1-host).
Enable the Proxy ARP feature.

The above static route configuration explicitly defines the interface that the additional
Public IP address should be forwarded to.

NOTE: Be sure to enable Proxy ARP for both routes or the Firewall will not forward traffic
destined for the specified Public IP addresses to Internal servers.



Configure Port Mapping/Virtual Server Rules for LAN Server:

Poit Mapping / Virtual Servers
Edit new mapping -
Mame: ‘web_server LAM

Source Mets: Blank = everyone

Users/Groups “Ary'' = Any suthenticatad

@PZ EFD.EIZI.EIZI.Ei EU:‘-H riefface P addiess

Cletom souce porls Blank = ary port

.. destinahon ports

.. pass to pak | | .. and up. Blank=no change

Fasz To .‘IEIE‘IEEI.E.EEI

Schedule: | - Always - w

Virtual Server Configuration for a Server on the LAN:
Navigate to the FIREWALL tab, PORT MAPPING page of the Web-based configuration.
Click the Add New link to create a new Port Mapping.
Input the Public IP address to be forwarded in the Destination IP field.
Select the Service to be forwarded to the Internal Server (pre-defined or custom).
Enter the Private IP of the Server in the Pass To field.
Configure Scheduling, IDS/IDP, and/or Bandwidth Management if desired.
Click Apply to save the configuration.
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Configure Port Mapping/Virtual Server Rules for DMZ Server:

Port Mapping / ¥Wirtual Servers

Edit mew mapping :

M ame: EWEh_SE-‘WE-‘[_Df‘-‘E

Seuice Nets: | Blank = evenione

.. UzersfGroups: | . "y = A authenticated
Destination IP; |80.80.80.82

WAN interface P addiess

Service: ih‘.tp ¥|
Cughom zounce poits: | Blank = any port
... destination parts;
.. pass bo port: ... &nd up. Blank=no change.

Pasz To: E1HE.158.1D.1I]I]

Schedule; . - Blways - v |

Virtual Server Configuration for a Server on the DMZ:
Navigate to the FIREWALL tab, PORT MAPPING page of the Web-based configuration.
Click the Add New link to create a new Port Mapping.
Input the Public IP address to be forwarded in the Destination IP field.
Select the Service to be forwarded to the Internal Server (pre-defined or custom).
Enter the Private IP of the Server in the Pass To field.
Configure Scheduling, IDS/IDP, or Bandwidth Management if desired.
Click Apply to save the configuration.
Click Activate Changes to apply changes and restart.

Similar steps can be taken to configure other services to be mapped to Internal Servers for
access from Public Hosts. Keep in mind that this configuration uses Network Address
Translation. Not all Protocols will work through NAT, so be aware of the type of service in use.



Example Scenario using DMZ w/out NAT:

An alternative method to that described in the preceding pages is to isolate publicly
accessible servers to the DMZ interface with NAT disabled. This configuration requires
multiple (at least 2) Public IP addresses to function, as the Firewall will assume one IP and
the Server(s) will use the other(s).

Configure the Static Routes:

Routing Table

Edit 192.168.10.234/255_255_ 255 255 route:

Interface: IDMZ "I
Metwark: |192.1EE.1D.234

Subret Mask: |255.255.255.255 -1host [/32) =]

Gateway: ™ Metwork iz behind remate gateway

IEI.EI.EI.EI

Froxw 8RF: ¥ Publish netwark on all ather interifaces via Prowy ARP

Additional 1P = dditional frewall IP address that hosts can use as gateway:

IEI.EI.EI.EI

" Delete this route

9 90O

Apply Cancel Help

A new route must be added to inform the firewall on which interface the Public IP will reside.
Navigate to SYSTEM > ROUTING in the web-based configuration of the DFL-700.
Click on Add New to create a new static route.

Select DMZ as the Interface. Enter the IP Address (WAN Network) you wish to forward
to a server on the DMZ interface in the Network field.

Select a 32-bit subnet mask from the Subnet Mask dropdown box.
Be sure to have Proxy ARP enabled by checking the checkbox.
Click Apply to save any changes.
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Modify Existing WAN Route:

Routing Table
Edit 192.168.10.0/255_255_255.0 route;

Mote that thiz iz the local netwark, rouke for the interface; you can only change the Prosy ARFP setting.

Interface: IW.-’-‘-.N 'I
Metwark: |192.1EE.1D.EI

SubretMask: | 2562552550 - 266 hosts [/24] |

Gatewal 7 Nehwark is behind remote gateway

ID.EI.EI.D
Proay 8RP: ¥ Publish network an all ather interfaces via Prosy ARF

Additional IP: [T Additional frewall IP addiess that hosts can use as gateway:

ID.EI.EI.D

9 90O

Apply Cancel Help

The default WAN route must be modified to enable Proxy ARP. The default route for any
interface cannot be deleted or modified other than to enable the Proxy ARP feature.

From the SYSTEM > ROUTING page select WAN to edit the default route of the WAN
interface.

Enable the Proxy ARP feature by checking the checkbox.

After making configuration changes, be sure to click Apply to save those changes to
RAM.



Disable NAT on the DMZ Interface:

Firewall Policy

Show policy:  LAN-»WAN  LAN-DMS WwWiaN-DME
WAN-LAN DMZ:LAN DMZ->WAN

Settings for DbZ->Wwiak policy:

NAT: ¢ Hide zource addreszes [manp-to-one MAT]
¥ NoMAT - requires public IP addresses on DME network.

9 90O

Apply Cancel Help

Select "Add New' below, or select a ule from the list to edit it

By default the DFL-700 is enabled to perform NAT on both LAN and DMZ interfaces.
Disable NAT on the DMZ interface.

Navigate to Firewall > Policy in the web-based configuration. Click on DMZ->WAN to
modify the behavior of the DMZ interface.

Select the No NAT - requires public IP addresses on DMZ network radio button.
After making configuration changes click on the Apply button to save those changes.

To allow services on the DMZ interface to be accessible from the WAN, incoming policies
must be defined to allow those services. This can be done through the WAN->DMZ section in
the Firewall Policy configuration section.

Once all changes are final, those changes must be activated. Click on the Activate
button under the left-hand-side menu. Follow the on-screen instructions to finalize your
configuration.
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Appendix D: HTTP Content Filtering

HTTP Content Filtering Global Policy

Protection from malicious or improper web content is a must for Business owners and
concerned parents alike. There are numerous vehicles for hackers to damage or take control
of one’s PC or even Network. Malicious code may be delivered in deviously crafted ActiveX
controls, Java Scripts, cookies, or tainted file downloads. Many times executable (*.exe) files
are laced with spy-ware or viral programs that become active and take over after the program
is run for the first time.

To help reduce the likelihood of malicious software reaching the PCs on the LAN or DMZ
of the NetDefend Firewall, filtering of HTTP traffic can be customized and enabled. This filter
can be configured to strip ActiveX objects (including flash), Java Applets, Visual Basic/Java
Scripts, and or block cookies. In addition, a Whitelist is configurable to define URLs that will
always be allowed. Conversely a Blacklist is provided to allow customizable filtering of
websites, domains, and even file types based on file extension. All of the aforementioned
filters function simultaneously (if enabled/configured) when HTTP content filtering is enabled.
In order for HTTP content filtering to be performed, all HTTP traffic must pass-through an
outbound policy utilizing the HTTP ALG. Due to this behavior content filtering can be applied
to either LAN or DMZ interface simultaneously or independent of one another. Keep in mind
that the content filtering specifications are global and will apply to every instance of a rule
using the HTTP ALG.

Two configurations need to be made in order to use HTTP Content Filtering:
- The Whitelist and Blacklist must be customized to suit the desired filtering requirements.
- HTTP traffic on an interface (LAN or DMZ) must be bound to a rule using the HTTP ALG.

HTTP Content Filtenng

Changes ta these settings affect services that use the "HTTR/HTML Caontent Filtering' ALG.
By default, this inchudes the "hitp-outbound' ervice.

Global Destination URL Whitelist:
URLz matching the glabal whitelist are excluded from all the below checks.
Contents: 10 entries

E dit global URL whitelist]

Destination URL Blacklist:
Attempts to access URLs matching the blacklist iz blocked.
Contents: 115 entries
Edit UBL blacklist]
Active content handling:
O Strip Activel objects (including Flazh)
| Strip Java applets
O Strip JavascriptYBS cript

[ Block Cookies




The Whitelist

Iltems entered in the Whitelist will always be allowed through the firewall, assuming HTTP
content filtering is enabled. This section should only be used to allow essential domains and
servers, such as Microsoft.com and DLink.com to ensure the ability to locate and download
critical updates or firmware is not hindered. Domains or websites entered in the Whitelist will
not be subject to any of the content filtering functions.

Edit Destination URL Global whitelist:

To allow access to a whole domain, use e.g. "' safesite. coms™'. Mote the ending slazh, which protects against
zomeone zething up e.g, "wee, zafesite. com.dendnsprovider.net” az an aliaz for an othenwize dizallowed gite,

Blank lines are ignored. Lines beginning with "#'" are alzo ignored.

# docess to sites that are important for zoftware updates and
# require cookies / soriphs:

d-link. com:*
* dlink. coms*

dlink. conn/*
* dlink, connd*

d-linik. com, tws*
= dlink. com b

dlink. cori. by
* dlirke, o, bws®

microgoft, com™
* miicrosaft comd™

9 OO

Apply Cancel Help

Navigate to the Firewall tab, Content Filtering section of the web-administration.
Click on Edit URL Black List to modify or append the contents of the filtering database.
To allow an entire domain and all sub-domains use the following syntax

dlink.com/* # Allows access to the domain dlink.com

*.dlink.com/* # Allows access to all sub-domains in dlink.com

Once finished editing the Whitelist, click Apply to save changes or Cancel to clear.
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The Blacklist

Blacklist configuration is not limited to domain names. File extensions may be specified to
block the download of said file types. Be sure to evaluate the type of files that may be
traversing the firewall out of necessity on a regular basis to ensure no loss in productivity due
to invalid network configurations or network outages. Domains and/or file types defined in the
Blacklist will be denied upon request.

Edit Destination URL Global Blacklist:

The URL blacklist can be uzed to deny access o complete sites, to file types by estenzion, or to URLs with
ceftain words in thern.

1

Idze e.g. " example.orgs/™"" to digallow acceszs to an entire site,

Blank linez and lines beginning with "'#"* are ignored.

# Example for blocking all access to & whole zite:
#

#  example. com™

# *ewample.coms*

#

# Q1. a shorter variant that mnz the rizk of blocking sites whoze
# names end with the same text:

# *example.com”

#

#
# Deny access to potentially dangerous file types:

# Maliciouz executables can be downloaded by explaits
" eRe

501

*cpl

* pif

#*.com - probably not a good idea given the .com TLD

2 9O

Apply Cancel Help

Navigate to the Firewall tab, Content Filtering section of the web-administration.
Click on Edit URL Black List to modify or append the contents of the filtering database.
To block an entire domain and all sub-domains use the following syntax
casino.com/* # Blocks access to the domain casino.com
*.casino.com/* # Blocks access to all sub-domains under casino.com
To block specific file types from download through HTTP use the following syntax

.exe # Blocks executable downloads

Once finished editing the Blacklist, click Apply to save changes or Cancel to clear.



Additional Content Filters

The Firewall can also filter Java Applets, Java/VB Script, ActiveX objects, and/or cookies
from reaching the PCs behind the NetDefend Firewall. These content categories do not
require configuration other than enable or disable.

Active content handling:

Strip Active objects Including Flazh]
Strip Java applets

Strip Javazcrpt"B Script

Block Cookies

Navigate to the Firewall tab, Content Filtering section of the web-administration.
Click the check box next to each filter you would like to enable.

Once finished selecting additional filters, click Apply to save changes or Cancel to clear.

HTTP Rule using the HTTP ALG

Now that the content to be filtered has been decided on, a rule needs to be configured for
each interface that this filtering should be applied to utilizing the HTTP ALG. This will require a
rework of the default outbound policy to eliminate the chance of unfiltered HTTP traffic passing
through the Firewall. The idea is to remove the most general allow rule and configure rules to
allow essential services such as DNS as well as HTTP to pass the Firewall.

Edit allove_standard rul= (H4):

Mame: | allow_standard
Fosition: |4 towes before given position. Blank = last.

Action: | &llow o

Source Mets:
... Uzers/Groups: Uiy = Ay authenticated
Destination Mets:
... Users/Groups: YAy = Ay authenticated
Leave source and/or destination blank to match eversthing.
Service: | All ~ |

Custom source ports: Elark = any port

... destination ports:
Schedule: | - Always - v

[ Intrusion Detection # Prevention:

Mode:

Alerting: Enable IDSADP alerting via email for this rule

Delete this rule

2 9 O

Apply Cancel Help
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To disable the default general allow all rule -
Navigate to the Firewall tab, Policy section of the web-administration.
Select the appropriate policy based on desired effect (LAN->WAN or DMZ->WAN).
Click Edit next to the default allow all rule.
Check the check box next to delete this rule.

Click Apply.

Edit new rule:

Mame: | dns_out

Position: Moves before given position. Blank = last.
Action: | Allow V
Source Mets:
... Users/Groups: V' = Any authenticated

Drestination Mets:

... Users/Groups: V' = Any authenticated

Leave source andsor destination blank. to match everything.

Service:

Custom source ports: Elank = ary port

destination ports:

Schedule: | - Always - [+

] Intrusion Detection / Prevention:

tMode:

Alerting: Enable IDSADP alerting via email for this rule

9 9O

Apply Cancel Help

To allow DNS queries to pass through
Navigate to the Firewall tab, Policy section of the web-administration.
Select the appropriate policy based on desired effect (LAN->WAN or DMZ->WAN).
Click Add New at the bottom of the list.
Give the rule a friendly name, such as dns_out.
Position does not matter, leave blank or choose a position.
Choose Allow as the Action.
For service choose dns_all.
Select a schedule and enable IDS/IDP if desired.

Click Apply to save the changes, or click Cancel to disregard.



Edit new rule:

Mame: |http_crtnk_flir
Position: |1 toves befare given pozition. Blank = last

Action: | Allow e

Source Mets:
... Users/Groups: Vam = Any authenticated
Drestination Mets:
Users/Groups: Vhny't = Any authenticated
Leave source and/ar destination blank ba match evensthing,
Service: | http-outbound v
Cuztom source porks: Elank = arw port

... destination porks:

Schedule: | - Always - | w |

[ Intrusion Detection F Prevention:

Mode:

Alerting: Enable ID5/ADFP alerting via email for thiz rule

9 9 O

Apply Cancel Help

To configure the HTTP Content Filtering rule -
Navigate to the Firewall tab, Policy section of the web-administration.
Select the appropriate policy based on desired effect (LAN->WAN or DMZ->WAN).
Click Add New at the bottom of the list.
Give the rule a friendly name, such as http_cntnt_filtr.
Position does not matter, leave blank or choose a position.
Choose Allow as the Action.
For service choose http_outbound (already configured to use the HTTP ALG).
Select a schedule and enable IDS/IDP if desired.
Click Apply to save the changes, or click Cancel to disregard.
Atfter clicking Apply, click the Activate button on the left-hand menu.

Select Activate Changes Now to save the configuration to flash and restart.

When the firewall has finished restarting, the HTTP Content Filtering Function will be

enabled and active.

Keep in mind that depending on the type of activities your LAN

participates in, more services may need to be specified as rules in the Firewall Policy
configuration to allow said services to pass the firewall. The steps should be similar to the
DNS and HTTP configuration if there is a default service configured. Custom services can

also be created to accommodate most any service needed to run through the firewall.
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

D-Link or its authorized reseller or distributor and

Products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S.
Possessions or Protectorates, U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will
be free from material defects in workmanship and materials from the date of original retail purchase of the
product, for the period set forth below applicable to the product type (“Warranty Period”), except as
otherwise stated herein.

1-Year Limited Warranty for the Product(s) is defined as follows:
Hardware (excluding power supplies and fans) One (1) Year
Power Supplies and Fans One (1) Year

Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at
no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be new
or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in the
applicable documentation, from the date of original retail purchase of the Software for a period of ninety
(90) days (“Warranty Period”), provided that the Software is properly installed on approved hardware and
operated as contemplated in its documentation. D-Link further warrants that, during the Warranty Period,
the magnetic media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole
obligation shall be to replace the non-conforming Software (or defective media) with software that
substantially conforms to D-Link’s functional specifications for the Software or to refund at D-Link’s sole
discretion. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to
the original licensee, and is subject to the terms and conditions of the license granted by D-Link for the
Software. Software will be warranted for the remainder of the original Warranty Period from the date or
original retail purchase. If a material non-conformance is incapable of correction, or if D-Link determines
in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by the
original licensee for the non-conforming Software will be refunded by D-Link; provided that the non-
conforming Software (and all copies thereof) is first returned to D-Link. The license granted respecting
any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of
D-Link's products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold "As-Is" without any warranty whatsoever including, without limitation, the Limited
Warranty as described herein, notwithstanding anything stated herein to the contrary.



Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

The customer must submit with the product as part of the claim a written description of the Hardware
defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same.

The original product owner must obtain a Return Material Authorization (“RMA”) number from the
Authorized D-Link Service Office and, if requested, provide written proof of purchase of the product (such
as a copy of the dated purchase invoice for the product) before the warranty service is provided.

After an RMA number is issued, the defective product must be packaged securely in the original or other
suitable shipping package to ensure that it will not be damaged in transit, and the RMA number must be
prominently marked on the outside of the package. Do not include any manuals or accessories in the
shipping package. D-Link will only replace the defective portion of the Product and will not ship back any
accessories.

The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is
allowed. Products sent COD will either be rejected by D-Link or become the property of D-Link. Products
shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann,
Fountain Valley, CA 92708. D-Link will not be held responsible for any packages that are lost in transit
to D-Link. The repaired or replaced packages will be shipped to the customer via UPS Ground or any
common carrier selected by D-Link, with shipping charges prepaid. Expedited shipping is available if
shipping charges are prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence,
misuse, faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in
the documentation for the product, or if the model or serial number has been altered, tampered with,
defaced or removed; Initial installation, installation and removal of the product for repair, and shipping
costs; Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-Link;
Products that have been purchased from inventory clearance or liquidation sales or other sales in which
D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product.
Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE
DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH
IMPLIED WARRANTY SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPT AS EXPRESSLY
COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE
QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF
THE PRODUCT.
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Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT
NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK
STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR
COMPUTER PROGRAMS TO WHICH D-LINK'S PRODUCT IS CONNECTED WITH, LOSS OF
INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE
PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS
LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.
THE MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE
PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN
WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES
OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary from
state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this
Product may be reproduced in any form or by any means or used to make any derivative such
as translation, transformation, or adaptation without permission from D-Link Corporation/D-
Link Systems, Inc., as stipulated by the United States Copyright Act of 1976. Contents are
Subject to change without prior notice. Copyright© 2005 by D-Link Corporation/D-Link
Systems, Inc. All rights reserved.



FCC Statement: This equipment has been tested and found to comply with the
limits for a Class A digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in an industrial installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communication. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty outside the United States, please contact corresponding local D-
Link office.

CE Mark Warning: This is a Class A product. In an Industrial environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

138



	Introduction 
	Features and Benefits 
	Introduction to Firewalls 
	 Introduction to Local Area Networking 
	 LEDs 
	Physical Connections 
	Package Contents 
	System Requirements 
	Managing D-Link DFL-700 
	Resetting the DFL-700 

	Administration Settings 
	Administrative Access 
	Add ping access to an interface 
	Add Admin access to an interface 
	 Add Read-only access to an interface 
	Enable SNMP access to an interface 


	System 
	Interfaces 
	Change IP of the LAN or DMZ interface 
	 WAN Interface Settings – Using Static IP 
	WAN Interface Settings – Using DHCP 
	 WAN Interface Settings – Using PPPoE 
	 WAN Interface Settings – Using PPTP 
	WAN Interface Settings – Using L2TP 
	 WAN Interface Settings – Using BigPond 
	Traffic Shaping 
	MTU Configuration 

	 Routing 
	 Add a new Static Route 
	Remove a Static Route 

	 Logging 
	Enable Logging 
	Enable Audit Logging 
	Enable E-mail alerting for IDS/IDP events 

	Time 
	 Changing time zone 
	Using NTP to sync time 
	Setting time and date manually 


	Firewall 
	Policy 
	Policy modes 
	Action Types 
	Source and Destination Filter 
	Service Filter 
	Schedule 
	Intrusion Detection / Prevention 
	 
	Traffic Shaping 
	Add a new policy 
	Change order of policy 
	Delete policy 
	Configure Intrusion Detection 
	Configure Intrusion Prevention 

	 Port mapping / Virtual Servers 
	Add a new mapping 
	Delete mapping 

	 Administrative users 
	Add Administrative User 
	 Change Administrative User Access level 
	 Change Administrative User Password 
	Delete Administrative User 

	Users 
	The DFL-700 RADIUS Support 
	 Enable User Authentication via HTTP / HTTPS 
	Enable RADIUS Support 
	 Add User 
	Change User Password 
	 Delete User 

	 
	 Schedules 
	Add new recurring schedule 
	 Add new one-time schedule 

	 Services 
	Adding TCP, UDP or TCP/UDP Service 
	 Adding IP Protocol 
	Grouping Services 
	Protocol-independent settings 

	 VPN 
	Introduction to IPSec 
	Introduction to PPTP 
	Introduction to L2TP 
	Point-to-Point Protocol 
	Authentication Protocols 
	MPPE, Microsoft Point-To-Point Encryption 
	L2TP/PPTP Clients 
	L2TP/PPTP Servers 
	IPSec VPN between two networks 
	Creating a LAN-to-LAN IPSec VPN Tunnel 
	 VPN between client and an internal network 
	 
	Creating a Roaming Users IPSec Tunnel 
	 
	Adding an L2TP/PPTP VPN Client 
	Adding an L2TP/PPTP VPN Server 

	VPN – Advanced Settings 
	Limit MTU 
	IKE Mode 
	IKE DH Group 
	PFS – Perfect Forward Secrecy  
	NAT Traversal 
	Keepalives 
	Proposal Lists 
	IKE Proposal List 
	IPSec Proposal List 

	Certificates 
	Trusting Certificates 
	Local identities 
	Certificates of remote peers 
	Certificate Authorities 
	Identities 

	Content Filtering 
	Edit the URL Global Whitelist 
	Edit the URL Global Blacklist 
	Active content handling 


	Servers 
	DHCP Server Settings 
	Enable DHCP Server 
	Enable DHCP Relay 
	Disable DHCP Server/Relay 

	 DNS Relay Settings 
	Enable DNS Relayer 
	Disable DNS Relayer 


	Tools 
	Ping 
	Ping Example 

	Dynamic DNS 
	Add Dynamic DNS Settings 

	 Backup 
	Exporting the DFL-700’s Configuration 
	Restoring the DFL-700’s Configuration 

	 Restart/Reset 
	Restoring system settings to factory defaults 

	 Upgrade 
	Upgrade Firmware 
	Upgrade IDS Signature-database 


	Status 
	System 
	Interfaces 
	 VPN 
	Connections 
	DHCP Server 
	Users 

	How to read the logs 
	 
	USAGE events  
	 
	DROP events 
	CONN events 

	Step by Step Guides 
	 LAN-to-LAN VPN using IPSec 
	Settings for Main office 

	 LAN-to-LAN VPN using PPTP  
	Settings for Main office 

	LAN-to-LAN VPN using L2TP 
	Settings for Branch office 
	Settings for Main office 


	A more secure LAN-to-LAN VPN solution 
	Settings for Branch office 
	 Settings for Main office 


	 
	 Windows XP client and PPTP server 
	Settings for the Windows XP client 
	Settings for Main office 


	Windows XP client and L2TP server 
	Settings for the Windows XP client 
	Settings for Main office 


	Intrusion Detection and Prevention 

	Appendixes 
	Appendix A: ICMP Types and Codes 
	Appendix B: Common IP Protocol Numbers 
	Appendix C: Multiple Public IP addresses 
	Appendix D: HTTP Content Filtering 

	Warranty 
	Copyright Statement:  No part of this publication or documentation accompanying this Product may be reproduced in any form or by any means or used to make any derivative such as translation, transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright Act of 1976.  Contents are subject to change without prior notice.  Copyright© 2005 by D-Link Corporation/D-Link Systems, Inc. All rights reserved. 
	 
	 
	 
	 
	 
	FCC Statement:  This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in an industrial installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communication. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures: 





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [419.760 595.440]
>> setpagedevice


