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Package Contents

Contents of Package:

e D-Link DI-804V Broadband VPN Router
e Manual

e Quick Installation Guide

e Power Adapter - 5V DC, 1.5A*

*Using a power supply with a different voltage rating will damage and void
the warranty for this product. If any of the above items are missing, please
contact your reseller

System Requirements:

Internet Explorer 4.0 or higher or Netscape Navigator 4.0 or higher, with JavaScript
enabled

One computer with an installed 10Mbps, 100Mbps or 10/100 Mbps Ethernet adapter

One Modem or ISDN TA (if a dial-up connection is needed)
One RJ-45 DSL/Cable Modem for Internet connection



Introduction

The D-Link DI-804V Broadband VPN Router enables your network to
connect to the Internet via a secure, private connection using a Cable/DSL
modem, such as the D-Link DCM-200 Cable Modem. The Virtual Private
Network that is created on the Internet between your home and your office
(with a VPN server) is secure from interference when you use the DI-804V.

It is an ideal way to connect your computer to a Local Area Network (LAN).
After completing the steps outlined in the Quick Install Guide (included in
your package) you will have the ability to share information and resources,
such as files and printers, and take full advantage of a “connected”
environment for work or play!

Connect the WAN port on the DI-804V to the Cable/DSL modem (e.g., the
DCM-200) using an Ethernet cable. Your entire LAN can now access the
Internet using just one Internet account. The DI-804V has 4 LAN ports.
That means that 4 computers can share the benefits of the DI-804V- equipped
network.

The DHCP-capable DI-804V will automatically provide unique IP Addresses
for all the computers on the network. (DHCP stands for Dynamic Host
Configuration Protocol. It is a protocol for assigning IP Addresses
automatically. With a DHCP router like the DI-804V, there is no need to
assign static IP Addresses, or purchase multiple addresses from the ISP -
Internet Service Provider.)

Everyone in your home can access the Internet on his or her own computer, at
the same time, without any noticeable decrease in speed.

With the serial port, you can connect an analog modem (dial-up modem) as a
back up in case of any difficulties that may arise with the Cable or DSL
connection.

With Firewall Protection, Hacker attack logging, and Virtual Private
Networking, the DI-804V provides a level of security suitable for many
businesses.



This manual provides a quick introduction to network technology. Please
take a moment to read through this manual and get acquainted with your

DI-804V.

Front View

DI-804V

Console

Green LED will LIGHT
when a good link is
established.

D-Link

WAN

Green LED will
LIGHT when a good
link is established

Power

LAN (1-4)
Green LED will LIGHT
when link is established.

Link/Act

Green LED will BLINK
when packet is
transmitting or receiving.

Red LED will
LIGHT when
power is on.

LED Indicators



Rearview

Console

Connect a 56K
modem/ISDN TA to
the serial port.

Power (5 VDC)
Connect the DC power
adapter to the Power
port.

Reset
WAN To reload the factory settings,
Connect DSL/Cable press the reset button for 6-10 Ports (1-4) .
modem to the WAN seconds. Pressing the reset button Connect network devices
Ethernet port will clear the current data. such as computers to the 4
LAN ports, which supports

auto sensing cable type.

Product Features

VPN

Provides Virtual Private Networking when communicating with a VPN server-
equipped office, or with another DI-804V-equipped network. Supports PPTP and
L2TP pass through function.

DSL/Cable Modem support
The DI-804V can connect any DSL/Cable Modem to the network.

DHCP

The DI-804V is a DHCP-capable router. It automatically assigns unique IP
Addresses to each network users that is connected to the DI-804V, for the price of
one Internet account.



Firewall Protection

Supports general hacker attack pattern monitoring and logging

PPPoE Client

Supports PPPoE client function to connect to the remote PPPoE server.

Virtual Server

Allows the internal server to be accessible from the Internet

Upgradeable New Features

Allows new features to be added in the future

High Performance 32 bit RISC CPU Engine

With the most advanced 32 bit RISC CPU Engine, DI-804V guarantees full
compatibility with future DSL/Cable technologies

IPSec Security
(DES, 3DES, MD5, SHA-1)

Idle Timer

Set a specified idle-time before automatically disconnecting

Dial-on Demand

Eliminates the need for Dial-up. Automatically logs in to your ISP

Serial port

May connect to a 56k modem or ISDN TA (should a Cable/DSL connection be
unavailable or fail.)

Web-Based Configuration

No software installation required. Can be configured through a web browser making
it OS independent



IP Address Settings and Computer Settings

In order to install the DI-804V you will need to check your computer’s
settings and the values from your ISP.

The information offered by your ISP:

e Dynamic IP settings

e Your fixed IP address for the gateway
e Your subnet mask for the gateway

e Your default gateway IP address

e Your DNS IP address

If you would like to use PPPoE, you will need the following values from your
ISP in order to install your router:

e User Name
e Password

The static IP settings for the PC:

e  Your PC’s fixed IP address

e Your PC’s subnet mask

e  Your PC’s default gateway

e  Your PC’s primary DNS IP address

Note: The router’s default IP address setting is 192.168.0.1.

Dynamic IP Settings:

The dynamic IP settings for the PC. It is recommended that you leave your IP
settings as automatically assigned. By default, the gateway is a DHCP server, and it
will give your computer the necessary IP settings.



Using the Configuration Utility

Launch your web browser and type the device IP address (http:// 192.168.0.1)
in the browser’s address box. This IP address is the default value of your

gateway. Press Enter.

Note: Please make sure that the computer’s I[P Address is in the same IP
Address range as the DI-804V. The IP Address of the DI-804V is
192.168.0.1. All computers on your network must be within that range, for
instance, the computer IP Address could be 192.168.0.x. All computers on
the network must have the same subnet mask.

#£7 VPN Router - Microsoft Internet Explﬁrer'

File Edit Yiew Favorites Tools Help

Q- ©Q  [x @&

7 ) Search

Address | http:{192.168.0.1

The main menu appears showing all the settings available.

weN Router QIELLLD

D-Link

VICE

VICE BASIC ADVANCED SYSTEM

DE HELP
INFORMATION  STATUS SETUP SETTINGS TOOLS

Device Information

Dizplays Device Hame, |P Address, MAC
Address of ports,

and Firmiuare Wersion.

Basic Setup
Direct aceess to LAN and Intermet settings far
maunal setup or changes.

¥PN Settings
WPHN Function Settings.

Help
Get help with commonly asked questions about
wour WEFN Router.

D:-Link DI-§04V
VPN Router

Device Status

Wiew current Internet status, View LAN and WAN
settings, Release and Renew AN port
connection.

Advanced Settings

Access the advanced feature of wour WPN Router
including DHCP Server settings,\firtual Senrer
zettings, and Fasaword settings.

System Tools

FPerform System diagnostics, wiew logs, load
default settings, perform firmware upgrade, and
reget wour WP N Router.

A step by step wizard to help configure the Cable/DSL Router.
Start the Setup Wizard [®




Basic Setup

Basic setup is a step-by-step process that will let you input all the basic

settings.

Click BASIC SETUP

Connect to 192.168.0.1 <]

Login as admin

Liser name: | € admin | V]

Password:

[ remember my password

K (0] 4 )] [ Cancel

A username and password screen will appear. Leave the password box empty
and type admin (the default username) in the username box.

Click OK

The Setup Wizard’s page will appear.

Note: If you choose to input a password at any time, please remember it. If
you should lose the password, you will need to reset the unit. After you reset
the DI-804V, all your settings will be lost and will need to be re-input.
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Time Settings

Please choose your local time zone.

. WUPN Router mrm
D-Llnk DEVICE DEVICE BASIC  ADVANCED | SYSTEM

INFORMATION STATUS SETUP SETTINGS TOOLS

HELP

Main menu

DEVICE IP
SETTINGS |(GMT—UB 00y Pacific Time (US/Canada), Tijuana Ll

CABLE/DSL
ISP SETTINGS | Nexr >

ISP ADDITIONAL
SETTINGS

TIME ZOME SELECTION

Please choose your local time zone:

MODEM NOTE 1: Please click "Mext'to accept the setting
SETTINGS MOTE 2: Please remember to click Save & Restart after you have finished
the changes to the device settings

VPN
SETTINGS

SAVE & RESTART

Copyright @ 2000

Device IP Settings

You have to give your VPN Gateway an IP address on your network. This is
not the IP address from your ISP but the local internal LAN IP address. The
IP address “192.168.0.1” is the default value of your gateway.

Device IP Address:
The intemal LAN IP D-Link- DEVICE BASIC f:':\ut::“rsvﬂ

DEVICE
INFORMATION STATUS SETUP SETTINGS TOOLS
address of your VPN
Gateway.

Main menu
DEVICE LAN IP SETTINGS

TIME SETTINGS

The device LAN IP address and subnet Mask settings

Device IP Subnet Mask: 1P address: ez Jies
The subnet mask can i8¢ sxtTinGs 1P Subnet Mask: P55 55 [
usually be left as its P AR ee

default entry JMopem < Back] [Nexr >
255.255.255.0™. [ SETTINGS T T— accept the settings

SAVE & RESTART

Copyright @ 2000



Cable/DSL ISP Settings

To use the xDSL/Cable ISP settings, you must configure the router. ISP use
either static or dynamic IP addresses. Check with your ISP if you are not
certain which one it uses. If your ISP uses a static I[P address, it means that
the IP address of your router is always the same. Most ISPs use dynamic IP
addresses. They assign you a new IP address every time you connect to the
Internet.

If you have a static IP address, do the following:

Enter the IP address that your ISP provided.
Enter the IP subnet mask.

Enter the ISP gateway address.

Enter the DNS IP address.

WPN Router QIRLLLD

DEVICE DE ADVANCED SYSTEM HELE
INFORMATION  STATUS SETTINGS TOOLS

Main menu
CABLE/=DSL ISP SETTINGS

TIME SETTINGS
Your ISP Dynamically assigns you the WAMN IP Address:

DEVICE IP
SETTINGS

IP assigned by your ISP: |D _|D _|D _|D
IP Subnet Mask: [255 255 255 o
ISP Gateway Address: ID _ID _ID _ID

Domain Mame Server {(DNS)
IP Address:

| o Jo o
VPN
SETTINGS
- SAVE & RESTART — _

MOTE: Please click "Mext’ to accept the settings.

Copyright © 2000
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ISP Additional Settings (PPPoE Settings)

You can configure the router to use additional ISP settings. Some ISPs
require PPPoE for authentication purposes.

Do the following to set up PPPoE:

User name: Enter the user name of your ISP account.

Password: Enter the password of your ISP account.

Retype password: Enter the password of your ISP account again to re-
confirm.

Some ISPs use Host Name and Domain Name to authenticate the user; if this
is the case, you need to enter:

Host Name: Enter the name of the gateway.

Domain Name: Enter the domain name provided by your ISP

Some ISP require you input the LAN card Mac address; if this is the case,
you need to enter:

Mac Address: Enter this LAN card Mac address.

Note: Some ISPs may recognize your LAN card Mac address as a legal user;
in this case, you have to copy the LAN card Mac address in the Mac address
field.

For WIN 95/98 you can run winipcfg to see the LAN card Mac address.

For WIN/NT you can run ipconfig/all to see the LAN card Mac address.

T— wri nouter QETIDD

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

Main menu
ISP ADDITIOMNAL SETTINGS

TIME SETTINGS
™ Your ISP requires you to input the username fpassword
DEVIGE IP (PPPOE Settings)

SETTINGS User Name:

| casLepsL Passwor rd: l—

ISP SETTINGS
Retype Password:

Idle Time: |no idle timeout vl
i MODEM ™ Your ISP requires you to input the Host Computer Name

SETTINGS
Host Name: IVF‘ZD4

I” Your ISP requires you to input the WAN Ethernet Mac
oo iz 1 s s fe
EBack] [Nmen

VPN
SETTINGS

SAVE & RESTART
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Modem Settings

The modem dialup can be used as a backup for the xXDSL/Cable connection.
If you would like to use the modem dialup or VPN features you must enable
the modem settings. Click on the Advanced Settings tab and enter the ISP
account information.

Note: If you would like to change the baud rate settings, please click on the
“ADVANCED SETTINGS”. Then click on the MODEM SETTINGS button.

D-Link vPN Router @ IX[IV]
111’ DEVICE DEVICE BASIC ADVAMNCED SYSTEM

INFORMATION STATUS SETUP SETTINGS TOOLS

HELP

Main menu

MODEM SETTINGS

TIME SETTINGS
[ Backup dial-up modem when the broadband connection is

DEVICE IP not working

SETTINGS

ISP Phone Number
CABLE/DSL
ISP SETTINGS User Name

ISP ADDITIONAL Password
SETTINGS
Retype Password

ldle Time: ISD minutes "I

serTings < Back | [Next >

SAVE & RESTART

MOTE 1: Please click "Next' to accept the settings.
MOTE 2: Most dial-up modems are compatible with the standard modem

strings. Far modems that require special modem strings, please enter the
infarmation in Modem String Settings under Advanced Settings.

Copyright & 2000

Note: When your Cable/DSL connection comes back on-line, you will need to
return to this page and uncheck the backup dial-up modem setting in order to
use your Cable/DSL Broadband connection again.

14



VPN Settings

Use this screen to enable the IPSec feature. This feature allows a secure
connection between two parties. The connection is made over the Internet. To
enable the VPN function, check the Enable VPN checkbox and enter a string
into the connection name field, then click the “ADD” button.

S urn nouter CETITD

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

Kain menu
YPMN SETTINGS

TIME SETTINGS

Connection Name ADD,

DEVICE IP
SETTINGS

CABLE/DSL
ISP SETTINGS

r 11 Local Femote Edit | El

SAVE & RESTART

Copyright © 2000

Enabled NetBIOS Broadcast

Computers running Microsoft Windows can communicate with one another
using NetBIOS. Users can access remote network resources by browsing the
Window Network Neighborhood. You can uncheck the Enabled NetBIOS
Broadcast checkbox. The Secure Association (SA) can be created using IKE
(auto-mode) or Manual Mode. The default value is Internet Key Exchange
(IKE). If you would like to use Manual Key, check the Manual radio box and
required input fields will be shown.

15



Secure Association & KE * tanual

Incoming SPI 3000

Qutgoing SPI 3000

Encryption Protocol m

Encryption Key [1234565

Authentication Protocol |[MD5 |=

Authentication Key |atn::def _Save )
Incoming SPI

Enter the Incoming SPI that the remote VPN Gateway will use to identify this
SA.

Outgoing SPI
Enter the Outgoing SPI that the local VPN Gateway will use identify this SA

Encryption Protocol

VPN Internet Gateway supports three encryption algorithms (Null, DES, or
3DES); user can select an appropriate encryption algorithm.

Encryption Key
This string is used as a key to encrypt and decrypt the data transmitted.

Authentication Protocol

VPN Internet Gateway supports two authentication algorithms (MDS5 or
SHA-1); user can select an appropriate authentication algorithm.

Authentication Key

This string is used as key authentication.

16



Save & Restart

After you have finished making all the changes on the various pages, please
click Save & Restart to save the settings and restart the device. After the
restart, the device will function according to the saved settings.

PN Router QIBLLLD

D-Link
ln DEVICE DEVICE BASIC ADVANCED SYSTEM

INFORMATION STATUS SETUP SETTINGS TOOLS

HELP

Main menu
SAVE 8 RESTART

TIME SETTINGS . . .
rou have successfully configured the settings for the device.

'éE‘T”T'iﬁ,!E NOTE: After you have finished making all the changes on the

various pages, please click Save 8 Restart to save the
CABLE/DSL settings and restart the device. After the restart, the device
ISP SETTINGS will function according to the saved settings.

Click Save & Restart to save the settings and restart the device!

VPN
SETTINGS

SAVE & RESTART

Copyright © 2000

During the startup process the LED of the device will blink. Please wait until
the blinking of the device stops before proceeding.

D-Link VPN Router QIBLLLD

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

Main menu

The device has successfully saved the settings and will
restart. During the startup process the LED of the device will
blink. Please wait until the blinking of the device stops before
proceeding. The Home page will be loaded automatically after

DEVICE IP N
SETTINGS restart is completed!

TIME SETTINGS

CABLE/DSL
ISP SETTINGS

Please wait a moment . . ..
SETTINGS

SAVE E RESTART

17
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Device Information

Device information displays the current settings of the VPN Internet
Gateway.

2 Device Information - Microsoft Internet Explorer

File Edit Wew Favortes Tools Help
Q-9 EE o Address‘@‘] htbp: /192, 168,01 /d_info.htm
D Lo VPN Router QUELLY
- k
imn DEVICE BASIC ADVANCED  SYSTEM .. p
INFORMATION |5 73 /T SETUP SETTINGS TOOLS
Main menu

DI-804¥ ¥PN Router

Device Name: D504
1P Address: 192.165.0.1
Private LAN Mac Address: 00:05:50:F0:30:BE
Public WAN (Cable/DSL) Mac Address: 00:05:5D:F0:30:BF

Firmware Yersion: V4,70 200203722

Copyright @ 2000

Device Name

This is the host name of the VPN Internet Gateway.

IP Address
This is the IP address of the VPN Internet Gateway.

Private LAN Mac Address
This is the Mac address of the VPN Internet Gateway LAN port.

Public WAN (xDSL/Cable) Mac Address
This is the Mac Address of the VPN Internet Gateway WAN Ethernet port.

Firmware version

Displays the Firmware Version of the DI-804V and its release date

18



Device Status

=M Device Status - Microsoft Internet Explorer

Device status displays the — E=EREELEE
Currel’lt Connection StatuS Of Q - H R @ address | @] http:if192.168.0.1sss51.htm :
the VPN Gateway. D-Link e s ::..'.'l:'"m,,

INFORMATION JIEA 7.5 101 SETTINGS TOOLS

Tools  Help

Main menu DEVICE STATUS
WAN Ethernet

| ReLEASE |

Modem Dialup:

LAN

¥PN STATUS
WAN Ethernet: Mo Connection Active
Asynchronous: Mo Connection Active
DHCP LOG
LAN IP: 192.168.0.100 . MAC: 00:40:Ch: 28 A5 04

Modem Dialup

The modem can be used as a dialup backup for the xDSL/Cable connection.
If modem dialup is connected, it will show “Modem: Active,” otherwise it
will show “Not Active”.

Device IP

Shows the Device IP address, private LAN Mac address and public WAN
Mac address of the VPN Internet Gateway.

Release and Renew

Click Release button, the VPN Internet Gateway will disconnect with the
xDSL/Cable modem.

Click the Renew button, the VPN Internet Gateway will connect with the
xDSL/Cable modem again.

DHCP Log

Click DHCP Log button, the screen will display the current DHCP client
information.

VPN Status

Click VPN Status button, the screen will display the current VPN connection
information.

19



Advanced Settings

Advanced settings include DHCP server, virtual server static routing,
dynamic routing, filter settings, modem string settings and administration

settings.

A username and password will appear. Type
“admin” in the user name box, and type the
password that you have set the device (the
default is no password)

Click OK

The Advanced Settings page will appear.

=y
Eits

Login as admin
User name:

Password:

‘Connect to 192.168.0.1

‘ ﬁ admin

[Jremember my password

DHCP Server Settings

The VPN Internet Gateway’s DHCP server is enabled by default. If you

would like to disable the DHCP server, unclick on the square circle below.

3 Advanced Settings - DHCP Server Settings - Microsoft Internet Explorer,

File Edit View Favorites Tools  Help

Q-0 N RF &

Aeddress [4€] http:){192.168.0. 1 adv_dhep.htm

D-Link

Kain menu

DEVICE
INFORMATION

DEVICE
STATUS

BASIC
SETUP

DHCP SERVER SETTINGS

DHCP SERVER
SETTINGS

P Enable DHCP Server Functions
VIRTUAL SERVER
SETTINGS

IP Address Pool Range

ADVAMCED
SETTINGS

STATIC .
ROUTING Fram: 192.168.0.100
To: 192.165.0.199
DYNAMIC
ROUTING
IP Address Reservation
5;’#‘}152; 1. Computer Marne: IP Address:  192.168.0.
F A 2. Computer Name: IP Address:  192.165.0.
MODEM STRING
SETTINGS 3. Computer Mame: IP Address:  192.1658.0.
T Tl 4. Computer Narme: IP Address:  192.168.0.
SETTINGS
Susmim)

SYSTEM
PARAMETERS

Copyright @ 2000

NOTE: Please click "“Submit’ to accept the settings

SYSTEM
TOOLS

 01-8040

HELP

al[allalla

20



IP Address Pool Range

The IP address pool contains the range of the IP address that will
automatically be assigned to the clients of your network.
Default setting is from 192.168.0.100 to 192.168.0.199.

IP Address Reservation

You can use IP address reservation option to give particular computers on
your network the same static IP address every time the computer is turned on.

Virtual Server Settings

Virtual server settings allow clients on the Internet to access your LAN via
the Internet. You can use the IP mapping function to access an FTP server or
Telnet server etc. remotely through Internet.

DMZ function can be applied to a single client behind the VPN Gateway to
expose it to the Internet and ensure complete Internet application
compatibility even if specific ports are not known. If you would like to
enable DMZ function, enter an IP address into the DMZ IP field. The value
of ‘0’ means that the DMZ function is disabled.

D L- ] VPN Router QULRILI]
1 DEVICE DEVICE BASIC SYSTEM  uppp
INFORMATION  STATUS sevur IETHSIYTEI Tools

Main maenu

T 1 VIRTUAL SERVER SETTINGS
e
w7 192.168.0.[0 |

VIRTUAL SERVER .
SETTINGS Internal IP Service Port Range

] 0o 0 b e
i
RAUFHE oz 1eziezo 0 | [0 | T

i ”D BMTP 25
DYNAMIC 03.192.168.0. 0 0 ~ (0 DHE 53
ROUTING = TETP &
e _ 04.192.168.0. 0 a |0 e 5
SETTINGS 05.192.168.0. (0 1] ~|0 POF3 110
Hews 144
FEamp—- 06.192.168.0. 0 0 ~|0 B =
SETTINGS 07.192.1680. 0 a ~|0 SNMP-Asap 162
[ADMINISTRATION 08.192.168.0. 0 0 ~|0
SEFTIRGS 09.192.168.0. 0 0 -0
e 10. 192.168.0. 0 0 ~ (0
' 11.192.168.0. |0 0 ~|0
12, 192.168.0. [0 a ~|0
13.192.168.0. [0 a |0
14. 192,168 0.0 0 ~ |0
15.192.168.0 . 0 0 ~|0
16.192.168.0. 0 0 ~[0
Busmir)

MOTE: Please click "Subimit” to enter inputted data
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Static Routing

Static routing settings allow the VPN Internet Gateway to route IP packets
to another network. The routing table stores the routing information so that
your network device knows where to redirect the IP packets to the proper
network.

Destination IP Address

The destination IP is the address of the remote network to which you want to
assign a static route.

Subnet Mask

The subnet mask of your network IP address.

Gateway IP Address
The IP address of the interface used to link to the remote network.

Dynamic Routing

Dynamic Routing Settings allow the VPN Internet Gateway to route IP
packets to another network automatically. The RIP protocol is applied, and
broadcasts the routing information to other routers on the network regularly.

D-Link VPN Router

ADVAMNCED SYSTEM
SE S HELP

Ic
INFORMATION STATUS SETUP TTINGS TOOL:

Main menu

( DHCP SERVER
e TGS DYMNAMIC SETTINGS

VIRTUAL SERVER
SETTINGS

STATIC SEND # pOidsOa T RIP1 " RIP1 compatible { RIP2
RECEIVE & pisable { RIP1Only ¢ RIP2 Only € Both RIP1/2
FILTER
SETTINGS
[ MoDEM STRING
SETTINGS
[ADMINISTRATION SusmiT)

SETTINGS

NOTE: Please click "Submit' to accept the settings.

SYSTEM
PARAMETERS

22



For the SEND option choosing the proper protocol by which you transmit
the data on the network.

For the RECEIVE option choosing the proper protocol by which the VPN
Internet Gateway receive the data on the network.

Filter Settings — LAN Filter Settings

LAN Filter Settings allow administrator to define whether local user has the
permission to access Internet. To activate this feature, check LAN Side Filter
Enabled. Then, you can define the filtering policy by entering an IP address
range, network port number and select the protocol(s).

Em— wri Routor CTID

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

Back

" LAN Side Filter Enabled

Default LAN Side Filter & Block ¢ Pass
[ waNFILTER
SETTINGS Filter Entry
& Block ' Pass
Protocols: | Al j'

IP Address Range
Frorm: I . I . I I

To:l I I I

Destination Part Range: I ~|
&g

LAM Side Filter Table:

SBuswit)
MOTE: Please click "Submit’ to enter inputted data.

For example, to prevent the local user of IP address range (from
192.168.0.100 to 192.168.0.200) to access port 80 (HTTP), the settings are as
follows,

LAN Side Filter Enabled: Enabled
Default LAN Side Filter: Pass
Filter: Block
Protocol: TCP
IP Address Range: 101 ~ 200
Destination Port Range: 80 ~ 80 (HTTP)
23



Filter Settings — WAN Filter Settings

WAN Filter Settings allow administrator to define whether remote/outside
user has the permission to access the local network. To activate this feature,
check WAN Side Filter Enabled. Then, you can define the filtering policy
by entering IP address range, the port range and select the protocol(s).

D-Li VPN Router @
- k
ln DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
SETTINGS

INFORMATION STATUS SETUP TOOLS

Back
[ WAN Side Filter Enabled

[ LAN FILTER

SETTINGS Default WWAN Side Filter & Block  Pass

& Block  Pass

Pratocols: IA” 'l

IP Address Range
From: | . | . | . |

To:l I I I

Destination Port Range: I ~|
Apo)

YWAN Side Filter Table:

MNOTE: Please click "Submit’ to enter inputted data.

For example, to prevent the remote user of IP address range (211.21.0.1 to
211.29.0.1) to access virtual WEB server (port 80), the setting are as follows,

WAN Side Filter Enabled: Enabled
Default WAN Side Filter: Pass

Filter: Block

Protocol: TCP

IP Address Range: 211.21.0.1 to 211.29.0.1
Destination Port Range: 80 ~ 80 (HTTP)

Modem String Settings

24



Modem string settings allow user to input detail settings for the analog
modem. If you would like to change the baud rate settings, please check the
initial string. (You can refer to the manual for your modem.)

D-Link wPN Router CIEIITD

1 Easic N IFTITYTIL svsTEm ) R
INFORMATION  STATUS LU seTTinGgs | TIE

KMain menu
i ;

DHCP SERVER MODEM SETTINGS
SETTINGS

[VIRTUAL SERVER
SETTINGS Baudrate Settings : |115200bps(28.8K/33/BKI5E6K modem or ISDN TA) ]

sTaTic Pre-Initial String: |AT
ROUTING

Initial String: [AT S0=1
DYNAMIC Dialup String: [ATDT
ROUTING
FILTER SusmiT)

SETTINGS

MODEM STRING
SETTINGS

| ADMINISTRATION
SETTINGS

MNOTE: Please click "Submit’ to accept the settings.

SYSTEM
PARAMETERS

Copyright @ 2000

Administration Settings
PASSWORD SETTINGS

You can give your VPN Gateway a new password. This password will be
required the next time you configure your VPN Gateway. To enter a
password, type your password in the new password field and type it again in
the retype password field.

Note: it is important to remember your password. If for any reason you lose
or forget your password, press the small reset button located on the back of
the device for 5 to 6 seconds. Reset action will re-initialize the settings. All
configurations, including password, will be reset and require re-entering.
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D-Link

WPH Router WXL
DEVICE DEVICE BASIC %
INFORMATION  STATUS SETUP

SYSTEM
TOOLS HELE

Main manu

| oHee sERvER
SETTINGS

VIRTUAL BERVER
SETTINGS

ATATIE
ROUTING

BYHAMIE
ROUTING

FILTER
BETTINGE

MODEM STRINSG
SETTINGS

ADMIRISTRATION
SETTINGS
EVETEM
FARAMETERS

Copyright @ 20an

PAEEWORD BEETTINGE

The naw password will be used to authenticate the user wihen
coriliggurinig Thee diesvics:,

Hurww Hassnannid:
Hutypoe Passaannid: |77

BYRTEM ADMIKIETRATION

HTTP Port Ho: |80

¥ Allows remoie user to configure the device using HTTP
" Only the following remote hosts are allowel
IP Asldresst: | |

I I

IP Asldress2: | | | |
IP Asldress3: | | | |
I I I

I I I

IP Asldressd: |
IP Asldresss: |

& By cemote hosts ae allmsed

I Allow vemote user toping the device
EYSTEM Log

™ Enable System Log Function
Log server IP address [0 3 ] o

MOTE 1: Please click “Submit™1o eater inguited data.
MOTE 20 Thes Tenchon wd enable the system log dasman to log all 1he
syatem imformstion to the sysiam log semear.

SYSTEM ADMINISTRATION

Here, remote users can be set up to configure and administrate the VPN
Internet Gateway through Internet. The default value of HTTP port is 80.
The default IP address of remote administration host is: 0.0.0.0. (IP address
01 0.0.0.0 means that any PC on the network can remote access and manage
the VPN Internet Gateway).

If you use this function, you have to enable the feature “Allow remote user to
configure the device” first. Once you have enabled this function, type the
VPN Internet Gateway WAN IP address (http://192.168.100.1:1023) into the
browser of any or specific PC

http://<WAN IF Address=: <Port No=

-_.FHHMF Teck  Help
| deback o

LajFawetes o PHistory

Mg 392,168,000 :'.IU.'.'E)
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Note: Once HTTP port no (NOT PORT 80) is changed and the users of the

LAN terminal want to configure the VPN Internet Gateway, the users have to

type the VPN Internet Gateway LAN IP address with port number
(http://192.168.0.1:1023).

System Parameters

System Parameters allows user to setup the MTU value (Maximum

Transmission Unit). The default MTU value is 1500 Bytes. User can setup a

proper MTU for your network device.

For some areas, the ISPs set the limit packet size for PPPoE connection. User

has to change MTU setting for surfing the net.

. PN Router CIRLLLD
D-Llnk' DEVICE DEVICE BASIC ADVAMNCED SYSTEM

INFORMATION STATUS SETUP SETTINGS TOOLS

HELP

Kain menu

f 8 SYSTEM PARAMETERS
DHCP SERVER
SETTINGS

[VIRTUAL SERVER .
SETTINGS MTU SE“II’IQ ID

STATIC
ROUTING

DYNAMIC
ROUTING

FILTER
SETTINGS

| MODEM STRING SusmMmIT)

SETTINGS

s Toi el MOTE: Please click "Submit’ to accept the settings.

SETTINGS

SYSTEM
PARAMETERS

Copyright @ 2000
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Save & Restart

If you have finished making all the changes on the various pages, please click
Save & Restart to save the settings and restart the device. If you would like to
configure the setting again, you can browse those functions then click them.
After the restart, the device will function according to the saved settings.

Save & Restart lets you save the input settings to the VPN Internet Gateway
(so as to be retrieved at a later time) and then restart it.

D-Link PN Router QIRLLLD

VICE DEVICE apvancep [ 3ES SRR
INFORMATION  STATUS SETTINGS || 5 - TI%]

You have successfully submitted the settings to the device!

1= DHCP Server Settings I Virtual Server Settings
“ou can configure the dewice to function as a DHCP “rou can configure your private LAM serversto be
server for the wodstations on the LAN. accessible from Internet.
== Static Routing Settings I Dynamic Routing
Static routing Cwnamic RIP1/RIPZ routing settings are set heare
15" Filter Settings ICZ* Modem String Settings
LAM Side Filter and WiAN Side Filter Settings Modem string and baudrate settings are entered here
I Administration Settings L& System Paramters
Faszamord Settings and Remote Administration MTU far PPPoE and Satic/Dynamic

Start to save the submitted settings and restart it ¥ Save & Restart ®

MOTE 1: Please continue the advanced setup by clicking the options.

MOTE 2: Once you have submitted all the necessary settings, please click the SAVE &
RESTART button to save the changes to the device.

Mew settings will take effect after the device has been restarted.

Copyright © 2000

28



System Tools
System Tools

Detects the status of the VPN Internet Gateway.

Intruder Detection Log

The event messages show the possible hacker attacks that have occurred on

your VPN Gateway. Up to 32 hacker attacks may be logged in this manner.

D-Linl VPN Router m
ln DEVICE DEVICE ADVANCED SYSTEM HELP
INFORMATION STATUS SETTINGS TOOLS

Main menu

INTRUDER DETECTION LOG

INTRUDER
DETECTION LOG
: Index Tune |Protocol Source IF (Port) |Dest IP (Fort) Event‘

I DISPLAY
ROUTING TABLE

SYSTEM
DIAGNOSTICS

SAVE SETTINGS

LOAD SETTINGS

RESET DEVICE

Copyright © 2000

Display Routing Table

The Display Routing Table shows the current static routing configuration.

| System, Tools - Display Routing Table - Microsoft Internet Exploren

File Edit “ew Favorites Tools  Help

Q-9 R A G nddress|ahttp:,i,ilgz‘168.0.lftoolsfroutingtable‘htm

D-Link e Router CIRLLLD

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

DISPLAY ROUTING TABLE

Main menu

DETECTION Loo
Type Destination LANTP  gipnoe ok el

RoUTING TABLE INTF  192.168.0.0 255.255.255.0  1%2.163.0.1

SYSTEM
DIAGNOSTICS

SAVE SETTINGS

LOAD SETTINGS

UPGRADE
FIRMWARE

RESET DEVICE

Copyright @ 2000
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System Diagnostics

System diagnostics shows your VPN Gateway’s information. It will perform
a check-up on your VPN Gateway to make sure that everything is functioning

properly.

D-Link

Main menu

INTRU DEE

DETECTION LOG

DISPLAY
ROUTING TABLE

SYSTEM
DIAGNOSTICS

SAVE SETTINGS

LOAD SETTINGS

UPGRADE
FIRMWARE

RESET DEVICE

Copyright © 2000

PN Router QIRLLLD

DEVICE DEVICE BASIC ADVANCED
INFORMATION STATUS SETUP SETTINGS

SYSTEM DIAGNOSIS

Configuration
Firrnware Yersion: %4.70

ISP Settings

IP assigned method: Assigned by ISP DHCP server
IP address: 0.0.0.0

Gateway P address: 0.0.0.0

DMS Server IP address: 0.0.0.0

Haost Mame: DI-804%

FPPoE Enable : Mo

FPPoE Username:

Modem Settings
Telephone Mumber:
Dial-up User Mame:

Idle Timeout: 30 minutes
Fre Initial String: AT
Initial String: AT S0=1
Dialup String: ATDT

Device Settings

Device IP address as: 192.1658.0.1
Device Metwork Mask: 255255 2550
DHCP Server: Enabled

Fool from: 192.168.0.100

Pool to: 192.168.0.199

Diagnosis

ISP Status

Cable f xDSL IP address:0.0.0.0
DMS IP address: 0.0.0.0

Moderm (async) IP address: 0.0.0.0

Link Status

Cable/xD3SL Disconnected

LAM Connected

Modern Modem is Mot Ready

Current WAN connection
CablesxDSL Mot Connected

LAMN MAC Table
LAMN IP: 192.168.0.100 . MAC: 00:40:CAZS:A5:04

WAMN MAC Table

SYSTEM
TOOLS

HELP
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Save Settings

This allows you to save the configuration to a file. If you would like to do
this, click Save to save your current settings to a file. Then click save this file
to disk in the browsing wizard.

wPN Router QIRLLLD
DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS |

SAYE SETTINGS

IN
BELE Enter the firmware file path into the box and click START to

proceed with the new firmware upgrade.
DISPLAY

ROUTING TABLE

SYSTEM
DIAGNOSTICS -
SAVE SETTINGS
LOAD SETTINGS

RESET DEVICE

Copyright © 2000
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Load Settings - Load Default Settings
This allows you to load the original default settings of your VPN Internet

Gateway.
D-Link PN Router QIELLLD

DEVIC DEVICE BASIC ADVAMCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

LOAD DEFAULT SETTINGS

Back

LOAD DEFAULT
SETTINGS

| LoAD SETTINGS
FROM FILE

Load Default Settings will load the factory default settings for
the device. Please click on the START button to proceed.

MNote. The Device IP Address will be reset to 192.168.0.1 after
loading the default settings.

Copyright © 2000

Load Settings - Load Settings From File

This allows you to load the settings from a file.
Upgrade Firmware

D-Link uPN Router QIRLLLD

DEVICE DEVICE apvanced IESTIIT B wele
INFORMATION  STATUS SETTINGS [R(T.1T]

Back LOAD SETTINGS

L°$E-r‘1'-fﬁ‘£‘é“ Click Load Settings to load settings from a saved file.

LOAD SETTINGS
FROM FILE

Load Settings File: I Browse... |
aSparng

Copyright @ 2000
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Upgrade Firmware
The upgrade firmware option allows you to upgrade the latest firmware to

your VPN Internet Gateway.
. WPN Router QINLLLD
D -Llnk' DEVICE DEVICE ADVANCED SYSTEM

INFORMATION STATUS SETTINGS TOOLS

HELP

Main menu

FIRMWARE UPGRADE

INTRUDER
HERELRIDHIEa Browse for the correct path of the firmware and click "START"
to proceed with the new firmware upgrade.
DISPLAY
ROUTING TABLE

| oistwasncs
Firrmware Upgrade File: Browse... I

SAVE SETTINGS

LOAD SETTINGS

RESET DEVICE

Copyright @ 2000

Reset Device
Resetting the device will restart it. Click on the START button to restart.
wPN Router QIR1LLD

D-Link DEVICE BASIC ADVANCED SYSTEM HELP

DEVICE
INFORMATION STATUS SETUP SETTINGS TOOLS

Main menu

RESET THE DEVICE

| _INTRUDER
DENECTICNILDD Resetting the device will restart it. Please click on the REBOOT

button to proceed.
DISPLAY

ROUTING TAEBLE
YA Bmmooy) Canoe)
DIAGNOSTICS
SAVE SETTINGS

LOAD SETTINGS

UPGRADE
FIRMWARE

Copyright @ 2000
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Configuring Your PCs to Connect
to the DI-804V Router

If you do not wish to set a static IP address on your PC, you will need to
configure your PC to request an IP address from the gateway.

Click the Start button, select Settings, select Control Panel.

Double-click the Network icon.

In the configuration tab, select the TCP/IP protocol line that has been
associated with your network card/adapter. If there is no TCP/IP line listed,
you will need to install TCP/IP now.

Hetwork 2| x|

Configuration | Identificatinnl Access Eontroll

The following network, components are installed:

4 Microsoft Metwark Manitor Driver -» Dial-Up Adapter ;I
[ Microsoft Metwaork Manitor Driver <> PCI 10100 Fast Ethe

4 TCPAP -» Dial-Up Adapter

Y TCP/IP -» PCI10/100 Fast Ethernet Adapter

B! File and printer sharing for Micrazaft Netwarks -

Add. . | Remove | Properties |

Frimary Hetwork, Logon;
Client for Microsoft Metwarks j

File and Print Sharing... |

Dezcription

TCPYIP iz the pratocal you uze to connect to the Internet and
wide-area netwarks.

ak. I Cancel
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Click the Properties button, then choose the IP ADDRESS tab. Select
Obtain an IP address automatically.

TCP/IP Properties K E

Bindings I Advanced | N
DNS Configuration | Gateway | WiNS Configuratign 1P Address )

An |P address can be automatically assigned to this computer.
If your network does not automatically azsign IP addresses, ask
your network. administratar for an address. and then type it in
the space below.

—

& Obtain an IP address automatically

™ Specify an IP address:

ok I Cancel

After clicking OK, windows might ask you to restart the PC. Click Yes.

There are two tools which are great for finding out a computer’s IP
configuration: MAC address and default gateway.

e  WINIPCFG (for Windows 95/98)

Inside the windows 95/98 Start button, select Run and type winipcfg. In the
example below this computer has an IP address of 192.168.0.100 and the
default gateway is 192.168.0.1. The default gateway should be the network
device IP address. The MAC address in windows 95/98 is called the Adapter
Address.
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NOTE: You can also type winipcfg in the DOS command prompt.

IP Configuration !.

Ethemet Adapter Information

Adapter dddiess QO-90-CC-A2-FE-04
IF address 192 168.0100
: 2R 28R 286 ()

Subret Maczk

oK

Default Gabeway

Feleaze

19216601

R enew

Releaze &l

Renew &l

Mare ko » 3

e IPCONFIG (for Windows 2000/NT/XP)

In the DOS command prompt type IPCONFIG and press Enter. Your PC IP
information will be displayed as shown below.

Gisripoconf ig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

‘thernet adapter Local Area Connection 2:

Meddn State: & - oo 2 4w e = s s : Cable Disconnected

1%2.168.08.18@
255 .265.255.8
172.168.8.1
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Assigning a Static IP Address

Note: Residential Gateways/Broadband Routers will automatically assign IP
Addresses to the computers on the network, using DHCP (Dynamic Host
Configuration Protocol) technology. If you are using a DHCP-capable
Gateway/Router you will not need to assign Static I[P Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign 2
Static IP Address, please follow these instructions:

3 /8 Control Panel
Go to START '.@ Tour Windows XP E il i
Double-click on % 23 Printers and Faxes
Control Panel ﬂ Rallt

t!) Help and Support
;| Files and Settings Transfer =
Wizard r) Search

All Programs D E Run...

ormputer

B ControlPanel

File Edit View Favorites Toaols  Help

(€ ) d l_ﬁ ):\J Search [t?_‘ Falders v

Address G- Control Panel

Accessibility Options

n‘l Control Panel & "g Add Hardware
};‘)Add or Remove Programs

G- Switch to Category Yiew L
=

See Also

Administrative Tools
Date and Time

ool = Game Controllers e

@) Help and Suppart Plrkernet Options /

Double-click on
Network Connections

aPrinters and Faxes
Q Regional and Language Options

i, Taskbar and Stark Menu
B User Accounts

R ———
15 Start



* Network Gonnections

File Edit “iew Favorites Tools Advanced  Help

@Eack - \_') t!; /.__\‘ Search uj‘ Falders v

fiddress | & Nebwark Connections

- A Mamne
Right-click on Local Area e ‘*K

B Create a new W
Connections connection Disable
. Q Set up a home or small Status
office network. Repair
@ Disable this network
device EBridge Connections
R Repair this connection Creste Shorkcut
Eﬂ Rename this connection
o view ststus of this Rename
. . connection
Double-click Properties Change sttings of i

connection

Other Places

@ Control Panel B
& My Network Places

(53 My Documents

§ My Computer

Details

(O ———
iy Start

cal Area Connection 7 Properties

Highlight Internet Protocol Genera! (e

(TCP/IP) Conkect using:

| EJ  D-Link DWL-A650 |

Thiz connection uzes the following iterns:

g Cliet for Microzoft Metwarks
.Q File and Printer Sharing for Micoe etworks
3Bl 05 Packet Sche
Internet Pratocal [TCP/IP)

Install... Uninstall "

Degcription

Click Properties

Transmizsion Control Protocol/lntemet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected netwarks.

[ Show icon in natification area when connected

Ok ] [ Cancel
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Select Use the following IP address in the Internet Protocol (TCP/IP)
Properties window.

Input your IP address and subnet mask. (The [P Addresses on your network
must be within the same range. For example, if one computer has an IP
Address of 192.168.0.2, the other computers should have IP Addresses that
are sequential, like 192.168.0.3 and 192.168.0.4. The subnet mask must be
the same for all the computers on the network.)

Input your DNS server addresses.

The DNS server information will be provided by your ISP (Internet Service
Provider.)

Internet Protocol (TCP/IP) Properties

General

“'ou can get |P settings aszigned automatically if vour nebwork, supports
thiz capability. Othenwize, you need to ask your netwark. adminiztratar for
the appropriate [P zettings.

~ i) Obtain an IP addrezz automatically
{®) Uze the following IP address:
IP address: 192 188 . 0 . 2
Subnet magk: 285 28R 285 .0

Default gateway:

A (%) Use the follawing DMS server addresses:
Preferred DMS server:

Alternate DMNS server:

(L/ 0k j[ Cancel ]

Click OK

You have completed the assignment of a Static IP Address. (You do not need

to assign a Static [P Address if you have a DHCP-capable Gateway/Router.

)
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our web
site, or by phone.

Tech Support for customers within the United States:

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:

D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 7:30am to 12:00am EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca

When contacting technical support, please provide the following information:
e Serial number of the unit
e Model number or product name

o Software type and version number
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D-Link

Building Networks for People

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this
Limited Warranty:

. Only to the person or entity that originally purchased the product from D-Link or its authorized
reseller or distributor, and

. Only for products purchased and delivered within the fifty states of the United States, the District of
Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, or addresses with an APO
or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link product described below
(“Hardware”) will be free from material defects in workmanship and materials under normal use from the
date of original retail purchase of the product, for the period set forth below (“Warranty Period”), except
as otherwise stated herein.

. Hardware (excluding power supplies and fans): One (1) year
. Power supplies and fans: One (1) year
. Spare parts and spare kits: Ninety (90) days

The customer's sole and exclusive remedy and the entire liability of D-Link and its suppliers under this
Limited Warranty will be, at D-Link’s option, to repair or replace the defective Hardware during the
Warranty Period at no charge to the original owner or to refund the actual purchase price paid. Any
repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The
replacement hardware need not be new or have an identical make, model or part. D-Link may, at its
option, replace the defective Hardware or any part thereof with any reconditioned product that D-Link
reasonably determines is substantially equivalent (or superior) in all material respects to the defective
Hardware. Repaired or replacement hardware will be warranted for the remainder of the original
Warranty Period or ninety (90) days, whichever is longer, and is subject to the same limitations and
exclusions. If a material defect is incapable of correction, or if D-Link determines that it is not practical
to repair or replace the defective Hardware, the actual price paid by the original purchaser for the
defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All
Hardware or part thereof that is replaced by D-Link, or for which the purchase price is refunded, shall
become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in
the applicable documentation, from the date of original retail purchase of the Software for a period of
ninety (90) days (“Software Warranty Period”), provided that the Software is properly installed on
approved hardware and operated as contemplated in its documentation. D-Link further warrants that,
during the Software Warranty Period, the magnetic media on which D-Link delivers the Software will be
free of physical defects. The customer's sole and exclusive remedy and the entire liability of D-Link and
its suppliers under this Limited Warranty will be, at D-Link’'s option, to replace the non-conforming
Software (or defective media) with software that substantially conforms to D-Link’s functional
specifications for the Software or to refund the portion of the actual purchase price paid that is
attributable to the Software. Except as otherwise agreed by D-Link in writing, the replacement Software
is provided only to the original licensee, and is subject to the terms and conditions of the license granted
by D-Link for the Software. Replacement Software will be warranted for the remainder of the original
Warranty Period and is subject to the same limitations and exclusions. If a material non-conformance is
incapable of correction, or if D-Link determines in its sole discretion that it is not practical to replace the
non-conforming Software, the price paid by the original licensee for the non-conforming Software will be
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned
to D-Link. The license granted respecting any Software for which a refund is given automatically
terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for Hardware and Software
portions of D-Link's products will not be applied to and does not cover any refurbished product and any
product purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the
sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that
case, the product is being sold "As-Is" without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.



Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

e The customer must submit with the product as part of the claim a written description of the
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm the
same, along with proof of purchase of the product (such as a copy of the dated purchase invoice
for the product) if the product is not registered.

e  The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465,
who will attempt to assist the customer in resolving any suspected defects with the product. If the
product is considered defective, the customer must obtain a Return Material Authorization (“RMA”)
number by completing the RMA form and entering the assigned Case ID Number at
nttps:/ifma.diink.comy.

e  After an RMA number is issued, the defective product must be packaged securely in the original or
other suitable shipping package to ensure that it will not be damaged in transit, and the RMA
number must be prominently marked on the outside of the package. Do not include any manuals
or accessories in the shipping package. D-Link will only replace the defective portion of the product
and will not ship back any accessories.

e  The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD") is allowed. Products sent COD will either be rejected by D-Link or become the property of
D-Link. Products shall be fully insured by the customer and shipped to D-Link Systems, Inc.,
17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible for any
packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped to
the customer via UPS Ground or any common carrier selected by D-Link. Return shipping charges
shall be prepaid by D-Link if you use an address in the United States, otherwise we will ship the
product to you freight collect. Expedited shipping is available upon request and provided shipping
charges are prepaid by the customer.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: The Limited Warranty provided herein by D-Link does not cover: Products that,
in D-Link’s judgment, have been subjected to abuse, accident, alteration, modification, tampering,
negligence, misuse, faulty installation, lack of reasonable care, repair or service in any way that is not
contemplated in the documentation for the product, or if the model or serial number has been altered,
tampered with, defaced or removed; Initial installation, installation and removal of the product for repair,
and shipping costs; Operational adjustments covered in the operating manual for the product, and
normal maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge,
and cosmetic damage; Any hardware, software, firmware or other products or services provided by
anyone other than D-Link; and Products that have been purchased from inventory clearance or
liquidation sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their
warranty obligation pertaining to the product. While necessary maintenance or repairs on your Product
can be performed by any company, we recommend that you use only an Authorized D-Link Service
Office. Improper or incorrectly performed maintenance or repair voids this Limited Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN,
THE PRODUCT IS PROVIDED “AS-I1S” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE
DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH
IMPLIED WARRANTY SHALL BE LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY
PERIOD SET FORTH ABOVE. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED
WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.



Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING,
BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT,
WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT
OR COMPUTER PROGRAMS TO WHICH D-LINK'S PRODUCT IS CONNECTED WITH, LOSS OF
INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE
PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS
LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.
THE MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE
PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN
WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES
OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This Limited
Warranty provides specific legal rights and you may also have other rights which vary from state to
state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective owners.

Copyright Statement: No part of this publication or documentation accompanying this product may be
reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976 and any amendments thereto. Contents are
subject to change without prior notice. Copyright 2005 by D-Link Corporation/D-Link Systems, Inc. All
rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communication. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

. Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the United
States, please contact the corresponding local D-Link office.



ﬁﬁ;ﬂ:‘mr your product online at:
http://support.dlink.com/register

e

Product registration is entirely voluntary and failure to complete or return this
form will not diminish your warranty rights.
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