Quick Install Guide

for Windows XP

D-Link DI-804V
Broadband VPN Router

Before you begin...

Make sure that any existing Firewall Software/Devices are disabled and/or shutdown
before beginning installation of your new D-Link DI-804V Broadband Router.

Contents of Package

DI1-804V Broadband Router
Manual on CD

Quick Install Guide

Power Adapter — 5V DC, 2A*
CAT5 UTP Cable

*Using a power supply with a different voltage rating will damage and void the warranty for this product. If any of the
above items are missing, please contact your reseller.

Connecting the DI-804V Broadband
Router to your network

When you have completed the steps in this installation guide, your connected
network may look similar to this:




Connecting the DI-804V Broadband
Router to your network

o First, plug in the power supply. The Power LED will turn ON to indicate
proper operation.

e Next, using a CATS UTP cable*, connect the Broadband (WAN) port to the
Cable or DSL modem.

The Broadband LED will light up to indicate proper connection.

Connect
to Power
Adapter

LAN Ports: Connect to
Computers

WAN Port: Connect to
Broadband Cable/DSL
Modem

e Using CAT5 UTP cables*, connect computers that are equipped with
Ethernet adapters to one of the four Ethernet LAN ports on the DI-
804V.

*All ports on the DI-804V are Auto-MDIX, meaning it will work with
either a straight through or cross-over cable.

The LED for the specific Local Ethernet Port will light up to indicate
proper connection. Check the front panel of the DI-804V to make sure
that the appropriate LEDs come on when you plug any cable in.
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Installing the DI-804V
using the Setup Wizard

Checking the IP Address of the computer being used to
configure the DI-804V Broadband Router

Go to Start>Run ' o |
R 7 e
Type “cmd” ki [_J %

Tvpe the name of a program, Folder, document, or
Internet resaurce, and Windows will open it Far yau,

Qpen: | cd L

/ @[ Cancel | | Browse...

Type “ipconﬁg” at B G:\WINDOWS\System32\cmd. exe ﬂgﬂ
: : Microzoft Uindows HP [Uerzion 5.1.26081
the prompt in this <C> Copyright 1985-2081 Microsoft Corp.

WlndOW. G:~Documents and Settings“admin>ipconfig

Windows IP Gonfiguration

The current IP
settings will be

Ethernet adapter Local Area Connection:

d- 1 d Connection—specific DNE Suffix . =

1Splayed. TEEnddyess: &5 0 o0 &= SEe : 192.168.9.2
Subnet Mask : 255.255.255.8
Default Gateway - 192.168.8.1

The IP address of the G:\Documents and Settings“admin>

computer must be

between 192.168.0.2
and 192.168.0.254 in
order to configure
the router.

If your IP address is within this range, then continue
to the next page.

If the IP address is not within the range, type
“ipconfig /release”, then type “ipconfig /renew”.
Your network adapter will now receive an IP address
within the desired range.

Note: If you are manually assigning a static IP, please refer to Appendix A.
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Installing the DI-804V
using the Setup Wizard (continued)

Open the web browser and
type “http://192.168.0.1”
into the URL address box.

Note: Please disable any
proxy server setting for the
web browser.

Click on Start the
Setup Wizard at the
bottom of the Main
menu.

When the login screen
appears, type “admin”
in the User name box,
and leave the Password
field blank.

Click OK.

L@ VPM Router - Microsoft Internet Explorer
File Edit  \iew

@Back - d |ﬂ @ .:;! f.xi Search

Addresq(&] htkp: /{192, 168.0.1

Favorites Tools  Help

VPN Router QUIEILL

DEVICE DEVICE BASIC ADVANCED SYSTEM HELP
INFORMATION STATUS SETUP SETTINGS TOOLS

&

Device Information
Displays Dewice Name, IF Address, MAG Wiew cunent Intemet status. View LAN and AN
Address of ports, seftings, Release and Renew WAN port

2nd Firmmare Version. connection,

D-Link DI-804V
VPN Router

Device Status

Basic Setup
Direct aceess to LAN and Intemat settings for
maunal setup or changes

Advanced Settings

Aocessthe advanced feature of your VPN Router
including DHCP Senver setings,Vitual Semver
seftings, and Passward satings.

VPN Settings
VRN Function Settings.

System Tools

Parform System diagnostics, view logs, load
detault settings, perorm firmware upgrade, and
reset your VPN Router

Help

et help with commonly asked questions about

vour VPH Router.

A step by step wizard o he i
Start the Setup Wiz

Cable/DSL Router.

Copyright @ 2000

Connect to 192.168.0.1
zf?;
l‘ﬂ'l "S:\

Y

Login as admin

User narne: | € admin |»
Passward:

[CIremember my passward

b e

([ Ok D’ Cancel
™
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Installing the DI-804V
using the Setup Wizard (continued)

. VPN R .ﬂl-'ﬂl"
At this WindOW, select D-I‘lnk DEVICE m .lnv.lncns:“rs_r\glgf‘m T

. INFgE‘aE'FION STATUS SETTINGS
yOuI' 1003.1 tlme zone. Main menu

TIME ZONE SELECTION

Flease choose your local time zone: /
.
CIICk NeXt’ to ‘(GMT—UB:UU) Pacific Time (US/Canada). Tijuana :V]
continue. [ camieimsi |
|s=v.;_1='r‘|'=mi =2
¢ B
( “'énn. 1 NOTE 1: Please click "Hext" to accept the setting .
SETTINGS MOTE 2: Please remember to click Save & Restart after you have finished

the changes to the device settings.

sevfiNee

F‘A\ll & RESTART

Copyright @ 2000

. PN Router QIRLIT]
The default IP address of the D-Link e s mrmm wess -
LAN pOft is set to 192.168.0.1 L MRl many W DEVICE LAN IP SETTINGS

Subnet mask is | rine serTinGs
255.255.255.0

¥ The device LAN IP address and subnet Mask settings

Ty
IP Address: 192 | 168 | 0 il

I: 1sE 5, IP Subnet Mask: [255 | [285 | 258 | [0
Click Next to accept the [fee anormonal
default settings. [ Juomem. —@

MNOTE: Please click Mext' to accept the settings

fﬂm: & RESTART

By default, the DI-804V iS i DEVICE DEVICE % t:\:rc'::mrﬂ

set to obtain an [P address e [— —
automatically. If you are e
assigned a static I[P address r
by your ISP provider, '

remove the check mark in
the window at the right and emammims
enter the static IP ( ;'#ﬁﬁ%; ] Domain Name Server (DNS);
information provided to you ot eaREee

by your ISP. [P
. NOTE: Please click 'Next" to accept the settings

Click Next.

HELP

CABLE/xDSL ISP SETTINGS

Your ISP Dynamically assigns you the WAN IP Address:

/

DEVICE 1P
SETTINGS

1P assigned by your ISP: |0 0 o i n

1P Subnet Mask: 255|255 |[255 [0

ISP Gateway Address: 0 10 D i o

o o o
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Installing the DI-804V
using the Setup Wizard(continued)

DSL users:

If you are using a PPPoE client to
connect to your DSL provider, place
a checkmark on the first box, and
enter the User Name and Password

in the appropriate box.
Cable modem users:

If your ISP requires you to enter a host
name, then place a checkmark in the
second box and enter the appropriate
information.

A specific MAC address is required:
If your ISP requires you to use a
specific WAN Ethernet MAC address,
place a checkmark on the third box
and enter the appropriate information.
Click Next

If you are using a backup dial-up
modem with the Broadband router,
place a checkmark in the box, as
shown, and enter the settings for the
dial-up connection.

Click Next

We will skip this section for now.
Please refer to Appendix C for a
VPN setup example.

Click Next

wew nowter QX111
DEVICE DEVICE m ADVANCED  SYSTEM L. 0o
INFORMATION  STATUS SETTINGS _ TOOLS

ISP ADDITIONAL SETTINGS

DSL Users
[J¥our ISP requires you to input the username/password
(PPPOE Settings)

User Name:

Passvrord:
Retype Password:

Idle Time: nmd\etlmenutg

ISP ADDITIONAL
SETTINGS

TR

[ _:g'u‘-'m'ms

Cable modem users
[Jvour ISP requires you to input the Host Gomputer Name

Host Name: VPN GATEWAY

«—— |f a specific MAC address is required
SAVE & RESTART [J¥our ISP requires you to input the WAN Ethernet Mac

oo Jo3 oa Joo o3 co

MOTE: Please click 'Mext to accept the settings

Copyright @ 2000

wph Ronter CIELLLD
DEVICE DEVICE m ADVANCED  SYSTEM  upmp |
INFORMATION STATUS SETTINGS TOOLS |

MODENM SETTINGS

Main menu

[0 Backup dial-up modem when the broadband connection is

DEVIGEIR not working
SETTINGS

ISP Phone Number:

User Name:

Passwaord:

Retype Password:
ldle Time: ‘mlml_:j

> .
Lml‘ B MOTE 1: Please click Mext" to accept the settings
MNOTE 2: Most dial-up modems are compatible with the standard modem

strings. For modems that reguire special modem strings, please enter the
information in Modem String Settings under Advanced Settings:

Copyright & 2000

wen outer IXIITD
DEVICE DEVICE ADVANCED  SYSTEM o0
INFORMATION  STATUS (3T SETTINGS  TOOLS

¥PN SETTINGS

Main menu

Connection Name u

I_n‘_:p SETTINGS

|w ADDITIONAL

[T sETTINGS

r e
SE

SDEM
TINGS

SAVE & RESTART

P

Copyright @ 2000
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Installing the DI-804V
using the Setup Wizard (continued)

To complete the Setup Wizard,

Click Save and Restart

VPN Router .lll-lnﬂ
DEVICE DEVICE m ADVANCED  SYSTEM  Lo0p
INFORMATION _ STATUS SETTINGS ]

TOOL!
SAVE & RESTART

Main menu

You have successfully configured the settings for the device.
NOTE: After you have finished making all the changes on the
various pages, please click Save & Restart to save the
settings and restart the device. After the restart, the device
will function according to the saved settings.

Click Save & Restart to save the settings and restart the device!

setiiies

SAVE & RESTART

Copyright @ 2000

Checking the connection
to the Internet

To check the connection,
open the web browser
and go to your favorite website.

If you are unable to browse, please do
the following:

1. Refer to Appendix B to check your
connection to the wireless router.

2. Use “Help” on the

Main Menu.

3. Refer to the “Troubleshooting”
section in the user’s manual.

#ms, Inc. rogoft Internet Explorer
Elo Eda Yiew Fawdtes Tooks Help

L s I s N T e e T L B R T
muF]n:.M:w |-I_-_,| =] oo ||Links %

H “The D-Link DIWL-1000AP and
D-Llnk wireless PC Cards were cleardy the
Wireless wein i cumepory. We foumd the

Search the
D-Linkwes

‘ Intermaticnal Offces -| WINS the D-deink acoess point i be the
Rwards PC Mag an foperformion product
Editors’ oo™
ﬂl‘llﬂﬂ_e Choice! P MAGAZINE
— *Eolo
Wireless

i

wsen|| 186 UOBEBEAD



Appendix A

Assigning a Static IP
Address

If the network adapter is unable to
obtain an IP address automatically
from the Broadband Router, then go
to: START>SETTINGS>
CONTROL PANEL>
NETWORK CONNECTIONS

Then right-click on the “Local Area
Connection” icon corresponding to
your network adapter, click on
Properties.

Highlight “Internet Protocol
(TCP/1P)”
Click on “Properties.”

Choose “Use the following IP
address” and input an IP address
between 192.168.0.2 to
192.168.0.99 in the IP Address box.

Enter the “Subnet mask” of
255.255.255.0

Enter the “Default Gateway” of
192.168.0.1

Enter the “Preferred DNS server”
0f 192.168.0.1

Click OK on all screens to save
the changes.

..J_L. Local Area Connection Properties

General | Authentication | Advaneed

Coknect using:

B8 D-Link DFE-530Tx+ PCI Adapter

Thiz connection uzes the following kems:
% Clignt for Microgoft Metworks

E! File and Frinter Sharing for Microsoft Netwaorks
= Qo5 Packet Scheduler

xR
Install... ,
v S
Description

Transmission Contral Pratocol/lnternet Pratocal. The default
wide area network protocol that provides communication
across diverse interconnacted network:s,

[ Show izon in notification area when connected

’ ok ” Cancel ]

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned automatically if your network, supports
this capability. Otherwize, you need to ask vour network. adminiztrator for
the appropriate [P settings.

N (") Dbtain an IP address automatically
(%) Use the following IP address:

IP address: 192 168. 0 . 5 |

Subnet mask:

Default gateway:

Preferred DMS server:

Altermnate DMS server:

l( Ok )H Cancel ]
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Checking Your Network Connections
Use “Ping” to check your network connections.

Go to START>RUN a3 G 3 N
Type “Cmd” ln the bOX C:\UINDOWS\DESKTOP>cd. .
. “ 9 C:\WINDOWS >ed.
CIICk OK C:\>ping 192.168.0.1
. [Pinging 192.168.8.1 with 32 hytes of data:
If emd does not work, try command sty from 192,14
[Feply £rom 1921 5=
[Reply from 192.11 hytes=
Reply from 192.1 bytes=:
Type “ping 192.168.0.1” which is the IP address ZHees 192.16.0.1:
. Pack 4, Received = 4. Lost = B (Bz loss),
of the LAN port of the Broadband Router. Hit i i o haomee s ns

the “Enter” key.
A successful connection will show four replies,
as shown.

What is a Virtual Private Network (VPN)?

A VPN is the extension of a private network across public or shared networks such as the
Internet. A VPN allows data to be sent between two computers across the Internet in a manner
that emulates a point-to-point private link.

Sample VPN Tunnel Setup

This example will demonstrate how to create a Virtual private Network (VPN) between two
remote locations through the Internet. The VPN policy will use 3DES IPSec to securely
send/receive encrypted data over the Internet. When the VPN tunnel is enabled, the two offices
will virtually appear to be on the same local network.

This example will consist of two DI-804V VPN Routers with a simple setup. The two remote
offices in this example will be known as Office A and Office B. Both VPN Routers must
already be set up and able to access each other. This is only an example, your setup will vary
using the WAN IP address provided by your ISP.

Office A Office B

192.170.0.1 192.170.0.2
(WAN) (WAN)

192.168.1.1
i 2= (LAH)

\ HUB/Switch

192.168.0.1
(LAN)

HUB/Switch

-~ ..
P o
Sl ““x_\ i
~ il - .
-4 -~ B -
- B >
+ ol i

-
e 192.168.0.4 192.168.1.2
192.168.0.2 ,’
-

192.168.0.3 192.168.1.3

i
192.168.1.4

Please note the differences in the IP addresses for each office.
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We will begin by configuring the DI-804V at Office A. Start by going into VPN Settings
under the Basic Setup menu. In the Connection Name field, type in OfficeA.

D-Link ven outer {IEILTD
INFORMATION  STATUS SETTINGS  TooLs | MELP
Click ADD. TRl VPN SETTINGS

TIME SETTINGS
Connection Name Office A ADD
DEVIGE IP /'

SETTINGS

CABLE/DSL 7 e i TG ] e
ISP SETTINGS Elui it i St el 2|

ior AvoimiowaL
A properties screen will _
appear for the new sETTINGS
connection you have m
made. Fill in the :
appropriate information L

for Office A.

Copyright © 2000

Connection Name: OfficeA

Local IPSEC Identifier: Local D-LinkK pooyeesy vammss o "mmrm
Remote IPSEC Identifier: Remote

Remote IP Network: 192.168.1.0
Remote IP Netmask: 255.255.255.0

HELP

Main menu
¥PN SETTINGS

Connection Name OfficeA

TIME SETTINGS

. EEITiNGE Local IPSEC Identifier  |Local
RemOte Gateway IP' 192' 1 70'0'2 - Remote IPSEC ldentifier |Remote
Network Interface: WAN Pl Remote IP Network 152 [es 1o
ETHERNET Remote IP Netmask 255 255 255 0
PG Remote Gateway IP 192 iz o B

Secure Association: IKE o
Perfect Forward Secure: Enabled e "y

ecure Association & IKE © Manual
PreShared Key: 123456 m Perfect Forward Secure & Enabled ¢ Disabled
Key Life: 28800 A PreShared Key 123456

. . Key Life 28800 Seconds
IKE Life Time: 3600 IKE Life Time 3600 Seconds

Network Interface WAN ETHERMNET =

Click SAVE

Copyright & 2000

There should now be a VPN policy created for Office A. Now you will want to Save & Restart
the DI-804V.

Note: 123456 is an example of a preshared key, please fill in any secret preshared key you
desire. Keep in mind that both sites require the same preshared key.
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Office A setup is now complete, we will now configure Office B with the other DI-804V,
Follow the same steps previously with Ofice A to create a VPN policy. Please change the

appropriate information.

Connection Name: OfficeB

Local IPSEC Identifier: Local
Remote IPSEC Identifier: Remote
Remote IP Network: 192.168.0.0
Remote IP Netmask: 255.255.255.0
Remote Gateway IP: 192.170.0.1
Network Interface: WAN
ETHERNET

Secure Association: IKE

Perfect Forward Secure: Enabled
PreShared Key: 123456

Key Life: 28800

IKE Life Time: 3600

Click SAVE

D-Link
Main menu

TIME SETTINGS

DEVICE IP
SETTINGS

CABLE/DSL
ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

VPN
SETTINGS

SAVE & RESTART

copyright © 2000

INFORMATION

ven nouter CIEILTD

ADVANCED = SYSTEM
SETTINGS TooLS Lzl

DEVICE DEVICE BASIC
STATUS SETUP

YPN SETTINGS

Connection Name W
Local IPSEC Identifier  [Local |
Remoate IPSEC Identifier W
Remote IP Network ITW IU— IU_
Remote IP Netmask IFIF W IU_

Remaote Gateway IP 182 170 |0 1

Netwaork Interface

Secure Association & IKE © Manual
Peifect Forward Secure & Enabled ¢ Disabled
PreShared Key 123456

Key Life 28800

IKE Life Time 3600

Seconds
Seconds

There should now be a VPN policy created for Office B. Now you will want to Save & Restart

the DI-804V.

After the VPN policies have been
created for the two Offices, the two
remote locations should authenticate
and connect. To view the status of the
VPN connection, go to the Device
Status menu. On the bottom-left hand
side of the menu, click on the VPN
Status icon.

D-Link

Main menu
WAN Ethernet

Mod

Device 1P:

Copyright @ 2000
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DEVICE BASIC
INFORMATION SETUP

VPN Router m

ADVANCED  SYSTEM
SETTINGS  TOOLS e,

DEVYICE STATUS \

Cable/xDSL Modem

AN Modem Backup

¥PN STATUS
WAN Ethernet:
Asynchronous:

DHCP LOG

LAN IP: 192,168.1.2 . MAC: 00:50:BAI6B:1C:22

Connection Active
Mo Connection Active



A VPN Status pop-up screen will appear showing VPN connection status. If a VPN tunnel is
active, the State should indicate Q-Estab.

a ¥PN Status - Microsoft Internet Explorer

IPSec Connection Status

Istatus|  OMNECUON | panote 1p | vietual Netwods | Interface Type | State | Drop
ESP
- (3DES-
Active  OfficeB 192,170.0.1 192,168.0,0/24 WAN Ethernet cBC DT’DD
MDS)

Copyright 2000

El
|&] 5 seconds left until page refresh! ,_,_“ Internet A

Technical Support

You can find the most recent software and user documentation on the
D-Link website.

D-Link provides free technical support for customers within the United States for
the duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site or by
phone.

D-Link Technical Support over the Telephone:
(800) 758-5489
24 hours a day, seven days a week

D-Link Technical Support over the Internet:
http://support.dlink.com

D-Link

Building Networks for People
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