D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-817LW Firmware Patch Notes

Firmware: v1.04B04 H4SE (BETA)
Hardware: Ax
Date: January 12, 2018

Note:
None

Problems Resolved:
1. Fixed Security Vulnerability:
Stack-based buffer overflow exploit - CVE-2016-5681 VU#332115 — Reported by
Daniel Romero - NCC Group - Street: Calle Serrano Galvache Number: 56
Building: Abedul Floor: 4th, Madrid, 28033

For additional details please visit:
http://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10063

Enhancements:
1. Support basic VLAN tagging on WAN (Internet Port) for special Internet access
2. using Static IP, DHCP or PPPoE
3. Improved wireless multicast
4. Improved Edge browser compatibility
5. Supports MAC cloning for PPPoE configuration
6. Support Schedule Reboot
7. Adds HT20/40 Coexistence options for 2.4GHz wireless on management Ul
8. Extends the number of rules from 15 to 24. (Static Route IPv4 and v6, Port

Forwarding, Firewall IPv4 and v6, Virtual Server, Website Filter)
9. Parental control in Connected Client page can now be manually assigned to
unconnected clients

Known Issues:
None

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix release which is still
undergoing final testing before its official release. The beta software, beta firmware, or hot-fix is provided
on an “as is” and “as available” basis and the user assumes all risk and liability for use thereof. D-Link does
not provide any warranties, whether express or implied, as to the suitability or usability of the beta
firmware. D-Link will not be liable for any loss, whether such loss is direct, indirect, special or
consequential, suffered by any party as a result of their use of the beta firmware.
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