D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-865L Firmware Release Notes

Firmware: 1.20B01 Hotfix
Hardware: Ax
Date: May 26, 2020

Problems Resolved:

e CWE-352: Cross Site Request Forgery (CSRF)
e CWE-326: Inadequate Encryption Strength
e CWE-312: Cleartext Storage of Sensitive Information

Reported by:
Gregory Basior - Security Researcher at Palo Alto Networks

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix
release which is still undergoing final testing before its official release. The beta software,
beta firmware, or hot-fix is provided on an “as is” and “as available” basis and the user
assumes all risk and liability for use thereof. D-Link does not provide any warranties, whether
express or implied, as to the suitability or usability of the beta firmware. D-Link will not be
liable for any loss, whether such loss is direct, indirect, special or consequential, suffered by
any party as a result of their use of the beta firmware.



