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Firmware Version: V2.04.03
Agent Version: V2.1.0-b18
Published Date: 2016/07/21
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Revision History and System Requirement:

DNR-202L A1l Firmware Release Notes

Firmware Version | Date Model Hardware Version
V1.00.21 2013/12/04 DNR-202L Al
V1.01.00 2014/06/20 DNR-202L Al
V1.02.01 2014/09/18 DNR-202L Al
V2.00.11 2015/03/16 DNR-202L Al
V2.01.04 2015/08/14 DNR-202L Al
V2.02.00 2015/09/16 DNR-202L Al
V2.03.02 2016/03/04 DNR-202L Al
V2.03.03 2016/04/11 DNR-202L Al
V2.03.04 2016/05/05 DNR-202L Al
V2.03.05 2016/05/17 DNR-202L Al
V2.04.00 2016/06/15 DNR-202L Al
V2.04.01 2016/07/01 DNR-202L Al
V2.04.02 2016/07/13 DNR-202L Al
V2.04.03 2016/07/21 DNR-202L Al

Upgrading Instructions:

1. Upgrading by using Web-UI

New Features:

Fireware New Features
Version
Vv1.00.21 1. New model MP FW release
V1.01.00 1. Update the mydlink agent to 2.0.17-b45
1. Update the mydlink agent to V2.0.18-b08
V1.02.01
2. Add Universal Model
1. Change the Web UI follow the DNR-312L style.
V2.00.11
2. Update the mydlink agent to V2.0.18-b44
V2.01.04 1. Update the mydlink agent to V2.0.19-b42
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V2.02.00 1. Update the mydlink agent to V2.0.19-b80

V2.03.02 1. Update the mydlink agent to V2.0.20-b27

V2.03.03 1. N/A

V2.03.04 1. N/A

V2.03.05 1. N/A

V2.04.00 1. Update the mydlink agent to V2.1.0-b18

V2.04.01 N/A

V2.04.02 N/A

V2.04.03 N/A

Enhancements:

Firmware | Problems Fixed
Version

V1.00.21 N/A

1. Landing page add setting page and even functions by US HQ.

2. Modify the live icon description.

1. Add Camera support: DCS-930LB1/ DCS-932LB1/ DCS-942L.B1/ DCS-6004L/
DCS-6005L/

V1.01.00

V1.02.01

V2.00.11 1. Disable SSL2.0/3.0/RC4/DES

1. Support Cameras: DCS-934L /DCS-935L / DCS-960L / DCS-1201 /
DCS-2630L / DCS-4201 / DCS-4602EV / DCS-4701E / DCS-4802E /
V2.01.04 DCS-5009L /DCS-5029L / DCS-6212L

2. Support Language : pyCCKui.
3. Add Warning message on Chrome & Edge browser.

v2.02.00 | N/A

V2.03.02 | 1. Support Cameras : DCS-934L / DCS-960L /DCS-2630L / DCS-4802%/ DSC- 5009L.

v2.03.03 | N/A

Vv2.03.04 | N/A

1. Support Cameras: DCS-2530L/ DCS-5000L/ DCS-5030L/ DCS-6045L/
V2.03.05 DCS-6517/ DCS-7517.

1. Upgrade to OpenSSL v1.0.2H
Implement LANDAP v1.51

V2.04.00

Wiy
SN2z
3

dlinkigreen




P ®
D-Link | DNR-202L A1 Firmware Release Notes

3. Support Cameras : DCS-936L/ DCS-7513B -

V2.04.01 N/A

V2.04.02 1. Support Cameras : DCS-6511B/ DCS-4622/ DCS-4603.

V2.04.03 1. Resolve camera view window issues on DCS-6517.

Problems Fixed:

Firmware | Problems Fixed
Version

V1.00.21 N/A

1. Fixed DLAB Bug DBG13100305: When keying right account and wrong
password to register, it would not show any warning message and pass to the
next flow.

2. Fixed DLAB Bug DBG13080170: Audio is strange on DCS-931L, DCS-933L and
DCS-5020L.

3. Fixed DLAB Bug DBG13090288: Playback could not play recording files by
speeding up to 1/4/8/16/32 normally. It would stop after a while.(Test with
IE8, IE9, Firefox and Chrome)

4. Fixed DLAB Bug DBG13080155: Almost functions could not be worked when
first time log in DUT with browser IE7.

5. Fixed DLAB Bug DBG13080041: Playback could not play recording files by
speeding up to 1/4/8/16/32 normally. It would stop after a while.(Test with

Vv1.01.00 IES & IE9)

6. Fixed DLAB Bug DBG13020011: Live view would be in black after enable full
screen and glance for a long term.

7. Fixed D-Track HQ20140107000013: Export avi the video and audio will not
sync.

8. Fixed D-Track HQ20140113000014: I saw from log that record on 11 Jan. has
been deleted due to disk full. However, when I access playback and selected
11 Jan. it still shows red line with records. I selected it to playback, it will show
blank on screen.

9. Fixed D-Track HQ20140116000020: The image enhancement button always
gray out

10. Fixed D-Track HQ20140128000008: DNR-202L not work playback function
over IE11 and Firefox v26.0

1. Fixed DLAB Bug DBG13020096:Convert 2 hours recording would cause the
browser carshed.

2. Fixed DLAB Bug DBG13090341:Recording of all channels would stop for a
while by itself but there is no log about that.

3. Fixed DLAB Bug DBG14050136:Not translate “"OSD setting” on live video and
playback page in all supported languages.

4. Fixed DLAB Bug DBG14050187:Both Safari and firefox cannot display
normally in live video of mydlink.

5. Fixed DLAB Bug DBG13090343:Some sentences are all bold of description in

panish language.

6. Fixed DLAB Bug DBG13090314: Export files are not complete. Export 1 hour
video but just 6 exported files.(Watermark/ Standard/ AVI file)(Test with
DCS-932 and DCS-6818B1)

7. Fixed DLAB Bug DBG14050133: Live video could not be watched on Opera
browser normally.(Opera 21.0.1432.67)

8. Fixed DLAB Bug DBG13090356: Change fixed quality of DCS-3715 to “very

V1.02.01
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M2,
A=

10.

11.

12.

13.
14,

15.

high” but it shows “customize” on DCS-3715 UL

Fixed DLAB Bug DBG14050134: Live video could not be watched on Safari
browser in Mac OS.

Fixed DLAB Bug DBG13020075: No waring message would popup when
convert a recording file without setting the cue-in and cue-out

Fixed DLAB Bug DBG13020016: FW version on the title of page wouldn’t be
properly.

Fixed DLAB Bug DBG13020018: Time bar in PLAYBACK couldn’t be visible
when browse by non-IE browsers

Fixed DLAB Bug DBG13020019: Some typos are in the SUPPORT pag

Fixed the mydlink Bug 8232: There is no live video and playback video on Mac
10.9/ safari 7

Fixed the mydlink Bug10943: Couldn’t watch live view on DNR-202L after
update JAVA 7 to 67

V2.00.11

10.

11.
12.
13.
14,
15.
16.
17.
18.
19.

20.

Fixed DLAB Bug DBG14120563: Could not always update camera IP and
model successfully.

Fixed the model list can't select at camera search page.

Fixed the select language the UI will not sync when run the wizard.

Fixed DLAB Bug DBG15020207: New user account still can login DUT web
Playback page.

Fixed DLAB Bug DBG15020213: DUT didn't support the settings: record on
motion, system shutdown but would show in the help page.

Fixed DLAB Bug DBG14090470: After DUT changed DCS-930LB1/932LB1
frame rate to auto, frame rate setting would be grayed.

Fixed DLAB Bug DBG15020236: I.E. has stopped working during endurance
test.

Fixed DLAB Bug DBG15020214: DUT couldn’t modify user account privileges.
Fixed DLAB Bug DBG15020215: DUT auto scan interval still is 5 seconds after
change to 3 seconds.

Fixed DLAB Bug DBG15020217: Whether playback a DI recording or motion
recording, at initial the recording would show both motion and DI trigger icon
then only show motion trigger icon.

Fixed DLAB Bug DBG15020202: DUT didn’t automatic overwrite after HDD
full.

Fixed DLAB Bug DBG15020211: DUT would always show your time setting is
not correct after edit schedule.

Fixed send the incorrect URL to DNR-202L will crash.

Fixed DLAB Bug DBG15020251: DUT default IP would be 0.0.0.0.

Fixed DLAB Bug DBG15020253: Wizard couldn’t search any camera is the
same LAN subnet as DUT to add but SetupWizard SE could.

Fixed DLAB Bug DBG15020203: DUT would turn off HDD LED after HDD full
but DUT still mounted the HDD.

Fixed DLAB Bug DBG15020203: DUT would turn off HDD LED after HDD full
but DUT still mounted the HDD.

Fixed DLAB Bug DBG15030170: Keep triggering camera DI but DUT only
event record and send alert mail first 7 minutes.

Fixed DLAB Bug DBG15030173: DUT playback camera motion recording but
the recording couldn’t be shown then web UI had no response.

Fixed DLAB DBG15020217:Whether playback a DI recording or motion
recording, at initial the recording would show both motion and DI trigger icon
then only show motion trigger icon.

. Fixed DLAB DBG15030164: DUT couldn’t set DCS-6112B1 motion area.

V2.01.04

Fixed login failed on Windows 10 edge Browser issue.

V2.02.00

N BR[| =

Fixed DNR-202L Record can’t over rewrite.
Fixed DLAB DBG15070060: The Approtech camera saturation setting
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maximum is 255 but DUT web Ul is 254

3. Fixed DLAB DBG15070072: Enable auto daylight saving with timezone Alaska
but DUT time is incorrect.

4. Fixed DLAB DBG15070074: Enable daylight saving time has been manually
offset but DUT time is incorrect.

1. Fixed the latency time setting 6 minutes to download Java/Activex in mydlink

landing page.
2. Fixed DLAB DBG15100064: Language in web’s Wizard couldn’t be changed
correctly.
3. Fixed DLAB DBG15070081: DUT sent a mail content is HDD2 error but the
V2.03.02 error hard disk was plugged into DUT USB port 1.

4. Fixed DLAB DBG15070082: Set DUT bonjour name contains special character
but DUT didn’t show any message and erase some characters.

5. Fixed DLAB DBG15070071: After enabled synchronize with NTP server:
time.nist.gov but DUT NTP server would change to ntp.dlink.com.tw.

V2.03.03 1. Fixed snapshot cannot preview of motion page of DCS-5000L.
1. Fixed time zone function is fail.
V2.03.04 2. Fixed mydlink portal cannot display live streams in relay mode.

1. Fixed the security bugs: mydlink discovery could initiate without authentication in
DNR-202L.
Fixed the security bugs: mydlink credential disclosure by DNR-202L device.

3. Fixed the security bugs: Sensitive information leak during DNR-202L device
configuration.

V2.03.05 4. Fixed the security bugs: Backdoor in DNR-202L.
Fixed the security bugs: Information leakage issues.

6. Fixed the security bugs: Admin password disclosure and change without
authentication.

7. Fixed the security bugs: Hardcoded non-unique RSA private keys used in HTTPS.

8. Fixed the security bugs: Buffer overflow in LANDAP authentication handler.
9. Fixed device cannot register to mydlink.

V2.04.00 | N/A

1. The landing page on the Firefox browser did not display live streams and
V2.04.01 playback.

2. The function “auto plugin” was missing from the setting page.

V2.04.02 N/A

1. The motion icon did not pop up on the live streams on the IE browser while
the event was taking place.

VD 4 B 2. The record icon did not pop up on the upper right corner on the live streams,
while the NVR was recording.

3. Fixed D-track HQ20160602000006: Playback does not work if I select the

Time from the Time Range Selection using Firefox
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Known Issues:

Firmware | Known Issues
Version
V1.00.21 N/A
V1.01.00 1. Safari above 6.1 will not display the video on MAC os.
V1.02.01 1. Export AVI function will not work on MAC OS.
1. Export AVI function will not work on MAC OS.
V2.00.11 2. Upgrade to V2.00 , the device will be factory default.
3. Don't support windows area of motion setting.
V2.01.04 1. Export AVI funct_ion will not work on MAC QS.
2. Don't support windows area of motion setting.
V2.02.00 1. Export AVI funct_ion will not work on MAC QS.
T 2. Don't support windows area of motion setting.
1. Export AVI function will not work on MAC OS.
V2.03.02 ) : : .
2. Don't support windows area of motion setting.
1. Export AVI function will not work on MAC OS.
V2.03.03 , : . .
2. Don't support windows area of motion setting.
V2.03.04 1. Export AVI function will not work on MAC OS.
e 2. Don't support windows area of motion setting.
V2.03.05 1. Export AVI function will not work on MAC OS.
e 2. Don't support windows area of motion setting.
1. Export AVI function will not work on MAC OS.
V2.04.00 , : : .
2. Don't support windows area of motion setting.
1. Export AVI function will not work on MAC OS.
V2.04.01 ) . . .
2. Don't support windows area of motion setting.
V2.04.02 1. Export AVI function will not work on MAC OS.
T 2. Don't support windows area of motion setting.
1. Export AVI function will not work on MAC OS.
\V2.04.03 2. Don't support windows area of motion setting.
T 3. The NVR does not support the motion setting of DCS-2530L, DCS-4622, and
DCS-4603.

Related Documentation:

N/A
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