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Package Contents

Contents of Package:

D-Link DSA-3100 Airspot Gateway
CD-ROM (containing Manual and Warranty)

Quick Installation Guide
Two (2) CAT5 UTP/Straight-through (Ethernet) cables
One (1) CAT5 UTP/Cross-over cable

One (1) Console cable

N o b=

5V DC, 3A Power Adapter

If any of the above items are missing, please contact your reseller.

System Requirements for Configuration:

u Computers with Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

[ | Internet Explorer Version 6.0 or Netscape Navigator
Version 6.0 and above



Introduction

The D-Link DSA-3100 Airspot Gateway is a simple-to-use network access control
system supporting Ethernet, Fast Ethernet or an IEEE 802.11 wireless LAN (WLAN)
separately and simultaneously.

The DSA-3100 can be configured with a standard HTML browser (i.e., Internet Explorer,
Netscape Navigator) operating on Windows 98SE/Me/2000/XP, Macintosh OS 9, Mac
OS X (v10.1.5 or later), Linux, or Pocket PC 2000/2002. The DSA-3100 allows the
operator to offer wired or wireless networking services and access to the Internet
when used with a switch or wireless access point respectively. The device features
many management settings allowing for private and public access to the Internet and

the necessary privilege mechanisms to permit this usage.



Front Panel

WAN LED -

Link: A solid light
indicates a connection | | Private Network - A solid

on the WAN port. light indicates a connection
: Act: This LED blinks on the Private Network. This
:?Oggier:d%ci?eggsﬁgd er during data LED blinks during data
0 ot transmission. transmission.

connection to the power

supply.
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Public Network - A solid light

Status LED - A solid LED indicates indicates a connection from the

the DSA-3100 is working properly. Authentication port for a Public

This LED will flash during reboot. Network. This LED blinks during
data transmission.




Rear Panel

Console Port -

For resetting to factory
defaults, or reconfiguring
the device. For Advanced

users only!

Authentication Port
(Public LAN or WLAN with
Access Point) -

Connects to a switch or AP.

Receptor for
Power
Adapter.

Local Area Network Port (Private LAN)-
Connects to a switch for a private network.
Does not require authentication to access

the Internet.

WAN Port -

Networks.

The port that connects to
your WAN connection
providing Internet access to
the Local and Managed




Features

| Creates two separate and discreet networks allowing the owner/
administrator to create a wired or wireless hotspot and provide
Internet access to visitors, guests, or customers.

| Manages up to 250 user accounts with an internal database.
Supports at least 50 users accessing the Internet at any given time.
| Allows ID/Password-based authentication and authorization (can

also be combined with MAC address locking for even
stricter access control).

| Supports either POP3, RADIUS, or LDAP external authentication
servers.

| Provides on-line status monitoring and historical traffic data.

| SSL-protected access to the administration interface and user

authentication interface.

| Customizable user log-in and log-out Web interface.

| Customizable user log-out timer.

| Customizable target URL for users who successfully authenticate.

| Console mode administration interface via serial console port.

| Supports display of text messages on the log-in page. An
administrator could use the administration interface to input
messages (promotions, alerts, additional usage time/services with
corresponding fees).

| Supports NAT for managed clients.

| Supports static IP, DHCP client and PPPOE client on the WAN
interface.

| Built-in DHCP server to manage clients.

| Built-in, high-speed policy routing engine.

| Customizable peremptory traffic redirection (IP and Port-Redirect).

| Built-in NTP client.



Sample Scenarios




Sample Scenarios (continued)




Installation

Requirements

u Standard 10/100Base-T network (UTP/Cat5 Ethernet) cable
with RJ45 connectors.

u TCP/IP network protocol must be installed on all networked
computers and related devices.

Faower Input

To Switch ar
Access Point

To Switch, WM - To cablel
Access Point or dslmodem ar T1
Admin PC
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Setting up the DSA-3100

| Make sure the DSA-3100 unit is not connected to the power
adapter and is powered OFF.

u WAN port connection

Use 10/100BaseT connections to connect the unmanaged network.
The unmanaged network’s interface may be the ADSL router’s LAN
port, cable modem’s LAN port or Intranet switch port.

u Private LAN port connection
Use to connect to a local network. All ports are auto-mdix, which means
that you can use a straight-through or a crossover cable for connections.

u Public LAN port connection

Use to connect to a switch or an access point for Hotspot access. All ports
are auto-mdix, which means that you can use a straight-through or a
crossover cable for connections.

u Power ON
Connect the supplied power adapter to the DSA-3100 and insert the
plug on the other end into an electric outlet.

| Check the LEDs

The power LED and WAN LED should be ON, if the
corresponding WAN port is connected to an active cable/DSL
modem or T1 line.

u The corresponding local network or authentication indicator should
be ON if a network device is connected to the private network port or
the public network port.

11



Configure PCs on your LAN

After installing the DSA-3100, each computer’'s TCP/IP network settings and Internet
access configuration may need to be re-configured:

TCP/IP network settings

L If your PC uses the default Windows XP/2000/Me/98SE setting, no
changes need to be made. Just restart your PC.

L If you are running Mac OS 9 or OS X, set your network settings to
DHCP and select Apply.

L DSA-3100 will act as a DHCP Server, automatically providing a
suitable IP address (and related information) to each computer
when the computer reboots or when the network settings refresh.

L For all non-Server versions of Windows, the default TCP/IP setting
is to act as a DHCP client. In Windows, the setting for this is Obtain an
IP address automatically.

L If you are using a fixed IP address on your LAN, or if you want to check

your TCP/IP setting, refer to the Networking Basics section in
this manual.

12



Internet Access Configuration

To configure your PCs to use the DSA-3100 for Internet access, follow this
procedure.

For Windows 98SE/2000

B Please select Start ~ ioid

Fle Edt ‘View Favortes Tools Help

|
Menu - Control Panel - [« -5 -5 @swo Sy ru | & x a0 = ;
Internet Options. B oo T ow

i, B € @ m 9 &

= Accessbiity Add/Remove  AddRemove Administrative  Automatic  Date/Time
Control Panel i dware Programs Taols. Updates

ons
= 2 = = -
Internet Optians g Aﬁ- « .‘i& q )
Corfigures vour Internet display

and connections settings Display  Folder Options ~ Fants Game m Keyboard

Cortroliers

Windouss Update

windows 2000 Suppert =gl S @ 1 \i =]

Licensing Mouse  Networkand  Phoneand Powes Options  Printers
Diakup Co...  Modem..,

® 2 B £ ¢
Regional Scanmersand  Scheduled  Sound Effect  Sounds and SQL Server
Options Cameras Tasks Manager Multimedka 2000 Licensl. ..

e

System

[ s

Configures your Internet dsplay and connections settings

Internet Properties
B Select the Connection

tab, and click the Setup
button.

Generall Securityl F'rivac_l,ll Content  Connections I Programsl Advancedl

To set up an Intemet connection, click
Setup.

— Dial-up and Yirtual Private Metwork setting

Add...

Hemave

Choose Settings if pou need to configure a proxy Sethitgs...
server for a connection.

U

€% | ewver dial & contechiorn
) Diallwhienesyen a netnork conmestionis not present
) Elivays disl my detault carme shon

Curentdefaul;  Haone St [V etault

— Local Area Metwork (LAMN] zetting

LAM Settings do not apply to dial-up connections. LAN Settings...
Chooge Settings abowve for dial-up settings.

|

kK Cancel Al
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Internet Access Configuration (continued)

Select “l want to set
up my Internet
connection manually,
or | want to connect
through alocal Area
network (LAN)” and
click Next.

Internet Connection Wizard

Welcome to the Internet
Connection Wizard

The Intemet Connection wizard helps you connect your computer

to the Internet. You can use this wizard to set up 3 new o
existing Internet account

1 want to sign up for a new Internet account. (My telsphone line

is connected to my modem |

| want to transter my existing Intemet account to this computer.

[My telephone line is connected ta my modem |

(® | want to set up my Intetnst connection manually. or | want m]

[ connect through 2 local area network [LAN]

To leave pour Intemnet settings unchanged. click Cancel

To learn more about the Internet, click Tutorial Tutorial

i Mext > I

Cancel

Select “I connect through a local area network (LAN)” and click Next.

Ensure all of the boxes on the local area network Internet configuration

screen are unchecked.

Check No, when promoted “Do you want to set up an Internet mail

account now?”

Click Finish to close the Internet Connection Wizard. Setup is now

completed.

For Windows XP

Please select Star Menu - Control Panel - Network and Internet

Connection.

Select the Connection tab, and click the Setup button.

Click Next on the New Connection Wizard screen.

Select Connect to the Internet and click Next.

Select Set up my connection manually and click Next.

Check Connect using a broadband connection this always on and click

Next.

Click Finish to close the New Connection Wizard. Setup is now completed.
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Using the Configuration Utility

To configure the DSA-3100, use a computer which is connected to the local network
port of the DSA-3100 with an Ethernet cable.

W First, disable the Access the Internet using a proxy server function. To
disable this function, go to Control Panel > Internet Options > Connections
> LAN Settings and uncheck the enable box.

B Start your Microsoft Internet Explorer Web browser program.

B Type https://192.168.0.40, which is the default IP address of the DSA-3100, in
the address field and press Enter. Make sure that the IP addresses of the
DSA-3100 and your computer are in the same subnet.

File  Edit Wiew Favorites  Tools  Help

Q- QX @&,

address | @] https://192.168.0.40

Login Screen

Log-in Screen

DSA-3100
Airspot Public/Private Gateway

You can log in as admin or as
manager.

admin - the administrator of the
DSA-3100.

User Name: admin

Password: admin

User Name: |

Password:

manager - access to the manager
user account only.

User Name: manager

Password: manager

After you log in, click Enter.
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Using the Configuration Utility (continued)

On the bottom of each configuration screen you will find the buttons shown below.

Click Apply in each .
screen of the a -" O
Configuration Utility

in which you have Apply [Cancel Help

made changes.

Restart the DSA-3100 after completing any changes to its
configuration.

Home > Wizard B
Airspot Public/Private Gateway

The Home>Wizard screen will appear if you
logged in as an admin. For more information
on the Setup Wizard, please see the Quick
Installation Guide, included with your pur-
chase. You can access the configuration
features from this window.

LELC Advanced  Tools Status Help

Home > User Manager D-Link T
The Home>User Manager screen will ap-

Airspot Public/Private Gateway

pear if you logged in as a manager. Please © | o CTTET——
refer to the Quick Installation Guide for more
information regarding the Setup Wizard. This |zl T
screen will be explained in more detail in the = gy | o [ feie
following pages. e o o
iAGeoUn Idle Timer [0 i (- 1440)
Bandwidth Limitation m
9 9O
Apply Cancel Help
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Using the Configuration Utility (continued)

System
Name:

Admin
Detail:

Succeed
Page:

Time:

DNS:

Home > System

D-Link DSA-3100

Airspot Public/Private Gateway

(i1, -3 Advanced  Tools Status Help

5 .
Wizard System Configuration

System Name  \D3A-3100

System
Adrmin Detail

£
lalhg

itk Succeed Page | hitp: fhwwy dlink com e, hitp:/twww. dlink corm)
Device Time : 2004/05/19 22:25:55
[ —— Enable NTP
! _Public & Endble
i NTP fimekeeperisi edu
Time SENE”(EK. tock. usno.navy. mil)
BT ;‘D”: [(GMT-08.00)Pacific Tme(US&Canada)Tiuana  |v]
O Set Device Date and Tims
User
Manager Primary DNS Server  [87.130.1402

DNS Server
Secondary DNS Server 192152511

9 90

Apply Cancel Help

DSA-3100 is the default system name. You may wish to rename it to
indicate your company, department, or the service you would like to
provide.

You can edit the System Administrator’s information here (e.g., name,
phone number, and e-mail). If a user encounters a problem connecting
to the WAN Port of the DSA-3100, the system administrator’s
information will be shown on the user login page

Enter a URL for all users to be directed to after successful login. This
is typically defined as the home page of the host company, e.g.:
http://www.dlink.com. No matter to which URL a user originally attempts
to connect, he/she will be directed to the URL defined here first.

You may use NTP (Network Time Protocol) or you may input the time
yourself. To use NTP please specify a timeserver’s domain name and
select the time zone.

Specify DNS servers for the DSA-3100 for the Preferred DNS
(preferred IP address) and Alternate DNS (alternate IP address).

17



Using the Configuration Utility (continued)

Home > WAN > Static IP Address

D-Link

Bullding Networks for People

DSA-3100
Airspot Public/Private Gateway

Home Advanced Tools Status Help

@ Static IP Address
IP address

67130140145
Subnet mask 2562652650
Default gateway 671301 a1
WAN O Dynamic IP Address

— O PPPOE Client

System

Network 9 OO0

Apply Cancel Help
™ Private

Network

ser
Manager

i

Static IP

Address: IP address: Enter the IP address provided to you by your ISP.
Subnet Enter the subnet mask provided to you by your ISP. All
mask: devices on the network must have the same netmask.
Default Enter the IP address of the gateway, provided to you

Gateway: by your ISP.

Dynamic IP  Make this selection if there is a DHCP server in the network.
Address: (See the following pages.)

PPPoE Make this selection if you connect to the Internet using DSL.
Client: (See the following pages.)
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Using the Configuration Utility (continued)

Home > WAN > Dynamic IP Address

D-Link DSA-3100
Airspot Public/Private Gateway

[T - Advanced  Tools  Status Help |

Select this option to

obtain an IP address T ;

automatically from

your ISP. s el
O FPPPOE Client

Renew
Click Renew to renew @ 90O

Public

the IP configuration. Network Abply: Cance!: Holp

£
3
i {

Private
Network

User
Manager

Home > WAN > PPPoE

Most D_SL u§ers will MD;..,L,W}’.JMk.. DSA3100
select this option. Airspot Public/Private Gateway

Home Advanced Tools  Status 7I-Iel i

User Name &
Password: —

O Static IP Address
Enter the user name © Dynamic IP Address
and password that is ©PPFGE Clrt
assigned by your ISP.

System

User Name I
Password | |
Dial on demnand OEnable @ Disable

3]\

Public

Network a a o

Dial on demand: i Apply Cancel Help
This field is optional.

User
Manager

i

19



Using the Configuration Utility (continued)

Home > Public Network

DSA-3100

Airspot Public/Private Gateway

Home Advanced Tools Status Help

Interface Configuration -- Public LAN
Mode | |NAT -

AT

IP Address | [NAT_P_PNRP | *
FOUTER
H

Subnet Mask | [255.285.255.0

" Digable DHCP Server
@ Enable DHCP Server

et DHCP Scope Start IP l—x
DHCP Scape End P Address[T82 1661200 =

LT Lease Time Thay =

Network (o 3]

DHCP Configuration Domain Name [Flink.cam

*
WINS Server

User ———

Manager Prirmary DNS Server 168.95.1.1 ®

Secondary DNS Server
" Enable DHCP Relay

2 00O

Apply Cancel Help

The DSA-3100 allows the gateway to be set to one of three Authentication modes.

Mode:

IP Address:

Subnet
Mask:

Disable
DHCP
Server:

Select NAT; NAT_IP_PNP or Router
N

>

T This mode protects the identity of the devices within
the LAN from those devices outside the network.

NAT IP_PNP: All devices, regardless of their IP address, can gain
access to the Internet through the DSA-3100 in this
mode.

Router: In this mode, the DSA-3100 will not protect the
identity of the connected devices by translating their
IP addresses and shielding them from detection
outside the LAN.

Enter the IP address for the Authentication interface (the Public
Network).

Enter the subnet mask for the Authentication interface.

Make this selection if you do not wish to use the built-in DHCP feature
in the DSA-3100.

20



Using the Configuration Utility (continued)
Home > Public Network (continued)

Enable
DHCP
Server:

Enable
DHCP
Relay:

Selecting this option activates the device’s built-in DHCP server. Configure
the DHCP server with the following properties:

DHCP Scope
Start IP
Address:

DHCP Scope
End IP
Address:

Lease Time:

Domain
Name:

WINS
Server:

Primary DNS
Server:

Secondary
DNS
Server:

Enter the starting IP address, from which the DHCP
server will assign to the DHCP-enabled devices
(clients) on the network.

Enter the last IP address in the sequence of addresses from
which the DHCP server will assign to clients on the network.

Select the length of time during which the DHCP assigned
address will be in effect.

Enter the domain name.

Enter the WINS server’s IP address, if one is present on the
network.

Enter the IP address of the preferred DNS server.

Enter the IP address of the alternate DNS server.

Select this mode to specify another DHCP server’s IP address.

21



Using the Configuration Utility (continued)

Home > Private Network

D-Link DSA-3100
Airspot Public/Private Gateway

Home Advanced  Tools Sutus Help |

Wizard Interface Configuration -- Private LAN

Maode | |NAT -

T\

IP Address ||

Subnet Mask |255.255.255.D

" Dizable DHCP Server
& Enable DHCP Server

DHCP Scope Start IP Ii
Address 192.168.0101 *

DHCP Scope End IP Address|192.168.0.200 *
;rivabg‘ Lease Time 1 Day vl
S DHCP Configuration Domain Marme dlink.com ®

WINS Server I
| User
Manager Primary DNS server I ¥
Secondary DNS server I

" Enable DHCP Relay

9 90

Apply Cancel Help

NAT and Router are the two local network port modes.

Nat mode: All outbound IP addresses on the local network port will be
translated to the IP address of the WAN port to proceed.

Router mode: All outbound IP addresses on the local network port will
retain their IP addresses.

For an explanation of each field on this screen, please see the previous screen:
Home > Public Network

22



Using the Configuration Utility (continued)

Home > User Manager > General Account

User Control:

Zy
H ;
-

D-Link DSA-3100

Bulding Networks for People
Airspot Public/Private Gateway

Home Advanced _ Tools Status Help

TR
| T —
User Control_| & Enable © Disable
e s
System Session Length unlimit |~
Idle Timer : 10 Min(s) (1 - 1440)
General Reminder Time 10 Min(e) (1 - 59)
Account
Bandwidth Limitation  [unlimit =

bl Enable Multiple Login : [~
General Login Schedule ' Enable © Disable

Private @ Enable ' Disable
e Guest Accounts List

Guest Account ACL

uest Session Length unimit 7] Hours
ccccc

Idle Timer [0 Wine 0 - 1440
Bandwidth Limitation  [unfimt =]

Guest Login Schedule ' Enable & Disable

Mansger

baiio)

MAC Address

it € Enable & Disable

Frisndly Logout | C Enable @ Disable
UserLogo" | & Enable © Disable

WAN Fail

ey © Enable % Disable

Local =

Authentication Local Users List
Server On-dernand Users List

Local User Group Configuration

On-demand User Configuration

2 O 0

Apply Cancel Help

Select Enable or Disable. When disabled, only the MAC Address
Control function is available.

General Account

Session Length:

Idle Timer:

Bandwidth
Limitation:

Enable
Multiple Login:

General Login
Schedule:

Limit the duration of each session established by the general
account from 5 minutes to an unlimited period.

When enabled, on-line users who become inactive on the
network after a specified period of time will be logged out
automatically. The period can range from 1~1440. 10 minutes
of time is the default value.

Limit the outbound traffic bandwidth for each session
established by a Guest Account.

Check this function to allow a single user account to log
into the system multiple times.

Select Enable or Disable. To define the login time and duration
click Enable; the screen on the following page will appear.

23



Using the Configuration Utility (continued)

Home > User Manager > General Account

]
.
[

(T

Login Schedula

MON

Define the login time and

duration here.

WED THU FRI sAT

TUE

SUN

HOUR

10

12

13

14

15

16
17

18
19

2

2
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Using the Configuration Utility (continued)

Home > User Manager > Guest Account

& Enable O Disable
Guest Accounts List
Guest Account ACL

Suest Session Length Haours

Account .
ldle Timer : 10 flin{s) (1 - 1440)
Bandwidth Limitation | ynlimit '
Guest Login Schedule O Enable & Disable
Guest Account: Select Enable or Disable.
Guest Account List D-Link

St DSA-3100
Up to 10 guest accounts can be ok b bl ek
defined. To activate a particular ‘/ [ W Advanced _ Tools __ Status___Help
Guest Account, simply enter the
corresponding password in the

Password column and click Apply.

Q2 9O
Back Apply Cancel Help
Guest Account ACL D-Link . DSA3l00
. Irspof ublic/Private Gateway
Define network areas where the :
Guest Account function is disal- ‘,/ (W Advanced__Tools ___Status ___Help
lowed access, for instance
10. 2 . 3. 0/24. No. Metwork 1D Subnet Mask
System 1 |
2
WAN 3
B
=
8
g




Using the Configuration Utility (continued)

Home > User Manager > MAC Address Control

Mﬁgnﬁn:{irless ® Enable O Disable
MAC When MAC address control is enabled, users connected to the
Address Authentication Port can not login to the DSA-3100 unless they
Control: have registered their MAC Address at MAC Address Control. In

other words, only 40 users will be allowed to login when this
function is enabled. Please refer to the configuration screen as

follows.
MAC ACL Control
Mo MAC Address Mo MAC Address
’ (R P KR R HR) ’ (R P KR R HR)

1 .
s | L 1 |+
s | 1 || [
2 .

Note: MAC address format is XX: XX: XX: XX: XX: XX or XX-XX-XX-XX-XX-XX. A newly
created user account will be valid instantly. Restarting the DSA-3100 is not necessary.
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Using the Configuration Utility (continued)

Home > User Manager (continued)
Friendly If you enable Friendly logout, a pop-up window asking “Do you

logout: want to logout?” will appear after closing the login window. If
you disable this function, no pop-up window will appear.

Friendly logout | & Enable O Disable

User Logon Allow administrator to choose between activating https
SSL: (encryption), or http (non-encryption) for the login page.
WAN Eail Enter a URL, if you enable this function. The DSA-3100 detects
Eunction: the WAN port connection by linking the URL defined here. It will

pop up the alarm page when the WAN port fails to connect.

Authentication Supports multiple user Public LAN methods including Local,
Server: POP3 server, RADIUS Server, LDAP Server and External Web
Server.

Authentication Local Users List
Semer Dn-demand sers List
Local User Group Configuration
On-demand ser Configuration

Local: User accounts are stored in the embedded database on the
DSA-3100.
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Using the Configuration Utility (continued)

Home > User Manager > Authentication Server > Local

Local Users List
Delete
User M MAC G

Local Users List: A
list of all local user
accounts stored in
the embedded
database for user
account
management.You
can add, edit, and
delete users. A
sample list is shown
here.

Delete User:

Add Users:

Edit Account:

Make changes to
the account by
clicking on the User
Name as indicated
above. The screen
below will appear.

Edit the account
information here.

eeeeee

userd
userS
userB

user?

users
userg

user10

i Delete All
group1 i}
group1 (=]
group1 Bl
group’l O
aroup’l o
aroup’l [
aroup’l O
aroup1 |
aroup1 L mnj
aroup1 (]

(Total: 250) First Prev Mext Last

Add Users | Upload User Accounts | Relrgshl

<)

Back

Click the box next to the user name and click Delete.

Click Add User to create new accounts. The screen below

will appear.
Add Users
Mo User Mame Fassword
d ||
2| |
Local Users List
Delete
User Name MAC Group T
user2 aroup1 (=]
user3 group1 [}
userd group1 mf
userS group1 B
usert group1 (=]
user? group1 i
user8 group’ £
userg group =
user10 group e,
(Total: 250) Eirst Prev Mext Last
Add Users | Uplaad User Accounts | Refresh | @
Back

MAC
(s 2K R R RO )

Graup

| growpl v

|| st (W]

User Nameluser‘l

Password I

*Please leave the field blank, if you don't want to change password.

Mac |

Group I group "l

28



Using the Configuration Utility (continued)

Home > User Manager > Authentication Server > Local > Local Users

LISt Local Users List
Delete
User Name MAC Grouy|

Upload User Accounts: af -

useri group1

user? group1

user3 group1

userd aroup1

users group1

usert group1

user?y group1

users group1

usery group1

userin group1
(Total 250) Eirst Pre:

;'I'I'I'I'I'I'I'I'I'l

ext | ast

Add Users |r Upload User Aceaunts " Refresh | @

Back

Besides adding user accounts one by one through the Web
interface, you can prepare a text file, which contains user account
information, store it on your hard drive and then upload it to the
DSA-3100.

Each line of the text file can be in one of the following two formats:

UserlD, Password, MAC, Group no
UserlD. Password. . Group no

Please note that there must be no space or other characters
between the user ID, password, the MAC address and the group

number. The MAC address could be omitted, but the trailing
comma must be retained. A user ID should be between 1 to 32
characters and the password should be between 0 to 20
characters. Special characters are not allowed for user name
and password.

Upload User Account

File Mame I

After you have created the text file for the user account as
described above, click Upload User Accounts as shown in the
illustration at the top of this page. Click Browse and highlight the
text file you have created.

Click Refresh for the latest information. Click Apply to update
your changes.

Caution: When adding user accounts by uploading a file, existing
accounts with the same ID will be replaced by the new ones.

29



Using the Configuration Utility (continued)
Home > User Manager > Authentication Server > Local >
On-demand User Configuration

Authentication Local Users List
Server On-demand Lsers List

Local User Group Configuration
{ Or-dermand User Configuration |

On-demand User: When you connect the DSA-3100P (the plug and play receipt
printer) to the DSA-3100’s console port, you can create a database of up to 2000
on-demand users. By default, the on-demand user database is empty. While you
press the DSA-3100P’s button, the on-demand user will be created in the database,
a receipt will then be printed which will contain the on-demand user’s information.

Username: D-Link1
Password: g6m34m3b
Price: US$2
Usage: 60 minute(s)

Shared WEP Keys
(HEX 40 hit):
1

Valid to use until:
2003/09/09 12:46:56

Thank Y oul

Shown above is an example of a an on-demand receipt.
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Using the Configuration Utility (continued)
Home >User Manager >Authentication Server >Local >
On-demand User Configuration (continued)

On.demand User Configuration

Store Mame D-Link (2.0 D-Link. Max: 8 char)

ARSeURERANgY fmmlUUU1 leUUU {e.g.: O001~2000. Max

2000)

Receipt Header  [welcomel (e.9.: Walcomal)

Receipt Footer | Thank voul (e.g.: Thank ¥ouly

Printer Baud Rate |9600 =
Dollar Sign = MNone ¢ % ¢ NMT$ ¢ USs & £ o €

Account Expired After[3 days
Session Expired After [60 e

ldle Timer 10 Mings) (1 - 14400

WWLAN ESSID dlink (e.g.: dlink)
WWEP Key 1:[
WEP Key =g
WWEP ey a
WEP Key A

Price 2 (e.0.: 10)
( 3\
Field Description
Store Name You can specify the prefix of the user name. The maximum

is 8 characters (e.g., D-Link).

You can specify the maximum user amount which cannot

Account Range exceed 2000.

Receipt Header You can configure the receipt’'s header in this field.

Receipt Footer You can configure the receipt’s footer in this field.

Printer Baud Rate| You can specify the baud rate to support a specific printer
The default setting is 9600.

Account Expires You can spec_:ify the days before expiration in this field.
After the expiration date the user account will no longer be
After __ days . X . X
available. A new session will be required.

Dollar Sign You can select the desired monetary unit for your region.

Session Expire You can specify how many minutes this account will be
After _ minutes | available after successful login.

Logout user if the user doesn’t access the Internet for a
certain period.

WLAN ESSID You can specify the access point's ESSID in this field.

You can specify the access point’'s WEP key in the WEP
key field.

Idle Timer

WEP Key

Price You can specify the price in this field.
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Using the Configuration Utility (continued)

Home > User Manager > Management Type > Local > On-
demand User Configuration (continued)

On-demand Users List

Authentication Local Users |jst
Serer IOn—demand Users List l
oca ser roup on Il]LIrEl“Dﬂ

DOn-demand User Configuration

Click On-demand Users List in the screen above and the
screen below will appear showing a list of the on-demand
users. You can delete users in this window.

On-demand Users List

e Delete
User Marme Passward S IBRES I Status 4'
Date Length Delete All |

[Total:0) First Prev Mext Last

E,

Local > Local User Group Configuration Back
Authentication Local Users List
Server On-demand Users List

Un-demand User Configuration
The DSA-3100 provides 5 local user groups; each group can
designate a different outbound traffic bandwidth. The Logout
Timer will logout a user that has not accessed the Internet for
a certain time period. A sample list is shown below.

Local User Group Configuration

Logout Tirmer

- | e Micicl jdam | BlEanie
e | m
2 o ] 0
s e ] 0
4 ||gout I
s o ] o
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Using the Configuration Utility (continued)

Home > User Manager > Authentication Server > POP3

Local vl

Authentication Local

Server 15t

RADIUS nfiguration
LDAF nfiguration
External Server
Adrpath
9 9O

Apply Cancel Help

To use POP3 as the authentication method, input the POP3 server IP address or
domain name and its POP3 server port. The settings will take effect immediately after
you click the Apply button. It is recommended that you restart the DSA-3100 after
these changes if there are any online users.

Authentication Sarver P I
Server

Server Port I‘I‘ID

Home > User Manager > Authentication Server > RADIUS

IRADlUS VI
Session/ldle & Enable ¢ Disable

Primary Server

802.1x " Enable & Disable

Server IP I

Authentication Port |1 g1z

Accounting Port |1813

Secret Key I

Authentication Accounting Service IDisabIed -
Server Authentication
ICHAP =
hethod

Secondary Server

Server IP

Authentication Port |1 g1z

Accounting Port |1813

Secret Key I

Accounting Service IDISabled =
Authentication
Method |

To use RADIUS as the authentication method, input the RADIUS server IP address or
domain name, public LAN port, accounting Port, secret key and select the accounting
service and public LAN method function. The settings will take effect immediately after
you click the Apply button. It is recommended that you restart the DSA-3100 after
these changes if there are any online users.
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Using the Configuration Utility (continued)

Home > User Manager > Authentication Server > RADIUS >
802.1x

Select Enable to use the 802.1x feature. The DSA-3100 supports integrated single
sign-on when used with 802.1x enabled access points. By using the integrated
RADIUS proxy function in the DSA-3100, users can use the EAP methods such
as EAP-MD5 or EAP-TLS to login and get the service depending on the authentication
methods which the backend RADIUS server and APs support.

The assumption, for this scenario, is that the network administrator has configured an
EAP-enabled RADIUS server like Microsoft Internet Authentication Service on
Windows 2000 or .NET Server 2003. If EAP-TLS is required for the dynamic key
exchange, Microsoft Certification is also required. It is also recommended that the
system administrator perform an authentication test to make sure everything is
correct before connecting the network to the DSA-3100. (802.1x is available only
when RADIUS is selected here, under Home>User Manager>Authentication Server in the
DSA-3100 Configuration).

To utilize 802.1x, all the devices on the network must be 802.1x and EAP enabled. The
APs and the RADIUS server must share the same secret word, and the DSA-3100
and the RADIUS server must share the same secret word.

Configuring network devices for use with 802.1x:

To use 802.1x, please configure the RADIUS server, the access points and the
DSA-3100 as follows :

RADIUS server:

The system administrator should create a client account for the DSA-3100 first and
define the required secret. (We suggest that you use a different one than the one the
APs are using). The RADIUS server is capable of mulitple “secret keys” each
assigned to a specific device. In order to participate in the network, each device must
share the secret key that has been assigned to it in the RADIUS server’s configuration.
DSA-3100:

In the configuration utility, select Home>User Manager>Authentication Server and
select RADIUS.

Access Points:

When configuring the access point, include the IP address of the RADIUS server in
the appropriate field. The corresponding secrets for each AP should match the settings
in DSA-3100.

34



Using the Configuration Utility (continued)

Home > User Manager > Authentication Server > RADIUS >
802.1x (continued)

Input the IP addresses and secret keys for the devices on the network.

80:.1x Dewvice Configuration

Mo IF (Segment) Address Secret

1

2

If you are using the 802.1x supplicant provided by Microsoft, the idle
time out will be longer than the settings in RADIUS/AP and DSA-
3100. Except for the idle timer, there is no way for the user to logoff
from 802.1x Access Point in the current 802.1x implementation by
Microsoft.
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Using the Configuration Utility (continued)
Home > User Manager > Authentication Server > LDAP

LDAP:

Authentication Server IP I
Server Server Port |389
Base DN |ch=Users.DC=dlink DC=cam

To use LDAP as the authentication method, input the LDAP server IP address or
domain name and its LDAP server port. The settings will take effect immediately after
you click the Apply button. It is recommended that you restart the DSA-3100 after

these changes, if there are any online users.

Home > User Manager > Authentication Server > External

Web Server

Protocal = HTTP " HTTPS
Authentication SeaEclP I
Server Server Port IEU
Lagin Page I

Logaout Page I

The DSA-3100 can support an external web server which enables the user to put the
login page on the external web server and change it at anytime to correspond with

customer’s needs.

Protocol: Choose from http or https.

Server IP: External Web servr IP.

Server Port:  External Web server Port number.
Login Page: Login page location.

Logout Page: Logout page location.
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Using the Configuration Utility (continued)
Home > User Manager > Authentication Server > Airpath

All’path Sessiondle & Enable ¢ Disable
Airpath Server Free Surfing Area
Login page URL I *

(ex. https:ifsecure isps netfuser

Primary Server
Server IP I i
Authentication Port | i
Accounting Port I 3
Secret Key I i

Authentication

Senver Accounting Senice |Enah|ed =
Authentication
Methad [orar ]

Secondary Server

Server IP I

Authentication Port I

Accounting Port I

Secret Key I

Accounting Service IEnabIed =
Authentication
Methad [erae =]

The DSA-3100 has the capability to allow Airpath and Pronto Wireless Users
access to the Hot Spot by using their existing user credentials. Service from
either Airpath and Pronto Wireless is required before the DSA-3100 can auth-
enticate such users. Once the appropriate service is obtained, gather the
information provided by the appropriate Wireless Access Provider to complete
the DSA-3100 configuration.

Airpath Roaming: Airpath Wireless will provide all required information.

The DSA-3100 Administrator must have a roaming user agreement with Airpath
Wireless in order to use this feature. Users who registered Airpath Wireless's
service may login to the local public network via roaming. Within the system de-
fault login page, users are provided with a link redirected to Airpath's login page.
The URL of the login page or more generally all of Airpath Wireless IP space
must be configured in the Free Surfing Area for this function to work.
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Using the Configuration Utility (continued)
Home > User Manager > Authentication Server > Pronto

Pronto: -
HMS Server |https:,-",-’\n\fisp.prontonetworks.com,-"p*
MAT Server IP Iwisp prontonetworks. com *

NAT Server Port |55342 -
Heartbeat Interval IED *

Pronto Server Free Surfing Area

Login page URL I i

Login fail page URL I

Login successful |
page URL

Primary Server{Setting from Pronto)

Authentication
Server IP

Authentication Paort

Secret Key

iy Accounting
Authentication Server IP

Server

Accounting Port

Accounting Secret
Key

Accounting Service |Enab|ed vl
Authentication

ICHAP vl
Method

Backup Server{Setting from Pronto)

|
I
Authentication I
I
I
|

Authentication I
Server IP

Authentication Port |

Authentication |
Secret Key
Accounting
Server P

Accounting Secret
Key

Accounting Service IEnabIed vl
Authentication

|CHK\F> vl
hethod

|
Accounting Port |
|

Pronto Roaming: Pronto Wireless will provide all required information.

The DSA-3100 Administrator must have a roaming user agreement with Pronto
Wireless in order to use this feature. Users who registered Pronto Wireless's
service may login to the local public network via roaming. You can configure
related function here including server IP, default group, login URL and etc.]
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Using the Configuration Utility (continued)

Advanced > Port and IP Redirect

.
D-Link
Bading Networks for People DSA-3100
Airspot Public/Private Gateway
[ Home JVYLUER Tools Status Help
Port and IP
Rgdirect Port and IP Redirect
Destination Convert to Destination
MNo. Service Name Type
' T,f:_gisgh IP Address Port IP Address Port
) ®TCP
- 1 Oupp
™ Virtual
S:!rvgr sl T T 1 T | @®TcP
: i i i i ¢ @TCF‘
b 3
| | ®TCP
i O upp
IFree Surfi
L Oupp
! 1 @TCP
| Stati B |
" Rble | — ! oure
7 | 1 ®TCP
e ——— [ | OUDP
* Firewall B. ! ! L @TCP
| ®TCP
- + OUDP
- 1 + CUuDP
9 90O
Apply Cancel Help

Up to 10 sets of traffic redirection criteria can be defined through this interface. Clients
who try to access a specific destination that matches one of the defined destinations
will be forced to a matching redirection target. These settings will take effectimmediately
after you click the Apply button.
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Using the Configuration Utility (continued)

Advanced > Pass-Through
. . D-Link
To maintain an adequate level of Mtk i R o o
security, each client on the network

can be managed. To allow some L_Home QWEVICTIN Too __Status___Help

!

devices to be unmanaged, input their e— T—

IP addresses or MAC addresses in this - T
interface. Up to 20 IP addresses and . :

10 MAC addresses can be assigned P E E
unmanaged access. MAC address format — ’ .

IS XXXX XX XX XX XX — 7 12

[Free Surfing 3 4
Area

Static (I 8
Route

e No. MAC Address No. MAC Address
Firewall

@
=]

2 © 0O

Apply Cancel Help

Caution: Allowing unmanaged access from specific IP or MAC
addresses could adversely affect the security of your network.

_ _ Advanced > Virtual Server
This feature allows you to define up to

10 virtual servers to enable access DLink e AP
to servers connected to the

authentication and local network port © | W o
from outside of the managed network. L
Depending on the service provided, L S S ST R
the service might run on TCP ports, : orp owe 0
UDP ports or both. Click Enable to : e
activate the rule. Changes to the Tow 5 orop our| D
settings of virtual servers will take — | TR
effect immediately after you click the : 165 Sk
Apply button. : e

Note: Each local server connected to the authentication port must also be allowed IP
or MAC address pass-through. Please enter its IP or MAC address via the interface
shown in the pass-through configuration screen.
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Using the Configuration Utility (continued)
Advanced > DMZ

If you have multiple IP D-Lin
. I SA-3100
addresses available to AirspolDPubAIicIPrivateGaleway

assign to the DSA-3100's
WAN interface, you could BT Advanced

W

£
-
i
)
i

e

define up to 10 pairs of
; ; FRedrect oMz
Ethernet side (Private IP)
. . No. Private |P Address Public IP Address
and WAN side (Public IP) = 1
addresses. The WAN 2
interface will bind the extra L j
public IP  addresses -
automatically. 5
7
8
9
oute 10
= 229
Apply Cancel Help

Advanced > Free Surfing Area
To allow users access to a >
few websites before they log D-Link DSA-3100
in, enter the IP addresses of
those sites in the Free
Surfing Area list. Up to 20
sites can be defined. For PR
examp|e, a website that M. IP Address / Domain Name N IP Address £ Domain Name
provides introduction and ;
guidance for local facilities Yl s
7
]

Airspot Public/Private Gateway

[ Home VYL BN Tools Status Help

fE*

Pass
Through wwer.dllink.cam 2 B4.2.210132

Server
and routes or sites with
content suitable or

DMz

! | |
| | \ |
| | i |
[ | [ |
| | \ |
| | 2| | |
| | \ |
| | 1 |
[ | \ |
| | \ |

appropriate for public viewing Freg Suring 13 1a

could be listed in the Free 15 i

Surfing Area. Guest users of anle L i

the network cannot access p— | E —
other parts of the network but .ﬁv cﬁ_,‘ uom

could still connect to these
sites. These sites provide a
free experience but can also indicate other areas of the Internet that can be accessed
for an additional fee.

N

0



Using the Configuration Utility (continued)

Advanced > Static Route

Static Route

In this examp|e if Destination Gateway
' Mo,

you want the Metwork [D Subnet Mask IP Address

;25182?2;%2040 / 1 [192.168.202.0 | | 255.255.255.0 | [ 192.168.0.253 |

24 network to have 2
access to each other,
you should add a

static route in the 4
DSA-3100 and also 5

192.168.200.253 IP
router. These settings | 7
show the DSA-3100's g
static route

configurations.

| BR BR |
| BR BR |
| BR BR |
_ | BR BR |
In the | BR BR |
| ] BE |
| | BE |
| BE BE |
| BE BE |

9 90O

Apply Cancel Help

Destination
Network ID: Specifies the target network or host IP. In this example we
use network 192.168.202.0 as the routed target.

Destination Subnet
Mask: Specifies the target subnet mask. In the example, we use the
subnet mask 255.255.255.0.

Gateway IP Specifies the IP address of the next hop router. In the
Address: example, we set this to0 192.168.0.253 as the 192.168.202.0
network is behind the router.

Click Apply: Always click Apply to save the changes/additions.

Note: For the static route to work, the next hop route must also have added a static
route to forward all 192.168.100.0/24 IP packets to the DSA-3100. After clicking the
Apply button, you will see the added route is shown in the current running routing
table. Click View Routing table to verify.

Every change to the static route settings must be stored by
using the Save Setting function, and restarting the DSA-3100.
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Using the Configuration Utility (continued)

Advanced > Firewall
D-Link

DSA-3100
Airspot Public/Private Gateway

Burlding Networks for Prople

Click the Filter Rule

number to enter the ) _
firewall page for each ‘/ m Advanced Tools Status Help
fotowire e 0"\ EEa
following page IR :
explams each Filter Rule Active  Action Mame Source Destination Protocol
g Q Q il = Block ANY ANY ALL
configurable item in =T o T oy L
detall 3 - Block ANY ANY ALL
4 F= Block ANY ANY ALL
s = Block ANY ANY ALL
B I= Block ANY ANY ALL
Z B Block ANY ANY ALL
8 F= Block ANY ANY ALL
9 = Block ANY ANY ALL
10 |5 Block ANY ANY ALL
Firewall Eirst Prev Mext Last
@ 9O

Edit the filter rule

Filter rule is a set of fil- IP Filter / Firewall = Edit Filter Rule

ters that determine Rule: 1

m?g\f\t]ee(; ttl'gﬁpl)cagNSI“bbee_ Marme: Check to enable this rule
tween the source and action: Pratocol

destination or whether
it will be dropped. To Source MAC:| |

display the detalil, click Stat  End

the index number in IF Address Subnet Mask Operator Port Port

the screen above. Source AU v [zsmes5 05085 32y ] [= | [ | ]
Destination| LN+ |eep2ssoss285 (3 v = v| | [ ]

Please see the next page for an explanation of the fields in
the configuration screen shown above.
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Using the Configuration Utility (continued)
Advanced > Firewall (continued)

Filter

Description

Name

Gives a name to the IP Filter rule

Check to en-

Destination IF

able this rule Enables this rule if it is marked
Specifies the action to be taken when packets match the rule
Action Block: Packets matching the rule will be dropped
Pass: Packets matching the rule will be passed
Protocol Specifies the protocol(s) this filter rule will apply to
Source MAC Source MAC address (optional)
Source/ Source/Destination Interface (IF). You can select WAN port

or LAN port or Authentication port or ALL ports

Source/
Destination IP

Address

Source/Destination IP Address

Source/Destina-
tion Subnet Mask

Source/Destination Subnet Mask

Source/Destination
Operator

Select =(equal), !'= (not equal),>(greater than), <(smaller than)
operator rule

Source/Desti-
nation Start Port

Source/Destination Start Port

Source/Destina-
tion End Port

Source/Destination End Port
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Using the Configuration Utility (continued)

Admin E-mail

Send From: Enter the E-mail
address from which you wish
to send the DSA-3100 history log.

Send To: Enter the E-mail
address here to which you wish
to send the DSA-3100 history log.

Interval: Enter the interval at
which you would like the history
to be sent.

Monitor IP List

The DSA-3100 can monitor up
to 20 IP addresses on the
network.

The system periodically sends
out packets to check the status
of the selected network devices
by pinging every 30 minutes. If
the device cannot be reached,
the DSA-3100 will send an
E-mail to the admin every 30
minutes. For example: if you
specify a device which can't be
reached, the DSA-3100 will
send an E-mail to the admin at
1:00, 1:30, 2:00, 2:30, 3:00 etc.,
until the problem is fixed.

The DSA-3100 provides 2 built-in
user accounts:

Admin: This user is the
administrator of the DSA-3100.
Manager: This user has the
right to manage a user account,
the admin functions are denied.
The Admin and the Manager
can change their passwords;
specify the current password
first. The new password must

be entered twice.

Tools > Monitor IP List

D-Lin

Eulding| ks for People

Ik

Menitor
IP List

Change
Password

Upload

System

Firmware

Misc.

Restart

DA

DSA-3100
Airspot Public/Private Gateway

[__Home _Advancedll PO Status___Help |

Tools

Send From
Send To

[1Day [v

Interval

9 00O

Apply Cancel Help

Monitor IP List

Mo, 1P Address Mo, IP Address

Apply Cancel Help
Tools > Change Password
D-Lin
B Retworks for People DSA-3100
Airspot Public/Private Gateway
| e .. Emesmess
0ld Password [ |
New Passward (confirm)
p— 2 00
System Apply Cancel Help
New Password
- TE——
Apply Cancel Help

A

Note: If you lose the administrator’s password, you can change the
administrator’s password from the console interface.
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Using the Configuration Utility (continued)

Tools > Upload

D-Link DSA-3100

Bulding Networks Tor Peaple
Airspot Public/Private Gateway

O, Status___Help |

-]

Upload Private Key
I Monitor
IP List File Marme I Browse... |

" Change Upload Certificate
Password
File Mame I Browse... |

o X

Use DefaultCertiicste | Apply Cancel Help

Upload Private Key

To provide a private key page in order to support a specific certificate, please click
Browse to search for the file name for the customer key. Click Apply to upload it

onto the DSA-3100.

Upload Certificate

To provide a private key page in order to support a specific certificate, please click
Browse to search for the file name for the customer certificate. Click Apply to upload
it onto the DSA-3100. If you want to get back to the default certificate page,

simply click the Use Default Certificate button.

continued on the next page
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Using the Configuration Utility (continued)

Tools > Upload Login Page

Upload Login Page

File Mame | |[ Browse... ]

2 9O

Preview | UseDefaultPage | Apply Cancel Help

To provide a custom user login page, please specify the file name to upload onto the
DSA-3100. If you want to get back to the default user login page, simply click the

Use Default Page button. If you want to display the Login page, simply click the
Preview button

The uploaded custom login page must contain the following HTML codes to provide
users a place to input the user name and password.

Required HTML code

<form action=“userlogin.shtml” method= “post” name= “Enter” >
<input type= “text” name= “myusername” >

<input type= “password” name= “mypassword”>

<input type= “submit” name=“submit” value=“Enter” >

<input type= “reset” name= “clear” value= “Clear” >

</fform>
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Using the Configuration Utility (continued)

Tools > Upload Logout Page

Upload Logout Page

File Mame | |[ Browse.. |

2 90

Preview | UssDefaultPage | Apply Cancel Help

To provide a custom user logout page, please click Browse to specify the file name
and upload it onto the DSA-3100 by clicking Apply. If you want to get back to the
default user logout page, simply click the Use Default Page button. If you want to
display the Logout page, simply click the Preview button.

The uploaded custom logout page must contain the following HTML codes to
provide users a place to input the user name and password.

Required HTML code

<form action="userlogout.shtml” method="post” name="Enter”>
<input type="text” name="myusername”>

<input type="password” name="mypassword”>

<input type="submit” name="submit” value="Logout” >

<input type="reset” name="clear” value="Clear”>

</fform>
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Using the Configuration Utility (continued)

Tools > Upload Famame || [ |
Error Page @ 90
Upload Error Page: To provide a Preview | UseDeiaitPege | appty cancel Help
custom error page, please specify

the file name to upload it onto the .

DSA-3100. If you want to get back o R
to the default user login page, sim- Q9 OO0

ply click the Use Default Page Prevew | UssDefautPage | Apply Cancel Help
button. If you want to display the
Error Page, simply click the Pre-

i
view button. Fe” - L Browse.
2 90
Tools > Upload Login erots IR socty concst W
Succeed Page

Upload Login Succeed Page: To
prOV|de a custom user nlogln ok” File Narne l— 5 T

page, please specify the file name brevion N gv c‘:i, E,p
to upload it onto the DSA-3100. If

you want to get back to the default

user login page, simply click the

Use Default Page button. If you AL el

want to display the Login Succeed @ 90

Page, simply click the Preview erover: [ENRERIERN soch concu et

button.
File Name [ Browse

@ 90O

Apply Cancel Help

Tools > Upload Logout Succeed Page

Upload Logout Succeed Page: To provide a custom user logout page, please specify
the file name to upload it onto the DSA-3100. If you want to get back to the default
user logout page, simply click the Use Default Page button. If you want to display the
Logout Succeed Page, simply click the Preview button.
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Using the Configuration Utility (continued)

Tools > Upload Radius Login Succeed Page

Upload Radius Login Succeed Page: To provide a Radius user "login ok" page,
please specify the file name to upload it onto the DSA-3100. If you want to get
back to the default user login page, simply click the Use Default Page button.
If you want to display the Login Succeed Page, simply click the Preview button.

Tools > Upload Ondemand Login Succeed Page

Upload Ondemand Login Succeed Page: To provide an ondemand user "login ok"
page, please specify the file name to upload it onto the DSA-3100. If you want to
get back to the default user login page, simply click the Use Default Page button.
If you want to display the Login Succeed Page, simply click the Preview button.

Tools > Upload Image
If the user-defined logon interface includes a graphic file, the HTML code of the
graphic file path must be the upload graphic file. Enter the path and file name of
the graphic file or browse to select the file. The maximum size of the graphic file
is 512K.
Path of Graphic File in User Logon Interface
<img src="images/xx.jpg">

After the graphic file is uploaded, the Existing Image Files section will list the graphic
files uploaded to the system. You can select or delete any graphic file, and the system
will list the size of the graphic file.

O
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Using the Configuration Utility (continued)

Tools > System
Allows you to make a backup 5
D-Link DSA-3100

image and restore the backup g et o Pl e D O s
copy to the DSA-3100. This

page also enables you to U, Status___Help |
restore the DSA-3100 back .
to the factory default settings. BT T
Create Backup Image
Create Backup Image: ' Fassubra
Make a backup image file. — e
Upload

i i - Restore Settings From File
Restore Setting From File: I S
Browse the hard drive to locate
and restore the backup image Rece T Facory Dt
file. (Important: The image must
be created by the DSA-3100.) o
Reset To Factory Default:

Click Reset to restore the
DSA-3100 back to the factory

default settings. Tools > Firmware

Please click the link in the -Link .

. . Buding Networks for Prople DSA 31 00
configuration screen shown Airspot Public/Private Gateway
here to check for firmware "
upgrades on the D_L|nk Tools
website. After you download

¢

!

. . Nionitor ‘We may create new firmware for your Airspot Public/Private Gateway to improve
ist functionality and performance. Click here to check for an upgrade on our website. Enter
the neW flrmware fl Ie to your the path and name of the upgrade file then click the APPLY button below. You will be
H H ted t ifirm the i
hard drive, click Browse and " Change - RIRIIBIAE 0 ST st
. asSWOre
then click Apply to upgrade
H Current Firmware Version 222B3C3
the firmware. R
File Mame
r— =
System a d o

Apply Cancel Help

Caution:
Firmware upgrades
might result in

configuration data loss.
Some other restrictions P
might also apply. Please

Misc.

refer to the release notes of

new firmware upgrades. Please restart the DSA-3100 using the
When the system s administration interface. Do not directly
upgrading its firmware, the power it off and on. Restarting the
Status LED blinks until DSA-3100 in this way, after a firmware upgrade,
done. When finished, the might result in corruption of the DSA-3100

web interface will display a firmware. (Online user sessions will be
successful message. terminated when the system restarts.)
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Using the Configuration Utility (continued)

Tools > Misc.

DSA-3100

Remote Manage IP: Airspot Public/Private Gateway

Specify 0.0.0.0/ 2
0000asthe P | NG — Tools

address here, in

order to manage the [T
deV|C.e from any Remote Management 1P| [1000/0000 fex. 192.188.2.0/24 or 192 168.2.1)

location. Or you can " Change - =

enter an |P address SNMP Enable & Disable

to specify a single Upload Riohiaene Port

Computer or ™ DoS protection for user

network. Syaleh 2 90

Apply Cancel Help

Firmware

i

Misc.

Restart

il

SNMP: The DSA-3100 provides SNMP v2 Read-only (RO) management,

* Manager IP: A trap manager is a management station that receives and processes
traps. When you configure a trap manager, assign an IP address to the management
station.

e Community: Community strings serve as passwords for SNMP messages,
DSA-3100 allows Read-only (RO) access.

If you select Enable SNMP, enter the IP address, community string to the field.

Proxy Server: Based on DSA-3100 security management, only port 80 is allowed (it
will appear on logon webpage). If you have built a Proxy Server in your network
environment, and the user’s browser is set to Proxy, you must set your External Proxy
Server IP Address and Proxy Port here in order to have proper operations in the Proxy

network environment. These settings will be effective immediately after you click Apply.

DoS protection for user:
The DSA-3100 protects users against various hacker attacks including NMAP FIN/

URG/PSH, Xmas Tree, SYN/RST, Ping of Death, Null Scan, and SYN/FIN.
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Using the Configuration Utility (continued)

Tools > Restart

Reboots the DSA-3100. It
takes about 75 seconds
for the DSA-3100 to
reboot. If you have to turn
off the power of the
DSA-3100 for some time,
please reboot it, and after
you hear a beep, remove
the power adapter.

Note: On-line user
sessions will be
terminated when the

system restarts.

Status > Device Info

This feature displays a
system configuration
summary. For a chart
defining each term,
please see the following

page.

D-Link

Bulding fietworks for Peopie

Monitor
List

5

Change
Password

Upload

System

" Firmware

' Misc,

=
st
s
—

Interface

Current

[ =
g
2
H

Traffic
History

DSA-3100

Tools

Airspot Public/Private Gateway

Are you sure to restart DSA-3100?

9 ©

Yes  Help

DSA-3100

Home Advanced Tools

Status

Airspot Public/Private Gateway

System Status

Current Firmweare Yersion | 2.22B3C3

System Mame | DSA-3100

Adrmin Detail | A&

Succeed Page | hitp: fhwww. diink. com

Extemal Syslog Server | NAANAA

Congole Port Baud Rate | 9600 bps

Manage S5H | NA
Retain Days | 3 Days
Histary
Email To | NA&
External Time Server | timekeeper.isi.edu
Time
Date Time | Fri May 21 23:50:16 PDT 2004

Idle Tirmer | 10 Min(s)

Multiple Login | Disabled
User
User Type | LOCAL

Guest Account | Enabled
Primary DNS Server | B7.130.140.2
Secondary DNS Sever | 182.152.81.1

Help
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Using the Configuration Utility (continued)

Status > Device Info (continued)

Current Firmware Version

Displays the current firmware version

System Name

System name; DSA-3100 is the default

Admin Detail

Information about the admin

Succeed Page

The URL that appears after a successful user
login—usually a corporation’s homepage

External Syslog Server

Shows the IP address and the Port of the
Syslog server

Console Port Baud Rate 9600bps
Manage SSH The IP address that connects to the WAN port
for configuring the DSA-3100
History Retain Days The system will keep user login information
for 3 days
E-mail to E-mails the traffic history file to this address
Time External Time Server | Used for clock synchronization
Date Time Displays Greenwich time
User Idle Logout Timer 10 Min(s)
Multiple Login When disabled, it disallows a single user from
logging in multiple times
User Type Displays the user account authentication
method
Guest Account Displays guest account status
DNS Preferred DNS server| DNS server IP address (Primary).
Alternate DNS server| DNS server IP address (Secondary).
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Using the Configuration Utility (continued)

With this feature, you can get Interface management information about the WAN port,
Authentication port, and Local Network port. For more detail see the following

page:

Status > Interface

Interface Status

MAC Address | 00:0F:30:84B2:78

IP Address | 10.2.3.69

W AN
Subnet Mask = 265255 2550
DMS Server | B1.64.127 .1
Mode | MAT
MAC Address | 00:0F:30:84:B2:77
Fublic LAN IP Address | 192.168.1.254
Subnet Mask = 265255 2550
DMS Server | 168.95.1.1
Status | Enabled
WINS Server | NAA
ol Start IP Address | 192.168.1.101
End IP Address | 192.168.1.200
Lease Time | 1440 Minis)
Mode | MAT
MAC Address | D0:0F:30:84:B2:76
Private LAN IP Address | 192.165.0.40
Subnet Mask = 2552552550
DMNS Server | MA
Status | Enabled
WINS Server | NAA
e Al Start IP Address | 192.168.0.101

End IP Address = 182.168.0.200

Lease Time | 1440 Min(s)
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Using the Configuration Utility (continued)

Status > Interface (continued)

Item

Crescription

it

MAC Address

naM port's MAC addrass

IF Addres=

aM port's IF addess

Subret Mask

M port's Subnet hiaszk

OMS IP Address

WAN port's DNS [P address

Public: LAN

Miode

Fublic LAMN ports made: NAT mode

MAC Address

Fublic LAMN port's MAC address

IP Addres=s

Fublic LAN port's [P address

Subnet Mask

Fublic LAN port's Subnet hdask

OHE

Fublic LAM ports DMS IP address

Fublic LA
OHCF Serwer

Status

Enable DHCF server on Public LAN part

WNS 1P
Address

Configure WINS serwer IP address on DHCP senver

Start IP Addres=

DHCFP pool start [P address

End IF address=s

DHCP pool end [P address

Leasz Time

IF address lease ime

Frivate LAMN

Miode

Frivate LAM port's mode: NAT mode

MAC Address

Frivate LAM port's MAC address

IP Address

Frivate LAM ports IP address

Subret Mask

Frivate LAM port's Subnet bl ask

OHS IP Address

Frivate LAMN pots DHS IP address

Private LAM
OHCF Serwer

Status

Enable DHEF function on Private LAN port.

WIMS 1P
Address

Configure WINS sarwer IP address on DHCP senver

Start IP Addres=

DHCP pool start [P address

End IF address=s

DHCP pool end [P address

Leass Time

IP address lease time
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Using the Configuration Utility (continued)

Status > Current Users

D-Link ArngDSA3100
With this feature, you e
can get Ir!formatlon ‘/ Home Advanced _Tools Status m
about online users ;
including Username, IP,

MAC, packet count,
byte count and idle
time. It also allows the
administrator to force an
on-line user to get off-line

Usemame
Packets Bytes Idle = Logout

JU— ltem
Interface IP Address

1user4

19216814 00:408D00:00:01 0 0 5logout
3216615 004080 000002 0 0 155Logout

MAC Address

by clicking the log out Hitory EE
link beside a user’s data. o
Help
- T
Status > Traffic History ——
Send To |
History E-mail — [o 3
The DSA-3100 keeps traffic SMTP Sarver .
history in its volatile memory. Al Tspe il -
To have the traffic history sent to AP‘WN;” PLAN e
you automatically, enter the Domain CRANMDS [

related information in these fields,

your E-mail address in the History E-mail field, the period of time between two history files and
SMTP Server. The system provides four authentication methods, Plain, Login, CRAM-MD5
and NTLMv1, or "None" to use none of the above. Depending on which authentication method
you select, you have to enter the Account Name, Password and Domain.

Access History IP

Access History IP | | 1916691
(for Billing) [CES ABB.2.1)

Access History IP
Specify an IP address that
allows the billing system

to connect to the DSA-3100 via this IP address to get history information for billing.

External Syslog Server
Specify the IP address
and the Port of the
External Syslog server.

External Syslog Server

External Syslog Server | | Part: | |
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Using the Configuration Utility (continued)
Help

Home Advanced Tools Status Help

Welcome to the administration system

The administration systern allows you to set various networking
parameters, enable and customize network services, manage
user accounts and rmonitor user status. Administration functions
are separated into four categories: Home, Advanced, Tools
and Status. Each of them is described briefly below.

Home: This section relates to system configuration,
includes YWizard Configuration, System
Configuration, WAN Configuration, Fublic
Metwork Configuration, Private MNetwork
Configuration, and User Manager Configuration.

Advanced: This sectionincludes the functions of Port and IF
Redirect, Pass Through, Virtual Server, DZ,
Free Suring Area, Static Route, and Firewall.

Tools: This section includes Monitor IP List, Change
Password, Upload, System Configuration
Backup, Firmware Update, and Restart the
System.

Status: This section provides information for System
Status, Interface Status, Current User, and Traffic
Histary.

This feature provides online instructions for operating the DSA-3100, you can click
the hyperlink for a more detailed description.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up thiz computer o run on pour
nebwork,. Witk a network, pou carn;

Share an Intermet connechion

Set up Internet Connection Firewall
Share files and folders

Share a printer

LI I I

To continue, chok Mest.

l' et [ Cancel

When this screen appears, Click Next.
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Networking Basics (continued)

Please follow all the instructions in this window:

Network Setup Wizard

Before you continue. . i

e

Before you continue, review the checklist for creating 2 network,
Then, complete the following steps:

= Install the netwark. cards, modems, and cables.

+ Tumn on all computers, printers, and extemal modems,

+ Connect b the Internet,

“When you click Mest, the wizard will zearch far a shared Intemet connection an wour network.

[ < Back 'i Mest = l’ Cancel ]

Click Next

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the second
option as shown.

Metwork Setup Wizard

Select a connection method. P

Select the statement that best describes thiz computer:

() Thiz gomputer cannects dirsctly to the Intemet. The other computers an my netwark connect
to the Intermet thraugh this computer.

WView an example.

(®) Thiz computer cannects ta the Internet through another computer on my network. or through
a rezidential gateway.

e iSO CEERE
(@]

Learn more about home or small office network, configurations.

£

< Back I Mext > | Cancel

Click Next
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Networking Basics (continued)

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard

Give this computer a description and name.

[Qomputer description: | Mary's Computer | ]

Examples; Family Foom Computer or Monica's Computer

[Egmputer name: | Office | ]
Examples: FARMILY or MOMICA

The current computer hame is Office

Leamn more about computer names and descriptions.

< Back l Mext » I' Cancel

Click Next

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Network Setup Wizard

Mame your network. .%

Mame your netwark by specifying a workgroup name below. All computers on pour netwark,
should have the same workagroup name.

workgroup narme; Accounting

Examples: HOME or DFFICE

—
[ < Back Hext » i'[ Cancel ]

Click Next
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Networking Basics (continued)

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings._.

The wizard will apply the following settings. This process may take a few minutes to complete
and cannat be interupted.

Settings:
Metwork. settings: A
Computer description: Mary's Computer
Computer name: Cffice
Workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer have been |
shared.
1
|

To apply these zettings, click Mext.

[ < Back l Mest » I[ Cancel ]

When the changes are complete, Click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait._.

Fleaze wait while the wizard configures thiz computer for home or small office netwarking. This
process may take a few minutes,

: £
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Networking Basics (continued)

In the window below, select the option that fits your needs. In this example, Create
a Network Setup Disk has been selected. You will run this disk on each of the
computers on your network. Click Next.

Metwork Setup Wizard
You're almost done.__. .%

= Vou need to run the Network Setup Wizard once on each of the computers on your
‘!’) network. Ta run the wizard on computers that are naot running ‘wWindows =P, vou can uze
the Windows »P CD or a Metwark Setup Disk,

“what do you want to do?

(#)Lreate a Netwaork Setup Diskl

() Use the Netwark Setup Disk | alieady have
() Usge my Windows XF CD

(2 Just firizh the wizard; | don't need to run the wizard on ather computers

[_tes> |

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Ingert the disk you want to uge. .

Inzert a disk the into the following dizk drive, and then click Mest.

3% Floppy [4:)

It you want ta format the disk, click Format Disk.

< Back [i Mext = QI

Click Next
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Networking Basics (continued)

Copying...

.;J;fuf

Please wait while the wizard copies files, .,

-~

£

]l Zancel |

Please read the information under Here’s how in the screen below. After you com-
plete the Network Setup Wizard you will use the Network Setup Disk to run the
Network Setup Wizard once on each of the computers on your network. Click Next.

Network Setup Wizard

To run the wizard with the Network Setup Disk...

Here's how:

3. Double-click "netsetup.”

= . Complete the wizard and restart this computer. Then, use the Network Setup Disk to run
1 the Metwark, Setup Wizard once on each of the other computers on pour network.

1. Inzert the Metwork Setup Disk into the nest computer pou want to network,
2. Open My Computer and then open the Mebwork Setup Disk,

< Back ]

Mewt »

]
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Networking Basics (continued)

Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizand

Completing the Network Setup
Wizard

You have successfully set up thiz computer for home or small
office networking.

For help with home or emall office networking, zee the
following topicz in Help and Support Center:

= Uszing the Shared Documents folder
+ Shanng hlez and folders

To gee other computers on your network, click Start, and then
click My Metwork Places.

To cloze thiz wizard, click Finish.

| <Back [l Fiish |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

System Settings Change

9P You must restart your computer before the new settings will take effect,

.

Do wou want bo restart your computer now?

E es J [ o]

You have completed configuring this computer. Next, you will need to run the Net-
work Setup Disk on all the other computers on your network. After running the Net-
work Setup Disk on all your computers, your new wireless network will be ready to
use.
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Networking Basics (continued)

Naming your Computer

To name your computer In Windows XP, please follow these directions:

B Click Start (in the lower left corner of the screen)

Right-click on My Computer

B  Select Properties

Internet
Internet Explorer
"

E-mail
Outlook Express

n Command Prompk
\! M5M Explorer
@ Windows Media Player

@ Windows Mowie Maker
@ Tour Windows P

Files and Settings Transfer
‘Wizard

JH}‘M!
L,.bﬂrﬂl!ctntnocl.mti ¥
) My Pictures
R

-
“I “y Computer o

qmmm

G’ Control Pane|
Q Canneckt Ta
=

'\ﬂ? Printers and F

pen
Explore
Search..,
Manage

Map Metwork Drive, .
Disconnect Metwark Drive..,

Showe on Deskkop
Rename

B Select the Computer
Name Tab in the System
Properties window.

B You may enter a
puter Description if you
wish; this field is optional.

B To rename the computer
and join a domain, click

Change.

Com-

0 e s —

System Properties

ti"c Upciates .Hémote

Haidware | Advanced

“Windows uses the following information to identify your computer
o the netwark.

Conmputer description:

Far exarnple: "Kitchen Computer” or "Man's

Computer”.
Full computer name:  Office
Wwiorkgroup: Accounting

To uze the Metwork, [dentification \Wizard to join a
domain and create a local user account, click Netwark

Mebwork |D
I0.
Ta rename thiz computer of join a domain, click Change, |
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Networking Basics (continued)

Naming your Computer (continued)

B In this window, enter the Computer Name Changes
Computer name.

You can change the name and the membership of this
computer. Changes may affect access to network resources.

B Select Workgroup and enter

the name of the Workgroup. Do towns

| Office |

B All computers on your network
Full computer name:;
must have the same Office
Workgroup name.

Mare..

B Click OK Member of
() Domair:

() Workgroup:
| Accounting |

l oK ' Catcel

Checking the IP Address in Windows XP

The adapter-equipped computers in your network must be in the same IP Address
range (see Getting Started in this manual for a definition of IP Address Range.) To
check on the IP Address of the adapter, please do the following:

B Right-click on the Disable
Local Area
Connection icon Repair
in the task bar

View Available Wireless MNebwiarks

) Cpen Mebwark Conneckions
B Click on Status
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Networking Basics (continued)
Checking the IP Address in Windows XP (continued)

This window will appear.

[ | Click the
Support tab

[ | Click Close

Wireless Network Connection 7 Status

| General |‘ Support '

P

Internet Protocol [TCRAR)

Address Type: Azzigned by DHCP

[ IP fddress: 192 163.0.114 ]
Subnet b agk: 205.255.255.0
Default Gateway: 192.168.0.1

Cloze |

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IP Addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Protocol)
technology. If you are using a DHCP-capable Gateway/Router you will not need to

assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

[ | Go to Start

[ Click on Control
Panel

@ Tour 'Windows %P

4} Files and Settings Transfer

Wizard

Paink

all Programs D

l < Zontral Panel

Hé Printers and Faxes

t_‘) Help and Support

).) Search

.‘ Log OFF rﬁ: Turn OFF Computer




Networking Basics (continued)
Assigning a Static IP Address in Windows XP/2000 (continued)

m Double-click on
Network
Connections

m Right-click on Local Area
Connections

m Click on Properties

B Control Panel

File Edit View Favorites Tools  Help

O Back \) L; ;) Search [{" Folders v

Address B' Conkrol Panel

ﬂ ontrol Panel

Q— Switch ta Categary View

See Also

5. Accessibility Options

2 Add Hardware

L) Add or Remove Programs
4 Administrative Tools

kol

> Windows Update
g) Help and Support

= Game: Controllers
’Internat Options

“gaPrinters and Faxes

Regional and Language Options
Scanners and Cameras
Scheduled Tasks

Sounds and Audio Devices

Taskhar and Start Menu
£ User Accounts

File Edt Wiew Favorites Tools Advanced Help

Back ~ ) {0 Saarch Folders -
e O B A ! [z

Address EQ Mebwork Connections

& Name

LAN or High-Speed Internet

[8] Create anew
connectian Disable

Network Tasks

Set up & home ar small Status
office network Repair
& Disable this network.
device Bridge Connections

&, Repair this connection
] Rename this connection

o Wigw sta.tus of this Rename
connection
Change settings of this
connectian

reate Shortout

' View or change settings for this connection, such as adapter, protocel, or modem configur



Networking Basics (continued)
Assigning a Static IP Address in Windows XP/2000

B Click on Internet Protocol
(TCPI/IP)

Click Properties

Input your IP Address and
subnet mask. (The IP
Addresses on your network
must be within the same
range. For example, if one
computer has an IP Address
of 192.168.0.2, the other
computers should have IP
Addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The

subnet mask must be the

-+ Local Area Connection 7 Properties

General | advanced
Connect uzing:
| B D-Link DWL-AB50
Thiz connection uzes the following items:

| Wl g[ﬁlient for Microsaft Netwarks
& S File and Printer Sharing for Microzoft Networks

Transmizsion Control Protocol/lnternet Pratocal, The default
wide area network protocal that provides comrunication
acioss diverse interconnected networks.

Imztall...

Description

[ Show ican in nhotification area when connected

oK ] [ Cancel

same for all the computers
on the network.)

Input your DNS server
addresses. (Note: If you
are entering a DNS server,
you must enter the IP
Address of the Default
Gateway.)

The DNS server information will be supplied
by your ISP (Internet Service Provider.)

B Click OK

Internet Protocol (TCP/IP) Properties

General

*Y'ou can get IP settings assigned automatically if pour network supparts
thiz capability. Othenvize, you need to ask your netwark, administrator for
the appropriate [P settings.

(73 Obtain an P address automatically
-
(é) Uze the fallawing IP address:)

IP address:

1692768, 0 . H2

Subret mask: 200 200 - 205 B

Default gateway: 192:7168.: 0 : 1

(G} Uze the following DNS server addresses:)
Prefered DNS server: ide . ke, 6 1

Alternate DNS server:

l[ Cancel ]

oK
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Networking Basics (continued)
Assigning a Static IP Address with Macintosh OSX

lect System Preferences

Click on Network

Select Built-in Ethernet in the
Show pull-down menu

Select Manually in the
Configure pull-down menu

Input the Static IP Address,
the Subnet Mask and the
Router IP Address in the
appropriate fields

Click Apply Now

Go to the Apple Menu and se-

System Preferences

w@ =A@

I Displays Sound Network Startup Disk

e = ¢ S A

Internet & Network

System
2 G @& § 3 2L
i

‘80 Network o
I ;
== b
Show All Displays Seund Network Startup Disk

£

Location:  Automatic

Show:  Built-in Ethernet

— - = - =
xies
E MHCP Router \

Configure  Using DHCP

Using BootP
Servers (Optional)

IP Address:
IProvided by DHCP Server)

Subnet Mask: 255.255.255.0

Search Domains Qptianal)

Router: 192.168.0.1

DHCP Client 1D
iDptianall
Example: apple.com, earthiink.net
Ethernet Address

@ Cliek the lock 10 prevent further changes.

‘880 Network =
Tt il
W A
Show All © Displays Sound Network Startup Disk
Location: | Automatic 5.
Show: | Built-in Ethernet i)
fFEPriP| pppot | AppleTalk | Proxies
Configure: | Manually )
Domain Name Servers (Optional)
1P Address: |192.168.0.50
Subnet Mask: ' 255.255.255.0
Router: 10.10.10.100 | Search Domains (Optianal)
Example: apple.com, earthiink net
Ethernet Address: 00:09:93:75:de:5a
@ Click the lock to prevent further changes. " Apply Now
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Networking Basics (continued)
Selecting a Dynamic IP Address with Macintosh OSX

80C — System Preferences [=)
s Ba0 8
B Go to the Apple Menu and select v

Deskiop

System Preferences =

= v m 9 4

Colorsync  Displays  Energy Saver  Keyboard Mouse Soun

B Click on Network |menf=(&Ne[wmk

System
' H @ § 8 &
Classic  Date&Time Softw ST
Upci
‘88cC Netwark a’

A . ia] i
B Select Built-in Ethernet inthe  soaw o &d @ngk
Show pull-down menu Location: (ATl B

(Shnw Built-in Ethernet_ =)

- S —
| Manualy  deidii |

1 o ponHCEROe
@IS ~ Using DHCP | )

B Select Using DHCP in the Uela DHCP
Configure pull-down menu = Pl S1VE'S Optors)

IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.0.1 e8ren Domising——(Opional.

DHCP Client ID:
(Optionaly

Example: apple.com, earthlink.net
Ethernet Address:

@ Click the lock to prevent further changes. Apply Now

eo Network a’
« =A@ 3

[ | CI|Ck Apply NOW Show All  Displays Sound Netwark Startup Disk

Location: =~ Automatic E

Show: | Built-in Ethernet =

PPPoE | AppleTalk | Proxies

Configure: | Using DHCP ka)

Domain Name Servers (Optional)

B The IP Address, Subnet
mask, and the Router’s IP
Address will appear in a few Brsa

(Provided by DHCP Serven),

seconds Subnet Mask: 255.255.255.0

Router: 192,168.0.1

Search Domains (Opuianal)

DHCP Client ID:
(Optignal)

Example: apple.com, earthlink.net
Ethernet Address: 00:06:96:79:de:5a

@ Click the lock to prevent further changes. £ Apply Now
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Networking Basics (continued)
Checking the Wireless Connection by Pinging in Windows XP/2000

Note: The following illustrations are examples only. The IP Address that you are
pinging may be different from those in the following examples.

B GotoStart > Run > B Do e

type cmd. Awindow [P N S e I ]
. . {C» Copyright 1985-2881 Microsoft Corp.
similar to this one

. F:“Documents and Settings“lab3>ping 192.168_A.58
will appear. Type

Pinging 192.168_8.58 with 32 bhytes of data:

plng Reply from 192.168.8.58: bytes=32 time<{ims TTL=64

Reply from 5 & B- l:l t 2 time<{ims ITL=h4
XXX'XXX'XXX'XXX’ Reply from a: 2 time<ims ITL=64
Whel’e XXX |S the IP Reply from 192 168 B £a: hytes—32 time<{ims TTL=64

Ping statisti for 192.168.8.58:
Address Of the b Packet 5 :;l = 4, Received = }i Lost =dﬂ {Bx loss).

H pproximate round trip times in milli-seconds:

ereless ROUter or Hinimum = @msz, Haximum = @ms. Average = Ams

Access PO'nt A F:“\Documents and Settings:labh3>_
good wireless
connection will show
four replies from the
Wireless Router or
Acess Point, as
shown.

Checking the Wireless Connection by Pinging in Windows Me/98

B Goto Start > Run
> type command. o Lilele) B 513 Al
A window similar to '
this will appear.
Type ping
XXX XXX XXX XXX : :
where xxx is the IP o o e
Address of the
Wireless Router or
Access Point. A
good wireless
connection will
show four replies
from the wireless
router or access
point, as shown.
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Technical Specifications

Functions Provided

3 10/100Mbps Fast Ethernet ports for WAN connection, trusted LAN connection and
untrusted LAN connection

Manages up to 250 user account data with internal user account database
Supports up to 50 on-line users

ID/Password based authentication and authorization- Can be combined with MAC
Address locking to provide stricter access control

POP3, RADIUS and LDAP external authentication mechanism support - Only one
of these can be selected at a time

On-line status monitoring and history traffic data review

SSL protected access to the administration interface and user authentication inter-
face

Customizable user login, logout web interface

Customizable target URL for users who successfullly get authorization
Built-in DHCP server

High-speed policy routing engine

Customizable peremptory traffic redirection NTP client

Local network port for connecting a trusted network
Permits access to WAN and LAN from local network without authentication

Permits connection to wired Ethernet while connecting the wireless network
to this Ethernet port
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Technical Specifications (continued)

Device Ports - All ports (except the console port) are auto-mdix, which means that you
can use a straight-through or a crossover cable for connections.

WAN port: 10/100Mbps Fast Ethernet

Private LAN port: 10/100Mbps Fast Ethernet connects to workstations & serv-
ers that do not need authentication

Public LAN port: 10/100Mbps Fast Ethernet connects to workstations & de-
vices that need authentication

Console port: RS-232 (default set to 115200, n, 8, 1, no flow control)
Power Supply
External Power Adapter

Power Input
DC 5V/3A

Dimensions
45 mm (H) x 163 mm (D) x 215 mm (W)

Operating Temperature
0° -50°C

Storage Temperature
-25° -55°C

EMI Certification

FCC Class A
CE Class A
VCCI Class A
C-Tick

Safety

UL

CSA
TUVIGS
T-Mark
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our
web site, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
6:00AM to 6:00PM PST, Monday through Friday

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 7:30am to 12:00am EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca
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D-Link
Limited Warranty (USA only)

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

. D-Link or its authorized reseller or distributor and
. Products purchased and delivered within the fifty states of the United States, the District of Columbia,
U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will
be free from material defects in workmanship and materials from the date of original retail purchase of the
product, for the period set forth below applicable to the product type (“Warranty Period”), except as otherwise
stated herein.

1-Year Limited Warranty for the Product(s) is defined as follows:

. Hardware (excluding power supplies and fans) One (1) Year
. Power Supplies and Fans One (1) Year
. Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at
no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be new
or have an identical make, model or part. D-Link may in its sole discretion replace the defective Hardware
(or any part thereof) with any reconditioned product that D-Link reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement
Hardware will be warranted for the remainder of the original Warranty Period from the date of original retail
purchase. If a material defect is incapable of correction, or if D-Link determines in its sole discretion that
itis not practical to repair or replace the defective Hardware, the price paid by the original purchaser for the
defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware
(or part thereof) that is replaced by D-Link, or for which the purchase price is refunded, shall become the
property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in the
applicable documentation, from the date of original retail purchase of the Software for a period of ninety
(90) days (“Warranty Period”), provided that the Software is properly installed on approved hardware and
operated as contemplated in its documentation. D-Link further warrants that, during the Warranty Period,
the magnetic media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole
obligation shall be to replace the non-conforming Software (or defective media) with software that
substantially conforms to D-Link’s functional specifications for the Software or to refund at D-Link’s sole
discretion. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to
the original licensee, and is subject to the terms and conditions of the license granted by D-Link for the
Software. Software will be warranted for the remainder of the original Warranty Period from the date or
original retail purchase. If a material non-conformance is incapable of correction, or if D-Link determines
in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by the
original licensee for the non-conforming Software will be refunded by D-Link; provided that the non-
conforming Software (and all copies thereof) is first returned to D-Link. The license granted respecting any
Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of
D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or
the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case, the
product is being sold “As-Is” without any warranty whatsoever including, without limitation, the Limited
Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its

return policy. In case the return policy period has expired and the product is within warranty, the customer
shall submit a claim to D-Link as outlined below:
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. The customer must submit with the product as part of the claim a written description of the
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same.

. The original product owner must obtain a Return Material Authorization (“RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of the product
(such as a copy of the dated purchase invoice for the product) before the warranty service is provided.

. After an RMA number is issued, the defective product must be packaged securely in the original
or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA
number must be prominently marked on the outside of the package. Do not include any manuals or
accessories in the shipping package. D-Link will only replace the defective portion of the Product and
will not ship back any accessories.

. The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD") is allowed. Products sent COD will either be rejected by D-Link or become the property of D-
Link. Products shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595
Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible for any packages that
are lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via
UPS Ground or any common carrier selected by D-Link, with shipping charges prepaid. Expedited
shipping is available if shipping charges are prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link's
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance; Damage
that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any
hardware, software, firmware or other products or services provided by anyone other than D-Link; Products
that have been purchased from inventory clearance or liquidation sales or other sales in which D-Link, the
sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product. Repair by
anyone other than D-Link or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS" WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN
ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY
SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED
WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT
NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK
STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR
COMPUTER PROGRAMS TO WHICH D-LINK'S PRODUCT IS CONNECTED WITH, LOSS OF
INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT,
RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED
WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE
SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR,
REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE
PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES
AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary from
state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying
this Product may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from
D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States
Copyright Act of 1976. Contents are subject to change without prior notice.
Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communication. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.
. Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.
. Consult the dealer or an experienced radio/TV technician for help.
03/06/06
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