D-Link Airspot
DSA-5100

Enterprise Gateway

Manual

April 2006
v. 1.03

D-Link

Building Networks for People



Contents

Package CONENLS .......oovviiiiiiiiiieee e 3
INErOAUCTION ... 4
Front PNl ... ..ot 5
REAI PANEI ... 5
FRATUIES ... 6
Sample NetWork SEUD ......ccoiviiieeeecee e 8
INSTAITALION ..o 9
Setting Up the DSA-3100 ......ovuuuiiiiiiiieeeeeeeeeeeeise s e e e e 9
TCP/IP NetwOork SEttiNg ...cevveueeiiiiiieeeeeeeeeeeiss e 10
Internet Access Configuration ............cccoeevevviiiiiiie e 11
Using the Configuration Utility ............ooevmiiiiiiiiei e 13
NEtWOIKING BASICS ....cccvvveeeiiiiiiiiie e e e eee e ettt s e e e e e e e e e e e e e e e 63
Technical SPeCIfiCatioNS .............uuviiiiiiiieeeieeeee e 77
B ESTod ] 0= TS U o] o o AP 78
LAY = U = 1| RSP 81
Appendix: WINdows TCP/IP SELUP .....oovveiiiiiiiiiee e 34



Package Contents

D-Link DSA-5100 Airspot Enterprise Gateway
CD-ROM with manual

Quick Installation Guide
Three (3) CAT5 UTP/Straight-through (Ethernet) cables
One (1) CAT5 UTP/Cross-over cable

One (1) Console cable

N o b WO N

1 PC-Style Power cable to 110 VAC

If any of the above items are missing, please contact your reseller.

System Requirements for Configuration:

[ ] Computers with Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

[ | Internet Explorer Version 6.0 or Netscape Navigator
Version 6.0 and above



Introduction

The D-Link DSA-5100 Airspot Enterprise Gateway is an advanced network access
control system supporting Ethernet, Fast Ethernet or an IEEE 802.11 wireless LAN
(WLAN) separately and simultaneously.

The DSA-5100 can be configured with a standard HTML browser (i.e., Internet Explorer,
or Netscape Navigator) operating on Windows 98SE/Me/2000/XP, Macintosh OS 9,
Macintosh OS X (v10.1.5 or later), Linux, or Pocket PC 2000/2002. The DSA-5100
allows the operator to offer wired or wireless networking services and access to the
Internet when used with a switch or wireless access point respectively. The device
features many management settings allowing for private and public access to the

Internet and the necessary privilege mechanisms to permit this usage.
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Features

Supports IEEE 802.1x

Supports IEEE 802.1q VLAN

Supports IEEE 802.3 ad

WAN interface supports static IP, DHCP client, and PPPoE client
WANZ interface supports static IP

Supports NAT mode, router mode and bridge mode

Built-in DHCP server

Built-in NTP client

Supports redirect of network data

Supports IPSec(ESP), PPTP and H.323 pass through (under NAT)
Customizable static routing table

Supports virtual server

Supports DMZ server

Supports machine operation status monitoring and reporting system
Supports roaming across networks

Provides several DoS protection mechanisms

Customizable packet filter rules

Customizable walled garden (free surfing area)

The DSA-5100 supports at least 400 on-line users concurrently
Supports POP3, RADIUS, and LDAP authentication mechanisms
Supports two or more authentication mechanisms simultaneously
Can set the time for the user to logon to the system

Can set the user’s idle time

Can specify the connection to MAC address without authentication

Can specify the connection to IP address without authentication



Features (continued)

Permits or refuses all connections when the WAN interface fails

Supports Web-based logon

Provides several friendly logout methods

Supports RADIUS account roaming

Provides online status monitoring and history traffic

Supports SSL encrypted web administration interface and user logon interface
Customizable user login & logout web interface

Customizable redirect after users are successfully authenticated during login & logout
Supports Console management interface

Supports SSH remote administration interface

Supports Web-based administration interface

Supports SNMP v2

Supports user’s bandwidth restriction

Supports remote firmware upgrade

Supports built-in user database and RADIUS accounting
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Installation Requirements

1. Standard 10/100Base-T, including four network cables with RJ-45
connectors.
2. All PCs need to install the TCP/IP network protocol.

Setting Up the DSA-5100

1. Make sure the power of the DSA-5100 is turned off.

2. Connecting the WAN1 and WAN2 ports.

Use one of the supplied straight-through cables to connect the DSA-5100 to the network
not managed by the DSA-5100 system (such as and ATU router for ADSL, the Ethernet
port of a cable modem, or a switch or hub on a LAN).

3. Connecting the Public LAN port.

The Public LAN port is used to provide authentication based Internet access for Ethernet
(with switch) or WLAN (with AP) clients. Use one of the supplied straight-through
Ethernet cables if connecting to a hub or switch. Use the supplied crossover cable if
connecting directly to an AP or PC.

Warning: The Public LAN port cannot connect to a Layer 3 device.

4. Connecting the Private LAN port.

The Private LAN port is used to provide Internet access without authentication for
your existing Private Network. Use one of the supplied straight-through Ethernet cables
if connecting to a hub or switch. Use the supplied crossover cable if connecting directly
to an AP or PC.

5. Turn on the power.
Plug the bundled power cord connector into the socket and then turn on the power.

6. Check the LED indicating light.
After the power is ON, the power LED should be lit. The WAN1, WANZ2, Public LAN,
and Private LAN LEDs will light up with a valid Ethernet connection.



Setting Up the DSA-5100 (continued)

TCP/IP Network Setup

For Windows 98SE/ME/2000/XP, you need to keep the default TCP/IP settings
(“obtain IP and DNS address automatically”) to communicate with the DSA-5100.

The DSA-5100 leases DHCP addresses from the Public and Private LAN ports
for ease of configuration.

For Non-Server Windows operating systems, the default setting for TCP/IP is
“DHCP client,” which will obtain an IP address automatically.

If you wish to use a static IP on the public or private LAN section, or you wish to
check the TCP/IP setup, please refer to the Appendix — Windows TCP / IP Setup.
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Internet Access Configuration

To configure your PCs to use the DSA-5100 for Internet access, follow this

procedure.

For Windows 98SE/2000

Please select Start

| Fle
Menu - Control Panel - [« - = &)

Internet Options.

Select the Connection
tab, and click the Setup
button.

T
Edt Vew Favorkes Toos Help
Search [4Folders (Fristory | U5 TS X = | 3
| address [ Control Panel 2 @
T r 1)
I W e B
- Accessbiity  Add/Remove  Add/Remove Administrative  Automatic Date/Time:
Control Panel tions dware  Programs Taols. Updates
- - - ~ = 5 Y
Internet Options g Aﬁ- e "i& q =
Configures your Internet display
and connactions sattings Display  Folder Options  Fonts Game Keyboard
Corttrobers C
Windours Update @ 3
Windows 2000 Support =gl ™ 5 2 [l 3|
v =] a ! =)
lcsnsing  Mouse  Networkand  Phoneand Power Optins  Princers
Diskup Co...  Modsm ..,
® a3 3 & d
Regonal Scanmersand  Schedded  SoundEffect Soundsand  SQL Server
Cptions Cameras Tasks Manager Multimedha 2000 Licensi. ..
=
System
Configures your Internet dsplay and connections settngs. .
Internet Properties

Generall Securityl F'rivac_l,ll Content  Connections I Programsl Advancedl

To set up an Intemet connection, click
Setup.

— Dial-up and Yirtual Private Metwork setting

Add...

Hemave

Choose Settings if pou need to configure a proxy

= Settings. .
server for a connection.

U

€% | ewver dial & contechiorn
) Diallwhienesyen a netnork conmestionis not present
) Elivays disl my detault carme shon

Curentdefaul;  Haone St [V etault

— Local Area Metwork (LAMN] zetting

LAM Settings do not apply to dial-up connections.
Chooge Settings abowve for dial-up settings.

LAN Settings...

|

kK Cancel Al
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Internet Access Configuration (continued)

Internet Connection Wizard Sl x|

Welcome to the Internet
Connection Wizard

B Select“l want to set
up my Internet
connection manually,
or | want to connect
through alocal Area
network (LAN)” and
click Next.

The Internet Connection wizard helps you connect your computer
to the Internet. You can use this wizard to set up 3 new o
existing Internet account

1 want to sign up for a new Internet account. (My telsphone line
is connected to my modem )

| want to transter my existing Intemet account to this computer.
[My telephone line iz connected to my modem. )

(% | want to set up my Intetnat connection manually. or | want to
connect thiough a local area network [LAN]

To leave pour Intemnet settings unchanged. click Cancel

To learn more about the Internet, click Tutorial Tutorial

i Mext > I Cancel

Select “I connect through a local area network (LAN)” and click Next.

B Ensure all of the boxes on the local area network Internet configuration
screen are unchecked.

B Check No, when prompted “Do you want to set up an Internet mail
account now?” Click Next.

[ ] Click Finish to close the Internet Connection Wizard. The Internet
Connection Setup is now complete.

For Windows XP

M  Select Start Menu - Control Panel - Network and Internet Connection.
Select the Connection tab, and click the Setup button.

Click Next on the New Connection Wizard screen.

Select Connect to the Internet and click Next.

Select Set up my connection manually and click Next.

Check Connect using a broadband connection that is always on and click
Next.

Click Finish to close the New Connection Wizard. Internet Connection Setup
is now complete.
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Using the Configuration Utility

To configure the DSA-5100, connect a computer to the Private LAN port of the
DSA-5100 with the supplied crossover Ethernet cable.

W First, disable the Access the Internet using a proxy server function. To
disable this function, go to Control Panel > Internet Options > Connections
> LAN Settings and uncheck the enable box.

B Start your Microsoft Internet Explorer Web browser program.

B Type the IP address of the
DSA-5100 (the default IP
address is 192.168.0.40,
preceded by https://) in the
address field and press Enter.
Make sure that the IP addresses
of the DSA-5100 and your
computer are in the same
network.

File Edit ‘iew Fawvorites Tools  Help

Q- © [ & %,

address g https://192.168.0.40

Log-in Screen

You canloginasadmin
or as manager.

admin -
The administrator of
the DSA-5100.

User Name: admin

Password: admin

manager -
Access to the manager

user account only.
User Name: manager

Password: manager

After you log in, click Enter.

D-Link DSA-5100 -
Airspot Enterprise Gateway

Administrator

User Name:

Password:

Enter | | Clear

13



Using the Configuration Utility (continued)

System Configuration > Configuration Wizard

Configuration Wizard

[The DSA-5100 15 an Airspot Enterprise Gateway with access control features ideal for
larger-scale hotspot netwiorks or enterprise netwiorks. The wizard will guide you through the
process of creating a bassline strategy. Please follow the wizard step by step to configure

DSA-5100
Run YWizard
& DSA-5100
& System Configuration
6 C H Parent | Back Help

Group Profile

Network Configuration
Utilities

Status

The System Configuration>Configuration Wizard screen will appear if you logged
in as admin. For more information on the Setup Wizard, please see the Installation
Guide, included with your purchase. You can access the configuration features
from this window.

User Authentication > Authentication policies

Authentication Policies Configuration

Ttem Policy Mame Status Default Group
7] postfix1 Enabled Yes 1 Edit
2 postfix2 Enabled Mo 1 Edit
g postix3 Enabled Mo 1 Edit
4 postfixd Enabled Mo 1 Edit
7} postfix5 Enabled Mo 1 Edit

B Nelwork Configuration
M Utilities
= Status

The User Authentication>Authentication policies screen will appear if you logged
in as a manager. For more information on the Setup Wizard, please see the Installation
Guide. You can access the configuration features from this window.

14



Using the Configuration Utility (continued)

System Configuration > System Information

B User Authentication

= Group Profile

= Network Configuration & Enable NTP

i Utilities
B Status

System
Name:

Administrator
Info:

Succeed
Page:

Remote

System Information

System Name: DSA-5100

Administrator Info (1l appear when Intemet connection fails.)
Succeed Page it ffvwew. dlink.com * {hitp:ffwesene. dlink. com)

@ Enable © Disable

0.0.0.0/0.0.0.0 (e 192 16B.3 1 or 192 163 3.0/24)
Access History [P fex: 192.168.2.1)

SMMP € Enable & Disable

Remote Management
IP

UserLogon SSL @ Enable © Disable
Device Time : 2006/01/13 15:54:19

Time TP Server [lockusnanavyemil =gy tack usna.navy. mil

Time Zore |(GMT+0800 Taipei B

C Zet Device Date and Time

DSA-5100 is the default system name. You may wish to rename it to
indicate your company, department, or the service you would like to
provide.

You can edit the System Administrator’s information here (e.g., name,
phone number, and e-mail).

Enter a URL which all users will be re-directed to after a successful
login. This is typically defined as the home page of the host company,
e.g: http://www.dlink.com. No matter which URL a user originally
attempts to connect to, he/she will be directed to the URL defined
here first.

You can allow SSH or HTTPS connections from the WAN for

Management management purposes. Access is limited to a specific IP address or

IP:

Access
History IP :

network (e.g., 192.168.2.1 might be used for a specifici IP address.
10.2.3.0/24 for a specific IP Network. 24 indicates the number of bits
for the subnet mask).

Specify an IP address to be used by the billing system to connect to
the DSA-5100 to get billing history information.
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Using the Configuration Utility (continued)

System Configuration > System Information (continued)

SNMP:

User Logon
SSL:

Time:

The DSA-5100 supports SNMP v2 read only data access. The
Administrator can specify the IP address and the SNMP community
name to determine the target of the management information base
(MIB) exported from the DSA-5100.

Allows the admin to choose either https (encrypted username/
password), or http (non-encrypted username/password) as the login

page.

Enable NTP: The DSA-5100 supports NTP communication protocol
for correct network time. Please specify the IP address or DNS
name of an SNTP server on the system configuration interface.

Time Zone: Set up the time zone for the DSA-5100. The
default is GMT+08:00. (Taipei)

Set Device Date and Time: Manually specify system time.

16



Using the Configuration Utility (continued)

System Configuration > WAN1 Configuration > Static IP Mode

Bidlsbrsy Netmorks for People

& DSA-5100

& System Configuration

A

Static IP
Address:

IP address:

Subnet
mask:

Default
Gateway:

Primary
DNS
Server:

Secondary
DNS
Server:

Bridge
Mode:

WAN1 Configuration

@ Static IP Address

IP address 10.2.3.88 r
Subnet mask 2552552550 |«
1023254 ;
WAN1 Port De_fault gateway 7{=
Primary DNS Server | [
Secondary DNS Server
Bridge Mode OEnable @ Disable
C Dynamic IP Address
CPPPoE Client

Enter the IP address provided to you by your ISP (Required).

Enter the subnet mask provided to you by your ISP. All
devices on the network must share the same subnet
mask (Required).

Enter the gateway IP address provided to you by your
ISP (Required).

Enter the IP address of the primary DNS server
(Required).

Enter the IP address of the secondary DNS server
(Optional).

This device can be configured in Bridge mode. All
interfaces bind to the same IP. Only one set of IP
addresses can be used for management. The advantage
is that there is no need to readjust any network
infrastructure, just plug and use. When you click Enable,
the VLAN function of the Public LAN is disabled.

Note: WAN1 must have a static IP address in order to utilize the 802.3ad WAN link
aggregation feature. If you cancel the static IP address, then the option of choice for
802.3ad is also canceled. (Please see the WAN2 configuration that follows for
information on configuring 802.3ad.)

17



Using the Configuration Utility (continued)

System Configuration > WAN1 > Dynamic IP Address

WAN1 Configuration

 Static IP Address

WANT Port & Dynamic IP Addrass
 PPPoE Client
& DSa-5100
em Configuration
e Parent | Back ml Mﬂl

Select this option if there is a DHCP server on the network or to obtain an IP
address automatically from your ISP.

System Configuration > WAN1 > PPPoE

WAN1 Configuration

O Static IP Address
© Dynamic IP Address
®PPPoE Client

WAN1 Port Username
Btk Htuoek s for People Password
Maxirnum Idle Time 0 Minutes
& DSA-S100 Dial on Demand i®Enable ODisable

Most DSL users will select this option.

User Name & Password:
Enter the user name and password that is assigned by your ISP.

Maximum ldle Time & Dial on demand:
These fields are optional.

18



Using the Configuration Utility (continued)

System Configuration > WAN2 > Static IP Address

Bl Networks for People

WAN2 Configuration

O Disable
® Static IP Address
IP address
Subnet mask
Default gateway
© Dynamic IP Address
O 802.3ad

[192168.4.11
285.255.255.0
[192.168.4.254

VWAN2 Port

& DSA-5100
& System Configuration

ard

Static IP

Address: IP address:
Subnet
mask:
Default
Gateway:

Dynamic IP

Address: network.

802.3ad:

Enter the IP address provided to you by your ISP.

Enter the subnet mask provided to you by your ISP. All
devices on the network must share the same netmask.

Enter the IP address of the gateway provided to you
by your ISP.

Choose this option if there is a DHCP server on the unmanaged

Set WAN2 to 802.3ad mode only if WANL is configured for a static IP.

When 802.3ad is enabled, the sum of the bandwidths of WAN1 and
WAN2Z is used for the total bandwidth (provided that WAN1 and WAN2
are connected to the same switch(es) that also supports 802.3ad.

19



Using the Configuration Utility (continued)

System Configuration > Public LAN > Global Public LAN Configuration

Global LAN Configuration
Enable IP PNP ®Enable ODisable

Enable Mobile IP O Enable ® Disable
Public LAN Configuration

VLAN O Enable ® Disable

You can set the system to start or stop IP PNP or Mobile IP on the Public LAN and
Private LAN simultaneously.

1. IP PNP: At the user end, you can use any IP address (with gateway and
DNS address) to connect to the Internet; no matter what the IP address at
the user end is, you can access the network resources properly and

authenticate through the DSA-5100.
Note: This function can only be activated under NAT.

2. Mobile IP: If you construct a network environment using several
DSA-5100s, a user can use the same group of IP configurations. When you
roam at different locations, or download data, the connection will not be
disconnected.

System Configuration > Public LAN > Public LAN Configuration

If you want to configure multiple Authentication networks on the Public LAN, please
select the Enable VLAN option on the public LAN interface.

After the Enable VLAN option is selected, the following screen will appear. Choose
the desired Item and click Edit to enter the VLAN interface configuration screen.

20



Using the Configuration Utility (continued)

System Configuration > Public LAN > Public LAN Configuration (continued)

Public LAN Configuration

Fublic LAN Fort WVLAN 1®Enable O Disable
Item Tag Status
VLAN1 1 Enable Edit
VLAN 2 Disable Edit
VLAN3 Disable Edit
VLAN4 Disable Edit
VLANS Disable Edit

The system will confirm if you want to Enable VLAN; please click Enable to continue.

VLAN Interface Configuration

®Enable CODisable

After you click Enable, the following screen will appear. See the following description
for details.

VLAN Interface Configuration

@ Enable © Disable
User Authentication @ Enable ¢ Disable

WLAMN Tag | *

MMode NAT ¥
IP Address

Subnet Mask | ¥

YLAM 1

& Disable DHCF Server
T Enable DHCF Server
T DHCP Relay

VLAMN DHCP
Configuration

Enable/Disable: Enable or Disable the functions of VLAN.

User Authentication: Control the User Authentication method or policy according
to individual VLAN.(default is Disabled).

21



Using the Configuration Utility (continued)
System Configuration > Public LAN > Public LAN Configuration (continued)

VLAN Tag: Please enter any numbers from 0~4000 as a Tag for each VLAN. (These
VLAN IDs must match the managed switch.)

Specific Route Profile: Select your desired Specific Route Profile rules from the
pull-down menu, or choose None. (It will appear after disabling the User Authentication
option.)

Mode: NAT Mode: All IP addresses externally connected through the VLAN Port
(these IP addresses must belong to the same network as the
VLAN Port) will be converted into the IP address of the WAN1
Port by the DSA-5100 and connected to the outside.
Router Mode: All IP addresses externally connected through the VLAN Port
use their own IP address for external connections. In this case,
the DSA-5100 functions as a router.

IP Address: Enter the desired IP address for the VLAN Interface.
Subnet Mask: Enter the desired Subnet Mask for the VLAN Interface.

Public LAN > VLAN > DHCP Configuration

O Disable DHCF Server
{®Enable DHCP Server

DHCP Scope
Start IP Address
End IP Address *
V'—A_N DH_CP Primary DNS Server *
Configuration Secondary DNS Server
Domain Name "
WINS Server |
Lease Time 1 Howr +
Eeserved IP Address List
O DHCP Relay

Disable DHCP Server: Choose this option if you do not wish to use the built-in
DHCP Server feature in the DSA-5100.

Enable DHCP Server: Selecting this option activates the device’s built-in DHCP
server. Configure the DHCP server with the following properties:

22



Using the Configuration Utility (continued)

Public LAN > VLAN > DHCP Configuration (continued)

Enable DHCP Server (continued):

DHCP Scope

Start IP Enter the starting IP address of the pool, from which the
Address:  DHCP server will assign to the DHCP-enabled devices
(clients) on the network.

End IP Enter the last IP address in the sequence of addresses from
Address:  which the DHCP server will assign addresses.

Primary

DNS Server: Enter the IP address of the preferred DNS server.
Secondary

DNS Server: Enter the IP address of the alternate DNS server.

Domain Name: Enter the domain name.

WINS
IP Address: Enter the WINS server’s IP address (if present).
Lease Time: Select the length of time during which the DHCP assigned

address will be in effect.

Note: The DHCP client will attempt to re-obtain its IP lease after half of the lease
time has already expired. Using a low number will increase traffic on the network.

23



Using the Configuration Utility (continued)

Public LAN > VLAN > DHCP Configuration (continued)

Enable DHCP Server (continued):

Reserved IP If you want to use the Reserved IP Address List function, please

Address List: click the hyperlink of the Reserved IP Address List on the
management interface. Then, the setup of the Reserved IP
Address List as shown in the following figure will appear.
Please enter the related Reserved IP Address, MAC, and
description (optional) on the management interface. After the
information is entered, click Apply to complete the setup.

Reserved IP Address List - Public LAN

ltem Reserved [P Addrass MAC Dlescription

(Total 40) Eirst Previous Next Last

Enable In order to enable the DHCP Relay Mode, you must specify a
DHCP Relay: DHCP server IP address.

24



Using the Configuration Utility (continued)

System Configuration > Private LAN Configuration

Private LAN Configuration |

Specific Route Profile Meme -
Maode MAT -

IF Address 192.168 040 #
Subnet Mask (1852552550 I

CiDisable DHCP Server
® Enable DHCP Server

Private LAN Pon

DHCP Scope
Start IF Address 19216801 F
End IP Address 192,168,000 e
Frimary ONS Server

DHCP Server Secondary DNS Server

Configuration

Ciomain Marme dllink ¢ r
WINS IP Address
Lease Time 1_ Day »

Reserved IP Address List

O Enable DHCP Ralay

For an explanation of each field on this screen, please see the previous screen:
System Configuration > Public LAN Configuration.

25



Using the Configuration Utility (continued)

User Authentication

User Authentication allows the DSA-5100 owner/operator to control who has or does
not have access to the Internet. The DSA-5100 can support five different authentication
types simultaneously.

User Authentication > Authentication Policies

The DSA-5100 provides a simple interface to allow the administrator to easily
complete the complicated management setup. The system provides a total of 5
authentication setups. The administrator can adopt different authentication
methods corresponding to each management setup. Each management setup can
use at most 20 management rules to go with the group configuration, so that the
management of general users can be both diversified and flexible.

The administrator can select the desired management setup through the pull-down
menu.

Authentication Policies Configuration

Itemn Policy Name Status Default Group

1 postfix1 Enabled Yes 1 Edit
2 postfix2 Enabled MNo 1 Edit
3 postfix3 Enabled Mo 1 Edit
4 postfixd Enabled Mo 1 Edit
5 postfixS Enabled MNo 1 Edit

ltem: Provides 5 sets of authentication policies.

Policy Name: The name of the policy can be modified here.

Status: Enable or Disable the policy.

Default: Select Yes for the default setup.

Group: Currently assigned group.

Edit: Click Edit to edit the policy.

26



Using the Configuration Utility (continued)

Edit Authentication Policies

Authentication Policies Configuration

Policy D dpetisd v Sel as Default [
Folicy Mame  podixd Fllt's posths narne)

Folicy Status & Enable & Disable
Elack List
Profile El
= Local O POP3 O RADIUS & LDAP O MNT Domain

Laocal Llsers List

Authentication |
Server Assign to Group: | DGl v

@Enable O Disable

Excaption Configuration
P g Edit

Authentication
Policy: Displays the system’s preferred authentication method.

Policy ID: Select the policy you wish to edit here.

Set as Default: Make this selection to set the policy you have chosen to be
the default Authentication policy.

Policy Name: Enter the postfix policy name.

Policy Status: Select Enabled or Disabled to activate or deactivate the

selected policy.
Black i

List Profile:  Enter the profile name to be blacklisted.

Authentication Server

The authentication server provides 6 authentication modes:
Local, POP3, RADIUS,LDAPNT Domain, and External Web Server.

Assign
to Group: Assign a group to the control group from the pulldown menu.

Exception

Configuration: When you enable this feature you can exclude accounts
from restrictions using the Edit feature. (This feature is
displayed on the following page.)

27



Using the Configuration Utility (continued)

Authentication Server> Exception Configuration

l Exception Configuration

If Attribute Logic _ Yalue Group
1 iﬁqua.ho w | 1: we
2 emlo v | I v
3 |eq_uaho— v/ | 1: o
4 :e-;ualto v | l: »
5 el v | | (|

(Total:20) Eirst Previous Next L ast

Attribute: After the authentication, the DSA-5100 will obtain the user’s
attributes related to the authenticated server. The administrator
can use certain attributes as the management rule for the setup.

Logic: Logic options include equal to, not equal to, larger than,
smaller than, and include.

Value: Please fill in the desired value after the attribute and logic
fields have been completed.

Group: Specifies the priority.

Default Group: When a user does not match the management rule logon, this
priority rule will be applied.

& Warning: The policy name cannot include: GRIC, MAC, IP

28



Using the Configuration Utility (continued)

Authentication Methods>Local>Local Users List

The user’s account information is stored in the DSA-5100. If you need to manage the
user’s account, please click the hyperlink Local Users List on the Authentication Server
interface to enter into the Account Management Interface, shown below.

Add User | Upload User Account | Download User Account | Refesh |
Search
Il Request
Delete Al
Username Password MAC Eone Bl Group Remark elete

(Total: MEirst Previous MNext | ast

User List:

Delete All:
Edit:

Refresh:

It provides a complete list of existing user accounts, including information
such as Username, Password, MAC, Max Bandwidth, Request

Bandwidth, Group, and Remark. The administrator can delete
or search for a single user from this management interface.

( Note: Max Bandwidth is the amount of maximum transmission capacity available
on a network at any point in time. Request Bandwidth represents the amount of

minimum transmission capacity that is available on a network at any point in time.)

Click here to delete all user accounts.

To edit the content of an individual user account, click the hyperlink of
the selected user account to enter the edit mode.

Click here to show the most updated user account information

Authentication Methods > Local > Local Users List > Add User

Add User:

Create new accounts,including - |

Username (mandatory), Password
(mandatory) and MAC (optional), 1
Max Bandwidth (optional), Request 2]
Bandwidth (optional) and assign to
a user group.

Edit Account:
Make changes to the G
account by clicking on 9]
the Username. When

MAC Man Request S
EOCOCOGNRRR0Y . Bandwidth  Bandwidth P

[ [Uniimited =][Nene —+][None +|]
[ [Uniimited =][Hone — =f[None =]
| IUnhm\ladleune jINona jl
[ [Uniimited =][Nene —=][None =]
| [Uniimited =][Mone —=][None =]
|
|
|
|
|

Mo Usemname — Password Remark

IUnhm\ladleune jINona L”
[Uniimited =][Nene —=][None =]
[Uniimited =][Hone — =f[None =]
IUnhm\ladleune leona jl
[Uniimited =][Nene — +][None =]

|
|
|
|
5] |
|
|
|
|
I

the screen on the next
page appears, edit the account information.
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Using the Configuration Utility (continued)

Authentication Methods > Local > Local Users List > Add User>
Edit Account

Edit Account
Edit Account:

Edit the account here. e | amber 4
Password l iy e *
MAC |

Max Bandwidth |Un|imited vI
Request Bandwidth | Mane -I

Group INDI’]E v]
Femark |
Submit | Resetl

Back to Usecs List

Local Users List > Add User> Upload User Account

Upload User
p Note: The format of each line is "ID Password MAC Max bandwidth,Request
A C C o u n t " bandwidth.Group,Remark” without the quotes. There must be no space between the fields and
: commas. The MAC field could be omitted but the trailing comma must be retained. When adding user
accounts by uploading a file, existing accounts in the embedded database that are also defined in

C||Ck the B I’OWSG button the data file will be replaced by the new ones.

]
to select the text file for P e
the user account. Click

Submit to complete the
upload. The format of the uploaded file should be a text file. Each line represents a
User Account. The format is Username, Password, MAC, Remark. Each parameter is
separated by a comma, and no space is allowed between MAC,Remark, but a comma
is still needed.

Local Users List > Add User> Download User Account

Download

User

Account:

Click the Download Seslieel| RS MAC  ContendinGandnidn CToURREMard
User Accounts to Amber i1 0 0 0

view a list of all the oy pweiD2 0 0 ]

user accounts. To save Tocd P03 0 0 3

a new file, click Jennifer pdD4 0 0 5
download. W

Click download to
load accounts into
your computer.
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Using the Configuration Utility (continued)

Authentication Methods > POP3

Ifa POP3 Server is used for
user authentication, select
POP3 in the interface
shown here. The setup for
the primary server or the
secondary server (optional)
is available. Enter the IP
address or domain name of
the Primary POP3 Server
and its Primary POP3
Server port. Click Apply to
enable the setting.

Enable SSL Connection: If you select this option, the authentication will be done by

© Local|{®{POP2 O RADIUS © LDAP © NT Domain
Primary POP3 Server

Server IP Fomain Name AP address)
Fort Foefaut:110)
[0 Enable 5L Connection

Authentcation

Secondary POP3 Server
Server |

Server IP
Port |
[0 Enable 5L Connection
Assion to Group, |10l w

. L . O Enable O Disable
Exception Connguration -

Edit

POP3 Protocol with SSL Username/Password encryption.

Authentication Methods > RADIUS

The DSA-5100 supports
RADIUS Client to work

with an existing RADIUS
server.(Primary is required;
Secondary is optional.)
802.1X Authentication:
Select to enable 802.1X

(in conjunction with a switch

or AP that supports 802.1X).

Click Edit to enter into the
edit interface of 802.1X.
Trans Full Name:
Enable: ID and postfix will
transfer to the RADIUS

€ Local € POP3 & RADIUS C LDAP © NT Domain

802.1x Authentication € Enable & Disable
Trans Full Name @ Enable % Disable

' Enable & Disable

Primary RADIUS Server

=
*Default1812)
#{Dcfault] 813)

1=

Authentication R

Server Secondary RADIUS Server

Class Configuration

Server [P
Authentication Port
Accounting Port
Secret Key

Accoun ting Service

Authentication Method

Authentication Fort

—
—
—

Accounting Port
Secret Key
Accounting Service
Authentication Method

Assign to Group: | 1:Group! =

Exception Confizuration © Enable * Disable

Edit

server for authentication, e.g., user@postfix1.

Disable: Only the ID will transfer to the RADIUS server for authentication. (e.g., user).
Class Configuration: Configuration reads parameters from a configuration file and returns
their values on demand. Set the Max Bandwidth and Request Bandwidth, and assign
group for every class.

Server IP: Provide the RADIUS server IP Address or Domain Name.
Authentication Port: The authentication port for the RADIUS server.

Accounting Port: The port reading the accounting information.

Secret Key: This is for encryption and decryption, must be configured on both
RADIUS Server and DSA-5100.

Accounting Service: Select to enable the accounting service (optional).

31



Using the Configuration Utility (continued)

Authentication Methods > LDAP

You may configure a primary and a secondary server for LDAP authentication.
If you select the LDAP authentication method, type in the IP Address (Domain
Name), Port number, the Base

€ Local © POP3 © RADIUS & LDAP © NT Domain

DN Data of LDAP Server, and Primary LDAP Server
select one of the Account sepeOLE *Doraain Nazoe P ades)
. Port HDefanlt 3300
Attribute Type. If you want to et T T
access the data from some Aoms ArnTore € UID € N © saMAccountams
LDAP servers which need to g i —
be authenticated, you have to Bind Password ]
_ heaTEi Secondary LDAP Server
enter t.he userr?ame and pass- | tenta s
word in the "Bind RDN" and o
"Bind Password" fields, or Bese DN
CheCk "Anonymous Bind" Acoount Atribte Type CUID € CN ©sAMAccountName
I~ Ancnymous Bind
to just access the LDAP Eind EDN ——
servers which don't need to Rl et
. . Assign to Croup: |1°Groupl =
be authenticated. Click Apply Bsception Configuration © Enable @ Disable

Edit

to save the changes.

Authentication Methods > NT Domain

Domain Controller
Server P Address
Authentication _—
Server Transparent Login OEnable @ Disable
Assianto Group: |1l v
@ Enable O Disable

Exception Configurat
scaption Configuration

Server |IP Address: Enter the IP address of the Domain Controller Server.
Transparent Login: Select Enable or Disable.

Assign to Group: Select the group from the pulldown menu.

Caution: The NT Domain feature supports only a Windows 2000
controller. To use NT Domain Authentication please ensure the
following conditions:
1. The WANZ1 port preferred DNS server IP address must be the
same as the Domain Controller Server IP address.
2. The Free Surfing List must also contain the Domain Controller
Server IP address.
3. The Policy name must be your complete Domain name.
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Using the Configuration Utility (continued)

External Web Server

External Authentication Configuration

Protocol ® HTTP O HTTP:
Server IP

Server Port 80

Login Page

The DSA-5100 supports an external web server function (including database)
which enables a user to put the login page on an external web server, and change
the login page anytime.

Protocol: Choose from http or https (http protocol is selected here).
Server IP: External Web server IP.

Server Port: External Web server Port number.

Login Page: Login page URL.

User Authentication>Group Configuration

Group Configuration

[tem  Group Mame  Firewall Profile Speglfict):ﬁléoute Scheduls Profile . Bandwidth

Suest Zuest Global Global Schedule Unlimited | Edit
1 Group Zlobal Clobal Schedule Unlimited Edit
2 Group2 lobal Slobal Schedule Unlimited Edit
3 Group3 Slobal Slobal Schedule Unlimited Edit
4 Groupd =lobal Slobal Schedule Unlimited Edit
o Groups =lobal Slobal Schedule Unlimited Edit

The administrator can configure 5 group profiles and a guest profile here. Click Edit
next to the group that you want to configure and the screen on the next page will
appear.
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Using the Configuration Utility (continued)

User Authentication>Edit Group Configuration

Group Configuration

Group Name Guest - [Guest

Firewall Profile IGIDbaI : Glokal v|

Specific Route Profile |Glabal: Global  »|

Schedule Profile |1 - Schedulel v|
Total Bandwidth IUnIimited "I

Group Name Guest: Assign a group name; Guest is selected here.
Firewall Profile: Select the firewall profile for this group.

Specific Route Profile: Select the route profile for this group.
Schedule Profile: Select a schedule for this profile.

Total Bandwidth: Select the bandwidth limit that goes with this group.

User Authentication>Black List Configuration

Black List Configuration
* | I Blacklistl «

Blackdistl

(Total:0) Eirst Prev Next Last
Add Userto List

The administrator can manage a blacklist of up to 40 users. When a blacklisted user
attempts to logon, he will be denied access.

Select Black List: Select the blacklist from the pulldown menu.

Add User to List: Click on this link and the interactive screen on the next page will appear.
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Using the Configuration Utility (continued)

User Authentication>Black List Configuration
Add Users to Blacklist : Blacklist1

P
o

Isername Remark

bl |

W | O |~ D B Wb -

-—
=

Username: Enter the username to be blacklisted here.
Remark: Add a comment (optional).
Apply: Click Apply to add the user to the blacklist.

Previous: Click Previous to return to the Black List Configuration.
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Using the Configuration Utility (continued)

User Authentication>Black List Configuration>Delete a User

Black List Configuration
Select Black List ; | 1:Bladistl w|

Name -jﬁ.]al:k]l‘;tl |
b1 b1
(Total 1) Eirst Prev Next Last
Add User to List

Delete: To delete a user, check the box in the Delete column, and then click the
Delete button.
No notification will appear to confirm the deletion.

User Authentication>Guest User Configuration

Guest User Configuration

‘@Enable ODisable
Guest User List

Guest User SessionlLength |6~ Hours
Idle Timer : 600 Min(s) (1 - 1440)
Enable: Select Enable to activate the Guest Account feature for visitors.
Guest User Click to view the interactive screen (shown on the next page). Up
List: to 10 guest accounts can be defined.

Session Length: You have the option to limit the guest's session time from 1-12
hours. By default, there is no limit to a guest’s session.

Idle Timer: When enabled, on-line users who become inactive on the network
after a specified period of time will be logged out automatically.
The period can range from 1-1440 minutes. Ten minutes is the

default value.
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Using the Configuration Utility (continued)

User Authentication>Guest User List

. Guest User List .
Password: L Custuserls |

ftemn Username Password
Enter a password to
i 1 guest1
activate a guest 5 o
Ues
account. Up to ten g
guest accounts can be 3 guest3
defined. 4 questd
5 guests
6 guests
7 guest?
8 guests
9 guestd
10 guest10

User Authentication>Roaming Configuration

The system provides Airpath and Pronto Service for roaming. Set up the parameters
in this page to let the user of the Airpath and Pronto Service use the DSA-5100.
Click Apply.

Roaming Configuration

¥ Enable Airpath
Airpath Server Free Suring Area
Device name

|

Server IP |
Authentication Port | -

|

|

Airpath Accounting Port
Secret Key
Accounting Senvice Enahled
Authentication Method PAF
Default Group 1:Graup1
Upload Certificate

Fronto ™ Enable Pronto

RN | KN | K]

Caution: The login location is the same as the location of the account’s
origin. For example if the account was opened in Los Angeles, then the
login location is Los Angeles.
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1. Airpath:

User who registered Airpath Wireless's service can login local public network via
roaming in. Within system default login page, DSA-5100 provide roaming user with
a link redirected to Airpath's login page. Some free surfing website can also be spe-
cified in the Free Surfing Area. DSA5100's administrator should contact with your
Airpath’'s agent about the server's configuration before switched on the feature.[
To configure Airpath's, system also allow administrator upload customer preferred
private key and certification.

Roaming Configuration

¥ Enable Airpath
Airpath Server Free Surfing Area
Device name

|

Server IP [
Authentication Port | -

|

|

Airpath Accounting Port
Secret Key
Accounting Service Enabled
Authentication Method PAP
Default Group 1:Group1
Upload Certificate

KN K8 K]

Airpath Server: Users can access these websites prior to authentication. This
function is used for advertising or other purposes.

Device Name: FQDN (Fully-Qualified Domain Name). This is the domain name of
the DSA-5100 as seen on client machines connected on LAN ports. A user on client
machine can use this hame to access DSA-5100 instead of its IP address.[

Server IP: IP address of Airpath RADIUS server.[]

Authentication Port: Airpath RADIUS server authentication port.

Secret Key: Airpath RADIUS server secret key.[

Accounting Service: Enable or disable RADIUS accounting service.[J
Authentication Method: Select Challenge Handshake Authentication Protocol
(CHAP) or Plain Authentication Protocol (PAP).

Default Group: Set a group as the default group.O

Upload Certificate: The DSA-5100 allows the user to upload customer certification.
(The key must be in key format and the certificate must be in certificate format.)
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2. Pronto:

DSA-5100 can also be configured for Pronto Networks and accept roaming users
from Pronto Networks To facilitate DSA-5100 for Pronto registered users, admini-
strator simply enables Pronto Service and enters basic Pronto Network Server
information. DSA-5100 will automatically configure itself and register with Pronto
Networks using these information. DSA-5100 is fully operational with Pronto
Networks upon successful device registration and restart.

Roaming Configuration

¥ Enable Airpath
Airpath Server Eree Surfing Area
Device name

I

Server [P |
Authentication Port [ k&

I

I

Alirpath Accounting Port
Secret Key
Accounting Service Enabled
Authentication Method PAP
Default Group 1:Groupl
Upload Cerificate

[N | RN K

HNS Server: This is the fully specified URL to be used as the end-point for web
service communication.

NAT Server IP: IP address of Network Address Translation Server

NAT Server Port: Communication port of Network Address Translation Server
Heartbeat Interval: This is an integer value specifying the interval in seconds at which
the Agent process will send a Heartbeat message to HNS. This will also be the interval
at which HNS is polled for commands to be executed on the AP. Setting this value to 0
will stop Heartbeat. Setting this value > 0 will force the Heartbeat to occur once every
heartbeat interval seconds, overriding the default value and the recommended value
received from HNS.

Default Group: Set a group as the default group.

Pronto Server (Free Surfing Area): users can access these websites prior to authenti-
cation. This function is used for advertising or other purposes.

Login page URL: Pronto login page URL

Login fail page URL: Pronto login fail page URL

Login successful page URL: Pronto login successful page URL for feature release

O
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Using the Configuration Utility (continued)

Primary / Backup Server (setting from Pronto):

> Authentication Server IP: IP address of Pronto RADIUS server

> Authentication Port: Pronto RADIUS server authentication port

> Authentication Secret Key: Pronto RADIUS server authentication secret key

> Accounting Server IP: IP address of Pronto RADIUS accounting server

> Accounting Port: Pronto RADIUS server accounting port

> Accounting Secret Key: Pronto RADIUS server accounting secret key

> Accounting Service: Enable or disable RADIUS accounting service

> Authentication Method: Challenge Handshake Authentication Protocol
(CHAP) or Plain Authentication Protocol (PAP).O O

User Authentication>User Control

Logout Timer: If a user
is idle and has not used

the network for the M D MI{ITAEG)

. . Multiple Lagin " Enable & Disable
configured time, the T

system will automatically Friendly Lagin [Tz Hows 5]
IOg out the user. The Friendly Logout ¢ Enable @ Disable

logout time can be set
from 1-1440 minutes. The
default logout time is 10
minutes. POP2 Message Edit Mail Message

& Enable ¢ Disable
MAC Address Control MAC Address List

WAN Fail Testing URL | hitp:/f

WAN Fail @ Pass ¢ Block

Multiple Login:
After you have selected this function, the user with the same ID can logon from several
computers.

Friendly Login:

After you select this function, the logon page will automatically obtain the username
and password from the previous authentication logon. The user no longer needs to
click the button to login. If this option is not selected, the user has to click Login and
enter the username and password (which will be saved for 12 hours).
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Using the Configuration Utility (continued)

User Authentication>User Control (continued)

Friendly Logout:

When a user logs on, a small window will appear, showing the user information and
providing him or her with a button for logout. If this option is enabled, it will close the
window and logout the user. If you do not select this option, closing the window will not

log out the user. To logout, browse to https://1.1.1.1/logout.shtml

WAN Fail Testing URL:

When the WAN connection fails, the user login screen will be redirected to the
URL. The DSA-5100 can detect if the WAN connection fails by using an ICMP

echo mechanism to ping the default gateway and the DNS server periodically.
Pass: Allows free access without control.
Block: Displays the error message and blocks all access. (More secure.)

Edit Mail Message

POP3 Message:

Before a user logs on to the
system with the username and
password, the user may receive
a welcome e-mail. If you want to
set the content of the e-mail,
please fill in the text in the table
shown here.

MAC Address Control:

When MAC Address Control is
enabled, only 40 users can
connect to the Authentication Port
and login to the DSA-5100 if they
have previously registered their
MAC Address in MAC Address
Control. Please refer to the
configuration screen shown here.

Text

<|DOCTYPE HTML PUBLIC "-//W3C//DTD &
HTML 4.0 Transitional//EN">
<HTML><HEAD>

<META HTTP-EQUIV="Content-Type"
CONTENT="text/html; charset=us-
asciil">

</HEAD>

<BODY>

<DI1V>

<DIV>

<FONT face="Times New Roman"

size=6>

<STRONG>Welcome | </ STRONG:

</FONT>

</DIV>

<DIV>

<FONT s ize=4><STRONG></ STRONG>

</FONT>

</DIV>

<DIV> v

ltermn
1

© N 0w

13
15
17
18

MAC Address List

MAC Address Item

MAC Address

(Total: 40) FEirst Prev Next Last

JAN

The format of the MAC address can be
XXXXXX XX XX XX or XX-XX-XX-XX-XX-XX.
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Using the Configuration Utility (continued)

User Authentication>Upload File

Private Key/ :

o
ert ) File Name li Browse

The DSA-5100

allows the user to

upload certification. File Name Browse.. |

(The key must be in

key format and the Parent ﬂl Use Default Certificate ﬂl

certificate must be
in certificate format.)

File Name:

Enter the filename
of the logon Web
page or click
Browse to browse
for the file on your
local PC.

Upload Login Page
File Name

(Suhmjt” Use Default Page ]

Use default page:
Click to recover the factory default setting of the logon interface.

Submit:
Click to begin uploading the page.

Preview:
After the upload is completed, click Preview (at the bottom of the page) to preview the
user-defined logon interface.

HTML codes:
The user-defined login interface must include the following HTML code to provide a
channel for the user to key in the username and password:

<form action="userlogin.shtml” method="post” name="Enter">
<input type="text” name="myusername”>

<input type="password” name="mypassword”>

<input type="submit” name="submit” value="Enter">

<input type="reset” name="clear” value="Clear">

</form>
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Using the Configuration Utility (continued)

User Authentication>Upload Logout Page>HTML codes
Use the following HTML codes for the User Logout Interface:
<form action="userlogout.shtm|” method="post” hame="Enter">
<input type="text” name="myusername”>
<input type="password” nhame="mypassword”>
<input type="submit” name="submit” value="Logout”>
<input type="reset” name="clear” value="Clear">

</form>

Upload Error Page
To provide a custom
user login error page,
please specify the file
name to upload to the
DSA-5100. If you want
to get back to the Error
page, click Use Default
Page. If you want to
display the Login Error
Page, click Preview.

Upload Error Page

File Name [ Browse..

(Subuait | [ Use Default Poge |

Freview

Upload Login Successful Page

To provide a custom
user login succeed
page, please specify the
file name to upload to
the DSA-5100. If you
want to get back to the
Succeed page, click
Use Default Page. If you

Upload Login Successful Page

File Nane

([ Submt ] [ UseDerhPue ]

Preview

want to display the Login Succeed Page, click Preview.

Upload Logout Successful Page

To provide a custom
user Success page,
please specify the file
name to upload to the
DSA-5100. If you want
to get back to the default
user Success page,
click Use Default Page.

Upload Logout Successful Page

File Name | Browse.. ]

[Suhnit” Use Default Page ]

Freview

If you want to display the Logout Succeed Page, click Preview.
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Using the Configuration Utility (continued)

The DSA-5100 provides three kinds of Profile configurations, including Firewall Profile,
Specific Route Profile, and Login Schedule Profile.

Group Profile > Firewall Profile

Global is the default
setting. Use the
Global setting to
apply parameters to
all users. There are 5
individual profiles
available also.

Profile Name:
To give a name to
the Firewall Profile.

Filter Rule Item:
Click the number to
edit the filter rule.

Firewall Profile

Profile |D: | DefmltGlobal
Profile Name Slobal
Filter Rule ke MName  Active Action Source  Destination | Protocol | MAC
| Pass ANY ANY ALL
2 | Block ANY ANY ALL
3 .| Block ANY ANY ALL
4 0 Block ANY ANY ALL
-] | Block ANY ANY ALL
B O Block ANY ANY ALl
bd | Black ANY ANY ALL
g O Block ANY ANY ALL
g (] Block ANY ANY ALL
10 O Block ANY ANY ALL

The window below will appear.

Group Profile > Firewall Profile>Edit Filter Rule

Rule Name:
The name of the IP
filter rule.

Enable this Rule:
Check to enable this
rule.

Action:

Specifies the action
to be taken when
packets match the
rule.

Edit Filter Rule

Profile Mame: IP Filter 1

Rule lterm: 1

Rule Mame
Action : IE”UCK 'I

Source MAC Address: | [For Specific MAC Address Filter, ex:00:00.00:00:00:00)

™ Enable this Rule

Protocol [ALL =

Interface IP Subnet Mask Start Port End Port
Source  |ALL i | EEE] [255.255.255 285 (132) ~|| [
Destination| ALL Rl [255 255 285 255 132) ]| [

Pass: Packets matching the rule will be passed.
Block: Packets matching the rule will be dropped.

Protocol:

Provides three kinds of protocols: TCP, UDP, and ICMP. Select All to apply all three

protocols.
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Using the Configuration Utility (continued)

Group Profile > Firewall Profile>Edit Filter Rule (continued)

Source MAC:
MAC address of the Network component sending the request.

Source (Destination) Interface:
Source (Destination) Interface includes 4 interfaces: WAN1, WAN2, Public LAN, and
Private LAN. Select ALL to apply to all four interfaces.

Source (Destination) IP Address:
IP address of the Network component sending (receiving) the request.

Source (Destination) Subnet Mask:
Subnet Mask of the Network component sending (receiving) the request.

Source (Destination) Operator:
Provides the comparison rules: =(Equal), != (Not Equal), >(Larger Than), and <(Less
Than).

Source (Destination) Start Port:
Start Port of the Network component sending (receiving) the request.

Source (Destination) End Port:
End Port of the Network component sending (receiving) the request.
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Using the Configuration Utility (continued)

Group Profile > Specific Route Profiles

f you want netuorks to have

access to each other, you ol Glotl B8
. . Glokal
should add a specific route in ~ [""eMame =2 T -
the DSA-5100. ooy e AN Defaut
Itern IP Address Subnet Netmask IP Address
Profile Name: 1 [255.255.255.255 (532) O
.. . 2 355255255255 (30) ~|
Name the specific route profile. | -
3 [255.255.255.255 (92) ~ 0
i ) 4 255255255255 (32) v O
Destination IP Address: - ;Emwmﬁm = =
Specifies the target network or = 255.055.255.255 () | =
host IP 7 [255.255.255.255 (92) ~ O
S b t N t k a8 | 255.255.255.255 (32) ~ ]
ubne etmask: g | 255.255.255.255 (132) ~ O
Specifies the target subnet 10 (255225255255 (90) | O

mask.

Gateway IP Address:
Specifies the IP address of the next hop router.

Caution: To allow two machines to access data from each other,
& add a static route to the next connected router in order to send all

packets back to the DSA-5100.

After the static route is changed, it is necessary to restart the

DSA-5100 to enable the static route.
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Using the Configuration Utility (continued)
Group Profile > Login Schedule Profiles

The user's login schedule can be

set. After durations are defined, |5 eqep [15chenier <]

please click Apply to save the Profile Name |Schedule! @ Enable  Disable

SettlngS In the DSA_5100 HOUR SUN | MON | TUE | WED THU FRI SAT
Q ¥ ¥ ¥ =2 F = o2
l 4 4 V¥ F F F 2
2 4 2 =4 ~ = =2 [
3 ~ 2 2 2 =2 =2 ~
4 v I I 17 I I W
5 3 3 ¥ P P P 2
6 4 2 ¥ 2 |2 1= 2
7 =4 2 4 2 =2 =2 ~
8 ~ ~ 2 =2 =2 =2 =2

Network Configuration > Network Address Translate

DMZ

If you have several IP addreSSeS’ “

tem Internal IP Address External IP Address

you can assign them to the WAN A
port of the system. You can define
at most 40 Public IPs for the
corresponding combination at the
Ethernet end (Virtual IP Address)
and WAN end (Public IP Address).
The WAN port of the system will
automatically set the public address
defined here. These settings will be 10
effective immediately after you click (Total:40) First Prov Next Last
the Apply button.

@ @ N e e W N

Virtual Server

The function of this item permits you  jrem Sfema =enice Lol ®enerl® oo cenerpon Type  Enable
to define at most 40 virtual servers, 1 oTeP OuP| O
so that computers may access LAN 2 OTeP Ouoe| O
resources from the WAN interface. E OTce Oube O
The Virtual Server function also | Sreslr) B
. 5 QTep Quor| O
allows one to specify the type of . ——
traffic allowed, TCP, UDP or both. : P
These settings will be effective 5 o1eP OUP| O
immediately after you click Apply. o _ oTce Oue| O
10 OTcee Oupbr| O

(Total:40) First Prev Next Last

a7



Using the Configuration Utility (continued)

Network Configuration > Network Address Translate (continued)

Port and IP Redirect

When any user attempts
to connect to a
destination defined in
this interface, the
connection packet will
be converted to the
corresponding
destination. You can
define up to 40 groups
for redirection on this
interface. These settings
will be effective
immediately after you
click Apply.

Network Configuration > Privilege List

IP Pass Through Configuration

To permit a specific
device at the user end to
have network access
without going through
authentication, you only
need to key in the IP
address of the user on
this interface. This
system permits at most
100 IP addresses to
have network access
without going through
authentication. These
settings will be effective
immediately after you
click Apply.

Port and IP Redirect

Itermn.

Wi | N bW N =

-
o

Destination
IP Address

Port

Translated to Destination

IP Address

Type
Port i

OTCP OUDP
OTCP OUDP
OCTCP OUDP
OTCP OUDP
OTCP OUDP
CTCP OUDP
CTCP OUDP
OTCP OUDP
OTCP OUDP
OTCP OUDP

(Total:40) Eirst Prev Next Last

IP Pass Through Configuration

Privilege IP Address

ltem

Remark

(Total: 100} First Prev Next La:

problems.

Warning: Permitting specific IP addresses to have network access
& rights without going through authentication may cause security
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Using the Configuration Utility (continued)

Network Configuration > MAC Pass Through Configuration

You can also bypass MAC Pass Through Configuration

authentication based on ltem MAC Address Group Remark
the MAC address at the ; Gust |

user end. Please enter 5 et v

the MAC address of the ; —

user on this interface. . — v:

This system permits at

most 100 MAC ° =

addresses to have ° et S

network access rights 7 et _

without going through 8 Geest ol

authentication. The 9 Grest ¥

format of the MAC 10 Guest v |

address is (Total: 100} First Prev Mext Last

XXXXKXXKXXXX XX,
These settings will be effective immediately after you click Apply.

Warning: Permitting specific MAC addresses to have access rights
without going through authentication may cause security problems.

Network Configuration > Monitor IP List

The system will send out the packet regularly to monitor the connection
status of the IP addresses on the list. If the monitored IP address does
not respond, the system will

send an e-mail to the
administrator. After enter :’m' :
the related information AdminEmail  Interval [Thaw =]
and click Apply, these iﬂ;j;:j =
settings will be effective
immediately. You can ltern P Address ftem P Address
click Monitor to check - — : —
the current status of all 5 R 5
the monitored IP. The i =
system provides 40 IP 191 — E
addresses a most on the 13 [ i -
"Monitor IP List" to set. - — = ro-

19 1 2 ]




Using the Configuration Utility (continued)

Network Configuration > Monitor IP List (continued)

Notify Configuration

From: The e-mail address of the administrator server in charge of the monitoring.

To: The e-mail address of the user of the IP address under the monitoring.

Interval: The time interval to send the e-mail report.

SMTP Server: The IP address of the SMTP server.

Auth Method: Providing 5 authentication methods: None, PLAIN, LOGIN,

CRAM-MD5, and NTLMv1.

> NTLMv1 is not currently available for general use.

> PLAIN and CRAM-MD?5 are standardized authentication mechanisms, while Login
and NTLM are Microsoft proprietary mechanisms. Only PLAIN and LOGIN can use
the UNIX login password. Netscape uses PLAIN. Outlook and Outlook express
default to using LOGIN, although they can be set to use NTLMv1.

> Pegasus uses CRAM-MD5 or LOGIN but you are not able to configure which to
use.

> Eudora possibly uses NTLMv1, perhaps LOGIN that have not been verified.

Network Configuration > Free Surfing Area

The Free Surfing Area permits users to logon to certain websites or Domains before
passing through authentication. You can enter up to 20 IP addresses (or Domain
Names) into the Free Surfing Area. This function allows you to provide potential users
a free network experience, while introducing them to your site. All unauthenticated
requests to servers not on the list will be dropped.

Free Surfing Area

Iterm Address Itern Address
1 2
3 4
5 6
7 8
9 10

11 12
13 14
15 16
17 18
19 20
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Using the Configuration Utility (continued)

Network Configuration > Proxy Server Properties

Internal Proxy Server:
Enable this function to configure the DSA-5100 as a proxy server.

External Proxy Server:

By default, only port 80 is allowed. It will appear on the login Web page. If you have
built a Proxy Server in your network environment, and the user’s browser is set to
Proxy, you must set your External Proxy Server IP address and Proxy Port in this
section fo the configuration in order to operate in the Proxy network environment.

Internal Proxy Server

Built-in Proxy Senver i1sable

External Proxy Server

lterm Server IP Port

Y

O | ~N|o ;W N

-
o
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Using the Configuration Utility (continued)

Utilities > Change Password
DSA-5100 provides 2 built-in user accounts: admin and manager.
admin: This user is the administrator in the DSA-5100.

manager: This user has the right to manage a user account, the admin functions are
denied.

The admin and manager can change their passwords; specify the current password
first. The new password must be entered twice.

Change Admin Password

Old Password |
Mew Password |

Yerify Password |

Change Manager Password

Old Password |

New Password |

Yerify Password |

reset it through the text mode management interface of the serial

e Note: If you lost or forgot the Administrator’'s Password, you can
port.
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Using the Configuration Utility (continued)

Utilities > Backup/Restore Strategy

This utility provides the backup function, and the ability to restore backup settings.
This function can also restore the factory default settings to the system.

Backup I Restore Strategy

Create Backup Image

Create |

Restore System Settings From File

I Browse. . |

Reset to the Factory-Default Settings

Reset |

Create Backup Image: Create: Generate the backup (image) file.

Restore Settings From File:  Browse: Browse for the backup file.
Restore: Click to load the selected backup file
for the setup status.

(Caution: The image file must be generated by the
the system).

Reset to the Factory-Default Restore to the factory default setting of the system.
Setting:
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Using the Configuration Utility (continued)

Utilities > Firmware Upgrade

You may obtain firmware upgrades from D-Link’s support website:
http://support.dlink.com

Firmware Upgrade

Current Wersion 1.00

File MName [ Browse... |

refer to the version description to see if there is any limitation before

2 Warning: A Firmware upgrade may cause data loss on setup. Please
upgrading your firmware.

Click Browse to browse the files. After you have found the firmware, click Submit and
the browser will upload the file to the system. The system will start upgrading the
firmware.

You must restart the system before the firmware upgrade is effective. If you have
modified any setting, remember to save the setting before restarting the system.

interface. Do not turn off the system directly and then turn on the

Q Warning: Please restart the system through the management
power again. (Doing so may damage the unit.)

Utilities > Restart
This function allows you to safely restart the system. It takes about one minute.

OFF: If you need to turn OFF the power, we recommend that you first RESTART
the system, and then turn OFF the power, AFTER you hear a beep.

Do you want to restart DSA-51007?

Warning: All online users connected to the system will be
disconnected when the system is restarted.

54



Using the Configuration Utility (continued)

Status> System Status

You can use this function to get the overview of the system status. Please refer to the
following example.

System Status

current Firmware Version | 11045
System Mame | DSA-5100
Admininfo | MNA
Succeed Page | hitpe ey dlink com
External Syslog Server | MNAANA
Proxy Server | Disabled
WAN Fail | Block
Femote ManagementIP | 0000/0000

Manage
SHMP | Disabled
_ Retained Days | 3 Days
History
Email To | MNA
s External Time Server | tock Usno nawy.mil
ime
Date Time(GMT+0:00) | Fri, 12 Jan 2006 16:59.42 +0800
Idle Timer | 10 Min(s)
Lser Multiple Login | Disabled
Guest Account | Disabled
Frimary DMNS Server | 1639511
DS
Secondary DMNS Server | MIA
. Login | Disabled
Friendly

Logout | Disabled
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Using the Configuration Utility (continued)

Status> System Status (continued)

Item Description

Current Firmware Version The firmware version currently used by the DSA-5100.
System Name System name - the default is DSA-5100.

Admin Info Administrator’s information will be shown on the

logon screen when a user has a connection problem.

Succeed Page The starting URL after a user logs on successfully.

Syslog to The IP address and port number of the external Syslog server.
Proxy Server Proxy Server is not set.

WAN Fail When the connection at WAN is abnormal (WAN Fail), all

online users can log on to the network.

Manage| Remote Management | It permits a specific IP address to set up the DSA-5100

P from the WANL port.
SNMP Do not enable SNMP management function.
Retained Days The system will retain the user information up to a maxi mum
of 3 days.
History
E-mail To Send the history to this email address.
Time Time Server Name The DSA-5100 uses an external Time Server to check
time.

Date Time(GMT+0:00)| The system time is Greenwich time.

User Idle Timer It is the logout time for idling. The online user will be
forced to logout after being idled for 10 minutes.
Multiple Login It does not allow multiple logins for a user.
Guest Account Enable the Guest Account.

DNS Primary DNS server Primary DNS Server IP Address.

Secondary DNS server| Secondary DNS Server IP Address.

Friendly | Login User must click “Login” to execute the login procedure. The
system will not automatically get the username and password
from the previous login for the direct authentication login.

If a user logs in, a small window will show the user’s
informationand provide a logout button for the logout.
Selecting Disable ensures that closing the small window
will not cause a logout to the user.

Logout
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Using the Configuration Utility (continued)

Status> Interface Status

Interface Status

MAC Address | 00:90.0B:02:43.45
WYAN IP Address | 1023233
Subnet bask | 2552552550
Mode | MNAT
MAC Address | D0:90.0B:02:43.47
&5 i IP Address | 192.188.1.40
Subnet bask | 2552552550
IP_PMP | Disabled
Mobile IP | Disabled
Status | Enabled
WIS Server | MNIA
SRl StartIP Address | 192.168.1.100
End IP Address | 192.168.1.200
Lease Time | 60 Min(s)
Mode | MNAT
LA MAC Address | 00:90.0B:02:43.46
IP Address | 192.168.0 40
Subnet Mask | 2552552550
Status | Enabled
WIS Servar | MIA
Sl i StartIP Address | 192.168.0.1
End IP Address | 192.168.0.100
Lease Time = 1440 Min{s)
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Using the Configuration Utility (continued)

Status> Interface Status (continued)

Iterm Description
MAC Address The MAC address of the Wiak1 port
WA P Address The IF address of the WAMNT port
Subnet Mask The Subnet Mask of the WYWAN1 port
Mode Puhblic LAN port mode: MAT mode
MAC Address The MAC address of the Public LAMN port
IP Address The IP address ofthe Public LARN port
FPublic LAM
Subnet Mask The Subnet Mask ofthe Public LAN port
IP PMP Enable [P PMP on the Public LAMN port
mohile IF Enahle Mohbile IP on the Public LAM port
Status Enahle the DHCF server on the Public LAMN port
WikS IP Address [Setthe WINS semer IP on the DHCP server
Puhblic LAMN Start IP Address | The starting IP Address of the DHCF pool
DHCP Server
End IP address The ending IP Address of the DHCP pool
Lease Time The lease time of the IP Address
Mode Frivate LAM port mode: MAT mode
MAC Address The MAC address af the Private LAN part
Private LARM
IP Address The IP address ofthe Private LAMN port
Subnet Mask The Subnet Mask of the Private LAMN part
Status Enahle the DHCF function on the Private LAN port
WiIMS IP Address [Setthe WINS server IP address on the DHCP server
Private LARN
Start IP Address  |The DHCP pool stading IP address
DHCP Server
End IP address The DHCP pool ending IP address
Lease Time The lease time of the IP address
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Using the Configuration Utility (continued)

Status > Current Users

With this feature, you can obtain the information of each online user including
Username, IP, MAC, Packets In, Bytes In, Packets Out, Bytes Out, and Idle Time. The
administrator can use this function to force a specific online user to logout. If you want
to force a user to logout, you only need to click the hyperlink Logout next to the online

user’s name.
Current Users List
tem Usemame |P Address MAC Address PhktsIn Bytes In Pkits Out Bytes Out Idle Logout|

Refresh

Status > Traffic History

Notify Configuration:

History Email: The DSA-5100 will save the history into the internal DRAM. If
you want to automatically send the history to your E-mail address,
please enter your E-mail address in the History E-mail column.

Interval: The Interval column shows the interval for sending the history
E-mail. If you choose one day, then the history mail will be sent
to you once a day.

Syslog To: Specify the IP and Port of the Syslog server.

From 1
To!

History E-rmail Interval 1Hour =
SMTP Server: [ |

Auth Method: | NONE -

Syslog To P Port

Traffic Histroy: Check thg history of the sys.tem. The hi_story of each_ day Wi||
be saved independently. This system will save the history in

the DRAM for more than 3 days.

Date Size (Byte)
2006-01-10 130
2006-01-11 65
2006-01-12 65

API History

Date Size (Byte)
2006-01-10 23
2006-01-11 23
2006-01-12 23

the system and want to keep the history, please manually duplicate

Caution: Since the history is saved in DRAM, if you need to restart
& the history.
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Using the Configuration Utility (continued)

Status > Traffic History (continued)

If you have entered the Administrator's E-mail address in the system configuration
interface, then the system will automatically send out the history of the previous day to
that E-mail address.

The first line of the history is the title, and the actual history starts from the second line.
Each line includes a record, and each record consists of 9 fields Date, Type, Name,
IP, MAC, Packets In, Bytes In, Packets Out, and Bytes Out to show the history of each
user.

Traffic History (20040315

Date Type Name P MAC Pktsn Bytes In Pkts Out Bytes Out

Console Interface

The DSA-5100 provides a serial interface for the manager to handle different problems
and situations for the operation. To link to the Console interface of the DSA-5100, you
need a null modem cable (provided). The terminal simulation program that you use,
such as the Hyperterminal, should be set to the parameter value of 115200,8,n,1.

The main console is a basic interface using interactive dialog boxes. Please use the
arrow keys on the keyboard to browse the menu and press the Enter key to select
specific menus and confirm entered data.

Console Interface > Main Menu

Once you properly connect to the serial port of the DSA-5100, the console welcome
screen will appear automatically. If the welcome screen does not appear in the terminal
simulation program automatically, please press the Down arrow key, so that the terminal
simulation program will send some commands to the serial port of the DSA-5100, and
the welcome screen or the main menu will appear again. If you are still unable to see
the welcome screen or the main menu of the console, please check if the connection
of your cables and the setup of the terminal simulation program are correct.

D-Link DSA - 5100 Basic Configuration
Please select functions:

Wtility Utilitiez for network debugging
Bassword Change admin password

Beset RBeload factory default

Bestart Restart D-Link DSL - 5100
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Using the Configuration Utility (continued)

Console Interface > Utilities for Network debugging

The DSA-5100 — hLink DSA - 5100 Configuration Urility
ConSO|e interface Pleasze select utility:
provides several Pl i1 host (TP

race Trace routing path

howIF Display interface settings
hawRT Display routing table

WhowiRF Display ARF table

WpTime Display system up Cime

Btatus Check service status

. Eafe et device into 'safe mode'
P|ng hOSt (lP) TP Synchronize clock with NTP serwver

By Sending an ICMP Bizin Main mernu
echo request, a
specific target can be

tested. - Bk ]

Trace routing path
Trace the routing path to a specific target.

utilities to assist the
Administrator. The
utilities provided are
described as follows:

Display interface settings
Displays each network interface setting including the MAC address, IP address, and
netmask.

Display the routing table
The internal routing table of the DSA-5100 is displayed to assist the confirmation of
the successful setup of another static route on the DSA-5100.

Display ARP table

The internal ARP table of the DSA-5100 is displayed.
Display system up time

The system up time of the DSA-5100 is displayed.

Check service status
The current status of each service on the DSA-5100.

Set device into ‘safe mode’

If the administrator is unable to use the Web Management Interface, through a Web
browser, then he/she can choose this utility and set the DSA-5100 into safe mode.
The administrator can then manage this device with a Web browser again.

Synchronize clock with NTP server

Specify and immediately check and correct the clock through the NTP protocol and
network time server. Since the DSA-5100 does not support manual setup for its internal
clock, you need to configure the internal clock through NTP.
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Using the Configuration Utility (continued)

Console Interface > Change Admin password

Besides supporting the use of a console management interface through the connection
of the null modem, the DSA-5100 also supports the SSH online connection for the
DSA-5100'’s setup. When using a null modem to connect to the DSA-5100 console,
you do not need to enter the administrator’s password.

When SSH is used to connect the DSA-5100, the username is admin and the default
password is also admin. The set values are the same as those for the Web
management interface. You can use this option to change the DSA-5100 administrator’s
password. If you forget the password and are unable to login to the console
management interface of the DSA-5100, you can still use the null modem cable to
connect directly to the console management interface of the DSA-5100. You will need
to set the administrator’s password again.

change the DSA-5100 Admin username and password after you logon to the

Caution: When using SSH for connection, we recommend that you immediately
& system for the first time, for security purposes.

Console Interface > Reload Factory Default

Resets the system to factory default settings.

Console Interface > Restart the DSA-5100
Restarts the DSA-5100.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98SE.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up thiz computer o run on pour
nebwork,. Witk a network, pou carn;

Share an Intermet connechion

Set up Internet Connection Firewall
Share files and folders

Share a printer

LI I I

To continue, chok Mest.

l' et [ Cancel

When this screen appears, click Next.
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Networking Basics (continued)

Please follow all the instructions in this window:

Network Setup Wizard

Before you continue. . i

e

Before you continue, review the checklist for creating 2 network,
Then, complete the following steps:

= Install the netwark. cards, modems, and cables.

+ Tumn on all computers, printers, and extemal modems,

+ Connect b the Internet,

“When you click Mest, the wizard will zearch far a shared Intemet connection an wour network.

[ < Back 'i Mest = l’ Cancel ]

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the second
option as shown.

Metwork Setup Wizard

Select a connection method. P

Select the statement that best describes thiz computer:

() Thiz gomputer cannects dirsctly to the Intemet. The other computers an my netwark connect
to the Intermet thraugh this computer.

WView an example.

(®) Thiz computer cannects ta the Internet through another computer on my network. or through
a rezidential gateway.

e iSO CEERE
(@]

Learn more about home or small office network, configurations.

£

< Back I Mext > | Cancel

Click Next.
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Networking Basics (continued)

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard

Give this computer a description and name.

[Qomputer description: | Mary's Computer | ]

Examples; Family Foom Computer or Monica's Computer

[Egmputer name: | Office | ]
Examples: FARMILY or MOMICA

The current computer hame is Office

Leamn more about computer names and descriptions.

< Back l Mext » I' Cancel

Click Next.

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Network Setup Wizard

Mame your network. .%

Mame your netwark by specifying a workgroup name below. All computers on pour netwark,
should have the same workagroup name.

workgroup narme; Accounting

Examples: HOME or DFFICE

—
[ < Back Hext » i'[ Cancel ]

Click Next.
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Networking Basics (continued)

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings._.

The wizard will apply the following settings. This process may take a few minutes to complete
and cannat be interupted.

Settings:
Metwork. settings: A
Computer description: Mary's Computer
Computer name: Cffice
Workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer have been |
shared.
1
|

To apply these zettings, click Mext.

[ < Back l Mest » I[ Cancel ]

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait._.

Fleaze wait while the wizard configures thiz computer for home or small office netwarking. This
process may take a few minutes,

: £
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Networking Basics (continued)

In the window below, select the option that fits your needs. In this example, Create
a Network Setup Disk has been selected. You will run this disk on each of the
computers on your network. Click Next.

Metwork Setup Wizard
You're almost done.__. .%

= Vou need to run the Network Setup Wizard once on each of the computers on your
‘!’) network. Ta run the wizard on computers that are naot running ‘wWindows =P, vou can uze
the Windows »P CD or a Metwark Setup Disk,

“what do you want to do?

(#)Lreate a Netwaork Setup Diskl

() Use the Netwark Setup Disk | alieady have
() Usge my Windows XF CD

(2 Just firizh the wizard; | don't need to run the wizard on ather computers

[_tes> |

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Ingert the disk you want to uge. .

Inzert a disk the into the following dizk drive, and then click Mest.

3% Floppy [4:)

It you want ta format the disk, click Format Disk.

< Back [i Mext = QI

Click Next.
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Networking Basics (continued)

Copying...

‘;Jvuﬁ

Please wait while the wizard copies files, .,

-~

£

]l Zancel |

Please read the information under Here’s how in the screen below. After you com-
plete the Network Setup Wizard you will use the Network Setup Disk to run the
Network Setup Wizard once on each of the computers on your network. Click Next.

Network Setup Wizard

To run the wizard with the Network Setup Disk...

Here's how:

3. Double-click "netsetup.”

= . Complete the wizard and restart this computer. Then, use the Network Setup Disk to run
1 the Metwark, Setup Wizard once on each of the other computers on pour network.

1. Inzert the Metwork Setup Disk into the nest computer pou want to network,
2. Open My Computer and then open the Mebwork Setup Disk,

< Back ]

Mewt »

]
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Networking Basics (continued)

Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizand

Completing the Network Setup
Wizard

You have successfully set up thiz computer for home or small
office networking.

For help with home or emall office networking, zee the
following topicz in Help and Support Center:

= Uszing the Shared Documents folder
+ Shanng hlez and folders

To gee other computers on your network, click Start, and then
click My Metwork Places.

To cloze thiz wizard, click Finish.

| <Back [l Fiish |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

System Settings Change

9P You must restart your computer before the new settings will take effect,

.

Do wou want bo restart your computer now?

E es J [ o]

You have completed configuring this computer. Next, you will need to run the Net-
work Setup Disk on all the other computers on your network. After running the Net-
work Setup Disk on all your computers, your new Windows network will be ready to
use.

69



Networking Basics (continued)

Naming your Computer

To name your computer In Windows XP, please follow these directions:

B Click Start (in the lower left corner of the screen).

Right-click on My Computer.

B  Select Properties.

Internet
Internet Explorer
"

E-mail
Outlook Express

n Command Prompk
\! M5M Explorer
@ Windows Media Player

@ Windows Mowie Maker
@ Tour Windows P

Files and Settings Transfer
‘Wizard

JH}‘M!
L,.bﬂrﬂl!ctntnocl.mti ¥
) My Pictures
R

-
“I “y Computer o

qmmm

G’ Control Pane|
Q Canneckt Ta
=

'\ﬂ? Printers and F

pen
Explore
Search..,
Manage

Map Metwork Drive, .
Disconnect Metwark Drive..,

Showe on Deskkop
Rename

B Select the Computer
Name Tab in the System
Properties window.

M You may enter a Computer
Description if you wish;
this field is optional.

B To rename the computer
and join a domain, click

Change.

0 e s —

System Properties

ti"c Upciates .Hémote

Haidware | Advanced

“Windows uses the following information to identify your computer
o the netwark.

Conmputer description:

Far exarnple: "Kitchen Computer” or "Man's

Computer”.
Full computer name:  Office
Wwiorkgroup: Accounting

To uze the Metwork, [dentification \Wizard to join a
domain and create a local user account, click Netwark

Mebwork |D
I0.
Ta rename thiz computer of join a domain, click Change, |
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Networking Basics (continued)

Naming your Computer (continued)

B In this window, enter the Computer Name Changes
Computer name.

p You can change the name and the membership of this
computer. Changes may affect access to network resources.

B Select Workgroup and enter
the name of the Workgroup. Do towns

| Office |

B All computers on your network
Full computer name:;
must have the same Office
Workgroup name.

Mare..

B Click OK. Member of
() Domair:

() Workgroup:
| Accounting |

l oK ' Catcel

Checking the IP Address in Windows XP

The adapter-equipped computers in your network must be in the same IP Address
range (see Getting Started in this manual for a definition of IP Address Range.) To
check on the IP Address of the adapter, please do the following:

B Right-click on the Disable

Connection icon Repair
in the task bar.

View Available Wireless MNebwiarks

) Cpen Mebwark Conneckions
B Click on Status.
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Networking Basics (continued)
Checking the IP Address in Windows XP (continued)

This window will appear. Wireless Network Connection 7 Status |E|E|
- Click the | General |‘ Support '
Su pport tab. Internet Protocol [TCRAR)
Address Type: Azzigned by DHCP
[ IF Address: 192.168.0.114 ]
Subret Mazk: 2585.265.255.0
Default Gateway: 192.168.0.1

B  Click Close.

Cloze |

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IP Addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Protocol)
technology. If you are using a DHCP-capable Gateway/Router you will not need to
assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

. o
u Go to Start. @ Tour Windows XP ' Ry
. Prinkers and Faxes
4} Files and Settings Transfer =
Wizard
t_‘) Help and Support

[ Double-click on w Pairit
Control Panel.

).) Search

all Programs D Enun...
.‘ Log OFF rﬁ: Turn OFF Computer




Networking Basics (continued)
Assigning a Static IP Address in Windows XP/2000 (continued)

B Control Panel

File Edit View Favorites Tools  Help
O Back \) {; ;) Search [{" Folders v
Address B' Conkrol Panel
H e 5. Accessibility Options
. DOUb|e-C|ICk on ‘~ 2 Add Hardware
ontrol Panel i
NetWO r k L) Add or Remove Programs
. G- Switch ta Categary View 4 Adriinistrative Toals
Connections.
See Also
i R = Game: Controllers
@) Help and Support B nternst Options
“gaPrinters and Faxes
Regional and Language Options
Scanners and Cameras
Scheduled Tasks
Sounds and Audio Devices
Taskhar and Start Menu
£ User Accounts
File Edt Wiew Favorites Tools Advanced Help
Qe - () T Dsewcn | Fodes | [T
Address EQ Mebwork Connections
& Name
Network Tasks = ~_LAN or High-Speed Internet
1 1 [&] creat
B Right-click on Local Area B e oo (V) g
H % Set up a home or small Status
Connections. s -
& Disable this network.
device Bridge Connections
&, Repair this connection
Create Sharteut
- o s e— W
) View status of this i
. connection
m Double-click on B Change settings ofthis
. connectian
Properties.
~ &
' View or change settings for this connection, such as adapter, protocel, or modem configur




Networking Basics (continued)
Assigning a Static IP Address in Windows XP/2000

B Click on Internet Protocol
(TCP/IP).

Click Properties.

Input your IP Address and
subnet mask. (The IP
Addresses on your network
must be within the same
range. For example, if one
computer has an IP Address
of 192.168.0.2, the other
computers should have IP
Addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The

subnet mask must be the

-+ Local Area Connection 7 Properties

General | advanced

Connect uzing:
| B9 D-Link DWL-AB5D

Thiz connection uzes the following items:

| Wl g[ﬁlient for Microsaft Netwarks
& S File and Printer Sharing for Microzoft Networks

Transmizsion Control Protocol/lnternet Pratocal, The default
wide area network protocal that provides comrunication
acioss diverse interconnected networks.

Imztall...

Description

[ Show ican in nhotification area when connected

oK ] [ Cancel

same for all the computers
on the network).

Input your DNS server
addresses.

Note: If you are entering
a DNS server, you must
enter the IP address of
the Default Gateway (the
IP address of the firewall).

The DNS server information will be supplied
by your ISP (Internet Service Provider.)

B Click OK.

Internet Protocol (TCP/IP) Properties

General

*Y'ou can get IP settings assigned automatically if pour network supparts
thiz capability. Othenvize, you need to ask your netwark, administrator for
the appropriate [P settings.

(73 Obtain an P address automatically

(é) Uze the fallowing E’ address:)
IP address:

1692768, 0 . H2

Subret mask: 200 200 - 205 B

Default gateway: 192:7168.: 0 : 1

(G} Uze the following DNS server addresses:)
Prefered DNS server: ide . ke, 6 1

Alternate DNS server:

l[ Cancel ]

oK
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Networking Basics (continued)
Assigning a Static IP Address with Macintosh OSX

B Go to the Apple Menu and se-

lect System Preferences.

B Click on Network.

B Select Built-in Ethernet in the
Show pull-down menu.

B Select Manually in the
Configure  pull-down
menu.

B Inputthe Static IP Address,
the Subnet Mask and the
Router IP Address in the
appropriate fields.

B Click Apply Now.

System Preferences [=)

w@ =A@

I Displays Sound Network Startup Disk

¢ = ¢ m 8 A&

Colorsync  Displays  Energy Saver

Internet & Network

2 G @& § 3 2L
Classlc— Dae&Time Sofware ——Spesch— SurupDisk—Users
o
ee Network o

“« =A@ 32

- "
Show Al Displays Seund Network Startup Disk

£

Location:  Automatic

Show:  Built-in Ethernet

— - = - =
xies
E MHCP Router \

Configure  Using DHCP

Using BootP
Servers (Optional)

IP Address:
IProvided by DHCP Server)

Subnet Mask: 255.255.255.0

Search Domains Qptianal)

Router: 192.168.0.1

DHCP Client 1D
iDptianall
Example: apple.com, earthiink.net
Ethernet Address

@ Cliek the lock 10 prevent further changes.

‘880 Network =

W =A@

showAll : Displays Sound Network Startup Disk

Locatien: | Automatic 5.

Show: | Built-in Ethernet i)

fFEPriP| pppot | AppleTalk | Proxies
Configure: | Manually )

Domain Name Servers (Optional)

IP Address: 192.168.0.50

Subnet Mask: ' 255.255.255.0

Search Domains (Optianal)

Router: 110.10.10.100

Example: apple.com, earthlink.net
Ethernet Address: 00:09:93:75:de:5a

" Apply Now )

@ Click the lock to prevent further changes.
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Networking Basics (continued)
Selecting a Dynamic IP Address with Macintosh OSX

80C — System Preferences [=)
s Ba0 8
B Go to the Apple Menu and select v

Deskiop

System Preferences. =

= v m 9 4

Colorsync  Displays  Energy Saver  Keyboard Mouse Soun

B Click on Network. |menf=(&Ne[wmk

System
' H @ § 8 &
Classic  Date&Time Softw ST
Upci
‘88cC Netwark a’

A . ia] i
B Select Built-in Ethernet inthe  saw o &d @ngk
Show pull-down menu. Location: (ATl B

(Shnw Built-in Ethernet_ =)

- S —
| Manualy  deidii |

1 o ponHCEROe
@IS ~ Using DHCP | )

B Select Using DHCP in the Uela DHCP
Configure pull-down menu. - pmm e Servers Opsms)

IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.0.1 e8ren Domising——(Opional.

DHCP Client ID:
(Optionaly

Example: apple.com, earthlink.net
Ethernet Address:

@ Click the lock to prevent further changes. Apply Now

eo Network a’
« =A@ 3

[ | CI|Ck Apply NOW Show All  Displays Sound Netwark Startup Disk

Location: =~ Automatic E

Show: | Built-in Ethernet =

PPPoE | AppleTalk | Proxies

Configure: | Using DHCP ka)

Domain Name Servers (Optional)

B The IP Address, Subnet
mask, and the Router’s IP
Address will appear in a few Brsa

(Provided by DHCP Serven),

seconds. Subnet Mask: 255.255.255.0

Router: 192,168.0.1

Search Domains (Opuianal)

DHCP Client ID:
(Optignal)

Example: apple.com, earthlink.net
Ethernet Address: 00:06:96:79:de:5a

@ Click the lock to prevent further changes. £ Apply Now
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Networking Basics (continued)
Checking the Wireless Connection by Pinging in Windows XP/2000

Note: The following illustrations are examples only. The IP Address that you are
pinging may be different from those in the following examples.

B GotoStart > Run > B Lo e

type cmd. Awindow [P N S e I ]
. . {C» Copyright 1985-2881 Microsoft Corp.
similar to this one

. F:“Documents and Settings“lab3>ping 192.168_A.58
will appear. Type

Pinging 192.168_8.58 with 32 bhytes of data:

plng Reply from 192.168.8.58: bytes=32 time<{ims TTL=64

Reply from 5 & B- l:l t 2 time<{ims ITL=h4
XXX'XXX'XXX'XXX’ Reply from a: 2 time<ims ITL=64
Whel’e XXX |S the IP Reply from 192 168 B £a: hytes—32 time<{ims TTL=64

Ping statisti for 192.168.8.58:
Address Of the b Packet 5 :;l = 4, Received = }i Lost =dﬂ {Bx loss).

H pproximate round trip times in milli-seconds:

ereless ROUter or Hinimum = @msz, Haximum = @ms. Average = Ams

Access PO'nt A F:“\Documents and Settings:labh3>_
good wireless
connection will show
four replies from the
Wireless Router or
Acess Point, as
shown.

Checking the Wireless Connection by Pinging in Windows Me/
98SE

B Goto Start > Run
> type command. o Lilele) B 513 Al
A window similar to '
this will appear.
Type ping
XXX XXX XXX XXX : :
where xxx is the IP o o e
Address of the
Wireless Router or
Access Point. A
good wireless
connection will
show four replies
from the wireless
router or access
point, as shown.
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Technical Specifications

Functions Provided

4 10/100Mbps Fast Ethernet ports for dual WAN connection, trusted LAN connection
and untrusted LAN connection

Manages up to 250 user accounts via the internal user account database

ID/Password based authentication and authorization- Can be combined with MAC
Address locking to provide stricter access control

POP3, RADIUS and LDAP external authentication mechanism support - Only one
of these can be selected at a time

On-line status monitoring and history traffic data review

SSL protected access to the administration interface and user authentication inter-
face

Customizable user login, logout web interface

Customizable target URL for users who successfullly get authorization
Built-in DHCP server

High-speed policy routing engine

Customizable peremptory traffic redirection NTP client

Local network port for connecting a trusted network

Permits access to WAN and LAN from local network without authentication

Permits connection to wired Ethernet while connecting the wireless network
to this Ethernet port
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Technical Specifications (continued)

Device Ports

WANZ1 port: 10/100Mbps Fast Ethernet
WANZ2 port: 10/100Mbps Fast Ethernet

Private LAN port: 10/100Mbps Fast Ethernet connects to workstations & servers
that do not need authentication

Public LAN port: 10/100Mbps Fast Ethernet connects to workstations & devices
that need authentication

Console port: RS-232 (default set to 115200, n, 8, 1, no flow control)

Power Supply
PC Power Cord

Power Input
110 VAC

Operating Temperature
0° -50°C

Storage Temperature
-25° -55°C

EMI Certification

FCC Class A
CE Class A
VCCI Class A
C-Tick

Safety

UL

CSA
TUVIGS
T-Mark
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our
web site, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
Twenty four hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday through Friday 7:30am to 12:00am EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca
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D-Link
Limited Warranty (USA only)

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

. D-Link or its authorized reseller or distributor and
. Products purchased and delivered within the fifty states of the United States, the District of Columbia,
U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will
be free from material defects in workmanship and materials from the date of original retail purchase of the
product, for the period set forth below applicable to the product type (“Warranty Period”), except as otherwise
stated herein.

1-Year Limited Warranty for the Product(s) is defined as follows:

. Hardware (excluding power supplies and fans) One (1) Year
. Power Supplies and Fans One (1) Year
. Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at
no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be new
or have an identical make, model or part. D-Link may in its sole discretion replace the defective Hardware
(or any part thereof) with any reconditioned product that D-Link reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement
Hardware will be warranted for the remainder of the original Warranty Period from the date of original retail
purchase. If a material defect is incapable of correction, or if D-Link determines in its sole discretion that
itis not practical to repair or replace the defective Hardware, the price paid by the original purchaser for the
defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware
(or part thereof) that is replaced by D-Link, or for which the purchase price is refunded, shall become the
property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in the
applicable documentation, from the date of original retail purchase of the Software for a period of ninety
(90) days (“Warranty Period”), provided that the Software is properly installed on approved hardware and
operated as contemplated in its documentation. D-Link further warrants that, during the Warranty Period,
the magnetic media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole
obligation shall be to replace the non-conforming Software (or defective media) with software that
substantially conforms to D-Link’s functional specifications for the Software or to refund at D-Link’s sole
discretion. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to
the original licensee, and is subject to the terms and conditions of the license granted by D-Link for the
Software. Software will be warranted for the remainder of the original Warranty Period from the date or
original retail purchase. If a material non-conformance is incapable of correction, or if D-Link determines
in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by the
original licensee for the non-conforming Software will be refunded by D-Link; provided that the non-
conforming Software (and all copies thereof) is first returned to D-Link. The license granted respecting any
Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of
D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or
the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case, the
product is being sold “As-Is” without any warranty whatsoever including, without limitation, the Limited
Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its

return policy. In case the return policy period has expired and the product is within warranty, the customer
shall submit a claim to D-Link as outlined below:
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. The customer must submit with the product as part of the claim a written description of the
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same.

. The original product owner must obtain a Return Material Authorization (“RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of the product
(such as a copy of the dated purchase invoice for the product) before the warranty service is provided.

. After an RMA number is issued, the defective product must be packaged securely in the original
or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA
number must be prominently marked on the outside of the package. Do not include any manuals or
accessories in the shipping package. D-Link will only replace the defective portion of the Product and
will not ship back any accessories.

. The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD") is allowed. Products sent COD will either be rejected by D-Link or become the property of D-
Link. Products shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595
Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible for any packages that
are lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via
UPS Ground or any common carrier selected by D-Link, with shipping charges prepaid. Expedited
shipping is available if shipping charges are prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link's
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance; Damage
that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any
hardware, software, firmware or other products or services provided by anyone other than D-Link; Products
that have been purchased from inventory clearance or liquidation sales or other sales in which D-Link, the
sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product. Repair by
anyone other than D-Link or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS" WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN
ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY
SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED
WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT
NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK
STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR
COMPUTER PROGRAMS TO WHICH D-LINK'S PRODUCT IS CONNECTED WITH, LOSS OF
INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT,
RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED
WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE
SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR,
REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE
PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES
AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary from
state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying
this Product may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from
D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States
Copyright Act of 1976. Contents are subject to change without prior notice.
Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communication. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.
. Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.
. Consult the dealer or an experienced radio/TV technician for help.
04/18/06
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Appendix
windows TCP/IP Setup

If you have not changed the factory default settings of the DSA-5100 in Windows XP/
2000/ME/98SE TCP/IP, it is not necessary to make any modification here. With the
factory default settings, the DSA-5100 will automatically assign an appropriate IP
address (and related information) to each PC after the PC has been booted.

You can check the TCP/IP setup according to the following procedure:

Check the TCP/IP Setup of Windows ME/98SE

£3 Control Panel
Edt  View Go Favoites Help

« & | ¥y B B|@w X X H

Back Formard Up Cut Copy Paste Undo Delete  Propertties  Views
JAgtim ||£| Contral Panel 3

SR =

Accessibility AddNew  Add/Remove Date/Time

Options Hardware Programs
Control
nel B4 A g
Display Fants Game Intemet
Network Controllers Optians
Configures network N —

hardware and software. @ @ {3 %

) Keyboard Modems Mouze Multimedia
Microsoft Home

Technical Support i -
ODBC Data  Passwords Power
Sources [32bit) Management

B W | =
| |Configures network hardware and sol| 2] My Computer

Select Start > Control Panel > Network
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Appendix
Windows TCP/IP Setup

Check the TCP/IP Setup of Windows ME/98SE (continued)

Select the TCP/IP communication
protocol of the network card.

Click Properties.

Using DHCP

If you want to use DHCP, please
select Obtain an IP Address
Automatically, which is also the
default setting of Windows.
Reboot the PC to make sure an IP
address is obtained from the
DSA-5100.

Network

Configuration | Identification | Access Control |

The following hetwork components are installed:

™ Client for Microsoft Metworks
B AMD PCNET Family Ethernet Adapter [PCI-ISA)

Prirmary Netwark Logor:
]Ck’ent for Microsoft Networks

File and Print Sharing... |

Description
TCP/IP is the protocol you use to connect to the Intemet and
wide-area networks.

=l

2] x|

ok | Cancel

TCP/IP Properties

Bindings |  Advanced | NetBIOS
DNS Configuration | Gateway | WINS Configuration  |P Address

An P address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

& Dbtain an IP addiess automaticalle)
" Specify an IP addiess:

Addiess | |

Snreti =t | g ; - |

=

Cancel

=]

85




Appendix
Windows TCP/IP Setup
Check the TCP/IP Setup of Windows ME/98SE (continued)

Using a Specific IP Address

If you have completed the setup for your PC, please inform the network administrator
before modifying the following setup.

TCP/IP Properties 7] x|
; Bindings | Advanced | NetBIOS |
If the DNS Server column is blank, DNS Gonfiowation | Gateway | WINS Confuraton | 1P Adciess

please click Enable DNS. & Di

Host: Ii Domair: [7

Enter the DNS address or the DNS DNS Server Search Drder
address provided by your ISP. | = | add |

Domain Suffix Search Order
| el

) ok | cancal |
Click OK.
[TCP/IP Propertios g |
Bindings | Advanced | NetBIOS |
Select the Gateway tab, and enter DNS Corfiguration  Gateway | WINS Configuration | 1P Address

the lP address Of the DSA_SlOO The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used,

New gateway:

(1. . - ¥ sa D

I lled g y

Click Add.

0K I Cancel
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Appendix

Windows TCP/IP Setup
Check the TCP/IP Setup of Windows 2000

Select Start>

Control Panel>
Network and

Dial-up Connections

Right-click
Local Area Connection.

Select Properties.

il
| B Edt yew Favorkes oo Help [ = |
| #=sack - = - 37| Qoearch CyFoiders (FHistory | B W X = | B~ ‘
[ Ien control Pare ERCE

oy =l = Date|Time Display  Folder Options Fonks =

Cont:ol Panel '% ﬁ @ S{)

Game Internst Keyboard Mouse
Network and Dial-up Controllers Options

Connects to other computers,
networks, and the Internst

Phone and  Power Options Printers
Modem ...

Windows Update

Windows 2000 Support
Regional  Scanners and  Scheduled  Sounds and

Options Cameras Tasks Multimedia

g @ @&

System Users and  VMware Tools ;l
!Conmr.tsm other computers, nebworks, and the Internet \ |@ My Computer 4

1 Metwork and Dial-up Connections

k Maee Hew
Network and Dial- Connection
up Connections

| Fle Et Vew Favoes Took Advnced Hep [ € ]
| Back - = - ]| Qoewch ChFolders (Prsory [ O X | 22- |
| address [ 31 network and Diakup Cornectins =] Pa |
Tl =1 ;
g, 8 %

Local Area Connection

Type: LAN Connection

Status! Ensbled
#D PCHET Famity PCT Ethermet
Adapter

Eosiens ofth
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Appendix
Windows TCP/IP Setup

Check the TCP/IP Setup of Windows 2000 (continued)
Local Area Connection Properties 21X

General I

Connect using:
[m AMD PCNET Family PCI Ethernet Adapter

Select Internet Protocol(TCP/IP).
Configure
Components checked are used by this connection:

V] = Client for Microsoft Networks
2= File and Printer Sharing for Micrasoft Netwarks

8§ Intemet Protocol (TCP/IP)
Click Properties. e Uninsal | @
— Description S~

Transmission Control Protocol/Intemet Protocol. The default
wide area network pratocol that provides communication
actoss diverse interconnected networks.

™ Show icon in taskbar when connected

oK Cancel |
Using DHCP
[ncernct protocol (TCP/1P) Properties 20
General I
If you want to use DHCP, please YYou can get IP setiings assigned automatically if your network supports
. this capability. Otherwise, you need to ask your network administrator for
select Obtain an IP Address the appropriate IP settings.

Automatically, which is also the
default setting.

Reboot the PC to make sure an

IP address is obtained from the (' Dlgsin DNS server aikirnss sutomationly
DSA-5100. —C Use the following DNS server addresses——————
Preferred DNS senver l—
Alternate DNG server I—
Adyanced...
Ok |  Cancel |
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Appendix
Windows TCP/IP Setup

Check the TCP/IP Setup of Windows 2000 (continued)

Using a Static IP Address

If you have completed the setup for
your PC, please inform the network
administrator before modifying the
following setup.

Click Advanced in the
TCPI/IP properties.

Select the IP Settings tab.

Click Add.

Enter the IP address of the
DSA-5100in the Default Gateways
column.

Click Add.

Internet Protocol (TCP/IP) Properties 21x|

General I

‘You can get |P settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

* QObtain an IP address automatically
" Use the following IP address:

1P address - 1
—

" Dbtain DNS server address automatically
¢ Use the following DNS server addresses: -

M

Default gateway:

Prefened DNS server:
Alternate DNS server. ‘
< Advanced... l :
0K | Cencel |
20
IP Settings | DNS | WINS | Options |
—IP add
IP address |_Subnet mask
DHCP Enabled
pd | e | Aemawe |
 Defauit g
Gateway | Metric [
Add... Edi || Aemove |
—
Interface metric: |1
ok | cencel |
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Appendix
Windows TCP/IP Setup
Check the TCP/IP Setup of Windows 2000 (continued)

Internet Protocol {TCP/IP) Properties . _‘LI Xl

General |

“You can get P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(' Obtain an IP address automatically
" Use the following IP address:

P address: I—
Subinet mask I—
) ) . Default gateway: I—
Click Using the following DNS o
Server Address. - ver s
Enter the DNS address e . r—
. em. server:
provided by your ISP. Stemate

Click OK. [ ok ]| |cence |

Check the TCP/IP Setup of Windows XP

¥ Control Pael =3
Fle Edt View Favorites Took Help 4

1=} ’ /7 Search || Folders -
Select Start > Control Panel > | ... g coranm v B

Network Connection. & ¥ D O P 7

Accessibiity  add Hardware Add or Administrative Date and Time
Optians

Remo, . Tools
& ¥ 4 v P
Display  Folder Opbions  Fonts Internet
& Windows Undate :nmra\l rs Options
@) Help and Support
= %
Keybosrd one and  Power Options
Co s oden .
E g/
Printers and  Regional and  Scanners and Sdamlad Sounds and
Faxes Language .. Cameras Audia Devices
Spesch System  Taskbar and User Accounks VMware Tools ~
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Check the TCP/IP Setup of Windows XP (continued)

" Network Connections
Fle Edt View Favortes Took Advanced Help

@Baﬁk' P ’ /- Search If Falders -

Address g Hetwork Connections

Right-click
Local Area Connection.

“ LANor High-Speed Internet
Network Tasks

[ Teateanew
connection

B Setupahome or smal
affice network

@ Dishleth | *
szble this networl
device Reoat

Q Repair this connection Bridge Connections

Wl Rename this connection

:‘l Create Shortrut
View status of this e

connection

:.f] Change settings of this Reniame
connection

Select Properties.

Other Places

B Cortrol Panel
lg My Netwerk Places
) My Documents

-4 Local Area Connection Properties

Select the General tab. General | Authentication | Advanced |

Connect using:
| H® AMD PCNET Family PCI Ethemet Adapter |

Select This connection uses the following items:
Internet Protocol g Client for Microsoft Networks
(TCP /| p). c2 File and Printer Sharing for Microsoft Networks

¥ J= 005 Packet Scheduler
v Intermnet Protocol [TCP/IP)

J—
Click Properties. [_instal ] ‘ Propeties )

Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected

[ ok ][ cancel |

91



Appendix

Windows TCP/IP Setup
Check the TCP/IP Setup of Windows XP (continued)

If you want to use DHCP,
please select Obtain an IP
Address Automatically.

Click OK.

Using the
Static IP Address

Click Advanced.

e

Internet Protocol (TCP/IP) Properties
General | Akemate Configuration
You can get IP settings assigned automatically if vour network supports

thiz capability. Otherwize, you need to ask your network. administrator for
the appropriate IP settings.

#7 Ubtain an IP address automatic3m
T T threbelowingHimasld

(=) Dbtain DNS server address automatically
() Use the following DNS server addresses:

Internet Protocol {TCP/IP) Properties E|Ei

General EAIIemade‘én‘:m‘ilgua‘tim
You can get IP settings assigned automatically if your network, supports

this capability. Othenwize, you need to ask your network. administraton for
the appropnate IP settings.

(= Obtain an IP address automatically
() Use the following IP address:

(" Obtain DNS server address automatically
(&) Use the fallowing DMS server addiesses:

Preferred DNS server: ; |
Alternate DNS server: . . . |

] [ Cancel ]

[ ok
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Check the TCP/IP Setup

in Windows XP

Click the IP Settings tab.
Enter the IP address of the
DSA-5100 in the Default
Gateways column.

Click Add.

Click OK.

If the DNS Server field is
blank, select Use the
following DNS Server
Addresses.

Enter the DNS address.

Click OK.

Advanced TCP/IP Settings [? [X]
IF Settings | DNS | WINS | Options |
IP addiezses

| IP address
DHCF Enabled

Subnet mask

Default gateways:

| G ateway Metric

Automatic metric

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP seftings.

(+) Obtain an IP address automatically
() Use the following IP addiess:

() Obtain DNS server address automatically

ie the folliowing server FEsses.

]

][ cancel |

FAY

Altemate DNS server. i

[ ok

04/18/06
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