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Section 1 - General Information

General Information

The D-Link DSL-2640B is an ADSL2+ wireless router, that combines a DSL router and wireless solution in a single
device. The DSL-2640B also has four addional 10/100Mbps ethernet ports to connect non-wireless computers. This
user manual provides you with a simple and easy-to-understand format to install and configure your router.

Package Contents

* ADSL2/2+ 4-Port Wireless Router

* 12VDC, 1A DC CEC-compliant switching power adapter
* RJ-11 telephone cable

* RJ-45 Ethernet cable

* Quick Install Guide

e Documentation CD-ROM (QIG + user manual)

Note: Using a power supply with a different voltage rating than the one included with the DSL-2640B will cause damage
and void the warranty for this product.

Important Safety Instructions

* Place your router on a flat surface close to the cables in a location with sufficient ventilation.

* To prevent overheating, do not obstruct the ventilation openings of this equipment.

* Plug this equipment into a surge protector to reduce the risk of damage from power surges and lightning
strikes.

* Operate this equipment only from an electrical outlet with the correct power source as indicated on the
adapter.

* Do not open the cover of this equipment. Opening the cover will void any warranties on the equipment.

* Unplug equipment first before cleaning. A damp cloth can be used to clean the equipment. Do not use
liquid/aerosol cleaners or magnetic/static cleaning devices.
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Section 1 - General Information

Front Panel View

Internet LED

A solid green light indicates that the router has an IP
address and is connected to the Internet. A red light
indicates that the router does not have an IP address
or authentication has failed. No light indicates that
an ADSL connection is not present or the router is in

bridge mode.
ADSL LED

A Solid light indicates the DSL |
is synchronized. A flashing LED
indicates the router is attempting to
synchronize with the DSL provider.

Power LED
A solid green light indicates
the unit is powered up. A red
light indicates a malfunction.

\\ T e e : internet j
Status LED WLANLED Local Network LEDs
A blinking light indicates | A solid green light indicates the A solid light indicates a connection to an
traffic is passing through. wireless is operational. A flashing Ethernet-enabled computer on ports 1-4.

green light indicates wireless traffic This LED blinks during data transmission.
is passing through the router.
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Section 1 - General Information

Rear Panel View

Console
For use by D-Link service
personnel for maintenance
purposes only.

ON/OFF
Press this button to turn the
unit on or off.

LAN Ports (1-4)

Connect Ethernet devices
= such as computers, switches,
and hubs.

ADSL Line
Connect to an active
telephone line (RJ-11).

CONSOLE

Power Receptor Reset
Receptor for the supplied power Pressing the Reset button for 5 seconds restores
adapter. the router to its original factory default settings.
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Section 2 - Installing The Router

Installing the Router

Connect the ADSL and Telephone Lines

e Connect an RJ-11 cable between the wall phone jack and the line-end of the splitter (see diagram
below).

 Attach another RJ-11 phone cable to the router-end of the splitter and the ADSL port on the rear panel
of the router.

* The phone-end of the splitter will be connected to the telephone using a third RJ-11 phone cable.

r_ Ty r_ Ty

CH

LINE MODEM PHONE
, / ,

NOTE: See connections on the installation diagram.

Connect the PC to the Router

* To use the Ethernet connection, connect the Ethernet cable from the computer directly to the router.

Connect one end of the Ethernet cable to the port labeled LAN on the back of the router and attach the
other end to the Ethernet port of your computer.

* If your LAN has more than one computer, you can attach one end of an Ethernet cable to a hub or a
switch and the other to the Ethernet port (labeled LAN) on the router. Note that either a crossover or

straight-through Ethernet cable can be used. The router automatically recognizes the type of connection
that is required.

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual



Section 2 - Installing The Router

Connect the Power Adapter

» Complete the process by connecting the supplied 12VAC, 1A power adapter to the POWER connector
on the back of the device and plug the adapter into a wall outlet or power strip. Then turn on and boot up
your PC and any LAN devices, such as hubs or switches, and any computers connected to them.

YOUR NETWORK SETUP

o

WIRED PC

NETWORK ATTACHED
STORAGE (NAS)

DSL-26408

—~

WIRELESS ADAPTER REQUIRED
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Section 3 - Configuring Your Computer

Configuring Your Computer

Prior to accessing the router through the LAN port, note the following necessary configurations:

* Your PC’s TCP/IP address: 192.168.1.x (where “x” is any number between 2 and 254)
* The router’s default IP address: 192.168.1.1
* Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow the instructions for the operating system that you are

using.

Windows® 2000

These are instructions for configuring your Windows® 2000 operating system. If you are using Windows® XP please
proceed to page 10.

1.

In the Windows taskbar, click on the Start button and point to Settings > Control Panel > Network and
Dial-up Connections (in that order).

Click on Local Area Connection. When you have the Local Area Connection Status window open, click
on Properties.

Listed in the window are the installed network components. If the list includes Internet Protocol (TCP/IP),
then the protocol has already been enabled, and you can skip to Step 10.

If Internet Protocol (TCP/IP) does not appear as an installed component, then click on Install.
In the Select Network Component Type window, click on protocol and then the Add button.

Select Internet Protocol (TCP/IP) from the list and then click on OK.
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Section 3 - Configuring Your Computer

10.

11.

If prompted to restart your computer with the new settings, click OK.

After your computer restarts, click on the Network and Dial-up Connections icon again, and right click
on the Local Area Connection icon and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP) and then click
on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio button labeled Use the following
IP address and type 192.168.1.x (where “X” is any number between 2 and 254) and 255.255.255.0 in
the IP address field and Subnet Mask field.

Click on OK twice to save your changes and then close the Control Panel.

Windows® XP

These are instructions for configuring your Windows® XP operating system. If you are using Windows® 2000 please
proceed to page 9.

1.

5.

In the Windows taskbar, click on the Start button then go to Control Panel and then click Network
Connections.

In the Network Connections window, right click on the Local Area Connection icon and click on
Properties.

Listed in the Local Area Connection window are the installed network components. Make sure the box
for Internet Protocol (TCP/IP) is checked and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio button labeled Use the following
IP address and type 192.168.1.x (where x is any number between 2 and 254) for the IP address field
and 255.255.255.0 for the Subnet Mask field.

Click on OK twice to save your changes and then close the Control Panel.
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Section 4 - Log In To The Router

Log in to the Router

This section will explain how to log in to your router using the following steps:
1. Launch your web browser.
2. Enter the URL http://192.168.1.1 in the address bar and press Enter.

A login screen like the one below will be displayed after you connect to the user interface.

Enter Network Password 7| x|

Note: There are three account types, each requiring

Fleaze type pour uzer name and pazsword. a different username and password,
Site: Jazilg L * The user account provides limited access to
Reslm ADSL Bauter certain configurations (username / password:
user / user).
Um0 I'l e The admin account can perform all functions
EEl e (username / password: admin / admin).

* The support account is for ISP technicians for

Password I maintenance purposes

: : : username / password: support / support).
[™ Save this password in vour password list ( P PP pport)
Note: Passwords can be changed at any time.

] I Cancel

3. Enter your user name and password, and then click OK to display the user interface.

Note: This manual has been prepared using the admin user name.
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Section 5 - Home

Home

The home section provides configurations for general use, including a Quick Setup Wizard with steps to quickly set
up your router for Internet connection. Also included in this section are LAN/WAN setup and DNS configuration. The

below sections explain the setup for each.
Wizard

This section will explain how to quickly configure the router if your only intention is to access the Internet.

ATM PVC Configuration

To enable the auto-connect process, click on the box labeled DSL Auto-connect, a process that will automatically
detect the first usable PVC and automatically detect PPPoE, PPPoA, and Bridge Protocol (with DHCP Server available).
To continue, click on the Next button.

Home Advanced Tools Status

This Casck: Setup will guide you theough the steps necessary to configure vour DSL Router

ATM PYC Configuration

Select the check box balow to enablea DS Auto-Connect prooess.

P DSL Auto-connect

@
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Section 5 - Home

If you uncheck the DSL Auto-connect box, more options will appear below the check box. Enter the VPI/VCI values
as indicated by your ISP. There is also an option to enable Quality of Service. When you are ready, click Next to

continue.

Home Advanced Tools Status

Wizard
Thes Camck Satup will puade yolr through the sieps necessany [0 confgung your DEL Router,

AT FYC Configurabion.

Select the check box belowr to enable O5L Auto-conrmect process,

05 Asto-conmect

The Wirtual Path ldertifier (VP and Viriusl Chaeeed Tdendifior (WCT) ae reeded for setting
up the ATM PYC, Do ot changs WPL and W numbers undess your 15P instructs you
okherwess,

VPl [0-255] [

VI [32-65535] |35

Ernable Quality Of Service

Enabing Qof for 3 PYC improves performance for sedected classes of applcations.
Horever, sinte Q05 d80 cordumes system resurces, the rumber of PYCS wil be reduced
corsequently. ke Advanced Setup)/Quality of Serelce to asign priorites for the

appications,

Enabie Qualty Of Sarvice [T

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual
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Section 5 - Home

Next is the Connection Type screen where you can select the type of network protocol and encapsulation mode over the
ATM PVC that your ISP has instructed you to use. There is also an option to Enable 802.1q (available for all encapsulation
modes except PPPoA over ATM and IP over ATM). Select this option if required by your ISP. The following is a PPPoA
example. Click Next to continue.

Home Advanced Tools Status

Select an appropriate network protocol and Wizard
encapsulation mode. Click Next to continue. R e

Salect e type of natwork protocol and encagsulation mode over e ATM PYC hal your TSP has
metructad you to wse, Note that 802,10 YLAN tagging 5 only avallable for PPPoE, MER and
E':H_lt_|rr__.].

= PRR over ATM (FRFoA)

T PPP gver Ethernat (PPPOE)

' MAC Encapsulation Routing (MER)
1P over ATM (IPod)

€ Bridging

Encapsulation Modsa
VEMILEL B

10
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Section 5 - Home

Enter the PPP username and password given to you by your ISP. Then decide if you will be using any features such
as dial on demand, PPP IP extension, keep alive and then click Next.

Hom Advanced Tools Status
izard
FPP Ursmand ared Passwaed

PP usuEly reguings 1haf you e 3 user rame and pattwdnd Lo establsh your ConmssChion
In thi* bones below, enter the wer name s piEsward hat your [SP has provided bo you.

PP Usarmame |
PP Patowiord
agthenticabon Method: | AUTO ﬂ

[T Dl on demand (with ids tmeout mer)

&P 1P acbonson
I Esep s

M Use Stabe [P sddness

& Obtaan default gateway sutomatically
© Use the following defaul gateway
& Lgg 1P Address

& Use WaN Inerface: PR 3

2

2
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Section 5 - Home

The next step is to configure the Network Address Translation (NAT) settings. For the example, NAT will be enabled.
Leave the remaining fields at their defaults and click Next to continue.

Home Advanced Tools Status
Wizard

Network Address Trans(aton Seftings

Metwork Addiess Translation (NAT ) alaws you (o dhare one Wide frea MNabwork (Wak]) 1P address for
mritiphe computers on vour Local Anea Mebwork (LAMND,

Enablz MAT

Enazhle Frewal F

Enable IGMP Mudticast, and WaN Service

Enable [GMP Multicst [T

Enable WEN Semvice

Service Nama; ||:lm:'a_li S 1

Back  Next
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Section 5 - Home

In this section, you can configure the DSL Router IP address and Subnet Mask to make the LAN interface correspond
to your LAN’s IP Subnet. If you want the DHCP server to automatically assign IP addresses, then enable the DHCP
server and enter the range of IP addresses that the DHCP server can assign to your computers. Disable the DHCP
server if you would like to manually assign IP addresses. Click Next to continue.

Home Advanced Tools Status
Wizard
Device Satup

ConBgure the D51 Router [0 Address and Subnat Mack for LAN nterface

P Address: [19?. 168.1.1

SLormet Magk: |.'-‘=\-=|..“-"-"' 2omo.0

T Duable DHCP Servis
= Ensbls DHOP S
Start 1P Address: |1':12.1&:: 1.2

End [P Address: |ﬁ.=-.'.-:'.’-. 1,254

Leasad Timg (howr ) |_'“-l

[T Configure the senond 1P Address and Subrat Mask for LAN nterfsce

Back  Mext
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Section 5 - Home

This next screen will allow you to enable the wireless function of your router. If you enable wireless, be sure to enter a
wireless network name (SSID) to identify your wireless connection. You will need to know the wireless network name
(SSID) to connect any wireless computers on your network to your router.

Home Advanced Tools Status
Wizard

Wireless

Enable Wireless W

Enter the wireless network name (also known as SSI0D).
SSID:  |Wireless D-Link Test
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Section 5 - Home

After all WAN configurations are complete, the WAN Setup Summary screen displays all WAN settings that you have
made. Check that the settings are correct before clicking on the Save / Reboot button. Clicking on Save / Reboot will

save your settings and restart your router.

Home Advanced Tools Status
Wizard

Sefup - Bumrmiany

Make sure that the settings beow match the sattings proveded by your 15P,

VP VCE lof=s
Cafnseciion T_HIE'. |FFPOG
SEnddcd Naimis lbopos_0_35_1
Sepice Category: |UBR

WP Al ess: | Automnaticaly Assigned |
Service State: | Enabled |
MAT: Enablad
Firewall |Enatled

IGMP Multicast; | Dissbled
(asality Of Senvice: |Disabled

Chchi “SalReboot”™ 10 sove tndsl sottngs and reboot router, Ciclk "Back”™ to make amy
miodifications.
HNOTE: Thd cONBOUralion procass (s about 1 it to oormpie bE ard your D50 Rouitar

will reboot.

ok BT
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Section 5 - Home

Wireless

The Wireless — Basic screen allows you to configure basic features of the wireless interface. You can enable or disable
the wireless, hide the network from active scans, set the wireless network name (SSID), and restrict the channel set
based on country requirements.

Home Advanced Tools Status
The default setting for wireless is enabled. If

you intend on using the wireless, make sure
you have entered a wireless network name

i i This page aliows wou to configure baae features of the wireless LAN interface. You can enabde of
in the (SSID) field and have selected your e o rieriace, s the natwcek fom active scarr, 2ot the el ratwo
country from the drop-down list. name (a0 known & S510) and restrict the channel set based on country requirements.

Chck “Apply™ 1o corhgura thes hasc wiredsss optices

Wireless -- Basic

Click Apply to save your changes. Click
Security to proceed to the wireless security F  Enable Wirelsss

section. M Hide Access Pont

sl [Wireless
BSSID:  DE:ED; 15:00:00:01
Country: [UNITED STATES =

[T Erable Guest S5I0

st SSI0: fuest
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Section 5 - Home

Security

The next screen is the Wireless — Security screen which allows you to select the network authentication method and
to enable or disable WEP encryption. Note that depending on the network authentication selected, the screen will
change to reflect the authentication method and additional fields will appear which may require configuration.

Network authentication methods include the following:
Open: Anyone can access the network. The default is a disabled WEP encryption setting.

Shared: WEP encryption is enabled and encryption key strength of 64- Home Advanced Tools Status
bit or 128-bit needs to be selected. Click on Set Encryption Keys
to manually set the network encryption keys. Up to 4 different
keys can be set and you can come back to select which one i i s e
to use at anytime. e e e el Bk

802.1x: Requires mutual authentication between a client station and
the router by including a RADIUS-based authentication server.
Information about the RADIUS server such as its IP address, e
port and key must be entered. WEP encryption is also enabled e——
and the encryption strength must also be selected.

WPA: (Wi-Fi Protected Access)— usually used for the larger Enterprise Back  Appiy
environment, it uses a RADIUS server and TKIP (Temporal
Key Integrity Protocol) encryption (instead of WEP encryption
which is disabled). TKIP uses128-bit dynamic session keys
(per user, per session, and per packet keys).

WPA-PSK: (Wi-Fi Protected Access — Pre-Shared Key)—WPA for home and SOHO environments also using the same strong TKIP
encryption, per-packet key construction, and key management that WPA provides in the enterprise environment. The main
difference is that the password is entered manually. A group re-key interval time is also required.

WPA2: (Wi-Fi Protected Access 2)—second generation of WPA which uses AES (Advanced Encryption Standard) instead of TKIP
as its encryption method. Network re-auth interval is the time in which another key needs to be dynamically issued.

WPA2-PSK: (Wi-Fi Protected Access 2 — Pre-Shared Key)—suitable for home and SOHO environments, it also uses AES encryption
and requires you to enter a password and an re-key interval time.
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Section 5 - Home

Mixed During transitional times for upgrades in the enterprise environment, this mixed authentication method allows “upgraded”
WPA2/WPA: users and users not yet “upgraded” to access the network via the router. RADIUS server information must be entered for
WPA and a as well as a group re-key interval time. Both TKIP and AES are used.

Mixed WPA2 Useful during transitional times for upgrades in the home or SOHO environment, a pre-shared key must be entered along
/ WPA-PSK: with the group re-key interval time. Both TKIP and AES are also used.
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Section 5 - Home

WAN

Configure the WAN settings as provided by your ISP.

Click on the Add button if you want to add a new
connection for the WAN interface and to proceed
to the ATM PVC Configuration screen as seen
on page 25. The ATM PVC Configuration screen
allows you to configure an ATM PVC identifier
(VPI and VCI) and select a service category.

Home Advanced Tools Status
WAk Setup
Thoose add, BEdit, or Remoyve to configune ‘Wak nterfaces
Choose Frsh to apply the changes and reboot the system,
VPIVCL | Category | Service | WMeiface |Protocol | State |Remove |Edin | Action |
|
0/35 LER  |pepei 0,351 |ppp 0 351 | PEDss |E,-.g:.19¢| ml 4 I|

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual
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Section 5 - Home

Note: The Following settings are ISP dependant. For information regarding proper configuration, contact your ISP,

VPI: Virtual Path Identifier. The valid range is 0 to 255.

VCI: Virtual Channel Identifier. The valid range is 32 to 65535.

Service Five classes of traffic are listed:

UBR Without PCR
(Unspecified Bit Rate
without Peak Cell Rate):

UBR With PCR (Unspecified
Bit Rate with Peak Cell
Rate):

CBR (Constant Bit
Rate):

UBR service is suitable for applications that can
tolerate variable delays and some cell losses.
Applications suitable for UBR service include text/
data/image transfer, messaging, distribution, and
retrieval and also for remote terminal applications
such as telecommuting.

UBR service is suitable for applications that can
tolerate variable delays and some cell losses. The
Peak Cell Rate is a determining factor in how often
cells are sent in an effort to minimize lag or jitter
caused by traffic inconsistencies.

Used by applications that require a fixed data rate
that is continuously available during the connection
time. It is commonly used for uncompressed audio
and video information such as videoconferencing,
interactive audio (telephony), audio / video distribution
(e.g.television, distance learning, and pay-per-view),
and audio / video retrieval (e.g. video-on-demand and
audio library).

Home Advanced Tools Status
Wizarc
Thits Cruiick: Setup will guics you through the steps necessany to configune your DEL Router,
ATM PYWC ConfiguraBion.

Select the check box below to enable DSL Auto-correct process.,

I D08 Auto-connect

Thes Virbusl Path fdervtifier (VPT) ard Wirbud Chaerssl [csrftifiae (WCT) are roadad for setling

up the ATM PVC, Do not changs WPl and WICI numbers uriess your 1SP instructs you

Ok b,

vPl: [0-255] [

VCI: [32-65535] |

Enable Quality O Service

Enabing Q05 for a PYC improves performance for selected dasses of applcations.
Howeerer, since Q05 a0 consumes System resources, the number of PYCS will be reduced
conzequently. Use Advanced Setup/Quality of Service to assign priortes for the
appications.

Erable Qualty Of Sarvica [C

MNext

Non Realtime VBR Can be used for data transfers that have critical response-time requirements such as airline reservations,

(Non-Real-time Variable
Bit Rate):

banking transactions, and process monitoring.

Realtime VBR (Real-time Used by time-sensitive applications such as real-time video. Rt-VBR service allows the network more

Variable Bit Rate):

flexibility than CBR.

Quality of Can be enabled only for UBR without PCR, UBR with PCR, and Non Realtime VPR.

Service:

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual
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Section 5 - Home

This screen shows the types of network
protocols and encapsulation modes that can Home Advanced Tools Status
be configured: NAM

* PPP over ATM (PPPoA) Connechon.tes

* PPP over Ethernet (PPPOE) Select the type of network protocod and encageulation mode ower the ATM PYEC that your ISP has
* MAC Encapsulation Routing (MER) retructad you o use, Mok that 502 1q YLAN tagging s only avallable for PPPoE, MER and

* [P over ATM (lpoA) Bridging,

* Bridging

' PPP over ATM (PEPoA)

Select the type of network protocol and
encapsulation over the ATM PVC that your ISP
has instructed to use. € MAC Encapsulation Routing (MER)

& PPP over Ethermat (PPPOE)

O IP over ATM (TPod)

If you will be using VLAN tagging, click on the

Enable 802.1q checkbox and then enter the © Sk

VLAN ID number. When finished with your

selections, click Next to continue. Encapsulation Mocde
LLC/SNAP-BRIDGING =]

Enable B02.1q [

Note: These settings are ISP dependant. For
information regarding proper configuration, 0
contact your ISP, Back

0
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Section 5 - Home

The following screen allows you to enter PPP username and password as well as make any selections regarding
your connection.

Dial on demand: Allows you to manually connect to the TNy Aibraniosd 1001 Siatue

Internet so you are not permanently
connected. Idle timeout timer is  FFP Ussmams and Passwod

included.
PPP ususly reguines That ywou e a user name and Dasiwond Do estabish your QonnsCuon
Ir the boxes below, enter B wser name srd pisseard that your [P has proveded boyou
PPP IP extension: Used by some ISP’s. Check with your ISP
to see if it is required.
OO0 | karmame |
Keep alive: Keeps you connected to your ISP even PP Passwiond |
when no activity is present for a certain uithentication Method: |AUTO =
period of time.
Use static IP Select if you want to use a non-DHCP [ Ol ion darand (wiih ke timeait finer)

address: issued |IP address to connect to the
Internet. If selected, you will be asked

to enter the static IP address. [ #PP 1P oxtenson
r Esep &ve
M wse State P Addness

Note: These settings are ISP dependant. For
information regarding proper configuration, contact

F  Obtan defailt gateway sutomatical

yOUI’ ISP © Lke tha following defaul gatmwaey
& Lsg IP Address; [
& Lse WanN Intarface [ i o] P 3

When finished, click Next to proceed to the NAT
Settings screen.
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This screen allows you to configure the Network Address Translation settings for the router.

Homg Advancod Tooks Status

Enable Select enable if you wish to share one WAN IP

. Febegrs Addre s Tranylabon Belege
address for multiple computers on your LAN.

" g 'In.-:n ;n'_il-;\-"_:_'.'-'\-_.]l.'r. '..':T.I I._'I-:Iud_-u_':- :'::-.n;\- o e Ereg Heheork (WAl | F e b
Enable Firewall: Select if you wish to enable the router’s firewall T TE
for security. ——
H . . rudie Froeal B
Enable IGMP Select enable if you wish to be able to provide =
Multicast: multicasts, mostly used in video streaming. i e
Enable WAN Select if you wish to enable WAN service and i oo
then set the Service Name. ke

Homa Advanced Tools Status

GEfLR - BUrmmary

gk map that B pettrgs below mabtch the sefttings prosaed by wour 159
When finished, click the Next button and the following WAN v e 21
summary screen will be displayed. This screen will outline all e
WAN settings for review. When satisfied with the settings click Samdcs Catngery: |L13 _
the Apply button. e T Ll

JRAT: .F-'-ctnf.

HabW st | Deabkod
Oty OF S e | Lol
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Section 5 - Home

After you apply the configuration, it will
return you to the WAN Setup screen
showing the new configuration. Select
the Finish button to save the changes
and reboot the router.

When the router restarts the DSL
Router Reboot screen will appear
during the reboot process. Close the
DSL Configuration window and wait
at least two minutes before reopening
your web browser.

Home Advanced Tools Status
WAMN Setup
Choose Add, Bdit, or Remowe to configure WAN interfaces.
Chioosa Frish (o apply the changes and neboot the swstem.
wmmhﬂlﬂﬁﬂuﬂmmmﬁml|
| 0y3s LB |pppesn i (pposs e | eerea [Erablsd| I [ ﬁ
2/3 | UBR |eewoe238t |we 21| PPRoE |Enabled| [ | @ “

O j— p—

A -Link AU Fowter - Mionosolt Enbermet Liplorer

| woback = = - D) [f] A DSearch [SlFwvotes (JFHeds

H-Z||-int\-|=.-mhislit

a0l x

D50 Bouter Rebook

Tha DSL Mot has been configured and & reboating.

Clerde e D51 Fouter Configuraton windions and wait for 2 minutés befone réedpenmg your web bronser. [
MO, '-&*Cl:l'-ﬁ;l.F'E' your PC's P addresss D maioh yiur ney Cl:ll'lll.}-..l ila g
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LAN

You can configure the DSL Router IP address and Subnet Mask for the LAN interface.

If you will be multicasting (e.g. video streaming)
you can enable IGMP snooping. IGMP snooping
allows the router to efficiently determine where
the multicast traffic came from and where it is
headed. There are two IGMP snooping options:
standard or blocking mode.

If you want the DHCP server to automatically
assign IP addresses, select enable DHCP server
and enter the range of IP addresses that the
DHCP server can assign. Select Disable DHCP
server if you would like to manually assign IP
addresses.

The Save button only saves the LAN
configuration data, but does not apply the
configuration. Select the Save/Reboot button
to save the LAN configuration data, reboot the
router and apply the new configuration.

Home Advanced Tools

Configura the 51 Router [P Addeess and Subnet Mask for LN imterface. Save button only saves the

Status

L&N corihgrration data, Sawe/Reboot Dutbon taves the LAN conhguration data and reboots tha

FOUtEr b0 Mmiaod the ree confguration effective

P Address; 1;'2-'.'. 168,11

52552550

Subnet sk

F  Enable Lere

Enabie IEMP Snooping
Standard Mooe
Blocking Mode

=ow Tl

Dizable DHCP Server
Enable DHCP Server
Start [P Bcldress:
End TP Addrass:

a0

[152.168.1.2

(152.168.1,254

Leased Time |:~1:-_rfl:13-l

™ Configure the second [P Address and Subnet Mask for LAN interface

-
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DNS

DNS Server Configuration

Use the DNS Server screen to request automatic Hame Advanced Tools Status
assignment of a DNS or to specify a primary and tic
secondary DNS.

I Eradds Autormat Adiagreed DR Chenchien o i, e routir will oost the bl
recaepd [FS megnmend Bom one of S PRPA, PRPOE of MBS DM snabled PUC{S
L] e COrrBEn Sllaeivsanl D B Oeditets @ il el il [ Erivdey
i opbiora ey DRSS e P sidiesses, Ok Tdnpis’ bagthon 8o wpep Hhe mas
i L S

FcRr il T s st = - e SEAATLE AT TR

F Erubles Sonomatc s DNS

-

If you uncheck the Enable Automatic Assigned DNS Home Advanced Tools Status
checkbox, two additional fields will appear (primary and

secondary DNS server). Enter one primary and one

secondary DNS address in each field. Click Apply to save b fnipumsedt by pnebodging i i i e e

the configuration. rd cotoral seccreiy O server ) hncses, Ok ‘Aogsy’ buton 1o s the s

FRCRral T sl s = edulir L Sied T Mo E5ALr il ST tel

Im Euble Gonomete Lusred DNS

Eximay DS e |

Sy (S :.'....l

iQ
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Dynamic DNS

Dynamic DNS is a service for allowing an Internet domain name to be assigned to a changing IP address. This makes
it possible for other sites on the Internet to establish connections to you without needing to track the IP address

themselves.
Home Advanced Tools Status

. . . . Dymamic DMS
Click on Add to set up a dynamic DNS configuration. i
Thea Cryriairas DG senare Sitred voul 10 330 3 oyt [P addeecs 10 & 9180 Podiname m 'y al he
many dommare, Soreing your DEL router 10 De mone ey sCosdied o varours DCalons on tha
gt

T Sod or Ramove 10 conhguee Dvmainic DS

[Hostmane Useriame | Service interface | Reanove
IO p—

This screen allows you to add a dynamic DNS Home Advanced Tools Status
address from DynDNS.org or TZO. First select the Y
DDNS provider (DynDNS.org or TZ0), from which

you have obtained a dynamic DNS address. Enter This page akws y0u t0 add 3 Dynamic DS address form DynDNS. org of T20
the hostname and the interface that you are using.

Also enter the username and password assigned i i [DyeDNS o0 5]

by the DNS service. Click on Apply to save these Hestrirma |

configurations. — Y EATTIEA
Dryrlli%S Selbings:
L i |
Passwiid |
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Logout

To log out of the router’s user interface at any time during the setup, click on the Logout button. A confirmation screen
will appear confirming that you really want to log out.

Home Advanced Tools Status

Logout

Logaging out will close the browser,
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Advanced Setup

This section of the setup is an advanced version of the quick setup. If you want to make specific configurations to your
router such as creating a virtual server, DMZ, RIP, Quality of Service (QoS), etc., consider going through this advanced
setup for a more comprehensive configuration.

The ADSL settings page contains modulation and capability settings. Consult your ISP to determine the correct settings.
Click Apply if you are finished or click on Advanced Settings if you want to configure more advanced settings.

Advanced

Sebar T Hhe proachs Do eskcrey

W GDme Enablied

e Enabled
M TL417 Bnabied
W A0S0z Enabled

¥ arresl Enabled

F A0S 2 Enabled

T arrsadd Ervabbed
Capakaliny

B Eaisweap Enbls

T cRa Enghic

o

A ]
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ADSL Settings

The test mode can be selected from the ADSL Advanced Settings page. Test modes include normal, reverb, medley,
no retrain, and L3. After you make your selection, click on Apply to save these settings first before you go to Tone
Selection.

[ Home Advanced

ADSL Settings
Select the test mode below:.

' Mormal
" Reverh
" Medley
' Mo retrain

L3

o

Apply
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ADSL Tone Settings

The frequency band of ADSL is split into 256 separate tones, each spaced 4.3125 kHz apart. Each tone carries separate
data, so the router operates as if 256 separate routers were running in parallel. The tone range is from 0 to 31 for
upstream and from 32 to 255 for downstream. Do not change these settings unless directed by your ISP.

3 http:/ /19216811 L adsbchgtonehtml - Microsolt Inbernet Explorer

ADSL Tone Settings

Lpsinenan Tones
o W1 Fz F3z: Fa Fs Fe F7 Fg Fe Fun Fi1 Fi1z Fiz Fi1a Fis
Ficg Fi1i7 Wiz W13 Moo P21 W22 W23 F2ea Ws Wae War Wz Wae Wan o

DSt ainm Todwes
M Mz W Fxs Wax Fr W2 Mo Fa Fi4 Fa2 Fa3 Fa4 Fas Fag Far
Mag Fag W0 Ws1 W52 WSz Wsqa Wss Was WSy Wsa Wse Weo Wel ez Fez
Wiea Wies Wes Wer Wea Wea Mo M7l W2 BT Mra Wes WMre W WTe WTa
Foo Fol Fee Fas Wed Fes Fas For Fese Feo Foo Foi RFoe Foz Fos Fes
Mos o7 Fez Fog MioF 11 F 102103 F 104 F 105 F 106 M 107 W 102 M 109 F 110 F 111
FiizFinF1isFl1isFi1sFurFlreFi1isFiaoF 121 Fi1z2Fi1izaF 14 F 1sF 126 F 127
WimixabFi1mF i i imaF il il iV i F oM 191 F 142 B 143
FilaaF1esF 146 F 17 F 1 F 140 F 150 F 151 F 152 F 153 F 154 ¥ 155 F 156 F 157 ¥ 158 W 150
FisoF isiF iz F 1iiaF 1aF issF 1566 F 167 F s F 1iss M 1o F 171 F 172 F 173 F 17a F 175
Wize W 177 e 1o W soF 21 M ez W 1aa W 184 M 15 W 186 W a7 W 122 W 189 W 100 W 191
102 F 193 194 ¥ 195 W 106 ¥ 197 ¥ 198 199 W 200 ¥ 201 ¥ 202 W 203 W 204 ¥ 208 ¥ 206 W 207
FxeFxmPFzouF21nF2uzF2zF214aF 21sF26F217F 28V 2eF zo M 221 W 222 F 223
WFzaFzsFzeWFzrFzaFzaWFzaFaFzeFzeFzuF2sFzesF 27 FzaF s
WaaoW 241 242 W 243 W 2 P 295 W 2a6 W 247 W 24 W 240 W 250 W 251 W 252 W 253 W 254 W 255

2 0
 SCriecionn | Seieseni LTI ST
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Virtual Server

If you enable NAT (Network Address Translation), you can configure the Virtual Server, Port Triggering, and DMZ
Host.

NAT—Virtual Servers Setup

A virtual server allows you to direct incoming traffic from the WAN side to a specific IP address on the LAN side. This
is useful if you have software that requires communication with the Internet (e.g. peer-to-peer, games, etc.).

This figure shows the Virtual Servers Setup Advanced

page that allows you to configure your === ;
virtual server(s). Click on the Add button to = /41~ Virtusl Servers Setup
configure a virtual server.

Virtual Server allows you o direct incoming fraffic from the WAN side (identified by protocal and
guternal port) to dhe internal server with a private 1P address on the LAN side. The mtemal port i
reqpered only if e external port needs to be converted o a different port number used by the
sorvie o el LAM sicde. & maximurm of 32 entries can ba :unfr__r,rr_'l,l

Serdd Exdépin Extetiial
Hame | Port Start | Poat Bl

ltginal | WoeEined | Sene P

Post Start | Poct End | Address | TTove

Pratacl ‘
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Section 6 - Advanced Setup

Select a virtual server from the drop-down i
list and then enter the server IP address. The
Server IP Address would normally be the IP
address of the computer on your network
which is using the application or game.

To determine your IP address see Networking
Basics in the Appendix section of this
manual.

Once you are satisfied with your selection,
click Apply once.

Home Advanced Tools Status

MET == Virtual Servers

Salect the service name, and enter the sarver [P sddress and click “Apply® 1o foreard [P packets
for this service 1o the specified server. NOTE: The “Internal Port End” cannot be changed. It
iz the same as "External Port End™ normally and will be the same as the "Intermal Port
Start” or "External Port End" il either one is modified,

Remaining mumber of entries that can be configured: 32

Server Mame:
* Select a Service! !EEHEEI One j

" Custom Server: |

Server IP Address: [192.168.1,

Apply

External Port Start External Port End. Protocol  Iuternal Poat Stait hiternal Port Eswl

TCP =

I jice 5
I e 3| |

TP ¥

- .j.

I ToP ¥

] — e :! !

| [ -

| ek 3]

1 S ;!
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The following screen appears after you save your selection. To add additional virtual servers, click on the Add button.
If you need to remove any of the server names, select its check box in the Remove column and click on the Remove

button.
Tools Status

( Home Advanced

MAT -- Virtual Servers Setup

Yirtual Server allows you fo direct incoming traffic from the \Wal side (identified by protocol and
external part) to the internal server with a private IP address on the LAN side. The internal port is
required anly if the external port needs to be converted to a different port number used by the
server on the LaN side. A maximum of 32 enfries can be configured.

Senver | External | External Prot I Inltjer;:al Internal Senver IP Re
Hame | Port Start | Port End LEMIES) 512. %, Port Emd Address SEENE
Age of
Kings 47624 47624 TCP 47624 47624 192.168.1.2 W
Age of
Kings a0 3 a0 3 TCP a073 a0 3 192.168,1.2 ]
Age of
: 2300 2400 TCP 2200 2400 192.168.1.2 [
kings
Age of
Kings 2300 2400 LICP 2300 2400 192.168.1.2 M
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DMZ

You can define the IP address of the DMZ Host on this Advanced

screen. The DMZ is used to forward all IP packets coming
into the router to a specified IP address. Enter the IP

The DS e =il rwerd P peckets Fom G BAN ot oo ot oy s o T apdcsinr
address and CIiCk Apply. corfgured n e e Sererrs bl i e DNE host oo e
Erfr T COImiEner F acddress and cfick "doply™ D activaie e O W
L} i arit o] n i B (DR b
L L] X
Apply
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IP Filter

[ _Home [EEEUTC R Tools  Status |

IP filters can be configured to manage your incoming and
outgoing traffic. This is useful to allow or block certain traffic
through the router. Click on the Inbound or Outbound
buttons to configure the inbound and outbound filters. —

Flangoe reomrg ral

L (usoere) Falle

Incoming IP Filtering Setup
Advanced

An Incoming IP filter allows you to specify which WAN ...,
traffic is allowed to pass through the firewall. Click on the

. . . . By default. 3l moomirg [P T fram AN B Blocked when e fressall B ensbied, bt some P
Add button to add incoming filter settings. T i o R i i P L
' Seiice | Dest. | '
nur-!'munlnmm Nbwess | | SoE® | padess ‘ i inmm
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This next screen will appear when you click Add. Enter the filter name, select the Protocol, enter source information
(from the WAN side), and destination information (to the LAN side). Make sure at least one or multiple WAN interfaces
are selected to apply the rule. Click Apply to save.

( Home Advanced Tools Status
Add P Filter -- Incoming

The screen allows you o creste a filker ruke o dentify ncoming P raffic by specifying a new
filter narrse and st Bast one condition below, All of the specified conditions in tis filer rule must
be =atified for the rule o take effect Click "apply’ to save and activate the filer,

Filter Narne: [

Protocol:
Source [P address

l

l

Source Subret Mask:; f
Source Port (port or portzport): [
l

[

|

Desstination [P eadress:
Cestination Sutrst Mask;

Destination Port {port or port:port)

WAN Interfaces (Configured in Routing mode and with firewall enabded only )
Select at east one or multipls WAN interfaces displayved below to apply this rule,

M Salect Al
M pppoa 0_35_1jppp D 351
b popoe_2 38 ljppp 2 38 1
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The following screen appears when you apply the IP filter. Advanced

The screen lists the IP filters that were added from the
previous screen. To add another filter click Add. To remove | ... g vam oo
any previously created filter, place a checkmark nexttothe = =« = strriisy s e

filter in the “Remove” column and click Remove. e

v Tovasee ,Enulum 5;::! Mbkess | e Remo
TN = I::: _.-_: ',I,_.:. r

Outgoing IP Filtering Setup
An Outgoing IP filter allows you to specify which ( T Advanced

LAN traffic is blocked from passing through to the ===
WAN side (Internet). Click on the Add button to | =“@ina [P Filtering Setup

add outgomg filter settlngs. By default, all cutgoing 1P traffic from LAN & alipwed, but zome 1P traffic can be BLOCKED by

setting up filkers

Mask Pt

d

|" |P‘IDHH:ﬂli Smmce bltess '+ | Soince Dﬂﬂ.lthhasi | |H:-unm|
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This next screen will appear when you click Add. @ Advanced
Enter the filter name, select the Protocol, enter  ada e Fiter - outgoing
source |nf0 rma‘tl on (fro m the LAN Slde) ’ and The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filker

H H H 1 H H name and at least one condition below, all of the specified conditions in this filter rule must be
deStInatlon |nf0rmat|on (to the WAN Slde) ) CIICk satisfied fortthe rLtJIe o take ;ﬁ’ect. Clicki\pply' jus] spa\-'e and acti\:ate the filter, " '
Apply to save the filter.

Filter Mame: I

Protocol:

Source IP address:

Source Subret Mask !

Destination IP address:

Destination Subnet Mask:

|
|
|
Source Port {port or part:port): I
|
|
1

Destination Port {port or port:port)

@
Apply

The following screen appears when you apply the Home Advanced

IP filter. The screen lists the IP filters that were

added from the previous screen. To add another

filter click Add. To remove any previous|y created By default, all outgoing IP fraffic from LAN is allowed, but some IP traffic can be BLOCKED by
filter, place a checkmark next to the filter in the = =™ ®™™*

Outgoing IP Filtering Setup

[13 bil H
Remove” column and click Remove. Hams| | Prorocol | SOUICEANIESSY || SOUICe || Deat Address /| DESL s
192.168.1.5 / 192.168.1.8 /
Testl | TCP
& 255 255,255.0 255 255 255.0 O
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Bridge Filters
MAC Filtering Setup

MAC filtering can forward or block traffic by MAC address.
You can change the policy or add settings to the MAC
filtering table using the MAC Filtering Setup screen.

Forwarded means that all MAC layer frames will be
forwarded except those matching any specified rules.
Blocked means all MAC layer frames will be blocked
except those matching any specified rules.

If you click Change Policy, a confirmation dialog allows
you to verify your change. Select Yes to continue, or No
to to cancel.

{ Home Advanced Tools Status

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

MaC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED rmeans that
all MAC laver frames will be FORWARDED except those matching with any of the specified rules
in the following table, BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the specified rules in the following table,

Choose Add or Remove to configure MALC filtering rules.

\VPIVCI | Protocol | Destination MAC | Source MAC | Frame Direction | Remove |

{ Home Advanced Tools Status

Change MAC Filtering Global Policy

WARMIMG: Changing from one global policy o another will cause all defined rules to be REMOVED
AUTOMATICALLY! You will need to create new rules for the new policy,

Are you sure you want to change MAC Filtering Global Policy from
FORWARDED to BLOCKED ?

Ll
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If you want to add an entry to the MAC filtering table, Advanced
Select Add from the MAC Filtering Setup screen. The Add  1.q wac Firer

MAC Filter screen should then appear. Select a Protocol e e T T oty cocii e encoredirbdlon B

. . regte 4 rier et =] JYEr ames Specirying 3T 235t one Condition Delowy,
Type, enter the DeStInatlon and SOU rce MAC addreSS, the multiple conditions are specified, allyofihem takevefllj:ect. Cligk "apply" to save and activate the
necessary Frame Direction, and WAN interface (bridge ™"

mode only). Click Apply to save. S — 5

Destination MAC Address: I

Source MAC Address: I

Frarme Direction: I LAMNC=2>WW AN vl

Wi Interfaces (Configured in Bridge mode only)

¥ Select all
o
Apply
After you save the settings, a screen showing the settings ([T & Advanced
will appear. On this screen you will be able to add, view  yac Fitering setup

and delete MAC filtering rules.

MAC Filtering Global Policy: FORWARDED

MAC Filtering is only effective on ATM PVWCs configured in Bridge mode. FORWARDED means that
all MaC layer frames will be FORWARDED except those matching with any of the specified rules
in the following table, BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the specified rules in the following table,

Choose Add or Remove to configure MAC filtering rules,

|VPINCI |Prutocol |Destination MAC |Su-urce MAC |Frame Direction |Remwe |
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Parental Control
Time of Day Restrictions

In a home setting, parents can disallow access to the router (and the Internet) by creating special rules called Time
of Day Restrictions. Using these restrictions, parents can define the time and days computers on the network are
allowed to access the Internet.

Click Add to set up the restrictions. {  Home Aihearicad
Time of Day Restrictions -- A maximum of 16 entries can be configured

|Username |MAC |Mon |Tue |Wed |Thu |Fri |Sat |Sl.|n |Start |Stup |Remwe |

After you click you Add, you will see the Time of Day (BEGELE Advanced
Restriction Add screen. Enter the MAC address of the  Time of Day Restriction

computer you wish to place on a time of day restriction,

select which days you would like the restriction 10 De i ol e e cmmeiaty doplors te MG aitrons of 1 LA forte wioro o

broweser is running. To restrict another LAN device, click the "Other MAC Address" button and

place’ and Enter a Sta rt and end bIOCklng tl me. enter the MAC address of the other LN device, To find out the MAC address of a Windows-based

PC, open a command prompt window and type "ipconfig fall",

To determine the MAC address of a computer see

“Networking Basics” in the Appendix section of this e |
manual. & Browser's MAC Address  [00:07:40FD:1CFD

0 Other MAC Address I—

(300 0 00000000

Diaws of the week MonTueWe(IrrhuFli Sat Sun
Click Apply to save the settings and continue. Cick to select (][] sl [ [ ] [

Start Blocking Time (hhmm) I

End Blocking Time (hhemm) I
&
Apply
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Routing

There are three sections under the Routing Page in Advanced Settings. (BTN  Advanced
The Static Route section allows you to manually configure any specific FRAG - S RS
routes that may be needed. The Default Gateway section allows you to Allows 1o 0 .l confi.re pecil routes that your retwork i e
configure the default gateway used by the WAN interface. The RIP function

allows you to configure RIP (routing information protocol).

ting -- Default Gateway
Allwes you to configure Default Gateway used by WaN Interface,

Clicking on any of the three buttons(Static Route, Default Gateway, or .
RIP), will bring you to its associated page.

Allwes you o configure RIP (Routing Information Protocal),

e

Routing--Static Route

. . . [ H Advanced
The Static Route page can be used to add a routing table (a Maximum o e oo e e
of 32 entries can be configured). To proceed, click on Add. [Feoation [Siatias [Galona wascaea [

. . . ome vance 00ls atus
On the Static Route Add page, enter the destination network address, — A" | R —)

subnet mask, gateway IP address, and select an available WAN interface.

Enter the destination network address, subnet mask, gateway ANDJOR available WaN interface

H i lick "apply" o add th ity o th ting table.
When complete, click Apply. TR Sy g e
Destination Metwork sddress:
Subnet Mask:
7 Use Gateway IP Address
[T use Interface Ipppna_ﬂ_35_1,"ppp_ﬂ_35_1 j
'
Apply
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Routing--Default Gateway

If the Automatic Assigned Gateway checkbox is selected
the router will automatically attempt to obtain a gateway IP
address from your ISP. If you uncheck the Enable Automatic
Assigned Default Gateway, you can manually assign a gateway
address.

This shows the Default Gateway screen when the Enable
Automatic Assigned Default Gateway is unchecked. Enter a
gateway IP in the Use Default Gateway IP Address field and/or
select a WAN Interface.

When ready, click Apply.

Home Advanced

Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first
received default gateway assignment from one of the PPPa4, PPPOE or MER/DHCP enabled PYC
(z). If the checkbox is not selected, enter the static default gateway AND/OR a WaN interface.
Click "&pply' button to save it

MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You rmust
reboot the router o get the automatic assigned default gateway.

¥ Enable sutomatic Assigned Default Gateway

"
9

Home Advanced

2farilt Cateiva
erault Lateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first
receved default gateway assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PYC
(z). If the checkbox is not selected, enter the static default gateweay AND/OR a WaN interface.
Click 'apply' button to save it

MOTE: If changing the Automatic Assigned Default Gateway from unselected o selected, You must
reboot the router to get the automatic assigned default gateway.

[T Enable sutomatic Assigned Default Gateway

© Use Default Gateway [P Address

' Use Interface I pppos_0_35_1/ppp_0_35_1 j

"
hed
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RIP

RIP (Routing Information Protocol) is a process of moving a packet from one node to another by forwarding the packet
to the next router. It determines a route based on the smallest hop count between source and destination routers.

If RIP is enabled, the router operation can be
configured as active or passive. Click Apply
to save any changes.

If RIP is set to active, the router will advertise
its routes (reachability information) to others;
if RIP is set to passive, the router will not
advertise its routes, but will listen and
update its routes based on other routers’
advertisements.

Home Advanced

Routing -- RIP Configuration

To activate RIP for the device, select the 'Enabled’ radio buthon for Global RIP Mode. To configure
an individual interface, select the desired RIP version and operation, followed by placing a check in
the 'Enabled' checkboyx for the interface. Click the "apply' button to save the configuration, and to
start or stop RIP based on the Global RIF mode selected.

Global RIP Mode & Disahled & Enabled

Interface NWPIVCL Wersion Cperation  Enabled
b0 (e | 2 7| |Adive x|l T

ppp_0_35_1| 0/35 2 j IF"aSSive j O

pop_2_38_1| 2/38 b j IF"aSSive j |

o

Apply
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Quality of Service

QoS (Quality of Service) is a method of identifying, classifying and assigning priorities to traffic that passes through
the router. This ensures that time sensitive data (e.g. video streaming) is given priority over other non-essential data.

You can configure the Quality of Service
to apply different priorities to traffic on the

router. Click Add to view the Add Network

Traffic Class Rule screen.

( Home

Advanced

Quality of Service Setup

Choose Add or Remove to configure netwark traffic classes,

MARK

Hame

Priority |IP Precedence |Type of Senvice WAHN 802 1P [\View

Remowve

Differentiated Service Configuration

MARK

Class Hamme

Priority |[DSCP Mark

Wiew

Remove

Tools Status
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This screen allows you to add a network traffic class
rule. A rule consists of a traffic class name and at least
one condition. All configured conditions must first be
met before the rule takes effect. Click Apply to save
any changes.

{ Home Advanced Tools Status

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic, assign queuing priority and
optionally overwrite the IP header TOS byte, A rule consists of a class name and at least one
condition below, All of the specified conditions in this classification rule must be satisfied for the
rule to take effect. Click "apply' to save and activate the rule,

Traffic Class Mame:

[ Enable Differentiated Service Configuration

Assign AT Priority and/or IP Precedence and/ or Type Of Service for the
class

If non-blank value is selected for 'Mark IP Precedence’ and/for ™Mark IP Type Of
Service', the correcponding TOS byte in the IP header of the upstream packet is
overwritten by the selected value,

Note: If Differentiated Service Configuration checkbozx is selected, you will
only need to assign ATM priority. IP Precedence will not be used for
classification. IP TOS byte will be used for DSCP mark.

Azsign ATM Transmit Priority .

Mark IP Precedence:

Mark IP Type Of Service:

Mark 802.1p if 802,10 is enabled an Wan:

LeJLefielis

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p,
SET-2.

SET-1
Physical LaM Port:
Protocal:

L]l

Source IP Address:

Source Subrnet Mask:

LIDR,/TCP Source Port {port or port:port):

Destination IP Address:

Destination Subnet Mask:

LDP/TCP Destination Port (port or port:port):

SET-2
802.1p Priarity: [ =l

"
Apply
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Port Mapping

Port mapping is a feature that allows you to open ports to allow certain Internet applications on the WAN side to pass
through the firewall and enter your LAN. To use this feature, mapping groups should be created.

Click on the Add button to create a mapping
group.

Port Mapping supports multiple port to PYC and bridging groups. Each group will
If you need to remove an entry’ select the perform as an independent network. To support this feature, you must create

checkbox in the remove column next to the mapping groups with appropriate LAN and WAN interfaces using the Add button. The
desired group and click the Remove button Remove button will remove the grouping and add the ungrouped interfaces to the

Default group

[T Enable virtual ports on ILAN{1—4}

Group Name literfaces

Remove

Edlit

Default LAM{1-4), Wireless, Wireless_Guest

—cd

[ Home Advanced

Port Mapping -- A maximum 16 entries can be configured
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After clicking the Add button, the Port Mapping Configuration screen |

appears, allowing you to create mapping groups.

To create a mapping group, enter a group name in the Group Name
field.

Then select interfaces from the Available Interface List and add them
to the Grouped Interfaces List by using the arrow buttons.

If you want certain LAN clients to be automatically added to a PVC
in the group when they connect, enter the clients’ DHCP vendor ID
in the Automatically Add Clients with the Following DHCP Vendor
IDs field.

Note: Any DHCP client request with the specified DHCP vendor ID will

be denied an IP address from the local DHCP server. These clients
may obtain public IP addresses from your ISP

Click Apply when finished.

To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the
grouped interface list using the arrow buttons to create the required mapping of the ports. The
group narme must be unique,

2. If you like to automatically add LAN clients to a PYC in the new group add the DHCP vendor ID
string. By configuring & DHCP vendor 1D string any DHCP client request with the specified vendor
ID {DHCP option 607 will be denied an IP address from the local DHCP server,

Note that these clients may obtain public IP addresses

3. Click Apply button to make the changes effective immediately

Note that the selected interfaces will be removed from their existing groups and
added to the new group.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the
client device attached to the modem to allow it to obtain an appropriate IP address.

Group Name:

Grouped Interfaces Available Interfaces

LAMN(1-4)
Wireless
Wireless_Gues

Automatically Add
Clients With the
followsing DHCP Yendor
IDs

£
Apply

Home Advanced Tools Status
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Cerificate

Certificates are used to verify your router’s identity by clients and other network devices (e.g. switches, other routers)
and for your router to verify others identities. There are two types of certificates, Local Certificates and Trusted CA.

Local Certificates are used by your peers to verify your (D Advanced
routers’ identity. Trused CA Certificates are used by your

router to verify your peers’ certificates.

Certificates -- Local

Local certificates are used by peers to werify your identity.

Click the Local Cert. button to configure your Local
Certificates.

Certificates -- Trusted CA
Click the Trused CA button to configure your Trusted CA
Certificates.

Trusted CA certificates are used by vou to verify peers' certificates,

Local

A local certificate identifies your router over the network. This page allows you to add, view or remove certificates. A
maximum of four certificates can be saved on the router.

Advanced

To apply for a certificate, click on Create Certificate Focal Cartifieatas
Request.

Add, Wiew or Remove certificates from this page.
Local certificates are used by peers to verify your identity,

If you have an existing certificate, click on Import il A pAeaEs e Stk
Certificate to retrieve it.

‘Name ‘In Use |Suhjec1 ‘Type |.ﬂ.ctiﬂ-n ‘
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If you selected Create Certificate Request the Create New Certificate @EEEINN  Advanced
Request screen will appear. Enter the following information in its appropriate =~
field:

* Certificate name

Create new certificate request

To generate a certificate signing request you need 1o include Common Mame, Organization Mame,
State/Province Mame, and the 2-letter Country Code for the certificate.

Certificate Mame:

« Common name N

* Organization name saeproweetane: [ ]

o State/province name Country/Region Name: IUS (United States) j
* Country/region name 9

Apply

Click Apply to continue.

[ Home Advanced
If you selected Import Certificate the Import Certificates screen will —ecacenincaes

a p p e a r. Import certificate

Enter certificate name, paste certificate content and private key.

Certificate Name:

-:---EEGIN CER‘_IIFICATE ----- ;l
Enter the Certificate Name in the field provided. o Shesicae
Import your existing certificate by pasting the certificate content into the
Certificate field and paste the private key into the Private Key field.
iy wa orieess 3
;l
Click Apply to submit the request to import the certificate. 2
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Trusted CA

The trusted certificate authority (CA) allows you to verify the certificates of your peers. Note that you can store up to 4

certificates. This screen also allows you to view the CA’s that
( Home Advanced Tools Status
you may have already added and can be removed.
Trusted CA (Certificate Authority) Certificates

Add, Wiew or Remove certificates from this page. CA certificates are used by you to verify peers'
certificates,

Click Import Certificate to continue to the next screen. Maxifmurm 4 cartificatss car be stored.

|Name |Suhject |Type |Actiu-n ‘

Enter the certificate name in the Certificate Name field. [ Home Advanced
Trusted CA Certificates
Import CA certificate
Erter certificate name and paste certificate content.

Certificate Narme:

————— BEGIN CERTIFICATE----- ;l
<insert certificate heres

Paste the content of the certificate that you wish to add in the
Certificate field and click Apply.

Certificate:

.
Apply

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual 56



Section 6 - Advanced Setup

Wireless

The Wireless section under Advanced contains four sections for further configurations. Sections include:

* Advanced Settings

* MAC Filter

* Bridge

e QoS (Quality of Service)

The Wireless -- Advance Setting section allows you to
configure advanced wireless settings such as the channel,
data rate, frequency band, etc.

The Wireless -- MAC Filter section allows you to configure
the wireless firewall by allowing or blocking designated MAC
addresses.

The Wireless -- Bridge section allows you to configure
a WDS (Wireless distribution System). WDS allows your
wireless network to be expanded using multiple access
points without the need for wired connections between the
APs.

The Wireless -- QoS section allows you to configure the
wireless quality of service for the router.

Home Advanced Tools Status

Wireless -- Advance Setting

Allows you to configure wireless firewall by blocking or allowing designated mAC

addresses,

s -- Bridge

Allowys you to configure wireless bridge {also known as Wireless Distribution System)
features of the wireless LAN interface,

Allows you to configure wireless QoS.
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Wireless--Advanced

Advanced features of the wireless LAN interface can be configured in this section.

Settings can be configured for the following: ™ Home Advanced

AP Isolation: If you select enable, then each of your wireless clients will not
be able to communicate with each other.

This page allows you to configure advanced features of the wireless LAN interface. You can select a
particular chiannel on which to operate, force the transmission rate to a particular speed, set the
fragmentation threshold, set the RTS threshold, set the wakeup interval for dients in power-save
. i made, set the beacon interval for the access paint, set ¥Press mode and set whether shart ar lan
Band: A default setting at 2.4GHz — 802.11g s e et d
Click "apply" to configure the advanced wireless options,

Channel: 802.11b and 802.11g use channels to limit interference from ;. EE
other devices. If you are experiencing interference with another =~ s 2 4GHz 7]
2.4Ghz device such as a baby monitor, security alarm, or C“a””eh" W 8 Current: 11
Auto Channel Timer (min 0
cordless phone, then change the channel on your router. R B
™ Multicast Rate: Auto |
54g"" Rate: The wireless link rate at which information will be received BiRat Defoul [
H H Fragmentation Threshold: 2346
and transmitted on your wireless network. S B
. DTIM Interval: Ili
Multicast Rate: The rate at which a message is sent to a specified group of Biacon kerel ™
reC|p|entS ¥PressT¥ Technology: Disabled vl
S4gTH Mode: Bdg Auto - l
. . . S4gT Protection: Auto -
Basic Rate: The set of data transfer rates that all the stations will be capable = ... 1. ong [
of using to receive frames from a wireless medium. Transmit Power: 100% =]
Fragmentation Used to fragment packets which help improve performance in i

Threshold: the presence of radio frequency (RF) interference.

RTS Threshold Determines the packet size of a transmission through the use of the router to help control traffic flow.
(Request to Send

Threshold):

DTIM Interval: Sets the Wake-up interval for clients in power-saving mode.

Beacon Interval: A Beacon is a packet of information that is sent from a connected device to all other devices where it announces
its availability and readiness. A beacon interval is a period of time (sent with the beacon) before sending the
beacon again. The beacon interval may be adjusted in milliseconds (ms).

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual 58




Section 6 - Advanced Setup

Xpress
Technology:

54g™ Mode:

54g™ Protection:

Preamble Type:

Transmit Power:

A technology that utilizes standards based on framebursting to achieve higher throughput. With Xpress Technology
enabled, aggregate throughput (the sum of the individual throughput speeds of each client on the network) can
improve by up to 25% in 802.11g only networks and up to 75% in mixed networks comprised of 802.11g and
802.11b device.

5449 is a Broadcom Wi-Fi technology.

The 802.11g standard provides a protection method so 802.11g and 802.11b devices can co-exist in the same
network without “speaking” at the same time. Do not disable 549 Protection if there is a possibility that a 802.11b
device may need to use your wireless network. In Auto Mode, the wireless device will use RTS/CTS (Request to
Send / Clear to Send) to improve 802.11g performance in mixed 802.119/802.11b networks. Turn protection off to
maximize 802.11g throughput under most conditions.

This is the length of the CRC (Cyclic Redundancy Check) block for communication between the router and
wireless clients. High network traffic areas should select Short preamble type.

This is the percentage of power that should be transmitted from your wireless router. Select from 20%, 40%, 60%,
80%, and 100%.
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Wireless--MAC Filter

The MAC Filter feature allows you to disable, allow or deny users access to the wireless router based on their MAC
address. To add MAC addresses, click on Add to continue. Click on Remove if you want to take out a MAC address

from the MAC filter list.
[ Home Advanced

1.V HS e MAT Eilt .
Wireless -- MAC Filter

The MAC filter screen allows you to manage MAC address
filters. Add the MAC addresses that you want to manage
and then select the mode that you want to use to manage

MaC Restrict Mode: & Disabled 0 allow € Deny

them. Using the MAC Restrict Mode, you can disable MAC |MAC Addross |Romove |
filtering, allow access based on MAC address, or deny
access based on MAC address.

Advanced

T BAA P~
vvirgigss -- iRl Filter

When you click Add from the MAC filter screen, a MAC
address add screen will appear. Enter a MAC address of a
computer on your network and click Apply.

Enter the MAC address and click "Applk" 10 add the MAC address to the wireless MAC address
filters.

To determine the MAC address of a computer see “Networking MG teiress:

Basics” in the Appendix section of this manual. ~

Apply

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual 60



Section 6 - Advanced Setup

Wireless--Bridge

This section allows you to configure WDS (Wireless distribution System). WDS allows your wireless network to be
expanded using multiple access points without the need for wired connections between the APs.

AP Mode: Select Access Point to allow the router to r Home Advanced Tools Status

connect wirelessly to other WDS enabled

routers and allow wireless clients to connect.  Wireless - Bridge
Wireless Bridge will only allow the router to
connect to other WDS enabled routers This page allows you to configure wireless bridge features of the wireless LAN interface. You can

select Wireless Bridge (also known as Wireless Distribution System) to disables acess point
functionality, Selecting Acess Point enables access point functionality, YWireless bridge functionality
Bridge Select Disabled to disable wireless bridge il still be available and wireless stations will be able t associate to the 4P, Select Disabled in
Restrict: restriction. This will allow any wireless bridge = Eridge Restrict which disables wireless bridge restriction, Any wireless bridge will be granted
to connect to the router. Select Enabled or = #cess. Selecting Enabled or Enabled{Scan) enables wireless bridge restriction. Cnly those

. bridges selected in Remote Bridges will be granted access.
Enabled(Scan) to restrict the router from Click "Refresh" to update the remote bridges. Wait for few seconds to update.

connecting to wireless bridges that are not Click "Save/spply" to configure the wireless bridge options,

authorized.
AP . IAccess Faint j
Remote If Bridge Restrict is set to Enabled or 0Ll
Bridges MAC Enabled(scan) only those bridges whose Brice [Enabled 3
Address: MAC addresses appear in these fields will REsTIct,
be granted access. Remote Bridges MAC Address: I I

Click Refresh to update the Remote Bridges MAC
Address fields. Click Save/Apply to save the wireless
bridge options.
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Wireless--QoS

WMM (Wi-Fi Multimedia) technology is available on the wireless router, allowing you to give multimedia applications
a higher quality of service and priority in a wireless network so applications such as videos will be of higher quality.
Enabling WMM may delay the network traffic of other lower assigned quality applications.

WMM No Acknowledgement can only
be enabled if you enable WMM. WMM
No Acknowledgement refers to the
acknowledgement policy used at the MAC
level.

To create a QoS entry, click the Add QoS
Entry button to proceed to add or remove
traffic class rules for your network. Click on
Save/Apply WME Settings.

See the “QoS” section on page 51 for more
information.

[ Home Advanced

WMM(Wi-Fi Multimedia) Settings

WM WY - MLltimedia): IEnabIed vI
Wikl Mo Acknowledgerment: IDiSabIed vI

Wireless Qos Classes
Choose Add or Remove 1o configure netwark traffic classes.

TRAFFIC CLASSIFICATION RULES
Glans Priority
Name Protocol Source Source Drest. Dest.
Adir.Mask Port Adir.Wask Port
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Tools

The tools section contains various administrator functions to maintain your router. Sections include the following; Admin,
Time, Remote Log, System, Firmware, and Test.

* Admin: Allows you to change the password for the various user names available

* Time: Allows you to set the router’s time

* Remote Log: Allows you to view logs of the router’s activities

» System: Allows you to perform functions such as save / reboot, backup, update settings, and restore
default settings

e Firmware: Allows you to upgrade your router with new available firmware versions

» Test: Allows you to view test information for your Internet connection

Access Control

You can enable or disable some services provided by your router for LAN and WAN connections. If no WAN connection
is defined, only the LAN side can be configured.

{ Home [ Advanced Tools }  status |
Click the Admin button to change the routers account eoess bontel A

paSSWO rdS . tanage ADSL router user accounts,
e
Click the Services button to configure what services are
a”owed to pass through the router & Service Control List ("SCL") enables or disables services from being used. .
Click the IP Address button to define who is permitted
access to |Oca| management features Permits access o local management services,
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Access Control—Admin

There are three usernames and passwords (admin, support, and user) that can Tools RGN

be used to control your router. The passwords for these usernames can be changed
on the Admin screen. Select the Username, enter the Old Password, enter a New
Password, and then confirm the new password. When you are ready, click Apply
at the bottom of the page.

#ccess to your DSL router is controlled through three user accounts: admin, suppart, and user.

The user name "admin” has unrestricted access to change and view configuration of your DSL
Rauter.

The user name "support” is used to allow an ISP technician to access your DSL Router for
maintenance and to run diagnostics,

The user name "user" can access the DSL Router, wiew configuration settings and statistics, as
well as, update the router's software.

Use the figlds below to enter up to 16 characters and click "Apply" to change or create passwords,
Mate: Password cannot contain & space.

Username: I—LI
Old Password: l—
Mew Password: l—
Confirm Password: li

'
Apply

Access Control—Services

From this page you can enable/disable certain services from passing through your router. Services that can be enabled/

disabled on the LAN/WAN are FTP, HTTP, ICMP, SNMP, Telnet, and TFTP.

FTP: (File Transfer Protocol) Used for file transfer. ST Status |

HTTP: (Hyper Text Transfer Protocol) A communications protocol that enables Wel | = ettty mmsiemibes s fomben e

browsing.

ICMP: (Internet Control Message Protocol) supports packets containing error, control, and
informational messages.

SNMP: (Simple Network Management Protocol) A protocol used for network management
and monitoring network devices.

Telnet: A standard Internet protocol for accessing remote systems.

Service |LAN WAN

FTP I Enabled | I Enabled

HTTP W Enabled | 7 Enabled

ICMP | @ Enabled | T Enabled

SMMP | W Enabled | [T Enabled

TELNET | M Enabled | [T Enabled

TFTF | W Enabled | [T Enabled

v
Apply

TFTP: (Trivial File Transfer Protocol) A very simple form of the File Transfer Protocol (FTP).
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Access Control—IP Address

Web access to the router can be limited when Access Control Mode is enabled.

Add the IP address to the IP address list by clicking on the
Add button, then select Enabled to enable Access Control
Mode.

If Access Control Mode is disabled, any workstation connected
locally to your router can access the web interface provided
the correct username and password is supplied at log on.

Enter the IP address of the management station permitted
to access the local configuration and click Apply. This will
return you to the previous screen where you can enable
access control.

{ Home [ Advanced Tools ) status |

Access Control --IP Address

The IP Address Access Control mode, if enabled, permits access to local management services
from IF adresses contained in the Access Control List, If the Access Control mode is disabled, the
systarm will not validate IP adresses for incoming packets. The services are the system
applications listed in the Service Control List.

Access Control Mode & Disabled € Enabled

IP Address | Remove

{ Home [ Advanced Tools ) status |

Enter the IP address of the management station permitted to access the local management
services, and click ‘apply.'

IP Address: I
v,
Apply
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Time

The Time Settings page allows you to automatically synchronize your time with a time server on the Internet.

To set the router’s time, click on the automatically synchronize with
Internet time servers checkbox. Addional time settings will appear
below the checkbox.

Select from the list of NTP (Network Time Protocol) time servers. Then

select the time zone that you are in and click Apply to save.

( Home [ Advanced Tools

Time settings
This page allows yvou to the moderm's time configuration,

7 sutomatically synchronize with Internet time servers

B
N4

[ Home [ Advanced Tools

Time settings
This page allows you 1o the modem's time configuration,

¥ sutomatically synchronize with Internet time servers

First NTP time server: |clock frmt.he.net jl

Second MNTP time server: INone jl

Time zone

affeat: |(GMT—12:DD) International Date Line YWest

»
hod
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Remote Log

The System Log screen allows you to view the system log and configure the system log options.

( Home [ Advanced Tools B

To view the system log, click on the View System Log button.

Note: When you click on the View System Log button, the System
Log screen is located under the Status section (see screen on
right). To return to the previous screen to configure system log,
remember to click on the Tools tab (located on top row) first and
then click on Remotelog.

The System Log screen shows the date/time of the log, the facility
that was logged, the severity level and the log message. Click on
Refresh to view any new information that has been logged.

If the log is enabled, the system will log selected events including
Emergency, Alert, Critical, Error, Warning, Notice, Informational,
and Debugging. All events above or equal to the selected log level
will be logged and displayed.

System Log - Intro
The Systern Log dialog allows you to view the Systern Log and configure the Systern Log options.
Click "igw Systern Log" to view the System Log.

Click "Configure Systerm Log" to configure the System Log options,

( Home [ Advanced | Tools Status

System Log

|DatEJTime |Facilily|5werily |Message |

System log when log is disabled.

( Home | Advanced | Tools Status

System Log

| Date Tilme |Facilily |Severily| Message

System log when log is enabled.
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To configure the system log, click the Configure
System Log button.

From the configuration screen, set the log to Enable,
select the Log Level, Display Level and Mode. If the
selected mode is “Remote” or “Both”, events will be sent
to a specified IP address and UDP port of a remote
system log server. If the selected mode is “Local” or
“Both”, events will be recorded and viewed locally. Select
the desired values and click Apply to save the system
log options.

(

[

Home [ Advanced Tools m

System Log -- Intro
The System Log dialog allows you o view the System Log and configure the Systermn Log opfions.
Click "“view Systern Log" to view the System Log.

Click "Configure System Log" to configure the System Log options.,

Home [ Advanced Tools ) status |

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events, For the Log Lewel,
all events above or equal to the selected level will be logged. For the Display Level, all logged
events above or equal to the selected level will be displayed. If the selected mode is 'Remote’ or
'Both,' events will be sent to the specified IP address and UDP port of the remote syslog server, If
the selected mode is 'Local' or 'Baoth,' events will be recorded in the local memary.

Select the desired values and click "Apply' to configure the system log options.

Log: ¥ Disable © Enable

Log Level: Debugging vl
Display Level: Errar vl
Mode: Local vI

"o
9
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TR-069 Client

The router includes a TR-069 client, a WAN management protocol. TR-069 provides standardized remote device
management for residential gateways. This client allows your router to be configured remotely by your ISP (if supported),
or any service providing Auto-Configuration Servers (ACS)

If you wish to enable this protocol, then select [ Home [ Advanced Tools | status |
enable. Contact your ISP to determine the ACS  TR-069 client - Configuration

URL, ACS User Name, and ACS Password. You

must click on the Save/Reboot button for the Wiah Management Protocal (TR-069% allows a Auto-Configuration Server (ACS) 1o perform auto-
Change to take place. configuration, provision, collection, and diagnostics to this device,

Select the desired values and click "apply" to configure the TR-069 client options.

Inform ¥ Disable © Enable

Inforrm Interval: ISIIIEI
ACS URL: |

ACS User Mame: Iadmin
ACS Password: I* i

Connection Request User Mame: Iadmin

Connection Request Password: |* ok
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System

The system section includes several tools on one page, including save and reboot, backup settings, update settings,

and restore default settings.

Save and Rehoot

The Save/Reboot button, when clicked, will save all configuration changes made on the router and restart the device.
All new configuration settings will take effect when the router starts up again.

Backup Settings

The Backup Settings button allows you to save your router configuration to a file on your computer so that it may be
accessed again later. This feature is useful if you have changed the configuration on the router, but would like to revert

to a previous configuration.

To save your current configuration, click the Backup
Settings button. The following pop-up screen will
appear with a prompt to open or save the file to your
computer.

File Download y

Some fbes can ham your computer. If the hle mfcemabion below
books suspecionss, of pou oo rob fully st e source, do not open of
save this filke.

Fie name: backupsettings.conf
Fie lype:
Fiam 192.168.1.1

'wiould you ke to open the file or save # bo pour compuber?

Open Sanve Cancal Mare Info

x|

v Abuzgys ask before opering this twpe of e
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Update Settings
To load a previously saved configuration file onto your O Status

router, click Browse, select the file on your computer
and then click on Update Settings.

Update DSL router settings. You may update your router settings using your saved files,

Settings File Name: | Browse... |

The router will restore settings and reboot to activate
the restored settings.

Restore Default Settings

Restore Default Settings will delete all current settings and restore the router to factory default settings. Click on the
Restore Default Settings button to proceed. The following confirmation dialog will appear confirming your decision to
restore default settings. Click on OK to continue.

Microsoft Internet Explorer x|

@ Are wou sure wou want bo restore Fackory default sektings?

(8] 4 | Cancel
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Firmware

If your ISP releases new software for this router, follow these steps to perform an upgrade.

1. Obtain an updated software image file (firmware) from your ISP.
2. Enter the path of the image file location or click the Browse button to locate the image file.
3. Click the Update Software button once to upload the new image file.

[ Home [ Advanced Tools } status |

Firmware Upgrade

Step 1: Obtain an updated software image file from your ISP,

Step 2Z: Enter the path o the image file location in the box below or click the "Browse" buthon
to locate the image file.

Step 3: Click the "Update Software" bution once 1o upload the new image file.

MOTE: The update process takes about 2 minutes o complete, and your DSL Router will
reboot.

Software File Narme: Browse... |
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Test

The diagnostics screen allows you to run diagnostic tests to check your DSL connection. The results will show test

results of three connections:

e Connection to your local network
e Connection to your DSL service provider
e Connection to your Internet service provider

There are three buttons at the bottom of the
page; Next Connection (appears only if you
have created more than one connection), Test
and Test with OAM F4 (which will allow you to
retest if necessary).

Home [ Advanced

pppoe_0_35_1 Diagnostics

Your modem is capable of testing your DSL connection. The individual tests are listed below. If 2
test displays a fail status, click "Rerun Diagnostic Tests" at the botiom of this page to make sure
the fail status is consistent. If the test continues to fail, click "Help" and follow the roubleshoating

procedures,

Test the connection to your local network

Tools

Test your ENET(1-4) Connection: PASS |Help
Test the connection to your DSL service provider
Test ADSL Synchronization: FAIL Help
Test ATM OAM F5 seqgiment pindg: FAIL Help
Test ATM OAM F5 end-to-end ping: FAIL Help

Test the connection to your Internet service provider

Test PPP server connection: FAIL Help
Test authentication with ISP: PASS Help
Test the assigned IP address: FAIL Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: PASS Help
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Status

The status section allows you to view general and status information for your router’s connection.

Device Info

. . . I' Home f Advanced f Tools Status
The Device Info page shows details of the router such as the version ===~
of the software, bootloader, LAN IP address, etc. It also displays the = 'B ”D_' _
current status of your DSL connection. Soﬂwan;\.l'ersion: 306-04-0B00, AZpE021c d10b

Bootloader (CFE) Version: | 1.0.37-4.3

Wireless Driver Version: |2.131.25.0.cpe2.3

This information reflects the current status of your DSL connection,

Line Rate - Upstream (Khps):
Line Rate - Downstream {(Kbps):
LAN IP Address: 192.168.1.1
Default Gateway:
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1
Access the DHCP Leases screen by clicking DHCP ST CRS LY. UF LT N SR T/ Biatns
under Status. This shows the computers, identified by = pevice info - DHCP Leases
the hostname and MAC address, that have acquired IP
addresses by the DHCP server. The table will also show |Hosthame | MAC Address | IP Address | Expires In |

the time the DHCP lease will expire.
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The WAN Info screen displays WAN connections | Home [ Advanced | Tools Status

previously set up in the Home section. There is

“ i . WAN Info
an extra “Status” column used for connection
status information, displaying either ADSL Link
. Senice Interface IP
Down or ADSL Link Up. VPIVCI | Category |~ - Name  |PTotocol | State | Status | o
0435 LIBR, pppoa_ 0 351 | ppp 0351 | PPPoa | Enabled ﬁDDEI-:leLrilnk
2/38 LIBR, FRPoe_2 381 | ppp_2_38_1 FPPoE | Enabled ﬁDDSDLWLriInk

Route Info
The Route Info section displays route Status

information showing the IP addresses of the
destination, gateway, and subnet mask as well
as other route information.

Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic (redirect), M - modified (redirect),

Destination | Gateway | Subnet Mask |Flags | Metric | Service | Iiterface

132.168.1.0 0.0.0.0 255,255 2550 L ] bro
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Log

This is the same screen as seen in the Remotelog section under tools.

| Home | Advanced | Tools Status

System Log

Date Time |Fat:|llly|5werrty| Message

LAN

The LAN section shows received and transmitted packet information for the Ethernet interface. Click on Reset Statistics
to renew the information.

( Home [ Advanced | Tools Status
LAN Statistics

Interface Feceivedl Transmitted
Bytes |Pkts |Errs |Drops [Bytes Pkts |Errs |Drops
Ethernet |244894 1222410 ] 1145170228910 ]
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WAN

The WAN section shows received and transmitted packet information for the WAN connections that you have set up.

Click on Reset Statistics to renew the information.

(

Home [ Advanced | Tools Status
AN Statistics
Service |VPIVCI Protocol Interface Recepved Transmmted
Eytes Pkts Errs Drops Bytes Pkts Errs Drops
Eggifl‘—“ 035  PPPoA Ef‘;—“—j 0 o |lolo|lo]|o
ﬁg:;i‘:—z 238  PPPoE :;ﬁ';—zj 0 o oo |o]o
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ATM

The ATM section displays statistical values for your ATM interface as well as for AAL5 and AAL5 VCC. Click on Reset

Statistics to reset the values.

{ Home [ Advanced [ Tools

Statistics - ATM
ATht Interface Statistics

In Octets

2451

Out Octets

1412

Fn Errors

=]

hl’l Unknown

Fn Hec Errors

Fn Imvalid Wpi Wi Errors

Fn Port Not Enable Errors

Fn PTI Errors

In Idle Cells

In Circuit Type Errors

In OAM R CRC Errors

Fn GFC Errors

gjojojo|jojojojojo

AALS Interface Statistics

n Octets

Out Octets

n Ucast Pkts

Out Ucast Pkts

n Errors

Out Errors

n Discards

Out Discards

AsLEYCC Statistics

Status

VPINCICRC Errors

SAR Timeouts

Oversized SDUs Short Packet Errors

Length Errors

14/40 0

0

0 0

0
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ADSL

Information contained in the ADSL screen is useful for troubleshooting and diagnosing connection problems.
( Home [ Advanced [ Tools Status

ADSL Statistics

Mode: G.OMT

Type: Fast

Line Coding: Trellis On

Status: o Defect

Link Power State: Lo
DownstreamUpstream

SNR Margin (dB): 11.9 12.0

Attenuation (dBX: 0.0 1.0

Output Power {(dBm): 7.8 12.5

Attainable Rate (Kbps): (=] 1056

Rate (Kbps): B000 B00

K (number of bytes in DMT frame): =51 =6

R (number of check bytes in RS code word): D )

% (RS code word size in DMT frame): 1 1

D {interleaver depth): 1 1

Delay {msec): ) ()

Super Frames: 18171 18169

Super Frame Errors: 1 =00

RS Words: ] ]

RS Correctable Errors: ] (]

RS Uncorrectable Errors: i} R

HEC Errors: 1 (Sia}

0OCD Errors: ] ]

LCD Errors: ] ]

Total Cells: 5520071 (]

Data Cells: 1040 (]

Bit Errors: (] (]

Total ES: = (]

Total SES: 1 (]

Total UAS: 05 (]
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ADSL BER Test

A Bit Error Rate Test (BER Test) is a test that reflects the ratio of error bits to the total number transmitted.

If you click on the ADSL BER Test button at the bottom of the ADSL Statistics
page, the following pop-up screen will appear allowing you to set the tested
time and to begin the test. Click Start to begin the test.

When you start the ADSL BER Test, the following progress window will display
the connection speed as well as the length of time that the test will run for.
At any time during the test, click on the Stop button to terminate the test.

a http:#192.168.1 1/berstart tst7berstate=0 = Micromit ._' terme o I I:Ilil

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start”,

Tested Time (sec): |30 vl

ADSL BER Test - Running

The 4DSL BER. test is in progress. The connection
speed is 8000 Kbps, The test will run for 20
seconds,

Click "Stop" o terminate the test.

J
£
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When the test is complete, the following window will display the test results
showing the test time, total transferred bits, total error bits and error ratio.
Click Exit to close the window.

ADSL BER Test - Result

The aDSL BER. test completed successfully,

Test Time (sec):

20

Total Transferred Bits: | 0x000000000243231620

Total Error Bits: Ox0000000000000000
Error Ratio: 0.00e+00
J
Exit
=l
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Wireless Station Info

This page displays the stations (identified by their BSSID) that are associated with your wireless router. Click on Refresh
to renew the page for new wireless stations.

( Home [ Advanced | Tools Status

Wireless -- Authenticated Stations

Thizs page shows authenticated wireless stations and their status

BSSIDy Associated | Awthorized

00:15:00:4C:55:4E
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DSL-2640B.
Read the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.1.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

e Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

e Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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» Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. For information about logging into the router see page 11.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or
office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range

up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,

speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it'’s for home, office,

business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
 Surf the web, check email, instant message, and etc
e Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office
e Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to

start. That’'s why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

D-Link DSL-2640B ADSL2+ 4-Port Router User Manual 88



Appendix A - Wireless Basics

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to the Wireless section of this manual for detailed information
on how to set it up.

Wireless Modes

There are basically two modes of networking:
* Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless
network adapters on each computer.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics
Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a
DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter.

o (G YWINDOWS\system 32'cmd. exe

Microsoft Windows XP [Uersion 5.1.26881]

This will display the IP address, subnet mask, and RS
the default gateway of your adapter.

C:-“Documents and Settings’ipconfig

Mindows IP Configuration

If the address is 0.0.0.0, check your adapter

Ethernet adapter Local Area Connection:

installation, security settings, and the settings Connection-specific DNS Suffix . & dlink
on your router. Some firewall software programs Subnet Mask cai P 250c250,255.0
may bIOCk a DHCP I’equeSt On neWIy |nSta”ed C:“Documents and Settings>_

adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please
contact an employee or administrator to verify their wireless network settings.

Check your MAC

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig /all and press Enter.

This will display information about all installed adapters on your computer. Your MAC address is listed as the “Physical
Address” and should [00k like XX-XX-XX-XX-XX-XX OF XX:XX:XX:XX:XX:XX
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internet Protocol (TCP/IP) Properties

General

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address Yodoenatl Fstvus st st £ remorcampnte |
192.168.0.X where X is a number between 2 and 99. Make sure that the number | ="

. . Obtain an IP addiess automnaticall
you choose is not in use on the network. Set Default Gateway the same as the LAN =i

IP address of your router (192.168.0.1). Cow ;;:;12882255;
ubret mask: : 4
Drefault gateway: i:I-S2-_1-58-U-1;_|

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. Bletsbnnioee s dd’;ff%%f______ —
Prefered DNS server: [192.188. 0 .1 |
Alternate DNS server: [ wwm _J
Step 5
. . . Advance d.
Click OK twice to save your settings. B |
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Contacting Technical Support

U.S. and Canadian customers can contact D-Link technical support through our web site or by phone.
Before you contact technical support, please have the following ready:

* Model number of the product (e.g. DSL-2640B)

* Hardware Revision (located on the label on the bottom of the router (e.g. rev A1))

e Serial Number (s/n number located on the label on the bottom of the router).

You can find software updates and user documentation on the D-Link website as well as frequently asked questions
and answers to technical issues.

\
For customers within the United States: For customers within Canada:
Phone Support: Phone Support:
(877) 453-5465 (800) 361-5265
Internet Support: Internet Support:
http://support.dlink.com http://support.dlink.ca
A\
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited Warranty:

. Only to the person or entity that originally purchased the product from D-Link or its authorized reseller or distributor, and

. Only for products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, or addresses with an APO
or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link product described below (“Hardware”) will be free from material defects in workmanship and materials under normal use from the
date of original retail purchase of the product, for the period set forth below (“Warranty Period”), except as otherwise stated herein.

. Hardware (excluding power supplies and fans): One (1) year
. Power supplies and fans: One (1) year

. Spare parts and spare kits: Ninety (90) days

The customer's sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s option, to repair or replace the defective Hardware during the
Warranty Period at no charge to the original owner or to refund the actual purchase price paid. Any repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The replacement
hardware need not be new or have an identical make, model or part. D-Link may, at its option, replace the defective Hardware or any part thereof with any reconditioned product that D-Link reasonably
determines is substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement hardware will be warranted for the remainder of the original Warranty Period
or ninety (90) days, whichever is longer, and is subject to the same limitations and exclusions. If a material defect is incapable of correction, or if D-Link determines that it is not practical to repair or replace
the defective Hardware, the actual price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware or part thereof
that is replaced by D-Link, or for which the purchase price is refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will substantially conform to D-Link’s then current functional specifications for the Software, as set forth
in the applicable documentation, from the date of original retail purchase of the Software for a period of ninety (90) days (“Software Warranty Period”), provided that the Software is properly installed on
approved hardware and operated as contemplated in its documentation. D-Link further warrants that, during the Software Warranty Period, the magnetic media on which D-Link delivers the Software will be
free of physical defects. The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s option, to replace the non-conforming
Software (or defective media) with software that substantially conforms to D-Link’s functional specifications for the Software or to refund the portion of the actual purchase price paid that is attributable to the
Software. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to the original licensee, and is subject to the terms and conditions of the license granted by D-Link for
the Software. Replacement Software will be warranted for the remainder of the original Warranty Period and is subject to the same limitations and exclusions. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-conforming Software will be refunded
by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for Hardware and Software portions of D-Link’s products will not be applied to and does not cover any refurbished product and any
product purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product and in
that case, the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its return policy. In case the return policy period has expired and the product is within warranty, the

customer shall submit a claim to D-Link as outlined below:

e  The customer must submit with the product as part of the claim a written description of the Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same, along
with proof of purchase of the product (such as a copy of the dated purchase invoice for the product) if the product is not registered.

e  The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465, who will attempt to assist the customer in resolving any suspected defects with the product. If the product
is considered defective, the customer must obtain a Return Material Authorization (“‘RMA”) number by completing the RMA form and entering the assigned Case ID Number at https://rma.dlink.com/.

e  After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA number
must be prominently marked on the outside of the package. Do not include any manuals or accessories in the shipping package. D-Link will only replace the defective portion of the product and will
not ship back any accessories.

e  The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the property of D-Link.
Products shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible for any packages that are
lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via UPS Ground or any common carrier selected by D-Link. Return shipping charges shall be prepaid by
D-Link if you use an address in the United States, otherwise we will ship the product to you freight collect. Expedited shipping is available upon request and provided shipping charges are prepaid by
the customer.
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D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: The Limited Warranty provided herein by D-Link does not cover: Products that, in D-Link’s judgment, have been subjected to abuse, accident, alteration, modification, tampering,
negligence, misuse, faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the documentation for the product, or if the model or serial number has been altered,
tampered with, defaced or removed; Initial installation, installation and removal of the product for repair, and shipping costs; Operational adjustments covered in the operating manual for the product, and
normal maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware or other products or services provided by
anyone other than D-Link; and Products that have been purchased from inventory clearance or liquidation sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty
obligation pertaining to the product. While necessary maintenance or repairs on your Product can be performed by any company, we recommend that you use only an Authorized D-Link Service Office.
Improper or incorrectly performed maintenance or repair voids this Limited Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE
DISCLAIMED INANY TERRITORY WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY PERIOD
SET FORTH ABOVE. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF
THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING,
BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT
OR COMPUTER PROGRAMS TO WHICH D-LINK’'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED
WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR,
REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE
OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR
REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some states do not allow exclusion or limitation of incidental or consequential damages, or limitations on
how long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This Limited Warranty provides specific legal rights and you may also have other rights which vary from state
to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered trademarks are the property of their respective owners.

Copyright Statement: No part of this publication or documentation accompanying this product may be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright Act of 1976 and any amendments thereto. Contents are subject
to change without prior notice. Copyright 2006 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions,

may cause harmful interference to radio communication. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

e  Reorient or relocate the receiving antenna.
. Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

e  Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the United States, please contact the corresponding local D-Link office.
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Registration

Register your product online at:
http://support.dlink.com/register

Product registration is entirely voluntary and failure to complete or return this form will not diminish your warranty
rights.

Version 1.0
September 26, 2006
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