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DSR-250N Firmware Hotfix Release Notes

Firmware: 3.17B401C_WW Hotfix
Hardware: Ax
Date: December 1, 2020

Overview:

On August 11, 2020, a 3rd party security researcher submitted a report accusing the DSR-250
Hardware Revision Al using firmware v3.17 or older (2) Authenticated remote command
execution (1) unauthenticated vulnerabilities. Since this product shares firmware with other
models in the DSR Family, DSR-150 / DSR-250 / DSR-500 / DSR-1000AC will require updates
to patch these issues.

For more information, visit:
https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10195

Problems Resolved:

e Unauthenticated Remote LAN/WAN Root Command Injection
e Authenticated Root Command Injection

34 Party Report:

Digital Defense, Inc. Vulnerability Research Team
Coordination: Samuel Shapiro:: VulnerabilityResearch _at_ digitaldefense _dot_ com

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix
release which is still undergoing final testing before its official release. The beta software,
beta firmware, or hot-fix is provided on an “as is” and “as available” basis and the user
assumes all risk and liability for use thereof. D-Link does not provide any warranties, whether
express or implied, as to the suitability or usability of the beta firmware. D-Link will not be
liable for any loss, whether such loss is direct, indirect, special or consequential, suffered by
any party as a result of their use of the beta firmware.
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