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Section 1 - Product Overview

Package Contents

* EBR-2310 Ethernet Broadband Router
* Power Adapter
e Ethernet Cable
e Manual on CD

System Requirements

 Ethernet-based Cable or DSL Modem
e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet adapter
e Internet Explorer Version 6.0 and above (for configuration)

Note: Using a power supply with a different voltage rating will damage and void the warranty for this product. If any of
the above items are missing, please contact your reseller.
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Section 1 - Product Overview

Introduction

The D-Link Express EtherNetwork EBR-2310 is a 4-port Ethernet Broadband Router. The D-Link EBR-2310 enables
users to quickly and easily share a high speed Internet connection. The D-Link EBR-2310 also incorporates many
advanced features, traditionally found in more expensive routers.

The EBR-2310 is compatible with most popular operating systems, including Macintosh, Linux and Windows®, and can
be integrated into an existing network. This Manual is designed to help you connect the D-Link Express EtherNetwork
EBR-2310 to a high speed Internet connection and 4 Ethernet PC connections.

This manual provides a quick introduction to Broadband Router Technology, Firewalls, and Local Area Networking.
Please take a moment to read through this manual and get acquainted these various technologies.

Features

* QoS Engine - Helps to improve your network gaming performance by prioritizing applications.

* Broadband Modem and IP Sharing - Connects multiple computers to a Broadband (Cable or DSL)
modem to share the Internet connection.

* Ethernet Switch - Allows you to quickly and easily share an Internet connection with multiple computers
and devices.

* VPN supported - Supports multiple and concurrent IPSec and PPTP pass-through sessions, so
multiple users behind the EBR-2310 can access corporate networks through various VPN clients more
securely.
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Section 1 - Product Overview

* Advanced Firewall & Parental Control Features - The Web-based user interface displays a number of
advanced network management features including:

e Content Filtering - Easily applied content filtering based on Mac Address, URL and/or Domain Name.

* Network Address Translation - NAT allows you to share a single IP Address and protects you from
outside intruders gaining access to your private network.

* DHCP Server Supported - All of the networked computers can retrieve TCP/IP settings automatically
from the EBR-2310.

* Web-Based Management - EBR-2310 is configurable through any network computer's web browser
using Netscape or Internet Explorer.

* Port Forwarding Supported - Enables you to expose WWW, FTP and other services on your LAN to
be accessible to Internet users.

* Special Application Supported - Special applications requiring multiple connections, like Internet
gaming, video conferencing, Internet telephony and so on. The EBR-2310 can sense the application type
and open a multi-port tunnel for it.

* DMZ Host Supported - Allows a networked computer to be fully exposed to the Internet. This function
is used when the Special Application feature is insufficient to allow an application to function correctly.
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Section 1 - Product Overview

Hardware Qverview

Front Panel

WAN
WAN status indicator will light Green
when there is good physical WAN

connection.

‘ \ Wired Router 1 2 3 4 EBR-2310 /

LAN Link/Act.
Power : g .
Power indicator will light Link status indicators light
Green. Green. The LED flickers
when the corresponding port
is sending or receiving data.
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Section 1 - Product Overview

Rear Panel

WAN*
WAN port socket (CAT5 Ethernet RJ-45 cable).
This is where you will connect your Cable or DSL

LAN PORTS* 1-4 Power

LAN port sockets (CAT5 Ethernet RJ-45 Connect one end of your included
cable). The LED glows steadily when power adapter to the power port
a port is connected to a hub, switch or and the other end into your power
network-adapter-equipped computer in outlet.

your local area network (LAN.)

Reset
Used to restore the EBR-2310
back to factory default settings.

*All ports (both LAN & WAN) are Auto-MDIX. All ports auto-sense cable types to accommodate Straight-through or
Cross-over cable.
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Section 1 - Product Overview

Technology Introduction

Introduction to Broadband Router Technology

A router is a device that forwards data packets from a source to a destination. Routers forward data packets using IP
addresses and not a MAC address. A router will forward data from the Internet to a particular computer on your LAN.
The information that makes up the Internet gets moved around using routers. When you click on a link on a web page,
you send a request to a server to show you the next page. The information that is sent and received from your computer
is moved from your computer to the server using routers. A router also determines the best route that your information
should follow to ensure that the information is delivered properly.

A router controls the amount of data that is sent through your network by eliminating information that should not be there.
This provides security for the computers connected to your router, because computers from the outside cannot access
or send information directly to any computer on your network. The router determines which computer the information
should be forwarded to and sends it. If the information is not intended for any computer on your network, the data is
discarded. This keeps any unwanted or harmful information from accessing or damaging your network.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that prevents unauthorized access to or from
your network. A firewall can be a computer using firewall software or a special piece of hardware built specifically to act
as a firewall. In most circumstances, a firewall is used to prevent unauthorized Internet users from accessing private
networks or corporate LAN’s and Intranets.

A firewall watches all of the information moving to and from your network and analyzes each piece of data. Each piece of
data is checked against a set of criteria that the administrator configures. If any data does not meet the criteria, that data is
blocked and discarded. If the data meets the criteria, the data is passed through. This method is called packet filtering.

A firewall can also run specific security functions based on the type of application or type of port that is being used.
For example, a firewall can be configured to work with an FTP or Telnet server. Or a firewall can be configured to work
with specific UDP or TCP ports to allow certain applications or games to work properly over the Internet.
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Section 1 - Product Overview

Introduction to Local Area Networking

Local Area Networking (LAN) is the term used when connecting several computers together over a small area such
as a building or group of buildings. LAN’s can be connected over large areas. A collection of LAN’s connected over a
large area is called a Wide Area Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types of media that can connect
computers together. The most common media is CAT5 cable (UTP or STP twisted pair wire.) On the other hand,
wireless networks do not use wires; instead they communicate over radio waves. Each computer must have a Network
Interface Card (NIC), which communicates the data between computers. A NIC is usually a 10Mbps network card, or
10/100Mbps network card, or a wireless network card.

Most networks use hardware devices such as hubs or switches that each cable can be connected to in order to continue
the connection between computers. A hub simply takes any data arriving through each port and forwards the data to
all other ports. A switch is more sophisticated, in that a switch can determine the destination port for a specific piece
of data. A switch minimizes network traffic overhead and speeds up the communication over a network.

Networks take some time in order to plan and implement correctly. There are many ways to configure your network.
You may want to take some time to determine the best network set-up for your needs.

Reset
To reset the system settings to factory defaults, please follow these steps:
1. Leave the device powered on, do not disconnect the power

2. Press the reset button and hold (use a paper-clip)
3. Keep the button pressed about 10 seconds

4. Release the button

The EBR-2310 will then automatically reboot itself.
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Section 2 - Installation

Installation
Installation Location

The EBR-2310 can be positioned at any convenient place in your office or house. No special wiring or cooling requirements
are needed. However, you should comply with the following guidelines:
* Place the EBR-2310 on a flat horizontal plane.
* Keep away from any heating devices.
* Do not place in a dusty or wet environment.
The recommended operational specifications of the EBR-2310 are:
Temperature 32°F ~ 131°F
Humidity 5% ~ 90 %
In addition, remember to turn off the power, remove the power cord from the outlet, and keep your hands dry when
you install the hardware.

Network Settings

To use the EBR-2310 correctly, you have to properly configure the network settings of your computers. The default IP address
of the EBR-2310is 192.168.0.1, and the default subnet mask is 255.255.255.0. These addresses can be changed as needed,
but the default values are used in this manual. If the TCP/IP environment of your computer has not yet been configured, you
can refer to Configuring Your PCs to Connect to the EBR-2310 to configure it.

For example:

1. Configure your computer /P as 192.168.0.3, subnet mask as 255.255.255.0 and gateway as 192.168.0.1
Or more conveniently

2. Configure your computers to obtain TCP/IP settings automatically from the DHCP server feature of the EBR-2310
Since the IP address of the EBR-2310 is 192.168.0.1, the IP address of your computer must be 192.168.0.X (where “X” is a
number between 2 and 254.) Each computer on your network must have a different IP address within that range. The default
gateway must be 192.168.0.1 (the IP address of the EBR-2310).
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Section 2 - Installation

Getting Started

The EBR-2310 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type
“D:\EBR2310.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click the orange Install
Router button. ETHERNET BROADBAND ROUTER

= View Manual

= Network Magic (/‘—'—-\_.
st ( INSTALL ROUTER

= Adobe Reader 5

= Support

= Registration

EBR-2310

Note: It is reccomended to write down the login password on the provided CD holder.
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Section 3 - Configuration

Configuration

The EBR-2310 provides an embedded Web-based management utility making it operating system independent. You
can configure your EBR-2310 through the Netscape Communicator or Internet Explorer browser in MS Windows®,
Macintosh, Linux or UNIX based platforms. All that is needed is a web browser such as Internet Explorer or Netscape
Navigator with Java Script enabled.

Log in

Open your web browser and type in the IP address of the EBR-2310 into the Location (for Netscape) or Address (for
IE) field and press “Enter.” The default IP address of the EBR-2310 is 192.168.0.1

A D-Link - Microsoft Internet Explorer

For example: http://192.168.0.1

File Edit ‘Wew Favorites Tools Help

eBack - \_/'I \ﬂ @ _;\] /..-\JSearch

Address [&] 192.168.0.1 | B0

After the connection is established, the logon screen will pop up.
To log in as an administrator, enter the username of “admin” and the password (there isn’t a default password, leave
it blank). Click the OK button. If the password is correct, the web-management interface will appear.
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Section 3 - Configuration

Setup Wizar

You may run the setup wizard to quickly setup your router.

Click Setup Wizard to launch the wizard. Lo e comerion

There are two ways to set up your Internet connection; you can use the Web-based Internet Connection
Setup Wizard, or you can manually configure the connection,

TERNET CONNEC WIZARD

TF you would like to utiize our easy to use Web-based Wizards to assist you in connecting your new D-Link.
Systems Router to the Internet, as wel as configure the Wireless settings, click on the Setup Wizard button
below.

Setup Wizard

Note: Bsfore launching these wizards, pleass make sure yau hiave followed ol steps outlned in the Quick
Installation Guide included in the package.

MANUAL INTERNET CONNE oPT

1F you would Ik to canfigure the Internet settings of your new D-Link Systems Router manualy, then chck an

the: Manual Configure button below.
Marwal Configure

Click Launch Internet Connection Setup Wizard to begin.

INTERMET WIZARD

The D-Link Wired Router meets the demands of individuals wha demand powerful and relisble performance for
the ultimate cnline experience.

INTERNET CONNECTION SETUP WIZARD

The Following Web-based Setup Wizard is designed ko assist you in connecting your new D-Link Router ko the
Inkerrit, This Sebup Wizard wil guide you through step-by-step instructions on how ko get your Internst
connection up and running. Click.the: button below ko begin,

I Launch Intermet Connection Setup Wizard 1]

Note: Bcfore launching these wizards, please make sure yau have followed al steps autined in the Quick
Installation Guick included in the package.
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Section 3 - Configuration

Click Next to continue.

WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and connect to
the Internet,

Step 1: Set your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

Create a new password and then click Next to continue.

STEP 1: SET YOUR PASSWORD

By default, your new D-Link Router does not have a d configured for admi or access to the Web-

based configuration pages. Ta secure your new networking device, please set and verify a password below:

Select your time zone from the drop-down menu and then click Next
to continue.

STEP 2: SELECT YOUR TIME 20NE

Select the appropriate time zone for your location. This information is required to configure the time-based
options for the router.
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Section 3 - Configuration

Select the type of Internet connection you use and then click Next
to continue.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Your Internet Connection could not be detected, please select your Internet Service Provider (ISP} from the list
below. If your ISP is not listed; select the "Not Listed or Don't Know" option to manually configure your
connection.

Nat Listed or Dan't Know %

If your Internet Service Provider was not listed or you don't know who it is, please select the Internet
connection type below:

(@) DHCP Connection {Dynamic IP Address)
Chaose this i your Inkernet connection automatically provides you with an IP Address. Most
Cable Modems use this type of connection,
() Username / Password Connection (PPPoE)
Choose this option IF your Internet connaction requires & usemams and password to gst
oniine. Most DSL modsms use this type of connection.
() Username / Password Connection (PPTP)
PPTP diert.
Username / Password Connection {L2TP}
L2TP dlient.

() Static P Address Connection
Chaose this optien If your Internet Setup Provider provided you with IP Address information
that has to be manualy configured.

© BigPond
BigPond Cable (Australia)

If you selected Dynamic, you may need to enter the MAC address
of the computer that was last connected directly to your modem. If
you are currently using that computer, click Clone Your PC’s MAC
Address and then click Next to continue. DHCP CONVEGIION (YAAMI I ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then click the Clone MAC button to copy your
computer's MAC Address to the D-Link Router.

The Host Name is optional but may be required by some ISPs. The N —

| Clone our PC's MAC Address |

default host name is the device name of the Router and may be —_—

INoke: You may also need to provide a Host Hame, I you do not have or know this

C h a n g ed . information, please contact your ISP
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Section 3 - Configuration

If you selected PPPoE, enter your PPPOE username and password.
Click Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,

et up this connection you will need to have a Username and Password from your Internet Service Provider.
do not have i

gateway’ an d D N S Se rve r add reSSeS . Ifnysnu this information, please contact your 1SP.
Address Mode: (& pynamic 7 O Static 1P
Note: Make sure to remove your PPPoE software from your computer.
The software is no longer needed and will not work through a
router.

ide a Service Mame. IF you do not have or know this
I5P,

If you selected PPTP, enter your PPTP username and password.
Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this connection you will need to have a Username and Password from your Internet Service Provider.
You also need PPTP IP adress. If you do not have this information, please contact your ISP,

Address Mode:  ODyramic P @ Static P
PPTP IP Address :
PPTP Subnet Mask :
PPTP Gateway IP Address :

PPTP Server IP Address (may
be same as gateway) :

User Name :

D-Link EBR-2310 User Manual 17



Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click
Next to continue.

If you selected Static, enter your network settings supplied by your
Internet provider. Click Next to continue.

Click Connect to save your settings. Once the router is finished
rebooting, click Continue. Please allow 1-2 minutes to connect.

Close your browser window and reopen it to test your Internet
connection. It may take a few tries to initially connect to the
Internet.

Product Page: EBR-2310

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this cannection you will need to have a Username and Password from your Internet Service Provider.
You also need L2TP IP adress. If you do not have this information, please contact your ISP.
Address Mode : O Dynamic P @ static P
L2TP IP Address: [0.0.0.0
L2TP Gateway IP Address: 0.0.0.0
L2TP Server IP Address (may
0.000
be same as gateway) :

Verify Password :

Product Pags: EBR-2310

SET STATIC IP ADDRESS CONNECTION

To set up this
5

connection you will need to have a complete list of IP information provided by your Internet
ervice Provider. I you have a Static IP connection and do nol

tion t have this information, please contact your ISP.

)
5

1P Address:

Subnet Mask :
Gateway Address :
Primary DN Address :

Secondary DNS Address: |0.0.0.0

Froduct Pags: EBR-2310

SETUP COMPLETE!

The Internet Connection Setup Wizard has completed. Click the Connect button to save your settings and
eboot the router.

Prew Cancel Conneck
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Section 3 - Configuration

Internet Setup

Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
Subnet Mask: Enter the Subnet Mask assigned by your ISP.
Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers: The DNS server information will be supplied by your ISP (Internet
Service Provider.)

MTU: Maximum Transmission Unit - you may need to change the MTU
for optimal performance with your specific ISP. 1500 is the default
MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless
required by your ISP. You can use the Clone Your PC’s MAC
Address button to replace the Internet port's MAC address with
the MAC address of your Ethernet card.

WAN

Internet Connection

Use this section to configure your Internet Connection type. There ars several connection types ta choose:
from: Static IP, DHCF, PPPOE, PPTF, L2TF, and BigPand. IF you are Unsure of your connection method, please
contact your Internet Service Provider.

Note: If using the PPPoE option, you will need ko remowe or disable any PPPoE dlient software on your
computers.

[ Save Settings ] [ Don't Save Settings ]

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is: | Static IP e

STATIC IP ADDRESS INTERNET CONNECTION TYPE :

Enter the static address information provided by your Internet Service Provider (ISP).

1P Address:
Subnet Mask:
Default Gateway :
Primary DNS Server: [00.00 |
Secondary DNS Server:
MIU: (1500 [ibytes) MTUdefault = 1500

MAC Address :

Clone Your PC's MAC Address |

D-Link EBR-2310 User Manual
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Section 3 - Configuration

Manual Configuration
Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address information
Connection: automatically from your ISP. Select this option if your ISP does not

give you any IP numbers to use. This option is commonly used for
Cable modem services.

WAN

Internet Connection

Host Name: The Host Name is optional but may be required by some ISPs. AU D SN S D Iy S NS -

from: Static IP, DHCP, PPPGE, PPTP, L2TP, and BigPond. IF you are unsure of your connection method, please
contact your Internet Service Provider.

Note: IF using the PPPGE optian, you will need to remove or disable any PPPAE diet software on your

Use Unicasting: Check the box if you are having problems obtaining an IP address

from your ISP [ Savesetings | [ Dontsavesettings |

Choose the mode to be used by the router ko connect to the Internet.

My Internet Connection is :
DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

DNS Addresses: Enter the Primary DNS server IP address assigned by your ISP.

MTU: Maximum Transmission Unit - you may need to change the MTU

Use this Internet connection type if your Internet Service Provider (15P) didn't provide you
n "

for optimal performance with your specific ISP. 1500 is the default et

MT U . USET‘:SI;N;:: (compatibility far same DHCP Servers)
MAC Address: The default MAC Address is set to the Internet port's physical D e B

interface MAC address on the Broadband Router. It is not HACAddre Y

[ Clone vour PCs MAC Address |

recommended that you change the default MAC address unless
required by your ISP. You can use the Clone Your PC’s MAC
Address button to replace the Internet port's MAC address with
the MAC address of your Ethernet card.

D-Link EBR-2310 User Manual 20



Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from the drop-down menu.

Connection:
Address Mode:

IP Address:
User Name:

Password:

Service Name:
Reconnection Mode:

Maximum Idle Time:

DNS Addresses:

MTU:

MAC Address:

E 10

EBR-2310, SETUP ADYANCED TOO0LS STATUS SUPPORT

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

ernet Connection type, There are several connection bypes to choose
L2TP, and BigPond. If you are unsure of your connection methad, plea:

Enter the IP address (Static PPPoE only).

will need ta remove or disable any PPPOE client software on your

Enter your PPPoE user name.

[ savesettings | [ Dontsavesettings |

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to

Enter your PPPoE password and then retype the password in the next
box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.
Verify Password :

ServiceName: | |(optional)
ec e O Awayson @ on demand O Manual

et (mirkes, O=infinite)

Primary DNS Server : |0.0.0.

Enteramaximum idle time during which the Internet connection is maintained
during inactivity. To disable this feature, enable Auto-reconnect.

Secondary DNS Server : |0.0.0,
MTU:

MAC Address :

00:00:00:00:00:00
Clone Your PC's MAC Address

Enter the Primary and Secondary DNS Server Addresses (Static
PPPoE only).

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.

D-Link EBR-2310 User Manual
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Address Mode:

PPTP IP Address:

PPTP Subnet
Mask:

PPTP Gateway:
PPTP Server IP:
Username:
Password:
Reconnect Mode:
Maximum Idle

Time:

DNS Servers:

Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases, select
Dynamic.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses (Static
PPTP only).

Enter the Gateway IP Address provided by your ISP.

Enter the Server IP provided by your ISP (optional).

Enter your PPTP username.

Enter your PPTP password and then retype the password in the
next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable

Auto-reconnect.

The DNS server information will be supplied by your ISP (Internet
Service Provider.)

WAN

Internet Connection

Use this section ta configure your Internet Connection type, There are several connection types to chooss
from: Static IP, DHCP, FPRGE, FPTF, L2TF, and BigPond, IF you are Unsure of your cornection methad, pleass
cantack your Intermet Service Providsr,

Internet
Type Fren

Mote: IF using the PPPoE option, you will nezd to remave or disable any PPPOE dient software an your
computers.

[ savesetings | |

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.
My Internet Connection is: | PPTP (Username [ Password) | v
PPTP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Don't Save Seftings |

Address Mode: O Dynamic IP &) Static 1P
PPTP IP Address :
PPTP Subnet Mask :
PPTP Gateway IP Address :
PPTP Server IP Address :
L |
Password :
Verify Password :

Reconnect Made: O always on @ on demand O Manual
Maimum Idle Time : b, —infrits)
Primary DNS Server :

Secondary DNS Server :
MTU: [1400 |(bytes) HTU defaul = 1400
MAC Address :

[ Clone Your PC's MAC Address |

Username :
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username

and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases, select
Dynamic.

L2TP IP Address: Enter the L2TP IP address supplied by your ISP (Static only).

L2TP Subnet Mask: Enter the Subnet Mask supplied by your ISP (Static only).

L2TP Gateway: Enter the Gateway IP Address provided by your ISP.

L2TP Server IP: Enter the Server IP provided by your ISP (optional).

Username: Enter your L2TP username.

Password: Enter your L2TP password and then retype the password in the
next box.

Reconnect Mode: Select either Always-on, On-Demand, or Manual.

Maximum Idle Time: Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable
Auto-reconnect.

DNS Servers: Enter the Primary and Secondary DNS Server Addresses (Static
L2TP only).

EBR-2310 SETUP ADYANCED ToOLS STATUS SUPPORT

WAN

Internet Connection

computers.,

Note: If using the PPROE optian, you

Use this section to configure your Inkernet Connection type. There are several connection types to choose:
From: Skatic IP, DHCP, PPPGE, PPTP, LZTP, and BigPond. If you are unsure of your connection method, please
contact your Internet Service Provider.

will need to remove

[ Save Settings ] [

Don't Save Settings ]

My Internet Connection is :

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

Address Mode :

L2TP IP Address :

L2TP Subnet Mask :
L2TP Gateway IP Address :
L2TP Server IP Address :
Username :

Passwort d:

Verify Password :
Reconnect Mode :
Maximum Idle Time :
Primary DNS Server :
secondary DNS Server :
MTU:

MAC Address :

name | Passwo
L2TP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

© Dynamic IP @) static IP
0.0.0.0

255,255.255.0

0.0.0.0

=
o
o
o

O alwayson & ondemand O Manual
20 |qwintes, o=infince)
[1400 |(bytes) MTU default = 1400

Clome Your PC's MAC Address ]
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Section 3 - Configuration

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the
default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interfface MAC address on the Broadband Router. It is not

Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.

Internet Setup
Big Pond

BigPond Server: Enter the IP address of the login server.

BigPond Username: Enter your BigPond username.

WAN

BigPond Password: Enter your BigPond password and then retype the password in
the next box.

Internet Connection

Use this section to configurs your Internet Connection type, Thete are sevaral connection types to chonse
from: Static IP, DHCF, FPPGE, PRTP, L2TR, and BigPond. IF you ars unsure of your connection method, please
contact your Intermet Ssrvice Provider.

Note: If using the PPPOE option, vou will need to remove or disable any PPPOE client software on your
computers.

DNS Servers: The DNS server information will be supplied by your ISP (Internet
Service Provider.)

[ savesetings | [ ontsavesetings |

INTERNET CONNECTION TYPE

MTU: Maximum Transmission Unit - you may need to change the MTU s e e
for optimal performance with your specific ISP. 1500 is the default
MTU.
Enter the information provided by your Internet Service Provider (ISP).
MAC Address: The default MAC Address is set to the Internet’s physical interface R
MAC address on the Broadband Router. It is not recommended sopondPossmord: ||
that you change the default MAC address unless required by your I
ISP. You can use the Clone Your PC’s MAC Address button to
replace the Internet port's MAC address with the MAC address
of your Ethernet card. .
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP address is
192.168.0.1.

If you change the IP address, once you click Apply, you will
need to enter the new IP address in your browser to get back
into the configuration utility.

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Local Domain: Enter the Domain name (Optional).
Enable DNS Relay: Uncheck the box to transfer the DNS server information from

your ISP to your computers. If checked, your computers will
use the router for a DNS server.

EBR-2310 SETUP ADVANCED TOOLS STATUS SUPPORT

INTERNET

WETWORK SETTINGS

NETWORK SETTINGS

Use Hhis section ko configure the internal natwork settings of your router and also ko configure the built-n
DHCP Server to assign IP addresses bo the computers on your network, The IP Address that is configured hers
is the IF Address that you use to access the Web-based management Inketface, IF you change the IP Address
here, you may need to adjust your PC's network settings o access the network again,

[ savesemings | [ Dontswesetings |

ROUTER SETTINGS

Use this section bo configure the internal netwark settings of your router. The TP Address that is configured
here is the TP Address that you Use o access the Web-based management interface. If you change the 1P
Address hers, you may need to adjust your PC's nstwork ssttings o access the network again.

Subnet Mask : |255.255.255.0
LocalDomainName: | |(optiona)

Enable DNS Relay :

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers on your
network,

Enable DHCP Server :

DHCP IP AddressRange : [192.168.0.100 |t [152.068.0111 |

DHCP Lease Time : |1440 (minutes)

Always broadcast:  [] {compatibility for some DHEP Clients)

Helpful Hints...
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The EBR-2310 has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be
DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your computers on,
they will automatically load the proper TCP/IP settings provided by the EBR-2310. The DHCP Server will automatically
allocate an unused IP address from the IP address pool to the requesting computer. You must specify the starting and
ending address of the IP address pool.

Fale DIGP Check i b o enabl e DHOP serer o

Server: your router. Uncheck to disable this function.
Ilze this section to configure the built-in DHCP Server to assign IP addresses to the computers on vour
DHCP IP Address Enter the starting and ending IP addresses for | network.

Range: the DHCP server’s IP assignment.
Enable DHCP Server :

Note: If you statically (manually) assign IP DHCP IP Address Range : |192.166.0.100  |tn 192.168.0.111 |
addresses to your computers or devices, make DHCP Lease Time: [1440 | (minutes)
sure the IP addresses are outside of this range Always broadcast :  [7](campatibiity for same DHCP Clients)

or you may have an IP conflict.

Lease Time: The length of time for the IP address lease.
Enter the Lease time in minutes.
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Virtual Server

The EBR-2310 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The EBR-2310 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the EBR-2310 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the EBR-2310 redirects the external
service request to the appropriate server within the LAN network.

The EBR-2310 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/fag/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 28.

Name: Enter a name for the rule or select an application from the drop-down
menu. Select an application and click << to populate the fields.

IP Address: Enter the IP address of the computer on your local network that you
want to allow the incoming service to. If your computer is receiving
an IP address automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down menu. Select your
computer and click <<.

Private Port/ Enter the port that you want to open next to Private Port and Public

Public Port: Port. The private and public ports are usually the same. The public
port is the port seen from the Internet side, and the private port is
the port being used by the application on the computer within your
local network.

Traffic Type: Select TCP, UDP, or Both from the drop-down menu.

Schedule: The schedule of time when the Virtual Server Rule will be enabled.
The schedule may be set to Always, which will allow the particular
service to always be enabled. You can create your own times in the
Tools > Schedules section.

EBR-2310 SETUP ADYANCED TOOLS STATUS SUPPORT

Helpful Hints...

VIRTUAL SERVER
Application

The ¥irtual Server option allows you to define a single public port on your router for redirection to an internal
LAN IP Address and Private LAN port if required, This feature is useful for hosting onling serwices such as FTP
or Web Servers.

8 -- YIRTUAL SERYERS LIST

[ Save Settings [ Don't Save Settings ]

Marne: Public Schedule

Traffic Typ
| [2<) [applostonnians >
D P Add
ress Private Protacal
[0.0.00 | [e[computerneme ) B ] [ |
Mame: Public Schedule
| [ [appicstontiome. ¥ ]
1P Address Private Protocal
[nooo | [x[computername ™ o ] [ |
Mame: Public Schedule
| [ [apptemon e %] ]
D 1P Addh
ress Private Protacal
ln.o.00 | [)[comptername ) [0 ] [ |
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Name:

IP Address:

TCP/UDP:

Schedule:

Port Forwarding

This will allow you to open a single port or a range of ports.

Enter a name for the rule or select an application from the drop-down
menu. Select an application and click << to populate the fields.

Enter the IP address of the computer on your local network that you
want to allow the incoming service to. If your computer is receiving
an |IP address automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down menu. Select your
computer and click <<.

Enter the TCP and/or UDP port or ports that you want to open. You
can enter a single port or a range of ports.

Example: 24,1009,3000-4000

The schedule of time when the Virtual Server Rule will be enabled.
The schedule may be set to Always, which will allow the particular
service to always be enabled. You can create your own times in the
Tools > Schedules section.

PORT FORWARDING

PORT FORWARDING

This option s used to open multiple ports or a range of parts in your router and redivect data trough those
ports to a single PC on your network, This Featire allows you to enter ports in various Formats including, Pork
Ranges (100-150), Individual Ports (50, 68, 868), or Mixed (1020-5000, 685).

[ save Sattings

Dontt Save Settings |

Hame

a
8 -- PORT FORWARDING RULES

Helpful Hints...

Application

Ports to Open
Tcp Schedule

| application Mame

| [always v/

O

IP Address

[0.0.0.0

| Computer hame

Hame

TP Schedule

| pplication Mame

O

IP Address

0.0.0.0

| computer hame

Narme

I
I
vl | | [stways v
I
I

TP Schedule

| pplication Mame

| [always v

IP Address

0.0.0.0

| computer hame
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the EBR-2310. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the “Trigger Port” field, select the protocol type
as TCP or UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The EBR-2310 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Name: Enter a name for the rule. You may select a pre-defined application
from the drop-down menu and click <<. - -

Trigger: This is the port used to trigger the application. It can be either a @_ES
single port or a range of ports.

sed to open single or multple port:

dt ttth
tgg Dtpthp our it

i Appicaton

12 -- APPLICATION RULES

s pp\yt e i

[ sevesetings | [ Dot save Settings

Traffic Type: Select the protocol of the trigger port (TCP, UDP, or Both).

Firewall: This is the port number on the Internet side that will be used to e R
access the application. You may define a single port or a range of o — 7 ety - i
ports. You can use a comma to add multiple ports or port ranges. -

Traffic Type: Select the protocol of the firewall port (TCP, UDP, or Both). =
o)l — o

Schedule: The schedule of time when the Application Rule will be enabled.
The schedule may be set to Always, which will allow the particular
service to always be enabled. You can create your own times in the
Tools > Schedules section.
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of

clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering Off, allow MAC addresses listed below,
Filtering: or deny MAC addresses listed below from the drop-down menu.

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please refer to the
Networking Basics section in this manual.

MAC ADDRESS FILTER

The MAC (Media Access Contraller) Address fiter option is
Address of the network adapter, A MAC address

used bo contral nebwork access

based on the MAC

si5 & Uniqus 1D assigned by the manufacturer of the network

[ Save Settings ] [ Dont Save Settings

DHCP Client: Select a DHCP client from the drop-down menu and click << to
copy that MAC Address.

MAC Address

DHCP Client List

e configured to ALLOW or DENY nebworkiIntermet access,

| Computer

Mame

| Computer

Marne:

| computer

Marne:

| Computer

Name

| cComputer

Mame

| computer

Marne:

| computer

Name

16 - M, FILTERING RULES
low:

Cl

T
B

Cl

x| &
4] |2

Cl

dl

al [al o
a| || [2] |7
Q) (% (9] |8

D-Link EBR-2310 User Manual

32



Section 3 - Configuration

Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls
to only grant access to approved sites, limit web access based on time or dates, and/or block access from applications

like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access Control Wizard.

EBR-2310 SETUP ADYANCED TOOLS STATUS SUPPORT

ACCESS CONTROL Helpful Hints...

The Access Conitrol optian allows you b control access in and out of your network, Use this Feature as Access
Controls ta orlly grant access to approved sies, imit web access based on time or dates, andfor black internet
access for applications like P2P Ltiities or games.

[ savesettings | [ Dot Save settings

ACCESS CONTROL

Enable Access Control :

Palicy Table

POLICY TABLE

Enable  Policy Machine Filtering Logged Schedule

Access Control Wizard

Click Next to continue with the wizard. = - =

ADD NEW POLICY

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unique name For yaur palicy
Step 2 - Select a schedule

Step 3 - Select the machine to which this policy spplies
Step 4 - Select filtering method

Step § - Select fiters

Step 6 - Configure Web Access Logging
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

policy Name :

Select a schedule (I.E. Always) from the drop-down menu and then click Next
to continue.

Details : Aliays

Caniel

Enter the following information and then click Next to continue.

|
STEP 3: SELECT MACHINE

Select the machine to which this palicy applies.

* Address Type - Select IP address, MAC address, or Other Machines.
* IP Address - Enter the IP address of the computer you want to apply
the rule to.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do nat have a policy.

Address Type: @1p (Omac O Other Machines

1P Address: [0.0.0.0 | << | Computer ame v

Machine Address: | |<< Compue e
a eldrass

Machine

192,168.0,100

=)
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

|
TOOLS STATUS SUPPORT

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.
Method : 7)) o web Access Only (O Block All Access (2 Block Some Access

apply Web Filter: [

Apply Advanced Port Filters : [

Cancel

Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules to prohibit access to specific IP addresses and ports,

5 Dest P Dest IP . .
. nable  Mame o = Protacal  Port. port
Dest Port End - E h d b =
est Port En nter the ending port number. = I s I Emes] [oH
a [ | [0.0.0.0 | |255.255.255.255 | [y~

) = B (o)

To enable web logging, click Enable.

Click Save to save the access control rule.

@ Disabled
O Enabled

Web Access Logging :

D-Link EBR-2310 User Manual 35



Section 3 - Configuration

Website Filters

Website Filters are used to deny LAN computers from accessing specific web sites by the URL or domain. A URL is a
specially formatted text string that defines a location on the Internet. If any part of the URL contains the blocked word,
the site will not be accessible and the web page will not display. To use this feature, enter the text string to be blocked
and click Save Settings. The text to be blocked will appear in the list. To delete the text, click Clear the List Below.

Website URL/ Enter the keywords or URLs that you want to block (or allow). Any
Domain: URL with the keyword in it will be blocked.

WEBSITE FILTER

The Web Filter option allows you to set up a list of allowed Web sites that can be used by multiple users, yhen
Weh Filter is enabled, all Web sites not listed on this page will be blacked, Ta use this Feature, you must also
selact the "Apply Web Filter” checkho in the Access Contral section.

oL [ Sawe Settings ] [ Don't Save Settings ]

WEBSITE FILTER o
32 -- WEBSITE FILTERING RULES

FIRE! SETT]

e Claar the lst below..

Web Site
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Firewall Settings

A firewall protects your network from the outside world. The D-Link EBR-2310 offers a firewall type functionality. The
SPI feature helps prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain
types of applications. If you choose to expose a computer, you cam enable DMZ. DMZ is short for Demilitarized Zone.
This option will expose the chosen computer completely to the outside world.

Enable SPI: SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per

Enable DMZ Host:

session. It validates that the traffic passing through the session
conforms to the protocol.

If an application has trouble working from behind the router, you

1o

ﬂ SETUP nnvnN(ED ToOLS STATUS SUPPORT
L TLIA

FIREWALL SETTINGS

The Firewal Settings allows you to set a single computer on your nel

[ savesettings | [ Don' save settings

]

twork outside of the router,

can expose one computer to the Internet and run the application
on that computer.

Enable 5P1:
Note: Placing a computer in the DMZ may expose that computer to iAo o ey
a variety of security risks. Use of this option is only recommended P e

as a last resort.

Note: P tting a computer th DMZ may expos e that computer to & wariety of security risks. Use of this
alasl

Sption 4 orly racommended 2

EnableDMZ: [7]

booo . Computer Name

DMZ IP Address :

DMZ IP Address: Specify the IP address of the computer on the LAN that you want

to have unrestricted Internet communication.

PPTP:
IPSec (YPN) :
RTSP:
Windows/MSN Messenger

(sutomatically disabled F UPRF is enabled)

FTP:
H.323 (NetMeeting) :
SIP:

EEEA

MMS:
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Application Level Gateway (ALG) Configuration

Here you can enable or disable ALG’s. Some protocols and applications require special handling of the IP payload to
make them work with network address translation (NAT). Each ALG provides special handling for a specific protocol
or application. A number of ALGs for common applications are enabled by default.

PPTP: Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

IPSEC (VPN): Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec
through NAT. This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your
corporate network, try turning this ALG off. Please check with the system administrator of your corporate network whether
your VPN client supports NAT traversal.

RTSP: Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and
Real Player are some of the common applications using this protocol.

MSN Messenger: Allows all of the Windows/MSN Messenger functions to work properly through the router.

FTP: Allows FTP clients and servers to transfer data across NAT. Refer to the Advanced > Virtual Server page if you want to
host an FTP server.

H.323 Allows Microsoft NetMeeting clients to communicate across NAT. Note that if you want your buddies to call you, you should
(Netmeeting): also set up a virtual server for NetMeeting. Refer to the Advanced > Virtual Server page for information on how to set up
a virtual server.

SIP: Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolIP applications and devices
have the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices.
If you are having trouble making VolP calls, try turning this ALG off.

MMS: Allows Windows Media Player, using MMS protocol, to receive streaming media from the Internet.

D-Link EBR-2310 User Manual 38



Section 3 - Configuration

Advanced Network Settings

UPnP Settings: To use the Universal Plug and Play (UPnP™) feature click
on Enabled. UPNP provides compatibility with networking
equipment, software and peripherals.

ADVYANCED NETWORK Helpful Hints...

WAN Ping: Unchecking the box will not allow the EBR-2310 to respond
to pings. Blocking the Ping may provide some extra security
from hackers. Check the box to allow the Internet port to be
“pinged”.

IF you are nok Familiar with thess Advanced Network settings, pleass read the help section before attempting
to modiFy these settings.

[ Save Settings ] [ Don't Save Settings ]

(opwe |
5:::;:?‘ Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for network
WAN Port Speed: You may set the port speed of the Internet port to 10Mbps,
100Mbps, or auto. Some older cable or DSL modems may require

1F you enable this feature, the WAN port of your router will respond to ping requests from the

you to set the port speed to 10Mbps. Tobernckthat o sen U the WANTF Adircvs.

Enable WAN Ping Respond : [

Multicast Check the box to allow multicast traffic to pass through the router e TT—
streams: from the Internet. o porspe:

Enable Q0S Check the box to enable QOS Engine. T —
Engine: QOS ENGINE SETUP

Use this section to configure D-Link's QoS Engine powered by StreamEngine™ Technology. This
QoS Engine improves your online gaming experience by ensuring that your game traffic is
prioritized over other network traffic, such as FTP or Web.

Enable QoS Engine :
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while user has read-only access. User can only view the settings but cannot
make any changes. Only the admin account has the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the Administrator Login Name. The
administrator can make changes to the settings.

User Password: Enter the new password for the User login. If you login as the User,
you can only see the settings, but cannot change them.

The 'admin' and user’ accounts can access the management interface. The admin hias readire access and
can change passwords, while e user fias read-anly access.

By default thereris no password configured. It s highly recommended that you create a password to keep you
router secure,

Gateway Name: Enter a name for the EBR-2310 router.

[ Save Settings ] [ Don't Save Settings ]

Remote Remote management allows the EBR-2310 to be configured from :
Management: the Internet by a web browser. A username and password is still s ot s ol e o

required to access the Web-Management interface. In general, only e ——
a member of your network can browse the built-in web pages to
perform Administrator tasks. This feature enables you to perform e et the e e 2ot b, o ot
Administrator tasks from the remote (Internet) host.

Remote Admin The port number used to access the EBR-2310.

Port: Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet IP Cotemy rore: DUERZI ]
address of the EBR-2310 and 8080 is the port used for the Web S ———
Management interface. ——
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Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Time Zone: Select the Time Zone from the drop-down menu.

To select Daylight Saving time manually, select enabled or disabled,
Daylight Saving: and enter a start date and an end date for daylight saving time.

Enable NTP NTP is short for Network Time Protocol. NTP synchronizes : e s ot o i, o i
Server: computer clock times in a network of computers. Check this box to = cnfutd o sty s e e i e
use a NTP server. This will only connect to a server on the Internet, = [_srosetms ] [_omtsoesots ]
not a local server.
e o o (ot 01t e (o, i .
NTP Server Used: Enter the NTP server or select one from the drop-down menu. e
Manual: To manually input the time, enter the values in these fields for the et
Year, Month, Day, Hour, Minute, and Second and then click Set
Time. You can also click Copy Your Computer’s Time Settings. oaentp seeers [
Nreservertsed: [ a
Copy Your Apply your computer’s date and time settings.
Computer’s Time e e [
Settings: I v (5] e

[ Copy Your Computer's Time Settings |
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System Settings

Save Settings to Use this option to save the current router configuration settings to
Local Hard Drive: a file on the hard disk of the computer you are using. First, click the

Save button. You will then see a file dialog, where you can select

SYSTEM SETTINGS

The System Settings section allows you to rebost the device, of restore the router to the factory defaul:

Load Settings Use this option to load previously saved router configuration
from Local Hard settings. First, use the Browse control to find a previously save file It o st s o e i e s, T v ey kv
Drive: of configuration settings. Then, click the Load button to transfer =

those settings to the router.

SYSTEM SETTINGS

Save Settings To Local Hard
rive:

Restore to Factory This option will restore all configuration settings back to the settings Lot st e e
Default Settings: that were in effect at the time the router was shipped from the
factory. Any settings that have not been saved will be lost, including
any rules that you have created. If you want to save the current
router configuration settings, use the Save button above.

Restore To Factory Default [

L ettings: Restore all Settings ko the Factory Defadls 1

Rehoot Device: Click to reboot the router.
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Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Firmware Click on Check Online Now for Latest Firmware Version to
Upgrade: find out if there is an updated firmware; if so, download the new

firmware to your hard drive.
B/ | e | oveceo DERITENNNN s | sueonr |

FIRMWARE Helpful Hints...

Browse: After you have downloaded the new firmware, click Browse to
locate the firmware update on your hard drive. Click Upload to
complete the firmware upgrade.

Firmware Upgrade

To cheek for the latest firmware, dick the [Cheek Online Now...] button,

o [ savesetings | [ Dontsave settings |
Notifications Check Automatica"y Check Online for Latest Firmware Version 1'
Options: to have the router check automatically to see if there is a new Corrent e dersn: 200 ket FmaoreVerson: 200

firmware upgrade. [

Check Online Now for Latest Firmware Version ]

FIRMWARE UPGRADE

Mote: Some firmware upgrades reset the configuration options to the factory defaults. Before
performing an upgrade, be sure to save the current configuration from the Tools - > System
screen.

To upgrade the firmware, your PC must have a wired connection to the router. Enter the name
of the firmware upgrade file, and click on the Upload button.

Upload: | | (Browse... ]

FIRMWARE UPGRADE NOTIFICATION OPTIONS

Automati

omati
for Latest Firmware Yersion :
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

DDNS: Dynamic Domain Name System is a method of keeping a domain
name linked to a changing IP Address. Check the box to enable
DDNS.

EBR-2310 // SETUP ADVANCED ToOLS STATUS SUPPORT

G0 DYNAMIC DNS

Server Address: Choose your DDNS provider from the drop down menu.

Dynamic DNS (DDNS)

The DDNS Feature allows you ta host
have purl

Host Name: Enter the Host Name that you registered with your DDNS service

prOVIder - “_"5- [ Save Settings ] [ Dor't Save Settings ]
- Enable Dynamic DNS :
Username or Key: Enter the Username for your DDNS account. e T
o DM {Custor
Password or Key: Enter the Password for your DDNS account. e e e )
Timeout: Enter a time (in hours). il —
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a computer
is on the Internet. Enter the IP Address that you wish to Ping,

. .
and click Ping.
R/ | s | woenco  BENEUCENNN s | sveort |

ADMIN PING TEST Helpful Hints..

Ping Results: The results of your ping attempts will be displayed here.

Ping Test sends "ping” packets to test a computer on the Internet.

- _ T T————
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Schedules

Name: Enter a name for your new schedule.
Days: Select a day, a range of days, or All Week to include every day.

Time: Check All Day - 24hrs or enter a start and end time for your
schedule.

Save: Click Save to save your schedule. You must click Save Settings
at the top for your schedules to go into effect.

Schedule Rules The list of schedules will be listed here. Click the Edit icon to make
List: changes or click the Delete icon to remove the schedule.

EBR-2310, SETUP ADVANCED TOOLS STATUS

ADMIN

SCHEDULES

SCHEDULES Helpful Hints...

The Schedule canfiguration option is used ko manage sthedule rules for various firewall and parental control
features,

[ Savesetings | [ Dont save Settings |

ADD SCHEDULE RULE

Nme: [

Day(s): O alweek @ Select Day(s)
[ sun O mon [ Tue [ wed [ tho O Fi O 5at
All Day - 24 hrs:
StartTime: [0 |:[0|[AM_ | (hounminute, 12 hour tine)
EndTime: [0 [:f0 |[aM %] thounminute, 12 hour time)

O

SCHEDULE RULES LIST

Name Day(s) Time Frame

SUPPORT
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Device Information

This page displays the current information for the EBR-2310. It will display the LAN, WAN (Internet), and Wireless
information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be
displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP,

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version.

WAN: Displays the MAC address and the public IP settings for the
router.

DEVICE INFORMATION

&l of your Internet and network connection details are displayed on this page, The Firmiare version is aksa
displayed here

LAN: Displays the MAC address and the private (local) IP settings for .
the router.

Time: Tuesday, October 12, 2004 5:08:11 PM

LAN Computers:

IGMP Multicast
Memberships:

Displays computers and devices that are connected to the router
via Ethernet and that are receiving an IP address assigned by
the router (DHCP).

Displays the Multicast Group IP Address.

Firmware Yersiol

n: 200, 2006(03(15

Connection Type :
Cable Status :
Network Status :

Connection Up Time :

MAC Address :

1P Address :
Subnet Mask :
Default Gateway :

Secondary DNS Server :

DHCP Client
Connected
Established
0 day(s), 0:26:59

DHCP Release

00:03:64:00:01:21
10.4.20.122
255.0.0.0
10.4.20.1

erver: 671301402

192,152,811

MAC Address :
¢ 192.168.0.1

Subnet Mask :
DHCP Server :

00:03:64:00:01:22

255.255.255.0
Enabled

192,168,0.100 intelpc

LAN COMPUTERS

1P Address Name (if any) MAC

00:50;ba:b7:02:ae

Multicast Group Address
239,255,255,250

IGMP MULTICAST MEMBERSHIPS
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Log

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal
memory for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows
you to view the router logs. You can define what types of events you want to view and the level of the events to view.
This router also has external Syslog Server support so you can send the log files to a computer on your network that
is running a Syslog utility.

What to View: You can select the types of messages that you want to display from
the log. Firewall & Security, System, and Router Status messages
can be selected.

View Levels: There are three levels of message importance: Informational,
Warning, and Critical. Select the levels that you want displayed

System Logs

Use this option ko view the rauter logs, You can define what bypss of events you want to view and the event
wels to view,

in the log. e
LDGDPTIDNS
Apply Log Will filter the log results so that only the selected options
seftings: appaar.

LODG DETAILS

[INFO] Tue Ot

Refresh: Updates the log details on the screen so it displays any recent
activity. s

[INFO] Tue Oct
[IMNFO] Tue Ort
[IMNFO] Tue Ort

[INFO] Tue O 41 hed with IP Address
10.4.20.122 and default gateway 10.4,20.1

mﬁar: Clears a" Of the |Og Contents_ []NFO]TueO(t1216:41‘122Dﬂ4obtalnedlPAddressuslrECE;HCP‘ IP address is 10,4.20,122

[INFO] Tue Oct 12 16:41:10 2004 Bringing up WaN using O

Save Log: This option will save the router to a log file on your computer.
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Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the EBR-2310
on both the Internet and the LAN ports. The traffic counter will reset if the device is rebooted.

EBR-2310 SETUP ADVYANCED TOOLS STATUS SUPPORT
D o] ul Hinl

TRAFFIC STATISTICS

Network Traffic Stats

Hi
T
0
i
[f

Traffic Statistics display Receive and Transmit packets passing through your router.

[ Refreshstatiics | [ Clear Statistis |

LAN STATISTICS

Sent: 10107 Received: 7245
TX Packets Dropped : 0 RX Packets Dropped : 0
Collisions : 0 Errors: 0

WAN STATISTICS

Sent: 6532 Received: 8389
TX Packets Dropped : 0 RX Packets Dropped: 0
Collisions : 0 Errors: 0O

| wweo
Active Sessions

The screen below displays sessions currently active in the router.

EBR-2310 SETUP ADVYANCED ToOLS STATUS SUPPORT
D o] H ul Hinl

ACTIVE SESSIONS

This pags displays the Full details of active sessions to your router

ACTIVE SESSIONS

Internal Protocol
10.4.20,122:68 UDP ke [
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EBR-2310, SETUP YANCED TOOLS STATUS SUPPORT

MERL

SUPPORT ME

Setup
Advanced
Taoks.
Status
Glossary

SETUP HELP

* Internet Connection

- W
# MNetwork Settings

ADVANCED HELP

Yirbual Server
Port Forwarding
Application Rules

Advanced

TOOLS HELP

Admi
System
Firrvare
Dynanic DNS
System Check
Schedules

&

=t

STATUS HELP

Device Infg

Statistics
Active Sessions
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Section 5 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the EBR-2310. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have
a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

» Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* \erify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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e Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

 Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination could
be another computer, or a URL.

e Click on Start and then click Run.

e Windows® 95, 98, and ME users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

GC:s>ping yahoo.com —f -1 1482
Pinging yahoo.com [66.94.234.13]1 with 1482 hytes of data:

ping [url] [-f] [-1] [MTU value]

Example: ping yahoo.com -f -l 1472

needs to he fragmented bhut DF
needs to bhe fragmented but DF
needs to he fragmented but DF
needs to he fragmented but DF

Ping statistics for 66.94_.234.13:
Packets: Sent = 4. Received = A,
Approximate round trip times in milli-—seconds:

Minimum =

Bmz . Maximum = Bms. A

C:%»ping yahoo.com —f -1 1472

Pinging yahoo.

Reply from
Reply from
Reply from
Reply from

com [66.94.234.131 wit

-94.234_13: bytes=1472
-94.234 . 13: bytes=1472
.94.234.13: bytes=1472
.94.234.13: hytes=1472

Ping statistics for 66.94_.234.13:

Packets:

Zent = 4, Received = 4,

set.
set.
set.
set.

Lost = 4 (188x loss>.

verage = Bms

h 1472 bytes of data:

time=93ms TTL=52
time=18%ms TTL=52
time=125ms TTL=52
time=283msz TTIL=52

Lost = @ (8» loss),

Approximate round trip times in milli-—seconds:

Minimum =

LR

?23Imz,. Maximum = 2B83ms

» Average = 132ms
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

» Click on the Home tab and click the WAN button.
* To change the MTU enter the number in the MTU field and click the Apply button to save your settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Assigning a Static IP Address
(Windows® 2000/XP)

Note: Broadband Routers will automatically assign IP Addresses to the computers on the network, using DHCP (Dynamic
Host Configuration Protocol) technology. If you are using a DHCP-capable Gateway/Router you will not need to assign
Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP Address, please follow these
instructions:

@ S - cortrol Panel
(=% Printers and Faxes
E‘g Paint e
b GO tO Start e e @ Help and Support
les and Settings Transfer 2
? Wizard ,_) Seereh
* Double-click on Control Panel A progeams [ .

ﬁ| Laog OFf |6| Turn Off Compuker

B Control Panel

File Edit Wiew Favoribes Toals

€] © F /-\"Sear(h [ Folders  [521]~

address [ Control Panel

Help

_ &, Accessibility Options
ﬂf contral ] = Add Hardware

;:}Add or Remave Pragrams
ministrative Tools

G- Swikch b Cakegary View

See Also

% Windows Update
Q) Help and Suppart

7 Game Controllers
“PInternet Options

¢ Double-click on Network Connections
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" Network Connections

File Edit Wiew Favorites  Tools  Advanced  Help

GBack o > L.m /'-': Search ||~ Folders v

Address @__, Metveork Connections

p— A Mame
Network Tasks LAN or High-Speed Internet
Q Create a new W
connection Disable
Q Set up a home or small Status

 affice netwark
& Disahle this network
device EBridge Connections
N % Repair this connection

Em Rename this connection

&) Wiew status of this
connection

“hange settings of this
connection

Repair

Create Shorkout

Rename

* Right-click on Local Area Connections.

Other Places

* Double-click Properties D
@ My Docurments
i My Computer

Details

5 Start

-L Local firea Connection| 7 Properties E”z|

Gereral | Advanced

Connect uzing:

B3  D-Link DWL-AB50

Thig connection uses the following items:
E Clignt for Microsoft Nebworks

.9 File and Printer Sharing for Microzoft Network s
BQDS Packet Scheduler

g ntemet Protocal [TCP/IP)
* Highlight Internet Protocol (TCP/IP)
[rescription

Transmizzion Control Protocol/Internet Pratocol. The default

b CI |Ck P I"Opel"tles wide area network protocal that provides communication

across diverse intenconnected networks.

[ Show icon in notification area when connected

» Select Use the following IP address in the Internet Protocol
(TCP/IP) Properties window (shown below.)

ak ] [ Cancel
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o Input your IP address and SUbnet maSk. (The IP Addresses In-l_ernetPrulucul[TCPJIP]Pruperties
on your network must be within the same range. For example,
. You can get [P settings assigned automatically if vour network supports
if one computer has an IP Address of 192.168.0.2, the other | iy oheee miresio sk o ek i or

computers should have IP Addresses that are sequential, like | oo s
192.168.0.3 and 192.168.0.4. The subnet mask must be the | G

P address: 192 1688 . 0 . 2
same for all the computers on the network.) ol Zm 1
* Input your DNS server addresses. 2l bt
- Preferred DMS server: .
(Note: If you are entering a DNS server, you must enter the IP Address of o
the Default Gateway.)

The DNS server information will be provided by your ISP (Internet
Service Provider.)
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Adding and Sharing Printers in Windows® XP

After you have run the Network Setup Wizard on all the computers in your network (please see the Network Setup
Wizard section at the beginning of Networking Basics,) you can use the Add Printer Wizard to add or share a printer
on your network.
Whether you want to add a local printer (a printer connected directly to one computer,) share an LPR printer (a printer
connected to a print server) or share a network printer (a printer connected to your network through a Gateway/Router,)
use the Add Printer Wizard, you can find the directions below:
First, make sure that you have run the Network Setup Wizard on all of the computers on your network.
We will show you 3 ways to use the Add Printer Wizard

1. Adding a local printer

2. Sharing an network printer

3. Sharing an LPR printer

Adding a local printer

(A printer connected directly to a computer)
A printer that is not shared on the network and is connected directly

to one computer is called a local printer. If you do not need to share | 5 e
. . . . G:% Windows Movie Maker D“ (Elarel) [Pl
your printer on a network, follow these directions to add the printer to '
‘ rinkers and Faxes
one computer. @Tnur Wi o & Printers and F
. ' ’ Help and Support
* Go to Start> Printers and Faxes P Flos and settings Transfer @
_— /..) Search
'\ Matepad
__.‘f# L [ Run...

All Programs D

.| Log OFF (D) | Turn QFF Computer

'3 start
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Printer Tasks

[2] Addaprinter

e Click on Add a printer

See Also

|7] Troubleshoot printing
@) ==t help with printing

Other Places

E‘( Caonkral Panel
% Scanners and Cameras
@ My Documents

@ My Pickures
o My Computer

Details

Add Printer Wizarnd

Welcome to the Add Printer
Wizard

Thiz wizard helps you install a printer or make printer
connechions.

thraugh a USE port [or anw other hot pluggable
port, such as [EEE 1394, infrared, and o on), you
da nok need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
into wour computer ar point the printer kovard paur
computer's infrared port, and turn the printer on,
Windows will automatically install the printer for you,

il) IF you have a Plug and Play printer that connects
-~

¢ Click Next

To continue, click Nest.
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 Select Local printer attached to this computer

* (Deselect Automatically detect and install my Plug and Play
printer if it has been selected.)

* Click Next

* Select Use the following port:

 From the pull-down menu select the correct port for your printer
(Most computers use the LPT1: port, as shown in the illustration.)

* Click Next

Add Printer Wizand

Local or Network Printer
The wizard needs to know which type of printer bo set up.

Select the option that descrbes the printer you want to use;
(®) Local printer attached to this compter
[J&utomatically detect and install my Plug and Flay printer

() & network printer, or a printer attached to another computer

L] To zet up a network, printer that is not attached to a print zerver,
.__l|) uge the "Local printer'’ option,

< Back ” Mext » ][ Cancel

AddPrinter Wizard

Select a Printer Port
Computers communicate with printers through ports,

Select the port you want your printer to uze. |f the port iz not listed, pou can create a
neww port.

[OYIECNN Gl N il | P77 [Fecommended Printer Part)

Mote: Most computers uze the LPT1: port to communicate with a local printer.
The connectar for thiz port should look something like this:

Ll e

() Create a new port;

< Back " Mext » l’ Cancel
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* Select and highlight the correct driver for your printer.
* Click Next

(If the correct driver is not displayed, insert the CD or floppy disk that
came with your printer and click Have Disk.)

* At this screen, you can change the name of the printer
(optional.)

* Click Next

* SelectYes, to print a test page. A successful printing will confirm
that you have chosen the correct driver.

* Click Next

Add Printer Wizard

Install Printer Software 0
The manufacturer and model determing which printer sofbware to use, v

= Select the manufacturer and model of your printer. IF pour printer came with an installation
f\é disk, click Have Dizgk. If pour printer is not isted, consult your printer documentation for
compatible printer software.

Marufacturer || Printers 2

Fuitsu SFHP Desklet 400

gcc ) ¥ HP Desklet 400 (Monochiome)

e P HP Desklet 420

a2 Ad ‘:;u‘.,.,. Pra——— b
;,‘d‘ Thiz driver iz digitally signed [ Windows Update ] [ Have Disk. ]

Tell me vehy driver signing is important

[ < Back ” Mext > 1[ Cancel l

Add Printer, Wizard

Hame Your Printer

“ou must assign a name to this printer :

Type a name far this printer. Because some programs do nat support printer and server
name combinations of mare than 31 characters, it is best to keep the name as shart az
possible,

Printer name:

[ < Back ” Mext > l[ Cancel ]

Add Printer, Wizard

Print Test Page O
To canfirm that the printer is installed properly. you can print & test page. w

Do you want ko print & test page?
Oifes
ONg

< Back ” Mest > I[ Cancel
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Add Printer Wizard

Completing the Add Printer
Wizard

You have wuccessfully completed the Add Printer \Wizard,
You gpecified the following printer settings:

Harme: HF Diesket 500
Share name:  <Mat Shared:
Part: LPT1:

b4 odel: HF DeskJet 500
[BETEW Tex

Testpage:  Yes

This screen gives you information about your printer.
(The printer will begin to print a test page)
Click Finish

T cloze thiz wizard, click Finish,

< Back ]| Finish |[ Cancel

HP DesklJet 500

& test page iz now being zent to the printer. Depending on the

gpeed of your printer, it may take a minute ar bwo befare the page

iz printed.

When the test page has printed, _ . X :
The tezt page briefly demonstrates the printer's ability b print

graphicz and text, and it provides technical information about the

Click OK prinker driver.

[f the test page printed, clhick OFK.
[f the test page did not print, clhick Troubleshoot,

[ [Irnubleshuut...
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Appendix B - Adding and Sharing Printers in Windows® XP

» Go to Start> Printers and Faxes
A successful installation will display the printer icon as shown at right.

You have successfully added a local printer.

Printer Tasks

E Add a printer

5] See what's printing

Select prinking
preferences

(2§ Pause printing

I:'_Q Share this printer
Iim Rename this printer
3 Delete this printer
Q’ Set printer propetties

See Also

@ 50 ko manufacturer's
Wweh site

Other Places

[ Control Panel

% Scanners and Cameras
D My Documents

(2} My Fictures

'§ My Computer
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Sharing a Network Printer

After you have run the Network Setup Wizard on all the computers on
your network, you can run the Add Printer Wizard on all the computers
on your network. Please follow these directions to use the Add Printer
Wizard to share a printer on your network:

* Go to Start >

¢ Printer and Faxes

* Click on Add a Printer

¢ Click Next

"
6:% Windows Movie Maker
@) Tour Windaws =P

‘? Files and Settings Transfer Q) Help and Support

5 Wizard

= |
___‘“jilll’ Mokepad :
{—J Run...

All Programs D

.| Log OffF (1D | Turn OFF Computer

/4 start

Printer Tasks

Q &dd a printer

5 Set up Faxino
B ]Start the Add Prinker Wizard, which helps vou install a printer. k

Add Printer, Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpzs vou install a printer or make printer
connections.

i If you have a Plug and Play printer that connects

- l) through & LISE port [or any other hot pluggable
port, such az |[EEE 1394, infrared, and so on), pou
do not need to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
inta your computer or point the printer toward your
computer's infrared port, and turn the printer on.
whindows will automatically install the printer for you,

To continue, click Nest.

| Mext > |[ Cancel
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e Select Network Printer

¢ Click Next

* Select Browse for a printer

* Click Next

* Select the printer you would like to share.

e Click Next

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up. v

Select the option that describes the printer you want to use:
() Local printer attached to this computer
[Tutomahesly detect and nstall my Plug and Play printer

(%) & network printer. or a printer attached to another computer

L] To set up a netwark. printer that is not attached to a print server,
"ll) usze the "Local printer'’ option,

[ < Back ” HMexst > ][ Cancel ]

Add Printer Wizard

Specify a Printer
If wou don't know the name or address of the printer, you can search for a printer

that meets your needs.

“wihat printer da pou want to connect ta?

() Connect to this printer [or to browse far a printer, select this option and click Next)

M ame:
E=ample: Yhserverprinter

() Connect to a printer on the Internet or on a home or office netwark;

URL:
E=ample; hitp:/¢server/printers/myprinter?. printer

[ < Back ” Mest » ][ Cancel ]

Add|Printer Wizand
Browse for Printer
When the list of printers appears, select the one you want to use.

Printer, | %OC34HP Deskst 500

Shared printers:

5% Microsoft Windows Network
@ DLINE

B ncz
N

Frinter infarmiaticr
Comment:
Status: Fieady

Documents waiting: 1)

< Back ” Mext > ][ Cancel
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Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Printer Wizard,
Y'ou zpecified the following printer settings:

. . m REUT= HP DeskJet 500 on 10C3
o C“Ck FInISh Default: Yes
Location:
Camment:

To cloge this wizard, click Finizh,

.
6;% Windows Movie Maker
@) Tour Windows xP

To check for proper installation: 9 Ei!gs adnu:l Settings Transfer 9) Help and Suppart
3 1Zar s
— /._) Search
» Go to Start > Printers and Faxes - ,:53 Notepad —r
7 n

All Programs D

I| Laog Off | (0] | Turn OFF Computer

/4 start
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The printer icon will appear at right, indicating proper installation.

You have completed adding the printer.
To share this printer on your network:
* Remember the printer name

* Run the Add Printer Wizard on all the computers on your
network.

* Make sure you have already run the Network Setup Wizard on
all the network computers.

After you run the Add Printer Wizard on all the computers in the
network, you can share the printer.

Printer Tasks

Add a prinker

|| 2 See what's printing

Select prinking
preferences

L:;] Pause prinking

h‘} Share this printer
Iﬂﬂ Rename this prinker
> Delete this printer
ﬁ‘; Set printer properties

See Also

Go ko manuFacturer's
Web sike

Other Places

9‘ Cantral Panel

% Scanners and Cameras
£y My Documents

@ My Pictures
.Jl My Computer

e % io P Desl
Leady

lJet 500,
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Sharing an LPR Printer

Add Printer Wizard

To share an LPR printer (using a print server,) you will need a Print
Server such as the DP-101P+. Please make sure that you have run . i oI (O E RAGEANECE
the Network Setup Wizard on all the computers on your network. To

share an LPR printer, please follow these directions:

Thig wizard helpg you install a printer or make printer
connections.

- If you have a Plug and Play printer that connects
“ll’) through a USE port [or any other hat pluggable
part, such a3 [EEE 1394, infrared. and 20 o). pou
do not need to use this wizard. Click Cancel to
cloge the wizard, and then plug the printer's cable

* Go to Start > Printers and Faxes

into wour computer or point the prinker toward your
computer's infrared port, and tum the printer on.
Windows will autamatically install the printer for pow.

* Click on Add a Printer

To continue, click Hext.

The screen to the right will display.

.C“Ck NeXt | Hest > | [ Cancel

Add Printer, Wizard

Local or Network Printer
The wizard needs to know which type of printer to get up,

Select the option that describes the printer pou want to uze:

(%) Local printer attached to this computer

[lidutomatically detect and install my Plug and Flay printer

* Select Local printer...

() & netwark printer, or a printer attached to another computes

¢ Click Next

- To zet up a netwark printer that iz not attached to a print zerver,
“ll) uze the “Local printer” optio.

< Back " Mewt = ][ Cancel ]

» Select Create a new port
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e From the pull-down menu, select Standard TCP/IP Port, as shown.

e Click Next

¢ Please read the instructions on this screen.

e Click Next

e Enter the Printer IP Address and the Port Name, as shown.

* Click Next

Add|Printer Wizard

Select a Printer Port

Computers communicate with printers through parts, :

Select the port you want your printer to use. [f the port is nat listed, you can create a
hew port.

(0 Use the following port:

@' Create a new port:
Type of part:

Walcome o the Add Standard
TCRSIP Prnter Port Wizard

et et vazmd i) sokd 4 paat ka5 restmai prinded
EBulan zondmargba s e

1. Thes v i lusresclon
2 The redwadc i connartad snd configuss

Tecantinua, dick Ned

Add Standard TCENE Frinter Port Wizard

Faddd Pnt
W ranhy o T 0a0 mand b 5kl 3 ped 7

Entar tha Prirdar Mares 4 P adcharr, ared & podt nama It e damed savies

Prirdes Hrea o1 1P gy vERT I
Boxrt hlarea IF_ 152 T

T T
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Add Standard TCPAP Printer Port Wizard x|

Addational Pot Information B equined
The desvice could ek b adeshilisd

* In this screen, select Custom. Tl osberliocniceu ol kel e D ea e

2 The addiess on e meevicus page is comacl.

. . Efa conect tha addiess ard pasloim anolher saaich on tha nalvwods by rebusirg ko e
® C“Ck Settlngs perviniss wazand page of seect e davices bype f wou ane siae tha addiess & coinect

Devices Type
{3 Slardsrd
{3} Cissheun

Configure Standard TEPSIP Port Menitor

: Port Setti
o Enter the Port Name and the Printer Name or IP Address. | = =" |
ot Hame: IP_152.170.0.20
* Select LPR Frrtes Mame or IP Sddiass: 182170020
. . Probocal .
e Enter a Queue Name (if your Print-Server/Gateway has O Raw @ LPR
more than one port, you will need a Queue name.) o
Faw Sellings
e Click OK
LPR Selings
Qe Mame: Ip
[(]LPR Byte Counting Enablad
(] SMMP Stahuz Enaled
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* This screen will show you information about your printer.

* Click Finish

* Select the printer you are adding from the list of Printers.

* Insert the printer driver disk that came with your printer.

e Click Have Disk

If the printer driver is already installed,

* Select Keep existing driver

e Click Next

Add Standard TCP/IP Printer Port Wizard X

Completing the Add Standard
TCP/IP Printer Port Wizard

“rou have selected a port with the following characteristics.

SMP: Mo

Protocal: LFR. Ip

Device: 1592170.0.20
Port Mame: IP_192.170.0.20
Adapter Type:

T complete this wizard, click Finish,

[ <Back |} Finish |[ Cancel ]

Add Printer, Wizard

Install Printer Software O
The manufacturer and model determine which printer software to use. w

Nl Select the manufacturer and model of yaur printer. IF your printer came with an installation
e disk. click Have Disk. If your printer is not listed, consult your printer documentation far
compatible printer software.

Manufacturer A | Printers 5

Fuiitsu S HP Desklet 400

ggr?anc :‘d’HF’ Desklet 400 (Monachrame]

Eostelres i& HP Desklet 420

ulz, ) ™ Yrwrrrarw——" hd
g} This driver iz digitally signed. [ ‘Windows Update ] [ Have Disk. .. ]

Tell me why driver signing is important
[ < Back ]I Meut > ] [ Cancel ]

Add Printer Wizand

Use Existing Driver
A driver is already installed for this printer. YYou can use or ieplace the existing
driver

HP DeskJet 500

Do wou want to keep the existing diiver or use the new one?

(Dieep sustng diver [recommended]

(") Beplace existing driver

< Back " Mext > ][ Cancel
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* You can rename your printer if you choose. It is optional.

Please remember the name of your printer. You will need this information when
you use the Add Printer Wizard on the other computers on your network.

¢ Click Next

* Select Yes, to print a test page.

e Click Next

This screen will display information about your printer.

* Click Finish to complete the addition of the printer.
* Please run the Add Printer Wizard on all the computers on your
network in order to share the printer.

Note: You must run the Network Setup Wizard on all the computers on your
network before you run the Add Printer Wizard.

Add Printer Wizand

MName *our Printer

“f'ou must assign a name to thiz printer. :

Type a name for thiz printer. Because some programs do not support printer and server
hame combinations of mare than 31 characters, it is best to keep the name as short ag
possible,

Frinter name:

[ < Back ” Next > ][ Cancel ]

Add Printer Wizard

Print Test Page O
Ta confirn that the printer iz installed propery, you can print a test page. Q‘/

['o pou want to print & test page?
Oles
ONg

< Back ” Mext > l[ Cancel

Add Printer, Wizard

Completing the Add Printer
Wizard

“'ou have successhully completed the Add Printer Wizard.
*rou specified the following printer ettings:

Name: HF Dresk.Jet 500

Share name:  <Maot Shared:
Port: IP_152.170.0.20
tadel: HF Desk.Jet 500
Default ‘es

Testpage:  Yes

Ta close this wizard, click Finish.

<Back |[  Finish |[ Cancel
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a
DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

e (C:YWINDOWS\system 32'cmd.exe
At the prompt’ type ipconﬁg and press Enter. Microsoft Windows XP [Uersion 5.1.26881]

{C>» Copyright 1985-2881 Microsoft Corp.
This will display the IP address, subnet mask, and It Ie Ll
the default gateway of your adapter. [lindous 1F Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . : dlink

If the address is 0.0.0.0, check your adapter IP Addvess. - . . . .. ... .. : 10.5.7.114
= 18.5.7.1

Subnet Mask

installation, security settings, and the settings Pefault Gateuay

C:-“Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a hotspot (e.g. hotel, coffee shop, airport), please contact an employee
or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internet Protocol (TCP/IP) Properties

General

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address || oz st ssied sionsicay tyou ek sugpons
192.168.0.X where X is a number between 2 and 99. Make sure that the number | =™

you choose is not in use on the network. Set Default Gateway the same asthe LAN | ourcammponee

IP address of your router (192.168.0.1). P addes: EENCRINGY

Subriet mask:

Drefault gateway: \M_I

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. Bletsbnnioee s dd’;ff%%f______ —
Prefered DNS server: [192.188. 0 .1 |
Alternate DNS server: [ wwm _J
Step 5
. . . Advance d.
Click OK twice to save your settings. B |
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Technical Specifications

Standards

e |EEE 802.3 10Base-T Ethernet

e |EEE 802.3u 100Base-TX Fast Ethernet
* |EEE 802.3 Nway Auto-Negotiation

VPN Pass Through / Multi-Sessions
e PPTP
e L2TP
e IPSec

Device Management

Web-Based — requires at least Microsoft Internet
Explorer v5 or later, Netscape Navigator v4 or
later, or other Java-enabled browsers.

Media Access Control
CMSA/CA with ACK

LEDS

* Power

e WAN

e |Local Network — 10/100

Operating Temperature

32°F to 131°F (0°C to 55°C)
Humidity

95% maximum (non-condensing)

Power Input
e External power Supply
e DC5V, 2.0A

Safety & Emissions
e FCC
e CE

Dimensions

e L =5.6in (142mm)
e W =43in (109mm)
e H=1.2in (31mm)

Weight
0.44 Ibs (2009)

Warranty
1-Year

D-Link EBR-2310 User Manual

75



Appendix G - Contacting Technical Support

Contacting Technical Support

U.S. and Canadian customers can contact D-Link technical support through our web site or by phone.

Before you contact technical support, please have the following ready:

* Model number of the product (e.g. EBR-2310)
* Hardware Revision (located on the label on the bottom of the router (e.g. rev B1))
* Serial Number (s/n number located on the label on the bottom of the router).

You can find software updates and user documentation on the D-Link website as well as frequently asked questions
and answers to technical issues.

\
For customers within the United States: For customers within Canada:
Internet Support: Internet Support:
http://support.dlink.com http://support.dlink.ca
g \ 4

D-Link EBR-2310 User Manual 76



Appendix H - Warranty

Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited Warranty:

. Only to the person or entity that originally purchased the product from D-Link or its authorized reseller or distributor, and
. Only for products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, or addresses with an APO
or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link product described below (“Hardware”) will be free from material defects in workmanship and materials under normal use from the
date of original retail purchase of the product, for the period set forth below (“Warranty Period”), except as otherwise stated herein.

. Hardware (excluding power supplies and fans): One (1) year
e  Power supplies and fans: One (1) year

. Spare parts and spare kits: Ninety (90) days

The customer's sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s option, to repair or replace the defective Hardware during the
Warranty Period at no charge to the original owner or to refund the actual purchase price paid. Any repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The replacement
hardware need not be new or have an identical make, model or part. D-Link may, at its option, replace the defective Hardware or any part thereof with any reconditioned product that D-Link reasonably
determines is substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement hardware will be warranted for the remainder of the original Warranty Period
or ninety (90) days, whichever is longer, and is subject to the same limitations and exclusions. If a material defect is incapable of correction, or if D-Link determines that it is not practical to repair or replace
the defective Hardware, the actual price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware or part thereof
that is replaced by D-Link, or for which the purchase price is refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will substantially conform to D-Link’s then current functional specifications for the Software, as set forth
in the applicable documentation, from the date of original retail purchase of the Software for a period of ninety (90) days (“Software Warranty Period”), provided that the Software is properly installed on
approved hardware and operated as contemplated in its documentation. D-Link further warrants that, during the Software Warranty Period, the magnetic media on which D-Link delivers the Software will be
free of physical defects. The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s option, to replace the non-conforming
Software (or defective media) with software that substantially conforms to D-Link’s functional specifications for the Software or to refund the portion of the actual purchase price paid that is attributable to the
Software. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to the original licensee, and is subject to the terms and conditions of the license granted by D-Link for
the Software. Replacement Software will be warranted for the remainder of the original Warranty Period and is subject to the same limitations and exclusions. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-conforming Software will be refunded
by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for Hardware and Software portions of D-Link’s products will not be applied to and does not cover any refurbished product and any
product purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product and in
that case, the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

e  The customer must submit with the product as part of the claim a written description of the Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same, along
with proof of purchase of the product (such as a copy of the dated purchase invoice for the product) if the product is not registered.

e Drod ne prog
https://rma.dlink.com/.
e  After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA number

must be prominently marked on the outside of the package. Do not include any manuals or accessories in the shipping package. D-Link will only replace the defective portion of the product and will
not ship back any accessories.

e  The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465, who will attempt to assist the customer in resolving any suspected defects with t
is considered defective, the customer must obtain a Return Material Authorization (“RMA”) number by completing the RMA form and entering the assigned Case ID Number at

e  The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the property of D-Link.
Products shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible for any packages that are
lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via UPS Ground or any common carrier selected by D-Link. Return shipping charges shall be prepaid by
D-Link if you use an address in the United States, otherwise we will ship the product to you freight collect. Expedited shipping is available upon request and provided shipping charges are prepaid by
the customer.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: The Limited Warranty provided herein by D-Link does not cover: Products that, in D-Link’s judgment, have been subjected to abuse, accident, alteration, modification, tampering,
negligence, misuse, faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the documentation for the product, or if the model or serial number has been altered,
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tampered with, defaced or removed; Initial installation, installation and removal of the product for repair, and shipping costs; Operational adjustments covered in the operating manual for the product, and
normal maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware or other products or services provided by
anyone other than D-Link; and Products that have been purchased from inventory clearance or liquidation sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty
obligation pertaining to the product. While necessary maintenance or repairs on your Product can be performed by any company, we recommend that you use only an Authorized D-Link Service Office.
Improper or incorrectly performed maintenance or repair voids this Limited Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE
DISCLAIMED INANY TERRITORY WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY PERIOD
SET FORTH ABOVE. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISKAS TO THE QUALITY, SELECTION AND PERFORMANCE OF
THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING,
BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT
OR COMPUTER PROGRAMS TO WHICH D-LINK’'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT
RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED
WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR,
REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE
OF THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR
REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some states do not allow exclusion or limitation of incidental or consequential damages, or limitations on
how long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This Limited Warranty provides specific legal rights and you may also have other rights which vary from state
to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered trademarks are the property of their respective owners.

Copyright Statement: No part of this publication or documentation accompanying this product may be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright Act of 1976 and any amendments thereto. Contents are subject
to change without prior notice. Copyright 2005 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communication. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
. Consult the dealer or an experienced radio/TV technician for help.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

The use of this device in a system operating either partially or completely outdoors may require the user to obtain a license for the system according to the Canadian regulations.

L'utilisation de cet appareil au sein d’'un ensemble qui fonctionne entierement ou partiellement a I'extérieur peut obliger I'utilisateur a obtenir un permis pour le systéme selon les termes de la réglementation
canadienne.

For detailed warranty information applicable to products purchased outside the United States, please contact the corresponding local D-Link office.
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Appendix | - Registration

Registration

f""%";'Register your product online at:
http://support.dlink.com/register

Product registration is entirely voluntary and failure to complete or return this form will not diminish your warranty
rights.

Version 2.1
March 19, 2007
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