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license document, but changing it is not allowed.

PREAMBLE

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is
covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that you
have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the
original authors' reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program will
individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent
must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS
FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The
"Program", below, refers to any such program or work, and a "work
based on the Program™ means either the Program or any derivative
work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is
included without limitation in the term “"modification".) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether
that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any warranty; and give
any other recipients of the Program a copy of this License along with
the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Program or any
portion of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent
notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish,
that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at
no charge to all third parties under the terms of this
License.

¢) If the modified program normally reads commands
interactively when run, you must cause it, when started



running for such interactive use in the most ordinary way,
to print or display an announcement including an
appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and
that users may redistribute the program under these
conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work
based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your
rights to work written entirely by you; rather, the intent is to exercise
the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program) on a
volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding
machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least
three years, to give any third party, for a charge no more
than your cost of physically performing source
distribution, a complete machine-readable copy of the
corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

c) Accompany it with the information you received as to
the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution
and only if you received the program in object code or
executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that
is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access
to copy from a designated place, then offering equivalent access to
copy the source code from the same place counts as distribution of the
source code, even though third parties are not compelled to copy the
source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on
the Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein. You
are not responsible for enforcing compliance by third parties to this
License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any such
claims; this section has the sole purpose of protecting the integrity of
the free software distribution system, which is implemented by public
license practices. Many people have made generous contributions to
the wide range of software distributed through that system in reliance
on consistent application of that system,; it is up to the author/donor to
decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among



countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ
in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version”, you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Program does not specify a
version number of this License, you may choose any version ever
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the
author to ask for permission. For software which is copyrighted by the
Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by
the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF
CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO
THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD
THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST
OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE
LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING
ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

To receive the SofaWare GPL licensed code, contact
info@sofaware.com.

SAFETY PRECAUTIONS

Carefully read the Safety Instructions the Installation and Operating
Procedures provided in this User's Guide before attempting to install
or operate the appliance. Failure to follow these instructions may
result in damage to equipment and/or personal injuries.

=  Before cleaning the appliance, unplug the power cord. Use
only a soft cloth dampened with water for cleaning.

= When installing the appliance, ensure that the vents are not
blocked.

= Do not place this product on an unstable surface or support.
The product may fall, causing serious injury to a child or adult,
as well as serious damage to the product.

= Do not use the appliance outdoors.
= Do not expose the appliance to liquid or moisture.

= Do not expose the appliance to extreme high or low
temperatures.

= Do not disassemble or open the appliance. Failure to comply
will void the warranty.

= Do not use any accessories other than those approved by
Check Point. Failure to do so may result in loss of
performance, damage to the product, fire, electric shock or
injury, and will void the warranty.

= Route power supply cords where they are not likely to be
walked on or pinched by items placed on or against them. Pay
particular attention to cords where they are attached to plugs
and convenience receptacles, and examine the point where
they exit the unit.

= Do not connect or disconnect power supply cables and data
transmission lines during thunderstorms.

= Do not overload wall outlets or extension cords, as this can
result in a risk of fire or electric shock. Overloaded AC outlets,
extension cords, frayed power cords, damaged or cracked wire
insulation, and broken plugs are dangerous. They may result in
a shock or fire hazard. Periodically examine the cord, and if its
appearance indicates damage or deteriorated insulation, have it
replaced by your service technician.

= If the unit or any part of it is damaged, disconnect the power
plug and inform the responsible service personnel. Non-
observance may result in damage to the router.

POWER ADAPTER

= Operate this product only from the type of power source
indicated on the product’s marking label. If you are not sure of
the type of power supplied to your home, consult your dealer
or local power company.

= Use only the power supply provided with your product. Check
whether the device’s set supply voltage is the same as the local
supply voltage.

= To reduce risk of damage to the unit, remove it from the outlet
by holding the power adapter rather than the cord.

SECURITY DISCLAIMER

The appliance provides your office network with the highest level of
security. However, no single security product can provide you with
absolute protection against a determined effort to break into your
system. We recommend using additional security measures to secure
highly valuable or sensitive information.
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About Your D-Link NetDefend firewall

About This Guide

To make finding information in this manual easier, some types of information are
marked with special symbols or formatting.

Boldface type is used for command and button names.

e Note: Notes are denoted by indented text and preceded by the Note icon.

& Warning: Warnings are denoted by indented text and preceded by the Warning icon.

Each task is marked with an icon indicating the NetDefend product required to
perform the task, as follows:

If this icon appears... You can perform the task using these products...

CP310 DFL-CP310 or DFL-CPG310, with or without the Power Pack
CPG310 DFL-CPG310 only, with or without the Power Pack

R

Power Pack |

DFL-CP310 or DFL-CPG310, with the Power Pack only
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About Your D-Link NetDefend firewall

Introduction

This chapter introduces the D-Link NetDefend firewall and this guide.
This chapter includes the following topics:

About Your D-Link NetDefend firewall ...........cccooovviiiiininiininieneeee, 1
NetDefend Secured by Check Point Product Family...........cccccooeviiiinnnnnne. 2
NetDefend Features and Compatibility .........ccooeveviiiiiiviiciccie e 2
Getting to Know Your NetDefend firewall ...........c.cccoooviviviiviiciiiicie 8
Getting to Know Your NetDefend firewall ...........cccccovvviviviicicic i, 11
Contacting Technical SUPPOIt........ccccovvieie i 14

About Your D-Link NetDefend firewall

The D-Link NetDefend firewall is a unified threat management (UTM) appliance
that enables secure high-speed Internet access from the office. Incorporating
software by SofaWare Technologies, an affiliate of Check Point Software
Technologies, the worldwide leader in securing the Internet, the NetDefend
Secured by Check Point Product Family includes both wired and wireless models.
The D-Link firewall, based on the world-leading Check Point Embedded NGX
Stateful Inspection technology, inspects and filters all incoming and outgoing
traffic, blocking all unauthorized traffic.

The NetDefend firewall also allows sharing your Internet connection among
several PCs or other network devices, enabling advanced office networking and
saving the cost of purchasing static IP addresses.

With the NetDefend firewall, you can subscribe to additional security services
available from select service providers, including firewall security and software
updates, Antivirus, Web Filtering, reporting, and VPN management. By supporting
integrated VPN capabilities, the NetDefend firewall allows teleworkers and road
warriors to securely connect to the office network, and enables secure
interconnection of branch offices.

Chapter 1: Introduction 1



NetDefend Secured by Check Point Product Family

NetDefend Secured by Check Point Product Family

The NetDefend series includes the following hardware models:

DFL-CP310 Security VPN Firewall
DFL-CPG310 Wireless Security VPN Firewall

You can upgrade your NetDefend firewall to include additional features without
replacing the hardware by installing the DFL-CP310 Power Pack, and you can
increase the number of licensed users by installing node upgrades. Contact your
reseller for more details.

NetDefend Features and Compatibility

Connectivity
The NetDefend series includes the following features:

LAN ports: 4-ports 10/100 Mbps Fast Ethernet switch

WAN port: 10/100 Mbps Fast Ethernet

DMZ/WAN2 Port: 10/100 Mbps Fast Ethernet

Serial (RS232) port for console access and dialup modem connection

Supported Internet connection methods: Static IP, DHCP Client, Cable
Modem, PPTP Client, PPPoE Client, Telstra BPA login, Dialup

Concurrent firewall connections: 8,000
DHCP server, client, and relay
MAC cloning
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e Static NAT

e Static routes and source routes

e Ethernet cable type recognition

e Backup Internet connection

e Dead Internet Connection Detection (DCD)

e Traffic Monitoring

e Traffic Shaping

e VLAN Support (requires Power Pack)

e Dynamic Routing (requires Power Pack)

The NetDefend DFL-CPG310 firewall includes the following additional features:

e Wireless LAN interface with dual diversity antennas supporting up to 108
Mbps (Super G) and Extended Range (XR)

¢ Integrated USB print server
e Wireless QoS (WMM)

Firewall
The NetDefend series includes the following features:

e Check Point Firewall-1 Embedded NGX firewall with Application
Intelligence

e Intrusion Detection and Prevention using Check Point SmartDefense
e Network Address Translation (NAT)

e Three preset security policies

e Anti-spoofing

e Voice over IP (H.323) support

¢ Instant messenger blocking/monitoring
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P2P file sharing blocking/monitoring

VPN

The NetDefend series includes the following features:

Remote Access VPN Server with OfficeMode and RADIUS support
Remote Access VPN Client

Site to Site VPN Gateway

IPSEC VPN pass-through

Algorithms: AES/3DES/DES, SHA1/MD5

Hardware Based Secure RNG (Random Number Generator)

IPSec NAT traversal (NAT-T)

Route-based VPN

Backup VPN gateways

Management
The NetDefend series includes the following features:

Management via HTTP, HTTPS, SSH, SNMP, Serial CLI
Central Management: SMP

NTP automatic time setting

TFTP Rapid Deployment

Local diagnostics tools: Ping, WHOIS, Packet Sniffer, VPN Tunnel
Monitor, Connection Table Monitor, Wireless Monitor, Active Computers
Display, Local Logs
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Optional Security Services

The following subscription security services are available to NetDefend owners by

connecting to a Service Center:

e Firewall Security and Software Updates

e Web Filtering

e Email Antivirus and Antispam Protection
e VStream Embedded Antivirus Updates

¢ VPN Management
e Security Reporting

e Vulnerability Scanning Service

Power Pack Features

The table below describes the differences between the standard DFL-CP310 and

DFL-CPG310 with the Power Pack installed.

DFL-CP310/CPG310 with

Feature DFL-CP310/CPG310
Power Pack
High Availability —
Traffic Shaper Basic Advanced
DiffServ Tagging — "f
Dynamic Routing — "f
Firewall/’VPN Throughput
100/20 150/30

(Mbps)

Secure Hotspot — - 4
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DFL-CP310/CPG310 with

Feature DFL-CP310/CPG310
Power Pack
VLAN (Port/Tag-based) — "f
VPN Throughput 20 Mbps 30 Mbps
Site-to-Site VPN 2 tunnels 15 tunnels
Site-to-Site VPN
10 tunnels 100 tunnels
(Managed) *
Included VPN-1
SecuRemote client 5 users 25 users

Licenses

* When managed by SofaWare Security Management Portal (SMP).

Package Contents

The NetDefend series package includes the following:

e D-Link NetDefend firewall VPN Firewall
e Power adapter

e CATS5 Straight-through Ethernet cable

e Getting Started Guide

e This User Guide
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The DFL-CPG310 also includes:
e Two antennas

e Wall mounting kit, including two plastic conical anchors and two cross-
head screws

e USB extension cable

Network Requirements

e A broadband Internet connection via cable or DSL modem with Ethernet
interface (RJ-45)

e 10BaseT or 100BaseT Network Interface Card installed on each computer
e TCP/IP network protocol installed on each computer
e Internet Explorer 5.0 or higher, or Netscape Navigator 4.7 and higher

e CAT 5 STP (Category 5 Shielded Twisted Pair) Straight Through Ethernet
cable for each attached device

e Note: The NetDefend firewall automatically detects cable types, so you can use
e either a straight-through or crossed cable, when cascading an additional hub or
switch to the NetDefend firewall.
e Note: For optimal results, it is highly recommended to use either Microsoft Internet
e Explorer 5.5 or higher, or Mozilla Firefox 1.0 or higher.

e When using the DFL-CPG310, an 802.11b, 802.11g or 802.11 Super G
wireless card installed on each wireless station
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Getting to Know Your NetDefend firewall

CP310

Rear Panel

All physical connections (network and power) to the NetDefend firewall are made
via the rear panel of your NetDefend firewall.

Figure 1. NetDefend firewall Rear Panel Items

Figure 2: NetDefend firewall Rear Panel ltems

The following table lists the NetDefend firewall 's rear panel elements.

Table 1: NetDefend firewall Rear Panel Elements

Label Description

PWR A power jack used for supplying power to the unit. Connect the supplied power
adapter to this jack.
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Label Description

RESET A button used for rebooting the NetDefend firewall or resetting the NetDefend
firewall to its factory defaults. You need to use a pointed object to press this
button.

e Short press. Reboots the NetDefend firewall

e Long press (7 seconds). Resets the NetDefend firewall to its factory
defaults, and resets your firmware to the version that shipped with the
NetDefend firewall. This results in the loss of all security services and
passwords and reverting to the factory default firmware. You will have
to re-configure your NetDefend firewall.

Do not reset the unit without consulting your system administrator.

RS-232/ A serial port used for connecting computers in order to access the NetDefend CLI

Serial (Command Line Interface), or for connecting an external dialup modem

WAN Wide Area Network: An Ethernet port (RJ-45) used for connecting your cable or
xDSL modem, or for connecting a hub when setting up more than one Internet
connection

DMZ/ A dedicated Ethernet port (RJ-45) used to connect a DMZ (Demilitarized Zone)

WAN2 computer or network. Alternatively, can serve as a secondary WAN port, or as a
VLAN trunk.

LAN 1-4 Local Area Network switch: Four Ethernet ports (RJ-45) used for connecting

computers or other network devices
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Front Panel

The NetDefend firewall includes several status LEDs that enable you to monitor
the appliance’s operation.

1 PR T
D-Link’ W ® ® ® © ®© @
DFL-CP310 ® LNKACTED @ @ @ @ © o e

PWRISEC e . OFF WAN. VPN 'Serial

Figure 3: NetDefend firewall Front Panel

For an explanation of the NetDefend firewall’s status LEDs, see the table below.

Table 2: NetDefend firewall Status LEDs

LED State Explanation
PWR/SEC Off Power off
Flashing quickly (Green) System boot-up
Flashing slowly (Green) Establishing Internet connection
On (Green) Normal operation
Flashing (Red) Hacker attack blocked
On (Red) Error
LAN 1-4/ LINK/ACT Off, 100 Off Link is down
WAN/
DMZ/WAN2
LINK/ACT On, 100 Off 10 Mbps link established for the

corresponding port
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LED State Explanation

LINK/ACT On, 100 On 100 Mbps link established for the
corresponding port

LNKJ/ACT Flashing Data is being transmitted/received
VPN Flashing (Green) VPN port in use
Serial Flashing (Green) Serial port in use

Getting to Know Your NetDefend firewall

CPG310

Rear Panel

All physical connections (network and power) to the NetDefend firewall are made
via the rear panel of your NetDefend firewall.

Figure 4. NetDefend firewall Rear Panel Items

The following table lists the NetDefend firewall appliance’s rear panel elements.

Table 3: NetDefend firewall Rear Panel Elements

Label Description

PWR A power jack used for supplying power to the unit. Connect the supplied power
adapter to this jack.
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Label Description

RESET A button used for rebooting the NetDefend firewall or resetting the NetDefend
firewall to its factory defaults. You need to use a pointed object to press this
button.

e Short press. Reboots the NetDefend firewall

e Long press (7 seconds). Resets the NetDefend firewall to its factory
default, and resets your firmware to the version that shipped with the
NetDefend firewall. This results in the loss of all security services and
passwords and reverting to the factory default firmware. You will have
to re-configure your NetDefend firewall.

Do not reset the unit without consulting your system administrator.
USB Two USB 2.0 ports used for connecting USB-based printers

RS232 A serial (RS-232) port used for connecting computers in order to access the

NetDefend CLI (Command Line Interface), or for connecting an external dialup

modem

WAN Wide Area Network: An Ethernet port (RJ-45) used for connecting your cable or
xDSL modem, or for connecting a hub when setting up more than one Internet
connection

DMZ/ A dedicated Ethernet port (RJ-45) used to connect a DMZ (Demilitarized Zone)

WAN2 computer or network. Alternatively, can serve as a secondary WAN port , or as a
VLAN trunk.

LAN 1-4 Local Area Network switch: Four Ethernet ports (RJ-45) used for connecting

computers or other network devices

ANT 1/ Antenna connectors, used to connect the supplied wireless antennas
ANT 2
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Front Panel

The NetDefend firewall appliance includes several status LEDs that enable you to

monitor the appliance’s operation.

1

D-Link’

2
100/Mbps @ -
DFL-CPG310 @ LINKACTE @

PWR/SEC

Lot s oL )
LAN

3 4

- [ ] - o
@ -2 L] @ L J - @ L 4
OPT WAN VPN Serial USB WLAN

Figure 5: NetDefend firewall Front Panel

For an explanation of the NetDefend firewall appliance’s status LEDSs, see the table

below.

Table 4: NetDefend firewall Status LEDs

LED State Explanation
PWR/SEC Off Power off
Flashing quickly (Green) System boot-up
Flashing slowly (Green) Establishing Internet connection
On (Green) Normal operation
Flashing (Red) Hacker attack blocked
On (Red) Error
Flashing (Orange) Software update in progress
LAN 1-4/ LINK/ACT Off, 100 Off Link is down
WAN/
DMZ/WAN2

LINK/ACT On, 100 Off

10 Mbps link established for the
corresponding port
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LED State Explanation

LINK/ACT On, 100 On 100 Mbps link established for the
corresponding port

LNK/ACT Flashing Data is being transmitted/received
VPN Flashing (Green) VPN port in use
Serial Flashing (Green) Serial port in use
UsB Flashing (Green) USB port in use
WLAN Flashing (Green) WLAN in use

Contacting Technical Support
If there is a problem with your NetDefend firewall, see http://support.dlink.com/.

You can also download the latest version of this guide from the site.
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Chapter 2

Installing and Setting up the NetDefend
firewall

This chapter describes how to properly set up and install your NetDefend firewall
in your networking environment.

This chapter includes the following topics:

Before You Install the NetDefend firewall...........cccccooeniiiininiineniennn, 15
Wall Mounting the APPHaNCe ..o 30
Securing the Appliance against Theft.........c.ccoviiiiininiis 32
NEtWOTrK INStAHAtION .....ecvvceeciciiece e 35
Setting Up the NetDefend firewall ... 36

Before You Install the NetDefend firewall
Prior to connecting and setting up your NetDefend firewall for operation, you must
do the following:
e Check if TCP/IP Protocol is installed on your computer.

e Check your computer’s TCP/IP settings to make sure it obtains its IP
address automatically.

Refer to the relevant section in this guide in accordance with the operating system
that runs on your computer. The sections below will guide you through the TCP/IP
setup and installation process.
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Windows 2000/XP

oo e

NetDefend firewall offers better protection.

Checking the TCP/IP Installation
1. Click Start > Settings > Control Panel.

The Control Panel window appears.

E3 Control Panel

J File Edit VMiew Favorites Tools Help

Note: While Windows XP has an "Internet Connection Firewall" option, it is
recommended to disable it if you are using a NetDefend firewall, since the

J HBack - = - | Qsearch T4 Folders & #History “E' I x © ‘ Ed~

J Address I@ Contral Panel

Contrbl Panel

personalize your computer,

Select an item ko view its
description.

indows Update
‘windows 2000 Support

Use the settings in Control Panel ko

Hardware Pragrams

& W @ A &

Fax Folder Options Fonts

D
Mail and Fax Mause Metwork and
Dial-up Co...

g 9 a2

QuickTime 32 Regional Scanners and
Options Cameras
&
Usersand  Wireless Link
Passwords

i AddfRemove  AddfRemove  Administrative

Taols

Game
Controllers

Fhone and  Power Options

Modern ...

Scheduled
Tasks

) d
DatefTime Display
Internet Keyboard
Options

Printers

.
p
=

oy

Sounds and
Multimedia

Syskem

|26 object{s)

|@‘ My Computer i

2. Double-click the Network and Dial-up Connections icon.
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The Network and Dial-up Connections window appears.

1 Network and Dial-up Connections

JFiIe Edit  ‘iew Favorites Tools  Advanced Help

=101x]

J S Back -+ = - | Qsearch [Falders ¢ AHistary |%’ Lr gl g @| >

J Address I Mebwark and Dial-up Connections

j @Go

b =y - =

L L

- Make Mew

Network and Dial- Connection
up Connections

This Folder contains network
connections for this computer, and
a wizard ko help vou create a new
conneckion,

To creake a new connection, click.
Make New Connection.

Toopen a connection, click its icon, LI

|3 object{s}

[

B,
L

‘Local Area

3. Right-click the icenection: jcon and select Properties from the pop-up menu that

opens.
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The Local Area Connection Properties window appears.

Local Area Connection Properties
General |

Connect using:

K3

I B3 Realtek RTL3129(4) PCI Fast Ethemet &dapter

Components checked are used by this connection:

Client for Micrazoft Metworks
File and Printer Sharing for Microsoft Metworks

Install.. | Uninztall Froperties

— Description

across diverse interconnected networks.

Transmizsion Control Protocol/ntermet Protocol. The defaul
wide area network pratocol that provides communication

[~ Show icon in taskbar when connected

ok |

Cancel I

4. In the above window, check if TCP/IP appears in the components list and if it is
properly configured with the Ethernet card, installed on your computer. If
TCP/IP does not appear in the Components list, you must install it as described in

the next section.

18
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Installing TCP/IP Protocol
1. In the Local Area Connection Properties window click Install....

The Select Network Component Type window appears.

Select Network Component 2l

Click the twpe of network component you want to install:
Client
Service

— Dezcription

A protocol iz a language your computer uzes tao
communicate with ather computers.

dd.. Cancel |

2. Choose Protocol and click Add.
The Select Network Protocol window appears.

Select Network Protocol x|

Click the Mebwark Pratocol that you wart ba install, then click OFK. If you have
E an installation disk for thiz companent, click Have Disk.

Mebwark Protocal:

DLC Protocal

Mebwark Monitar Diriver

IWLink RSP etBI0S Compatible Transport Protocol
Internet Protocol [TCP/P)

Hawe Disk... |
oK I Cancel |

3. Choose Internet Protocol (TCP/IP) and click OK.
TCP/IP protocol is installed on your computer.
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TCP/IP Settings

1. In the Local Area Connection Properties window double-click the Internet
Protocol (TCP/IP) component, or select it and click Properties.

The Internet Protocol (TCP/IP) Properties window opens.

Internet Protocol (TCP/IP) Properties g ﬂﬂ

General |

‘f'ou can get |P settings assigned automatically if your network. supports
this capability. Otherwise, you need to ask your netwark. administrator for
the: appropriate |P zettings.

' Obtain an IP address automatically

—{ Use the following IP address:

IF address: I . . .
Subnet mask: I . . .
[efault gateway: I . . .

* Obtain DMS zerver address automatically

—{ Use the following DMS server addresses:

Frefered DS server: I . . .

Alternate MRS server: I . . .
oK | Cancel |

2. Click the Obtain an IP address automatically radio button.

Note: Normally, it is not recommended to assign a static IP address to your PC but
rather to obtain an IP address automatically. If for some reason you need to assign
a static IP address, select Specify an IP address, type in an IP address in the range of
192.168.10.129-254, enter 255.255.255.0 in the Subnet Mask field, and click OK to
save the new settings.

'\-':.':':' J'"_

(Note that 192.168.10 is the default value, and it may vary if you changed it in the
My Network page.)

3. Click the Obtain DNS server address automatically radio button.
4. Click OK to save the new settings.
Your computer is now ready to access your NetDefend firewall.
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Windows 98/Millennium

Checking the TCP/IP Installation
1. Click Start > Settings > Control Panel.

The Control Panel window appears.

® =2 2 &

Control Panel [_ O[]
J File Edit Wew Go Favoiles Help ‘
« . = | ¥ B | ow | X
Bach Frrvard Up Cut Copy Paste Undao Delete  Properties Wiews
| Address [ Control Panel =] [ tinks >
: & 5 =
Accessibility AddMew  Add/Remove BDE CorelVersions  Date/Time
Options Hardware Programs Administrator
Control Panel
D 5
5 Ao e G
Use the settings in Control 7 ’
Fanel to persanalize your Display Find Fast Fonts Game Infrared Inte_mal
computer. Controllers Options
Select an itemn to view its % (() &‘!
description., — s (=]
Kepboard Livellpdate Mai Modems Mouse M5 DTC
Microsoft Home
Technical Support =
echnical Suppo @ E% | |
Multimedia Network ODBC Data  Passwords PC Card Power
Sources [32hit) [PCMCIA)  Management

2

|_,gj My Computer

N

] 5

2. Double-click the Hewei jcon.

Chapter 2: Installing and Setting up the NetDefend firewall

21



Before You Install the NetDefend firewall @

The Network window appears.
Network HE

Configuration | |dertification | Access Contral |

The follawing network components are installed:

B8 PCI Fast Ethernet DEC 21143 Based Adapter ;I
[4~ Fast Infrared Pratocal - 1BM ThinkPad Fast Infrared Part
[4~ NDISWAN -» Microsoft Wirtual Private Networking Adapte
[~ TCRAP -+ Dial-Up Adapter

?-.'_TI:ZF'.-"I P -+ PCI Fast Ethernet DEC 21143 Based Adapter ﬂ

Add... Remaove | Fropertiez |

Frimary Metwark Logon:
I Client for Microsoft Metwarks j

File and Print Sharing... |

D escription

TCPAF iz the protocal you use to connect ta the Internat and
wide-area networks.

Ok | Cancel |

3. In the Network window, check if TCP/IP appears in the network components list
and if it is already configured with the Ethernet card, installed on your
computer.

Installing TCP/IP Protocol

Note: If TCP/IP is already installed and configured on your computer skip this

2y section and move directly to TCP/IP Settings.

T

1. In the Network window, click Add.
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The Select Network Component Type window appears.

Select Network Component Type H

Click the type of network component you want to install

Protocol is a language’ a computer uzes. Computers
mugt uge the game protocol to communicate.

2. Choose Protocol and click Add.
The Select Network Protocol window appears.

Select Hetwork Protocol

Click the Metwark Protocaol that pou want to install, then click DK If you have
3 ah inztallation dizk for this device, click Have Disk.

Manufacturers: Mebwark, Protocols:

Fast Infrared Protocol ﬂ
|F/5F-campatible Pratocal

Microgaft 32-bit DLC

Microsaft DLC

MNetBEUI

Have Disk... |
QK I Cancel I

3. In the Manufacturers list choose Microsoft, and in the Network Protocols list
choose TCP/IP.

4. Click OK.

If Windows asks for original Windows installation files, provide the installation
CD and relevant path when required (e.g. D:\win98)

5. Restart your computer if prompted.

Chapter 2: Installing and Setting up the NetDefend firewall 23



Before You Install the NetDefend firewall

TCP/IP Settings

& Note: If you are connecting your NetDefend firewall to an
o ..
= existing LAN, consult your network manager for the correct

configurations.
1. In the Network window, double-click the TCP/IP service for the Ethernet card,

which has been installed on your computer
" TCPAP - PCI Fast Ethernet DEC 21143 Bazed Adapter

(e.9.k

The TCP/IP Properties window opens.

TCP/IP Properties EHE
Bindings | Advanced | MeDs |

DMS Configuration  Gateway | “WMS Configuration | IP Address

The first gateway in the Inztalled G ateway list will be the default.
The addrezs arder in the list will be the arder in which these
machines are used.

Mew gateway:

r. . . add |

Inztalled gateways:

| Hemave |

oK I Cancel |

2. Click the Gateway tab, and remove any installed gateways.
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3. Click the DNS Configuration tab, and click the Disable DNS radio button.

TCP/IP Properties
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4. Click the IP Address tab, and click the Obtain an IP address automatically radio
button.

TCP/IP Properties EH

Bindings | Advanced | MetBI0S |
DMS Configuration I Gateway I WS Configuration P Address

An P address can be automatically assigned to this computer.
If pour network does not automatically assign IP addresses, ask
wour network. administrator for an address, and then type it in
the space below.

® iDhtain an IP address automatically

 Specify an [P address:

Qg I Cancel I

Note: Normally, it is not recommended to assign a static IP
address to your PC but rather to obtain an IP address
automatically. If for some reason you need to assign a static IP
address, select Specify an IP address, type in an IP address in the
range of 192.168.10.129-254, enter 255.255.255.0 in the
Subnet Mask field, and click OK to save the new settings.

oo e

(Note that 192.168.10 is the default value, and it may vary if you
changed it in the My Network page.)

5. Click Yes when prompted for “Do you want to restart your computer?”.
Your computer restarts, and the new settings to take effect.
Your computer is now ready to access your NetDefend firewall.

Mac OS
Use the following procedure for setting up the TCP/IP Protocol.
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1. Choose Apple Menus -> Control Panels -> TCP/IP.
The TCP/IP window appears.

O0==————TPF/ I =——————8H
Connect wia: [Ethernet i]
— Setup
Configure: [ Using DHCF Server i]
DHCP Client ID: | |

IP Addresz: < will be zupplied by server »
Subret mask: < will be supplied by server

Router address: < will be supplied by server

Search domains :

Marne server addr.: < will be supplied by server >

2. Click the Connect via drop-down list, and select Ethernet.

3. Click the Configure drop-down list, and select Using DHCP Server.
4. Close the window and save the setup.
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Mac OS-X
Use the following procedure for setting up the TCP/IP Protocol.
1. Choose Apple -> System Preferences.

The System Preferences window appears.

NN

System Preferences [ — |
= — —
« ma® 3@
Show All Displays Sound Network Startup Disk
Personal
= u . P
. M- ©
Appearance Desktop & Dock Expose International Security
Screen Saver
Hardware
o = : e = )
— v = -
CDs & DVDs Displays Energy Keyboard & Print & Fax Sound
Saver Mouse

Internet & Network

e e a @

Mac Network QuickTime Sharing
System
| it ! i7" o
1 @ & @& § d @
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update Access

2. Click Network.

The Network window appears.
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(000 Network

. HJ @

Show All  Displays Sound |MNetwork Startup Disk

0]

Location: | Location (07:36 03/05/05)

Show: | Network Status

Built-in Ethernet is currently active and has the IP address
@ Built-in Ethernet You are connected to the Internet via Built-in
Ethernet.

(Conﬁgure,“ ) [ Connect | @

[Jn Click the lock to prevent further changes. ( Assist me... :) [ Apply Now

3. Click Configure.
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TCP/IP configuration fields appear.

alls Network (=]
“ a6 3
Show All | Displays Sound | Network Startup Disk
Location: | Location (07:36 03/05/05) 3

Show: | Built-in Ethernet #

| TCP/IP | PPPoE | AppleTalk | Proxies Ethernet |

Configure IPv4: | Using DHCP ]
IP Address: (" Renew DHCF Lease )
Subnet Mask: DHCP Client ID:
(if required)
Router:
DNS Servers: Optional)
Search Domains: {Optional)
IPv6 Address:
(" Configure IPv6... (&)
e e LS
1@ —————
¥l Click the lock to prevent further changes. ( Assistme... ) Apply Now

4. Click the Configure IPv4 drop-down list, and select Using DHCP.
5. Click Apply Now.

Wall Mounting the Appliance

If desired, you can mount your NetDefend firewall on the wall.

To mount the NetDefend firewall on the wall
1. Decide where you want to mount your NetDefend firewall.
2. Decide on the mounting orientation.
You can mount the appliance on the wall facing up, down, left, or right.
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Note: Mounting the appliance facing downwards is not recommended, as dust might

o .
accumulate in unused ports.

3.

Mark two drill holes on the wall, in accordance with the following sketch:

Horizontal Wall Mowunt Layvout Hornizontal Wall Mount Layout
[Router facing ugp) [Router facing doswn)
110mm 110mm

=3mm 3Smnm

24mm
sdmm

X

Vertic al Wall Mount L ayvout Vertic al Wall Mount | ayout
(Router facing left) [Router facing right)
Sdmm S4mm
A
Sl S

E E

E E

) )
Ay 1

4. Drill two 3.5 mm diameter holes, approximately 25 mm deep.

EETT

5. Insert two plastic conical anchors into the holes.

& Note: The conical anchors you received with your NetDefend firewall are suitable for
'\-\.‘:\' — )
< concrete walls. If you want to mount the appliance on a plaster wall, you must use

anchors that are suitable for plaster walls.

6. Insert the two screws you received with your NetDefend firewall into the plastic
conical anchors, and turn them until they protrude approximately 5 mm from the

wall.
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7. Align the holes on the NetDefend firewall's underside with the screws on the
wall, then push the appliance in and down.

Your NetDefend firewall is wall mounted. You can now connect it to your
computer. See Network Installation on page 35.

Securing the Appliance against Theft

The NetDefend firewall features a security slot to the rear of the right panel, which

enables you to secure your appliance against theft, using an anti-theft security
device.

% Note: Anti-theft security devices are available at most computer hardware stores.
'\-\.\-\'J_"_—

This procedure explains how to install a looped security cable on your appliance. A
looped security cable typically includes the parts shown in the diagram below.

Push Button

Lock

Figure 6: Looped Security Cable
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While these parts may differ between devices, all looped security cables include a
bolt with knobs, as shown in the diagram below:

gl & 0 -

Figure 7: Looped Security Cable Bolt

The bolt has two states, Open and Closed, and is used to connect the looped
security cable to the appliance's security slot.

T

To install an anti-theft device on the NetDefend firewall

1. If your anti-theft device has a combination lock, set the desired code, as
described in the documentation that came with your device.

2. Connect the anti-theft device's loop to any sturdy mounting point, as described
in the documentation that came with your device.

3. Slide the anti-theft device's bolt to the Open position.
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4. Insert the bolt into the NetDefend firewall's security slot, and then slide the bolt
to the Closed position until the bolt holes are aligned.

Right
Rear Corner

Security Slot

5. Thread the anti-theft device's pin through the bolt’s holes, and insert the pin into
the main body of the anti-theft device, as described in the documentation that
came with your device.
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Network Installation
1. Verify that you have the correct cable type.

For information, see Network Requirements.
2. Connect the LAN cable:

e Connect one end of the Ethernet cable to one of the LAN ports at the back
of the unit.

e Connect the other end to PCs, hubs, or other network devices.
3. Connect the WAN cable:

e Connect one end of the Ethernet cable to the WAN port at the back of the
unit.

e Connect the other end of the cable to a Cable Modem, xDSL modem or
office network.

4. Connect the power adapter to the power socket, labeled PWR, at the back of the
NetDefend firewall.

5. Plug the power adapter into the wall electrical outlet.

E Warning: The NetDefend firewall power adapter is compatible with either 100, 120 or
230 VAC input power. Verify that the wall outlet voltage is compatible with the
voltage specified on your power adapter. Failure to observe this warning may result
in injuries or damage to equipment.

To PCs, hubs, or other Toa To your Toa To To the
network elements DMZ PC cable/xDSL serial network  power
or hub modemor  console printers  adapter
network or hubs

Figure 8: Typical Connection Diagram

Chapter 2: Installing and Setting up the NetDefend firewall 35



Setting Up the NetDefend firewall @

6. In wireless models, prepare the NetDefend firewall for a wireless connection:

a. Connect the antennas that came with your NetDefend firewall to the
ANT1 and ANT2 antenna connectors in the appliance's rear panel.
b. Bend the antennas at the hinges, so that they point upwards.
7. In models with a print server, you can connect network printers as follows:

a. Connect one end of a USB cable to a USB port at the back of the unit.
If needed, you can use the provided USB extension cord.
b. Connect the other end to a printer or a USB 2.0 hub.

Warning: Verify that the USB devices' power requirement does not exceed the
appliance's USB power supply capabilities. Failure to observe this warning may
cause damage to the appliance and void the warranty.

For information on setting up network printers, see Setting up Network Printers on
page 424,

Setting Up the NetDefend firewall

CP310

After you have installed the NetDefend firewall, you must set it up using the steps
shown below.

When setting up your NetDefend firewall for the first time after installation, these
steps follow each other automatically. After you have logged on and set up your
password, the Setup Wizard automatically opens and displays the dialog boxes for
configuring your Internet connection. After you have configured your Internet
connection, the Setup Wizard automatically displays the dialog boxes for
registering your NetDefend firewall. If desired, you can exit the Setup Wizard and
perform each of these steps separately.
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You can access the Setup Wizard at any time after initial setup, using the procedure
below.
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To access the Setup Wizard

1. Click Setup in the main menu, and click the Firmware tab.

The Firmware page appears.

) NETDEFEND

secured by & Qngck_ﬁo n“t'

DFL-CPG310 | Firmware | HighAvailability | Logging | Management | Tools | Printers |

Firmware

Welcome
Reports

Security

Antivirus WAN MAC Address 00:08:da:70:a9:e8

Services Firmware Version B.0.45x > Firmware Update
Riziierie Installed Product D-Link MetDefend (10 nodes) > Upgrade Product
Setup

Users Uptime 05:11:48 > Bestart

VPN Hardware Type SBox-200

Help Hardware Version 1.1

Logout

D-Link NetDefend Setup Wizard

Internet : Connected Service Center : Connected

2. Click NetDefend Setup Wizard.
The NetDefend Setup Wizard opens with the Welcome page displayed.

D-Link NetDefend Setup Wizard

Welcome

Welcome to the D-Link MetDefend Setup Wizard
This wizard will guide you through the basic setup for a secure Intemet experience

Before clicking Next, ensure that the WAN port on your D-Link MetDefend is connected

Iext > l Cancel l

http: /192, 168. 10, 1 fpopfWizframe html © Internet
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Chapter 3

Getting Started

This chapter contains all the information you need in order to get started using your
NetDefend firewall.

This chapter includes the following topics:

Initial Login to the NetDefend Portal ...........cccccovceveieiniiecice e 39
Logging on to the NetDefend Portal...........c.cccoovveieiniiecnciieicce e 42
Accessing the NetDefend Portal Remotely Using HTTPS...........cccoevenee 44
Using the NetDefend Portal............ccccvviviiniicie i 46
[0 oTo T aTo Ko} 1 PSSR 51

Initial Login to the NetDefend Portal

CP310

The first time you log on to the NetDefend Portal, you must set up your password.

To log on to the NetDefend Portal for the first time

1. Browse to http://my.firewall.
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The initial login page appears.

QY NETDEFEND

DFCCPEID

2. Type a password both in the Password and the Confirm Password fields.

- gy
e e

@ Note: The password must be five to 25 characters (letters or numbers).

Note: You can change your password at any time. For further information, see

Con .
e Changing Your Password.

3. Click OK.
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The NetDefend Setup Wizard opens, with the Welcome page displayed.

“2'Setup Wizard - Web Page Dialog x

D-Link NetDefend Setup Wizard

Welcome

Welcome to the D-Link MetDefend Setup Wizard.
This wizard will guide you through the basic setup for a secure Internet experience,

Before clicking Next, ensure that the VWAN port an your D-Link NetDefend is connected.

INext > l Cancel l

http://192.168.10.1jpop{Wizfframs. html B Internet

4. Configure your Internet connection using one of the following ways:

e |Internet Wizard

The Internet Wizard is the first part of the Setup Wizard, and it takes you
through basic Internet connection setup, step by step. For information on
using the Internet Wizard, see Using the Internet Wizard on page 54.

After you have completed the Internet Wizard, the Setup Wizard continues to
guide you through appliance setup. For more information, see Setting Up the
NetDefend firewall.

e Internet Setup

Internet Setup offers advanced setup options, such as configuring two
Internet connections. To use Internet Setup, click Cancel and refer to Using
Internet Setup on page 63.
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Logging on to the NetDefend Portal

CP310

Note: By default, HTTP and HTTPS access to the NetDefend Portal is not allowed

By from the WLAN, unless you do one of the following:

e Configure a specific firewall rule to allow access from the WLAN. See
Using Rules on page 209.

Or

e Enable HTTPS access from the Internet. See Configuring HTTPS on
page 390.

To log on to the NetDefend Portal
1. Do one of the following:

e Browse to http://my.firewall.
Or

e To log on through HTTPS (locally or remotely), follow the procedure
Accessing the NetDefend Portal Remotely on page 44.
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The login page appears.

2. Type your username and password.
3. Click OK.
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The Welcome page appears.

© NETDEFEND

Welcome

Walcemu to the 0 Link NelDefund Poriall

D-Lini MesDidend proancis your netwark o hackess, vius outbroaks and athar intermet threats whil
prmvading you with an urely

and oficient way 10 connact to the Imemet

Additional subserptio

allow you Lo customize the secuity and networking sohuion for you, by
subrserbing 10 firrwal e,

¥
pdatis, Wieh Filtuing, Antiveus, Dynamic DNS and

Produset Ifosmation
MAC Address  OOHOE-dacT0:adell

B Coprpright 2005 Zofilre Texhrrdigies Lid

@' Creck Pont s & registered irademark of Check Pont Sotware Techroicgies Li

Legal hotica

Accessing the NetDefend Portal Remotely Using
HTTPS

CP310

You can access the NetDefend Portal remotely (from the Internet) through HTTPS.
HTTPS is a protocol for accessing a secure Web server. It is used to transfer
confidential user information. If desired, you can also use HTTPS to access the
NetDefend Portal from your internal network.

& Note: In order to access the NetDefend Portal remotely using HTTPS, you must first
i )
S do both of the following:

e Configure your password, using HTTP. See Initial Login to the
NetDefend Portal on page 39.

e Configure HTTPS Remote Access. See Configuring HTTPS on page
390.
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oo e

Note: Your browser must support 128-bit cipher strength. To check your browser's
cipher strength, open Internet Explorer and click Help > About Internet Explorer.

To access the NetDefend Portal from your internal network

e Browse to https://my.firewall.
(Note that the URL starts with “https”, not “http”.)
The NetDefend Portal appears.

To access the NetDefend Portal from the Internet

e Browse to https://<firewall_IP_address>:981.
(Note that the URL starts with “https”, not “http”.)
The following things happen in the order below:

If this is your first attempt to access the NetDefend Portal through HTTPS, the
certificate in the NetDefend firewall is not yet known to the browser, so the
Security Alert dialog box appears.

To avoid seeing this dialog box again, install the certificate of the destination
NetDefend firewall. If you are using Internet Explorer 5, do the following:

a.

@ = o o o

Click View Certificate.

The Certificate dialog box appears, with the General tab displayed.
Click Install Certificate.

The Certificate Import Wizard opens.

Click Next.

Click Next.

Click Finish.

Click Yes.

. Click OK.
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The Security Alert dialog box reappears.
h. Click Yes.
The NetDefend Portal appears.

Using the NetDefend Portal

The NetDefend Portal is a Web-based management interface, which enables you to
manage and configure the NetDefend firewall operation and options.

The NetDefend Portal consists of three major elements.

Table 5: NetDefend Portal Elements

Element Description

Main menu Used for navigating between the various topics (such as Reports, Security,
and Setup).

Main frame Displays information and controls related to the selected topic. The main
frame may also contain tabs that allow you to view different pages related to
the selected topic.

Status bar Shows your Internet connection and managed services status.
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D NETDEFEND

| Welcome. |

Welcome

Din o e b wheis
U] po =k 80 838y 0 Bkcans sy 13 Comiact 16 the Ifamat scuy

remces 3 e you, 1y
sobcribing 10 Srvwall vacuty updaten, Wk Fitsrg, Arsanys, lmame: DS aeef mars

Figure 9: NetDefend Portal

Main Menu
The main menu includes the following submenus.

Table 6;: Main Menu Submenus

This Does this...

submenu...

Welcome Displays general welcome information.

Reports Provides reporting capabilities in terms of event logging, traffic

monitoring, active computers, and established connections.

Security Provides controls and options for setting the security of any computer in
the network.

Antivirus Allows you to configure VStream Antivirus settings.

Services Allows you to control your subscription to subscription services.
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This Does this...

submenu...

Network Allows you to manage and configure your network settings and Internet
connections.

Setup Provides a set of tools for managing your NetDefend firewall. Allows you

to upgrade your license and firmware and to configure HTTPS access to
your NetDefend firewall.

Users Allows you to manage NetDefend users.

VPN Allows you to manage, configure, and log on to VPN sites.
Help Provides context-sensitive help.

Logout Allows you to log off of the NetDefend Portal.

Main Frame

The main frame displays the relevant data and controls pertaining to the menu and
tab you select. These elements sometimes differ depending on what model you are
using. The differences are described throughout this guide.

Status Bar

The status bar is located at the bottom of each page. It displays the fields below, as
well as the date and time.
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Table 7: Status Bar Fields

This field... Displays this...

Internet Your Internet connection status.

The connection status may be one of the following:

e Connected. The NetDefend firewall is connected to the Internet.

e Connected - Probing OK. Connection probing is enabled and has
detected that the Internet connectivity is OK.

e Connected - Probing Failed. Connection probing is enabled and has
detected problems with the Internet connectivity.

e Not Connected. The Internet connection is down.

e Establishing Connection. The NetDefend firewall is connecting to the
Internet.

e Contacting Gateway. The NetDefend firewall is trying to contact the
Internet default gateway.

o Disabled. The Internet connection has been manually disabled.

Note: You can configure both a primary and a secondary Internet connection.
When both connections are configured, the Status bar displays both statuses.
For example “Internet [Primary]: Connected”. For information on configuring a
secondary Internet connection, see Configuring the Internet Connection on
page 53.
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This field... Displays this...
Service Displays your subscription services status.
Center

Your Service Center may offer various subscription services. These include

the firewall service and optional services such as Web Filtering and Email

Antivirus.

Your subscription services status may be one of the following:

Not Subscribed. You are not subscribed to security services.

Connection Failed. The NetDefend firewall failed to connect to the
Service Center.

Connecting. The NetDefend firewall is connecting to the Service
Center.

Connected. You are connected to the Service Center, and security
services are active.
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Logging off

CP310

Logging off terminates your administration session. Any subsequent attempt to
connect to the NetDefend Portal will require re-entering of the administration

password.

To log off of the NetDefend Portal
¢ Do one of the following:

e If you are connected through HTTP, click Logout in the main menu.

The Logout page appears.

O NETDEFEND

Logout

¥ e g o £k it Dot Pactal T o
i zack bars

L )

e |f you are connected through HTTPS, the Logout option does not appear
in the main menu. Close the browser window.
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Configuring the Internet Connection

This chapter describes how to configure and work with an Internet connection.
This chapter includes the following topics:

OVEIVIBW ...ttt bbbt sb e 53
Using the INternet Wizard ..o 54
USING INTEINET SEIUP ..ot 63
Setting Up a Dialup MOGEM .....c.ooiiiiiiiiciicccseee e 84
Viewing Internet Connection INfOrmation...........c.ccocevveiinencnenccnenn, 87
Enabling/Disabling the Internet ConNeCtion...........ccocoovrernenensieseneene, 88
Using Quick Internet Connection/DiSCONNECLION .........cc.ceeveververieereniniene, 90
Configuring a Backup Internet Connection...........c.ccovvereienerciincneienennns 90
Overview

You must configure your Internet connection before you can access the Internet
through the NetDefend firewall. You can configure your Internet connection using
any of the following setup tools:

e Setup Wizard. Guides you through the NetDefend firewall setup step by
step. The first part of the Setup Wizard is the Internet Wizard. For further
information on the Setup Wizard, see Setting Up the NetDefend firewall.

e Internet Wizard. Guides you through the Internet connection configuration
process step by step.

e Internet Setup. Offers the following advanced setup options:
e Configure two Internet connections.
For information, see Configuring a Backup Internet Connection on page 90.

e Enable Traffic Shaper for traffic flowing through the connection.
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For information on Traffic Shaper, see Using Traffic Shaper on page 151.
e Configure a dialup Internet connection.

Before configuring the connection, you must first set up the modem. For
information, see Setting Up a Dialup Modem on page 84.

Using the Internet Wizard

CP310

The Internet Wizard allows you to configure your NetDefend firewall for Internet
connection quickly and easily through its user-friendly interface. It lets you to
choose between the following three types of broadband connection methods:

e Direct LAN Connection
e Cable Modem
e PPTP or PPPOE dialer

% Note: The first time you log on to the NetDefend Portal, the Internet Wizard starts
£

automatically as part of the Setup Wizard. In this case, you should skip to step 3 in
the procedure below.

To set up the Internet connection using the Internet Wizard

1. Click Network in the main menu, and click the Internet tab.
The Internet page appears.

2. Click Internet Wizard.
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The Internet Wizard opens with the Welcome page displayed.

D-Link NetDefend Setup Wizard

Welcome

Welcome to the D-Link MetDefend Setup Wizard.
This wizard will guide you through the basic setup for a secure Internet experience,

Before clicking Next, ensure that the VWAN port an your D-Link NetDefend is connected.

INext > l Cancel i

http://192.168.10.1jpop{Wizfframs. html B Internet

3. Click Next.
The Internet Connection Method dialog box appears.

D-Link NetDefend Setup Wizard

Internet Connection Method

Selact your Internet connection method
() Direct LAN Connection:
Connect directly to 2 LAN (Local Area Network) or to a router.
¢ Cable Modem
Caonnect to a Cable broadband Internet connection, without
an additional router.
() DSL:
Connect to a broadhand Intemet connection viz a PPTP or
PPPoE dialer, without an additional router.
If you are not sure how to proceed, please contact your Internet Senvice Provider (ISF)

[ <Back ) [ Mext> ) [ Cancel ]

http:ii192. 168.10. 1 /pop wWizfframe. htrl @ Internet
4. Select the Internet connection method you want to use for connecting to the
Internet.
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Note: If you selected PPTP or PPPoE dialer, do not use your dial-up software to

o
connect to the Internet.

5. Click Next.

Using a Direct LAN Connection
No further settings are required for a direct LAN (Local Area Network) connection.

The Confirmation screen appears.

D-Link NetDefend Setup Wizard

Confirmation

Your D-Link MetDefend will now try to connect to the Internet
Click Next

[ < Back ) [ Mext > ] [ Cancel ]

http:{192,168.10.1 /pop/izfframe.html & Internct

1. Click Next.
The system attempts to connect to the Internet via the selected connection.

The Connecting... screen appears.
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At the end of the connection process the Connected screen appears.

D-Link NetDefend Internet Wizard

Connected

The connection was established successfully.

Click Finish to exit the wizard.

Finish '

http://192.168.10.1jpop|Wizframe.html B Internet

2. Click Finish.
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Using a Cable Modem Connection

If you selected the Cable Modem connection method, the Identification dialog box
appears.

D-Link NetDefend Internet Wizard

Identification

Some Internet Sewvice Providers (ISPs) require that you use a specific Host Name and/or MAC
address. To clone the MAC address of your computer, click This Computer

Host Mame (Required by some ISPs)
Cloned MAC Address 00:12:34:56:78:9a (= This Computer fifh Clear

[ <Back ) [ nNext> ) [ Cencel )

http:{{192.168. 10,1 /pap{Wizframe html © Internet

1. If your ISP requires a specific hostname for authentication, type it in the Host
Name field.

The ISP will supply you with the proper hostname, if required. Most ISPs do not
require a specific hostname.

2. A MAC address is a 12-digit identifier assigned to every network device. If your
ISP restricts connections to specific, recognized MAC addresses, they will
instruct you to enter the MAC address. Otherwise, you may leave this field
blank.

If your ISP requires the MAC address, do either of the following:

e Click This Computer to automatically "clone" the MAC address of your
computer to the NetDefend firewall.
Or

o |f the ISP requires authentication using the MAC address of a different
computer, enter the MAC address in the MAC cloning field.

58 D-Link NetDefend firewall User Guide



@ Using the Internet Wizard

3. Click Next.
The Confirmation screen appears.
4. Click Next.
The system attempts to connect to the Internet.

The Connecting... screen appears. At the end of the connection process the
Connected screen appears.

5. Click Finish.

Using a PPTP or PPPoE Dialer Connection

If you selected the PPTP or PPPoE dialer connection method, the DSL Connection
Type dialog box appears.

“2A'Setup Wizard - Web Page Dialog

D-Link NetDefend Internet Wizard

DSL Connection Type

What is the connection method used by your DSL provider?
GIPPPOE
OPPTP

((<Back ) ((Next> ) ( Cancel )

http:{/192,168.10.1/pop/Wizframe html © Internet

1. Select the connection method used by your DSL provider.

e Note: Most XxDSL providers use PPPoE. If you are uncertain regarding which
e connection method to use contact your xDSL provider.
2. Click Next.
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Using PPPoE

If you selected the PPPoE connection method, the DSL Configuration dialog box
appears.

D-Link NetDefend Internet Wizard

DSL Configuration

To establish an Intemnet connection, you will need to enter the following details. If you are
not sure, please contact your ISP for the details.

Usemarme
Password
Confirm password

Service shcglobal net

((<Back ) [((Mext> ) [ Cancel )

http: /{152, 168. 10. 1 fpopjWizframe.html © Internet

1. Complete the fields using the information in the table below.
2. Click Next.
The Confirmation screen appears.
3. Click Next.
The system attempts to connect to the Internet via the DSL connection.
The Connecting... screen appears.
At the end of the connection process the Connected screen appears.
4. Click Finish.

60 D-Link NetDefend firewall User Guide



®)

Using the Internet Wizard

Table 8: PPPoE Connection Fields

In this field... Do this...

Username Type your user name.
Password Type your password.
Confirm password Type your password again.
Service Type your service name.

This field can be left blank.

Using PPTP

If you selected the PPTP connection method, the DSL Configuration dialog box
appears.

D-Link NetDefend Internet Wizard

DSL Configuration

To establish an Intemst connection, you will need to enter the following details. If you are
nat sure, please contact your ISP for the details

Usemarme
Password

Confirm password

Sewice RELAY_FPPP1

Server P 10.0.0.138

Internal IP 102000

Subnet Mask 255.0.0.0 [/8] bl

((<Back ) ((MNext> ) ( Cancel )

http: /{152, 168.10. 1 fpopjWizframe.html © Internet

1. Complete the fields using the information in the table below.

2. Click Next.

The Confirmation screen appears.
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3. Click Next.
The system attempts to connect to the Internet via the DSL connection.
The Connecting... screen appears.
At the end of the connection process the Connected screen appears.

4. Click Finish.

Table 9: PPTP Connection Fields

In this field... Do this...

Username Type your user name.

Password Type your password.

Confirm password Type your password again.

Service Type your service name.

Server IP Type the IP address of the PPTP modem.

Internal IP Type the local IP address required for accessing the PPTP modem.
Subnet Mask Type the subnet mask of the PPTP modem.

62 D-Link NetDefend firewall User Guide



@ Using Internet Setup

Using Internet Setup

CP310

Internet Setup allows you to manually configure your Internet connection.

To configure the Internet connection using Internet Setup

1. Click Network in the main menu, and click the Internet tab.

O NETDEFEND

DR

2. Next to the desired Internet connection, click Edit.
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The Internet Setup page appears.

O NETDEFEND D-Link
DECCPGITO Intermet My Network | Ports | Trallfie Shisper | Nietwork Objects | Risdtes

Intermnet Sstup

Connection Trpe Local Aews Hoatacrt [LAH) ¢

=] Ot B ddwan mbomiatically funing DHEP)
Hams Servea
[=] Obtaem Dormain Hame Garars sstomscaly
5] Obtaen WIS Sarens automncaly
0s%
L] Enaps Upstinam
] Shape Downitemam
¥ SonAdenced SeSogs

¥ Gamctant mardataiy babts

o ) o )5

e e

3. From the Connection Type drop-down list, select the Internet connection type
you are using/intend to use.

The display changes according to the connection type you selected.

The following steps should be performed in accordance with the connection type
you have chosen.
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Using a LAN Connection

Connection Type Local Area Metwork (LAN) M

Obtain IP address automatically (using DHCF)

Name Servers
Obtain Dormain Marme Servers autornatically

Obtain WINS Server automatically

QoS
[ Shape Upstream

[[] Shape Downstream

¥ Show Advanced Settings

1. Complete the fields using the relevant information in Internet Setup Fields on
page 77.
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Connection Type

[] Obtain IF address automatically {using DHCF)
Use the following configuration:

IP Address 192.168.30.100
Subnet Mask 2565255 2660 [f24]

Default Gateway 192.168.30.1

Name Servers
Obtain Domain Name Servers autormatically
Frimary DNS Server 192152.81.1
Secondary DNS Server 67.130.140.2
Obtain WINS Server automatically

WINS Server

QoS
[[] Shape Upstream
[ Shape Daownstream
A Hide Advanced Settings
Advanced

MTLI
Host Mame
[ A Cloning

High Availability

Do not connect if this gateway is in passive state

Dead Connection Detection
Frobe Mext Hop

Connection Probing Method Maone

(]

[v]

[Reguired by some
15Ps)

New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Local Area MNetwork (LAN)

z)

2. Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using Internet Setup

Using a Cable Modem Connection

Connection Type |Cab\e Modem j

Name Servers

IV Obtain Domain Name Servers automatically

¥ Ohtain WINS Server autamatically

QoS

™ Shape Upstream

" Shape Downstream

¥ Show Advanced Setings

1. Complete the fields using the relevant information in Internet Setup Fields on
page 77.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type |Cab|e Moderm j

Name Servers

™ Obtain Domain Mame Servers automatically

Frimary DNS Server |

Secondary DNS Server |

[~ Obtain WINS Server automatically

WINS Server |

QoS
v Shape Upstream

Link Rate | khit/Second

v Shape Downstream

Link Rate | khit/Second

A Hide Advanced Seftings
Advanced

T |

Host Name | (Required by some 1SPs)  (2)

¥ MAC Claning
Hardware MAC Address (00:08: da:77:70:70

Cloned MAC Address {5 This Computer @

High Availability

[~ Do not connect if this gateway is in passive state

Dead Connection Detection

Probe Next Hop I @

Connection Probing Method |Nnne j 2)

* denotes mandatory fields,

2. Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using Internet Setup

Using a PPPoE Connection

Internet Setup (Primary)

Connection Type FFPoE ’ll

Username
Password
Confirm password

Senice

Name Servers
Obtain Dorain Name Servers automatically

WINS Sener

QoS
[ Shape Upstream

[] Shape Downstream

¥ ShowAdvanced Settings

1. Complete the fields using the relevant information in Internet Setup Fields on

page 77.
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Using Internet Setup

2.

New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Cannection Type PPPoE
Usemarme

Password

Canfirm password

Senice

Name Servers

[] Obtain Damain Name Servers automatically

Primary DNS Server 192152811
Secondary DNS Server 57.130.140.2
WINS Server

QoS

Shape Upstream
Link Rate

Shape Downstream

Link Rate
A Hide Advanced Seftings
Advanced
External IP
MTU

High Availability

Do not connect if this gateway is in passive state

Dead Connection Detection
Probe MNext Hop

Connection Probing Method MNone

]

Khit/Second

Khit/Second

Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.

Once the connection is made, the Status Bar displays the Internet status

“Connected”.
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Using Internet Setup

Using a PPTP Connection

Internet Setup (Primary)

Connection Type PFTP M
Uszermname

Passward

Confirm password

Semwice RELAY_PPP1

Server IP 10.0.0.138

Obtain IP address automatically {using DHCP)

Name Servers
Obtain Domain Name Servers automatically

WINS Server

QoS
[ Shape Upstream

[] Shape Downstream

¥ ShowAdvanced Settings

1. Complete the fields using the relevant information in Internet Setup Fields on

page 77.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type FFTF
Username
Paszgword
Confirm password
Senice RELAY_FPF1
Server IP 10.0.0.138

[J Obtain IP address automatically {using DHCP)
Usge the following configuration:

|P Address 10.200.11
Subret Mask 255.0.0.0 [/8]

Default Gateway

Name Servers

] Obtain Domain Name Servers automatically

Primary DNS Server 192.152.81.1
Secondary DNS Server 67.130.140.2
WINS Server

QoS

[ Shape Upstream
[[] Shape Dawnstream

4 Hide Achvanced Settings
Advanced

External IP

hITU

High Availability

Do not connect if this gateway is in passive state

Dead Connection Detection
Probe hNext Hop

Connection Probing Method MNone

[v]
[v] :
[z)
@
2 @

Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.
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Once the connection is made, the Status Bar displays the Internet status

“Connected”.

Using a Telstra (BPA) Connection

Use this Internet connection type only if you are subscribed to Telstra® BigPond™
Internet. Telstra BigPond is a trademark of Telstra Corporation Limited.

Internet Setup (Primary)

Connection Type Telstra (BPA)
Uzername
Password

Confirm passward

Server IP 10.00.138

Name Servers
Obtain Domain Marme Servers automatically

Obtain WINS Server automatically

QoS
[ Shape Upstream

[ Shape Downstream

¥ ShowAdvanced Settings

]

1. Complete the fields using the relevant information in Internet Setup Fields on

page 77.
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2.

New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type Telstra (BPA)
Usemame
Password

Confirm passwaord

Server IP 10.0.0.138

Name Servers

[1 Obtain Domain Mame Servers automatically
Primary DNS Server 192.152.81.1

Secondary DMNS Server B7.130.140.2

[ Obtain WINS Server automatically

WINS Server

0oS

Shape Upstream
Link Rate

Shape Downstream

Link Rate

A Hide Advanced Settings

MTLI

High Availability

Do not connect if this gateway is in passive state

Dead Connection Detection

Probe Mext Hop

Connection Probing Method MNaone

]

Kbit/Second

Kbit/Secand

Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.

Once the connection is made, the Status Bar displays the Internet status

“Connected”.
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Using Internet Setup

Using a Dialup Connection

To use this connection type, you must first set up the dialup modem. For
information, see Setting Up a Dialup Modem on page 84.

Internet Setup (Primary)

Connection Type Dialup
Username

Passward

Confirm password

Fhone number

[ Connect on demand

Name Servers
Obtain Domain Mame Servers automatically

WINE Server

QoS
[ Shape Upstraam

[[] Shape Downstream

¥ Show Advanced Setings

]

1. Complete the fields using the relevant information in Internet Setup Fields on

page 77.
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2.

New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type
Usernarme
Password
Confirm passwaord
Phaone number

[] Connect an demand

Name Servers

Frimary DNS Server
Secondary DNS Server

WINS Server

QoS

Shape Upstream
Link Rate

Shape Downstream

Link Rate

Advanced
External IP

MTL

High Availability

Dead Connection Detection
Frobe Next Hop

Connection Probing Methad

Dialup

[] Obtain Damain Name Servers automatically

1492162 811

671301402

A Hide Advanced Settings

Do not connect if this gateway is in passive state

Naone

]

Kbit/Second

Khit/Second

Click Apply.

The NetDefend firewall attempts to connect to the Internet, and the Status Bar
displays the Internet status “Connecting”. This may take several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using No Connection
If you do not have an Internet connection, set the connection type to None.

Internet Setup (Primary)

Connection Type Mone [V]

e Click Apply.

Table 10: Internet Setup Fields

In this field... Do this...
Username Type your user name.
Password Type your password.

Confirm password Type your password.
Service Type your service name.

If your ISP has not provided you with a service name, leave this field
empty.

Server IP If you selected PPTP, type the IP address of the PPTP server as given
by your ISP.

If you selected Telstra (BPA), type the IP address of the Telstra
authentication server as given by Telstra.

Phone Number If you selected Dialup, type the phone number that the modem should
dial, as given by your ISP.
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In this field...

Do this...

Connect on
demand

When no higher
priority connection
is available

On outgoing
activity

Idle timeout

Obtain IP address
automatically
(using DHCP)

IP Address

Subnet Mask

Select this option if you do not want the dialup modem to be constantly
connected to the Internet. The modem will dial a connection only under
certain conditions.

This option is useful when configuring a dialup backup connection. For
information, see Setting Up a Dialup Backup Connection on page 92.

Select this option to specify that the dialup modem should only dial a
connection if no other connection exists, and the NetDefend firewall is
not acting as a Backup appliance.

If another connection opens, the dialup modem will disconnect.

For information on configuring the appliance as a Backup or Master, see
Configuring High Availability on page 119.

Select this option to specify that the dialup modem should only dial a
connection if no other connection exists, and there is outgoing activity

(that is, packets need to be transmitted to the Internet).

If another connection opens, or if the connection times out, the dialup
modem will disconnect.

Type the amount of time (in minutes) that the connection can remain idle.
Once this period of time has elapsed, the dialup modem will disconnect.

Clear this option if you do not want the NetDefend firewall to obtain an IP
address automatically using DHCP.

Type the static IP address of your NetDefend firewall.

Select the subnet mask that applies to the static IP address of your
NetDefend firewall.
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Using Internet Setup

In this field...

Do this...

Default Gateway
Name Servers

Obtain Domain
Name Servers

automatically

Obtain WINS
Server

automatically

Primary DNS
Server

Secondary DNS
Server

WINS Server

QoS

Shape Upstream:

Link Rate

Type the IP address of your ISP’s default gateway.

Clear this option if you want the NetDefend firewall to obtain an IP
address automatically using DHCP, but not to automatically configure
DNS servers.

Clear this option if you want the NetDefend firewall to obtain an IP
address automatically using DHCP, but not to automatically configure the
WINS server.

Type the Primary DNS server IP address.

Type the Secondary DNS server IP address.

Type the WINS server IP address.

Select this option to enable Traffic Shaper for outgoing traffic. Then type
a rate (in kilobits/second) slightly lower than your Internet connection's

maximum measured upstream speed in the field provided.

It is recommended to try different rates in order to determine which one

provides the best results.

For information on using Traffic Shaper, see Using Traffic Shaper on
page 151.
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In this field... Do this...

Shape Select this option to enable Traffic Shaper for incoming traffic. Then type
Downstream: Link a rate (in kilobits/second) slightly lower than your Internet connection's
Rate maximum measured downstream speed in the field provided.

It is recommended to try different rates in order to determine which one
provides the best results.

Note: Traffic Shaper cannot control the number or type of packets it
receives from the Internet; it can only affect the rate of incoming traffic by
dropping received packets. This makes the shaping of inbound traffic
less accurate than the shaping of outbound traffic. It is therefore
recommended to enable traffic shaping for incoming traffic only if
necessary.

For information on using Traffic Shaper, see Using Traffic Shaper on

page 151.

Advanced

External IP If you selected PPTP, type the IP address of the PPTP client as given by
your ISP.
If you selected PPPOE, this field is optional, and you do not have to fill it
in unless your ISP has instructed you to do so.

MTU This field allows you to control the maximum transmission unit size.

As a general recommendation you should leave this field empty. If
however you wish to modify the default MTU, it is recommended that you
consult with your ISP first and use MTU values between 1300 and 1500.
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Using Internet Setup

In this field...

Do this...

MAC Cloning

Hardware MAC
Address

Cloned MAC
Address

High Availability

Do not connect if
this gateway is in
passive state

Dead Connection
Detection

A MAC address is a 12-digit identifier assigned to every network device. If
your ISP restricts connections to specific, recognized MAC addresses, you
must select this option to clone a MAC address.

Note: When configuring MAC cloning for the secondary Internet
connection, the DMZ/WAN2 port must be configured as WANZ2; otherwise
this field is disabled. For information on configuring ports, see Managing
Ports on page 145.

This field displays the NetDefend firewall's MAC address.
This field is read-only.

Do one of the following:

e Click This Computer to automatically "clone" the MAC address of
your computer to the NetDefend firewall.

o If the ISP requires authentication using the MAC address of a
different computer, type the MAC address in this field.

Note: In the secondary Internet connection, this field is enabled only if the
DMZ/WAN?2 port is set to WAN2.

The High Availability area only appears in NetDefend with Power Pack.

If you are using High Availability (HA), select this option to specify that the
gateway should connect to the Internet only if it is the Active Gateway in
the HA cluster.

This field is only enabled if HA is configured.

For information on HA, see Configuring High Availability on page 119.
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In this field... Do this...

Probe Next Hop Select this option to automatically detect loss of connectivity to the default
gateway. If you selected LAN, this is done by sending ARP requests to the
default gateway. If you selected PPTP, PPPoE, or Dialup, this is done by
sending PPP echo reply (LCP) messages to the PPP peer.

By default, if the default gateway does not respond, the Internet
connection is considered to be down.

If it is determined that the Internet connection is down, and two Internet
connections are defined, a failover will be performed to the second
Internet connection, ensuring continuous Internet connectivity.

This option is selected by default.
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Using Internet Setup

In this field...

Do this...

Connection Probing
Method

While the Probe Next Hop option checks the availability of the next hop
router, which is usually at your ISP, connectivity to the next hop router
does not always indicate that the Internet is accessible. For example, if
there is a problem with a different router at the ISP, the next hop will be
reachable, but the Internet might be inaccessible. Connection probing is a

way to detect Internet failures that are more than one hop away.

Specify what method to use for probing the connection, by selecting one

of the following:

None. Do not perform Internet connection probing. Next hop
probing will still be used, if the Probe Next Hop check box is
selected. This is the default value.

Ping Addresses. Ping anywhere from one to three servers

specified by IP address or DNS name in the 1, 2, and 3 fields. If
for 45 seconds none of the defined servers respond to pinging,

the Internet connection is considered to be down.

Use this method if you have reliable servers that can be
pinged, that are a good indicator of Internet connectivity, and
that are not likely to fail simultaneously (that is, they are not at
the same location).

Probe DNS Servers. Probe the primary and secondary DNS
servers. If for 45 seconds neither gateway responds, the
Internet connection is considered to be down.

Use this method if the availability of your DNS servers is a
good indicator for the availability of Internet connectivity.

Probe VPN Gateway (RDP). Send RDP echo requests to up to
three Check Point VPN gateways specified by IP address or
DNS name in the 1, 2, and 3 fields. If for 45 seconds none of
the defined gateways respond, the Internet connection is
considered to be down.

Use this option if you have Check Point VPN gateways, and
you want loss of connectivity to these gateways to trigger ISP
failover to an Internet connection from which these gateways
are reachable.
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In this field... Do this...

1,2,3 If you chose the Ping Addresses connection probing method, type the IP
addresses or DNS names of the desired servers.

If you chose the Probe VPN Gateway (RDP) connection probing method, type
the IP addresses or DNS names of the desired VPN gateways.

You can clear a field by clicking Clear.

Setting Up a Dialup Modem

CP310

You can use a dialup modem as a primary or secondary Internet connection
method. This is useful in locations where broadband Internet access is unavailable.

When used as a backup Internet connection, the modem can be automatically
disconnected when not in use. For information on setting up a dialup backup
connection, see Setting Up a Dialup Backup Connection on page 92.

To set up adialup modem

1. Connect a regular or ISDN dialup modem to your NetDefend firewall's serial
port.

For information on locating the serial port, see Rear Panel.
2. Click Network in the main menu, and click the Ports tab.

84 D-Link NetDefend firewall User Guide



®)

Setting Up a Dialup Modem

The Ports page appears.

© NETDEFEND

secured by JEA Qheck Poi

]
DFL-CPG31 | Internet | MyNetwork | Ports | Traffic Shaper | Net jects | Routes |

Welcome

Reports

Security Assigned To B Link Configura Status B
Antivirus
Services LAN [v] Autamatic Detection [V] No Link
Network
LAN [V] Automatic Detection ["l No Link
Setup
Users LAMN IV] Automatic Detection IVI 100 Mbps Full Duplex
VPN
Help LAN [V] Automatic Detection [V] 100 Mbps Full Duplex
Logout
D2 [V] Automatic Detection ["l No Link
Automatic Detection l"l 100 Mbps Full Duplex
(R |

[ Apply J[ Cancel ][ Default J

Internet : Connected Service Center : Connected Jan 11, 2006

In the RS232 drop-down list, select Dialup.
Click Apply.
Next to the RS232 drop-down list, click Setup.
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The Dialup page appears.

@ NETDEFE D-Link

smeursd by [ (2

TDFLCPGEI0 T T Trallic Shaper | Nelwo;l'd:mts [ Rodtes |

Initerme weted Servic onnected

6. Complete the fields using the information in the table below.
7. Click Apply.
8. To check that that the values you entered are correct, click Test.
The Dialup page displays a message indicating whether the test succeeded.

9. Configure a Dialup Internet connection using the information in Using Internet
Setup on page 63.

Table 11: Dialup Fields

In this field... Do this...

Modem Type Select the modem type.

If you selected Custom, the Installation String field is enabled. Otherwise,
it is filled in with the correct installation string for the modem type.

Initialization String  Type the installation string for the custom modem type.

If you selected a standard modem type, this field is read-only.
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In this field... Do this...
Dial Mode Select the dial mode the modem uses.
Port Speed Select the modem's port speed (in bits per second).

Viewing Internet Connection Information

CP310

You can view information on your Internet connection(s) in terms of status,
duration, and activity.

To view Internet connection information

1. Click Network in the main menu, and click the Internet tab.

The Internet page appears.

W NETDEFEND DLink

secured by B Chack Point

5.0.45
"DFL-CPGEI0 | Internet | My Network | Ports | Traffic Shaper | Network OBjects | Foltes |

Internet

Welcome

Qﬁ-‘ Prirnary | LAI | ! ed 00N ETA30140145 8  oEd

Q_"‘ Secondary { e | K WA A B e

Received Packsts 215
Sert Packets 3058

( Disconnect ) intematvized

Internet pcted

For an explanation of the fields on this page, see the table below.

2. To refresh the information on this page, click Refresh.
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Table 12: Internet Page Fields

Field Description
Status Indicates the connection’s status.
Duration Indicates the connection duration, if active. The duration is given in the
format hh:mm:ss, where:
hh=hours
mm=minutes
ss=seconds
IP Address Your IP address.
Enabled Indicates whether or not the connection is enabled.

Received Packets

Sent Packets

For further information, see Enabling/Disabling the Internet
Connection on page 88

The number of data packets received in the active connection.

The number of data packets sent in the active connection.

Enabling/Disabling the Internet Connection

CP310

You can temporarily disable an Internet connection. This is useful if, for example,
you are going on vacation and do not want to leave your computer connected to the
Internet. If you have two Internet connections, you can force the NetDefend
firewall to use a particular connection, by disabling the other connection.

The Internet connection’s Enabled/Disabled status is persistent through reboots.
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To enable/disable an Internet connection

1. Click Network in the main menu, and click the Internet tab.
The Internet page appears.

2. Next to the Internet connection, do one of the following:

e To enable the connection, click .

The button changes to &8 and the connection is enabled.
e To disable the connection, click &2.

The button changes to @@ and the connection is disabled.

Chapter 4: Configuring the Internet Connection 89



Using Quick Internet Connection/Disconnection @

Using Quick Internet Connection/Disconnection

CP310

By clicking the Connect or Disconnect button (depending on the connection status)
on the Internet page, you can establish a quick Internet connection using the
currently selected connection type. In the same manner, you can terminate the
active connection.

The Internet connection retains its Connected/Not Connected status until the
NetDefend firewall is rebooted. The NetDefend firewall then connects to the
Internet if the connection is enabled. For information on enabling an Internet
connection, see Enabling/Disabling the Internet Connection on page 88.

Configuring a Backup Internet Connection

You can configure both a primary and a secondary Internet connection. The
secondary connection acts as a backup, so that if the primary connection fails, the
NetDefend firewall remains connected to the Internet.

Note: You can configure different DNS servers for the primary and secondary
connections. The NetDefend firewall acts as a DNS relay and routes requests from
computers within the network to the appropriate DNS server for the active Internet
connection.

e
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Setting Up a LAN or Broadband Backup Connection

Using the NetDefend firewall's WAN Port

CP310

To set up a LAN or broadband backup Internet connection
1. Connect a hub or switch to the WAN port on your appliance's rear panel.
2. Connect your two modems or routers to the hub/switch.
3. Configure two Internet connections.
For instructions, see Using Internet Setup on page 63.

Important: The two connections can be of different types. However, they cannot both
be LAN DHCP connections.

Using the NetDefend firewall's DMZ/WAN2 Port

CP310

To set up a LAN or broadband backup Internet connection
1. Connect a modem to the DMZ/WANZ2 port on your appliance's rear panel.
2. Click Network in the main menu, and click the Ports tab.
The Ports page appears.
3. In the DMZ/WAN2 drop-down list, select WAN2.
4. Click Apply.
5. Configure two Internet connections.
For instructions, see Using Internet Setup on page 63.
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Setting Up a Dialup Backup Connection

CP310

If desired, you can use a dialup modem as the secondary Internet connection
method. The NetDefend firewall automatically dials the modem if the primary
Internet connection fails.

To set up adialup backup Internet connection
1. Setup a dialup modem.
For instructions, see Setting Up a Dialup Modem on page 84.
2. Configure a LAN or broadband primary Internet connection.
For instructions, see Using Internet Setup on page 63.
3. Configure a Dialup secondary Internet connection.
For instructions, see Using Internet Setup on page 63.

92 D-Link NetDefend firewall User Guide



@ Configuring Network Settings

Managing Your Network

This chapter describes how to manage and configure your network connection and
settings.

This chapter includes the following topics:

Configuring Network SEttings......c.cocvvvvievieiieieeiere e 93
Configuring High Availability.........ccccccoveveiiiii e 119
USING StatiC ROULES ....o.vvveciecieiice e 139
Y T T T aTo o] o TS 145

Configuring Network Settings

Warning: These are advanced settings. Do not change them unless it is necessary
and you are qualified to do so.

Note: If you change the network settings to incorrect values and are unable to
correct the error, you can reset the NetDefend firewall to its default settings. See
Resetting the NetDefend firewall to Defaults on page 418.

oo e
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Configuring a DHCP Server

CP310

By default, the NetDefend firewall operates as a DHCP (Dynamic Host
Configuration Protocol) server. This allows the NetDefend firewall to
automatically configure all the devices on your network with their network
configuration details.

% Note: The DHCP server only serves computers that are configured to obtain an IP
i address automatically. If a computer is not configured to obtain an IP address
automatically, it is recommended to assign it an IP address outside of the DHCP
address range. If you do assign it an IP address within the DHCP address range,
the DHCP server will not assign this IP address to another computer.

If you already have a DHCP server in your internal network, and you want to use it
instead of the NetDefend DHCP server, you must disable the NetDefend DHCP
server, since you cannot have two DHCP servers or relays on the same network
segment.

If you want to use a DHCP server on the Internet or via a VPN, instead of the
NetDefend DHCP server, you can configure DHCP relay. When in DHCP relay
mode, the NetDefend firewall relays information from the desired DHCP server to
the devices on your network.

Note: You can perform DHCP reservation using network objects. For information,
see Using Network Objects on page 129.

'\-':.':':' J'"_
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Enabling/Disabling the NetDefend DHCP Server

CP310

You can enable and disable the NetDefend DHCP Server for internal networks.

'w-t;'_.." e

network.

To enable/disable the NetDefend DHCP server
1. Click Network in the main menu, and click the My Network tab.

The My Network page appears.

Note: Enabling and disabling the DHCP Server is not available for the OfficeMode

My Network

Hide NAT

DHCP Server

L Lan Enabled Enablod

DMEZ Enabled Enabled

VPN WLAN Enabled  Enablod

Help
Logout

D-Link

TIRERRT™ My Network [PPorE™ | TratTIc Shaser ™| Network OBJects ™" Rautea™]

IP Address  Subnel Mask

192168101 255265 2650

1921682531 2552552550

1921682521 2557552560

Internat : Connected Sarvice Center : Connectad

2. In the desired network's row, click Edit.
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The Edit Network Settings page appears.

EJNETDEFEND D-Link

ed by [E

TP T Tnternet | MyMNetwork [ Ports | Traffic Shaper | I\er;knh T

P Edit Network Settings
Reports
Security

Antivirus IP Address 192768101
Services

Subnet Mask 265 265 2650 [24) h
Metwork
Hidu NAT Enabiled
Selup
Users DHCP
VPN DHCP Server Enabied - > Qolons

Help
Logout

[¥] Automatic DHCF range

[ Apphy ][ Cancel [ Back

Inte T : Connected

3. From the DHCP Server list, select Enabled or Disabled.

Click Apply.

A warning message appears.
Click OK.

A success message appears

If your computer is configured to obtain its IP address automatically (using
DHCP), and either the NetDefend DHCP server or another DHCP server is
enabled, restart your computer.

If you enabled the DHCP server, your computer obtains an IP address in the
DHCP address range.
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Configuring the DHCP Address Range

CP310

By default, the NetDefend DHCP server automatically sets the DHCP address
range. The DHCP address range is the range of IP addresses that the DHCP server
can assign to network devices. IP addresses outside of the DHCP address range are
reserved for statically addressed computers.

If desired, you can set the NetDefend DHCP range manually.

e Note: Setting the DHCP range manually is not available for the OfficeMode network.

i

To configure the DHCP address range

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the desired network's row, click Edit.
The Edit Network Settings page appears.

3. To set the DHCP range manually:

a. Clear the Automatic DHCP range check box.
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The DHCP IP range fields appear.

© NETDEFEND D-Link

sacured by B Chack Poinf

DFL-CPEIT0 TIRERRT™ My Network [PPorE™ | TratTIc Shaser ™| Network OBJects ™" Rautea™]

Edit Network Settings

Welcome

P Address. 192168101

Subnet Mask 255.255.255.0 [24) i
Hide MAT Enabled >
DHCP
VP DHCP Server Enabled 2 » Qpigng

Help
Logout

[] Autematic DHCP range
DHCF IF range 5]

Internat : Connec sarvice Center : Connectad

b. In the DHCP IP range fields type the desired DHCP range.

4. To allow the DHCP server to set the IP address range, select the Automatic
DHCP range check box.

5. Click Apply.

A warning message appears.
6. Click OK.

A success message appears

7. 1f your computer is configured to obtain its IP address automatically (using
DHCP), and either the NetDefend DHCP server or another DHCP server is
enabled, restart your computer.

Your computer obtains an IP address in the new DHCP address range.
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Configuring DHCP Relay

CP310

You can configure DHCP relay for internal networks.

% Note: DHCP relay will not work if the appliance is located behind a NAT device.
o

e Note: Configuring DHCP options are not available for the OfficeMode network.

To configure DHCP relay

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the desired network's row, click Edit.
The Edit Network Settings page appears.

3. In the DHCP Server list, select Relay.
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The Automatic DHCP range check box is disabled, and the Relay to IP field
appears.

© NETDEFEND D-Link

sacured by B Chack Poinf

DFLCPEE10 [Mnternet | My Network | Ports | Traffic Shaper | leu.'lh'ob]mls ! Houtes |

Edit Network Settings

Welcome
Reports

1P Address 192168101
Subnut Mask 266,265.255.0 [/24)
Hide NAT Enabled
DHCP
DHCF Server Fielay > » Opbong
Relay to IP ®

Automatic DHCP range

r--‘--n-. Appb Cancel ][ Back ]

Internet : Gonnected Service Genter : Connected

4. In the Relay to IP field, type the IP address of the desired DHCP server.
5. Click Apply.

A warning message appears.
6. Click OK.

A success message appears

7. 1f your computer is configured to obtain its IP address automatically (using
DHCP), and either the NetDefend DHCP server or another DHCP server is
enabled, restart your computer.

Your computer obtains an IP address in the DHCP address range.
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Configuring DHCP Server Options

CP310

If desired, you can configure the following custom DHCP options for an internal
network:

e Domain suffix

e DNS servers

o WINS servers

e NTP servers

e VoIP call managers

e TFTP server and boot filename

% Note: Configuring DHCP options are not available for the DMZ or VLANS.

To configure DHCP options

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the desired network's row, click Edit.
The Edit Network Settings page appears.

3. In the DHCP area, click Options.
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The DHCP Server Options page appears.

O NETDEFEND

sacurad by Paint

OF-CPGR10

DHCP Server Options

UHCP options lor network LAN

Dorain Mame =)

Nama Sorvars
[ Automatically assign DNS server (recommnandad) 1z
[ Autormatically agsign WINS sene 3)

Other Sevices

Tirne Sarver 1 2
Call Manager 1 iz
TFTP Serner
TFTP Baoot File

= ¥Windows Display Manager

Apphy | Cancel l Bnck. l

Internet : Connectad Sarvice Center : Connected

4. Complete the fields using the relevant information in the table below.
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New fields appear, depending on the check boxes you selected.

¥ NETDEFEND

secared by 21 Check Point

DFL-CPG310

DHCP Server Options

DHCP options for network LAN

Antivirus Domain Mame ]

Welcome
Reports

Security

Services Name Servers

Network

[J Automatically assign DNS server (recommended) )
Setup
DNS Server 1 2
Users
VPN [ Automatically assign WINS server (]
Help WINS Server 1 2

Logout Other Services

Tirme Server 1 2
)
Call Manager 1 2
Cmssansa
TFTP Server
TFTP Boot File

¥Windows Display Manager

Internet : Connected Service Center : Connected Jan 11, 2006 06:31:59 P GMT-08:00

5. Click Apply.

6. If your computer is configured to obtain its IP address automatically (using
DHCP), restart your computer.

Your computer obtains an IP address in the DHCP address range.

Table 13: DHCP Server Options Fields

In this field... Do this...

Domain Name Type a default domain suffix that should be passed to DHCP clients.

The DHCP client will automatically append the domain suffix for the
resolving of non-fully qualified names. For example, if the domain suffix
is set to "mydomain.com”, and the client tries to resolve the name
“mail”, the suffix will be automatically appended to the name, resulting
in “mail.mydomain.com”.
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In this field...

Do this...

Name Servers

Automatically assign
DNS server

(recommended)

DNS Server 1, 2

Automatically assign
WINS server

WINS Server 1, 2

Other Services

Time Server 1, 2

Call Manager 1, 2

Clear this option if you do not want the gateway to act as a DNS relay
server and pass its own IP address to DHCP clients.

Normally, it is recommended to leave this option selected.
The DNS Server 1 and DNS Server 2 fields appear.

Type the IP addresses of the Primary and Secondary DNS servers to

pass to DHCP clients instead of the gateway.

Clear this option if you do not want DHCP clients to be assigned the
same WINS servers as specified by the Internet connection
configuration (in the Internet Setup page).

The WINS Server 1 and WINS Server 2 fields appear.

Type the IP addresses of the Primary and Secondary WINS servers to
use instead of the gateway.

These fields are not available for the OfficeMode network.

To use Network Time Protocol (NTP) servers to synchronize the time
on the DHCP clients, type the IP address of the Primary and
Secondary NTP servers.

To assign Voice over Internet Protocol (VolP) call managers to the
DHCP clients, type the IP address of the Primary and Secondary VolP

servers.
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In this field... Do this...

TFTP Server Trivial File Transfer Protocol (TFTP) enables booting diskless
computers over the network.

To assign a TFTP server to the DHCP clients, type the IP address of
the TFTP server.

TFTP Boot File Type the boot file to use for booting DHCP clients via TFTP.

Changing IP Addresses

CP310

If desired, you can change your NetDefend firewall’s internal IP address, or the
entire range of IP addresses in your internal network. You may want to perform
these tasks if, for example, you are adding the NetDefend firewall to a large
existing network and don't want to change that network’s IP address range, or if
you are using a DHCP server other than the NetDefend firewall, that assigns
addresses within a different range.

To change IP addresses

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the LAN network's row, click Edit.
The Edit Network Settings page appears.

3. To change the NetDefend firewall’s internal IP address, enter the new IP address
in the IP Address field.

4. To change the internal network range, enter a new value in the Subnet Mask
field.

Chapter 5: Managing Your Network 105



Configuring Network Settings @

Note: The internal network range is defined both by the NetDefend firewall’s internal

o
e IP address and by the subnet mask.

For example, if the NetDefend firewall’s internal IP address is 192.168.100.7, and
you set the subnet mask to 255.255.255.0, the network’s IP address range will be
192.168.100.1 — 192.168.100.254.
The default internal network range is 192.168.10.*.
5. Click Apply.
A Warning message appears.
6. Click OK.

e The NetDefend firewall's internal IP address and/or the internal network
range are changed.

e A success message appears.
7. Do one of the following:
e If your computer is configured to obtain its IP address automatically

(using DHCP), and the NetDefend DHCP server is enabled, restart your
computer.

Your computer obtains an IP address in the new range.

e Otherwise, manually reconfigure your computer to use the new
address range using the TCP/IP settings. For information on configuring
TCP/IP, see TCP/IP Settings on page 24, on page 20.
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Enabling/Disabling Hide NAT

CP310

Hide Network Address Translation (Hide NAT) enables you to share a single
public Internet IP address among several computers, by “hiding” the private IP
addresses of the internal computers behind the NetDefend firewall’s single Internet
IP address.

s

-
oot

i
e

To
1.

L

—

Note: If Hide NAT is disabled, you must obtain a range of Internet IP addresses
from your ISP. Hide NAT is enabled by default.

Note: Static NAT and Hide NAT can be used together.

enable/disable Hide NAT

Click Network in the main menu, and click the My Network tab.
The My Network page appears.

In the desired network's row, click Edit.

The Edit Network Settings page appears.

3. From the Hide NAT list, select Enabled or Disabled.

Click Apply.

A warning message appears.

Click OK.

e If you chose to disable Hide NAT, it is disabled.
e If you chose to enable Hide NAT, it is enabled.
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Configuring a DMZ Network

CP310

In addition to the LAN network, you can define a second internal network called a
DMZ (demilitarized zone) network.

For information on default security policy rules controlling traffic to and from the
DMZ, see Default Security Policy on page 203.

To configure a DMZ network
1. Connect the DMZ computer to the DMZ port.

If you have more than one computer in the DMZ network, connect a hub or
switch to the DMZ port, and connect the DMZ computers to the hub.

2. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

© NETDEFEND

secured by & Cl

DFL-CPG310 | Internet | MyNetwork | Ports | Traffic Shaper | Network Objects | Routes |

Welcome
Reports

Security Assigned To B Link Configuration B Status B
Antivirus :
Services LAN | Automatic Detection hd No Link
Network - X
Setup LAMN ~ | Automatic Detection ~| MNoLink
Users
VPN

Help

LAN ~|  Automatic Detection ~| 100 Mbps Full Duplex

LAMN V: Automatic Detection i 100 Mbps Full Duplex

Logout
DMZ ~ | Automatic Detection | MNoLink

Automatic Detection ~| 100 Mbps Full Duplex

[ Embsaas

[ Appaly ][ Cancel ][ Default ]

Internet : Connected Service Center : Connected 2005 05:18:27 P GMT-08:00
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3. In the DMZ drop-down list, select DMZ.

4. Click Apply.

5. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

6. In the DMZ network's row, click Edit.
The Edit Network Settings page appears.

7. In the Mode drop-down list, select Enabled.
The fields are enabled.

8. If desired, enable or disable Hide NAT.
See Enabling/Disabling Hide NAT on page 107.

9. If desired, configure a DHCP server.
See Configuring a DHCP Server on page 94.

10. Inthe IP Address field, type the IP address of the DMZ network's default
gateway.

% Note: The DMZ network must not overlap other networks.
e e

11. In the Subnet Mask text box, type the DMZ’s internal network range.

12. Click Apply.
A warning message appears.
13. Click OK.

A success message appears.
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Configuring the OfficeMode Network

CP310

By default, VPN Clients connect to the VPN Server using an Internet IP address
locally assigned by an ISP. This may lead to the following problems:

e VPN Clients on the same network will be unable to communicate with
each other via the NetDefend Internal VPN Server. This is because their IP
addresses are on the same subnet, and they therefore attempt to
communicate directly over the local network, instead of through the secure
VPN link.

e Some networking protocols or resources may require the client’s IP
address to be an internal one.

OfficeMode solves these problems by enabling the NetDefend DHCP Server to
automatically assign a unique local IP address to the VPN client, when the client
connects and authenticates. The IP addresses are allocated from a pool called the
OfficeMode network.

e Note: OfficeMode requires Check Point SecureClient to be installed on the VPN
i clients. It is not supported by Check Point SecuRemote.

When OfficeMode is not supported by the VPN client, traditional mode will be
selected used instead.
To configure the OfficeMode network
1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.
2. In the OfficeMode network's row, click Edit.
The Edit Network Settings page appears.
3. In the Mode drop-down list, select Enabled.
The fields are enabled.
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4. In the IP Address field, type the IP address to use as the OfficeMode network's
default gateway.

% Note: The OfficeMode network must not overlap other networks.
'\-\."J_

5. In the Subnet Mask text box, type the OfficeMode internal network range.
6. If desired, enable or disable Hide NAT.
See Enabling/Disabling Hide NAT on page 107.
7. If desired, configure DHCP options.
See Configuring DHCP Server Options on page 101.
8. Click Apply.
A warning message appears.
9. Click OK.
A success message appears.

Configuring VLANSs

Your NetDefend firewall allows you partition your network into several virtual
LAN networks (VLANS). A VLAN is a logical network behind the NetDefend
firewall. Computers in the same VLAN behave as if they were on the same
physical network: traffic flows freely between them, without passing through a
firewall. In contrast, traffic between a VLAN and other networks passes through
the firewall and is subject to the security policy. By default, traffic from a VLAN to
any other internal network (including other VLANS) is blocked. In this way,
defining VLANS can increase security and reduce network congestion.

For example, you can assign each division within your organization to a different
VLAN, regardless of their physical location. The members of a division will be
able to communicate with each other and share resources, and only members who
need to communicate with other divisions will be allowed to do so. Furthermore,
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you can easily transfer a member of one division to another division without
rewiring your network, by simply reassigning them to the desired VLAN.

The NetDefend firewall supports the following VLAN types:
e Tag-based

In tag-based VLAN you use one of the gateway’s ports as a 802.1Q VLAN
trunk, connecting the appliance to a VLAN-aware switch. Each VLAN behind
the trunk is assigned an identifying number called a “VVLAN ID”, also referred
to as a "VLAN tag". All outgoing traffic from a tag-based VLAN contains the
VLAN's tag in the packet headers. Incoming traffic to the VLAN must contain
the VLAN's tag as well, or the packets are dropped. Tagging ensures that traffic
is directed to the correct VLAN.

VLANI VLAN2 VLANS3 VLAN4

Figure 10: Tag-based VLAN
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e Port-based

Port-based VLAN allows assigning the appliance's LAN ports to VLANS,
effectively transforming the appliance’s four-port switch into up to four firewall-
isolated security zones. You can assign multiple ports to the same VLAN, or
each port to a separate VLAN.

VLANI VLAN2

Figure 11: Port-based VLAN

Port-based VLAN does not require an external VLAN-capable switch, and is
therefore simpler to use than tag-based VLAN. However, port-based VLAN is
limited, because the appliance's internal switch has only four ports.

You can define up to ten VLAN networks (port-based and tag-based combined).

For information on the default security policy for VLANS, see Default Security
Policy on page 203.
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Adding and Editing Port-Based VLANs

To add or edit a port-based VLAN

1. Click Network in the main menu, and click the My Network tab.

The My Network page appears.
2. Do one of the following:

e Toadd a VLAN site, click Add VLAN.

e Toedita VLAN site, click Edit in the desired VLAN’S row.
The Edit Network Settings page for VLAN networks appears.

© NETDEFEND

secured by =Y I::'?:"-:v: Paoinf
" DFLCPGIT0

Edit Network Settings

Network Name

IP Address
Subnet Mazk
Hide NAT
DHCP

DHCP Server

[F] Autornatic DHEP range

[Internet | My Network | Ports | Traffic Shaper | Nelwu:l\ob]eﬂs | Routes |

Tag Based VLAN
1
192 168 2001

255255 255.0 [24)

D-Link

aed

3. In the Network Name field, type a name for the VLAN.
4. In the Type drop-down list, select Port Based VLAN.

The VLAN Tag field disappears.
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5. In the IP Address field, type the IP address of the VLAN network's default
gateway.

% Note: The VLAN network must not overlap other networks.
'\-\."J_

6. In the Subnet Mask field, type the VLAN's internal network range.
7. If desired, enable or disable Hide NAT.
See Enabling/Disabling Hide NAT on page 107.
8. If desired, configure a DHCP server.
See Configuring a DHCP Server on page 94.
9. Click Apply.
A warning message appears.
10. Click OK.
A success message appears.
11. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

12. Inthe drop-down list next to the LAN port you want to assign, select the
VLAN network'’s name.

You can assign more than one port to the VLAN.
13. Click Apply.
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Adding and Editing Tag-Based VLANSs

To add or edit atag-based VLAN

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. Do one of the following:

e Toadd a VLAN site, click Add VLAN.

e Toedita VLAN site, click Edit in the desired VLAN’S row.
The Edit Network Settings page for VLAN networks appears.

3. In the Network Name field, type a name for the VLAN.

4. In the Type drop-down list, select Tag Based VLAN.
The VLAN Tag field appears.

5. In the VLAN Tag field, type a tag for the VLAN.
This must be an integer between 1 and 4095.

6. In the IP Address field, type the IP address of the VLAN network'’s default
gateway.

% Note: The VLAN network must not overlap other networks.
'\-\.\-\'J_"_—

7. In the Subnet Mask field, type the VLAN's internal network range.
8. If desired, enable or disable Hide NAT.

See Enabling/Disabling Hide NAT on page 107.
9. If desired, configure a DHCP server.

See Configuring a DHCP Server on page 94.
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10. Click Apply.
A warning message appears.
11. Click OK.

A success message appears.
12.  Click Network in the main menu, and click the Ports tab.
The Ports page appears.
13. In the DMZ/WAN2 drop-down list, select VLAN Trunk.
14.  Click Apply.

The DMZ/WANZ2 port now operates as a VLAN Trunk port. In this mode, it will
not accept untagged packets.

15. Configure a VLAN trunk (802.1Q) port on the VLAN-aware switch,
according to the vendor instructions. Define the same VLAN IDs on the switch.

16. Connect the NetDefend firewall's DMZ/WAN2 port to the VLAN-aware
switch's VLAN trunk port.

Chapter 5: Managing Your Network 117



Configuring Network Settings @

Deleting VLANSs

To delete a VLAN
1. If the VLAN is port-based, do the following:

a. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

b. Remove all port assignments to the VLAN, by selecting other
networks in the drop-down lists.

c. Click Apply.
2. Click Network in the main menu, and click the My Network tab.

The My Network page appears.

3. In the desired VLAN’s row, click the Erase i icon.
A confirmation message appears.

4. Click OK.
The VLAN is deleted.
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Configuring High Availability

You can create a High Availability (HA) cluster consisting of two or more
NetDefend firewalls. For example, you can install two NetDefend firewalls on your
network, one acting as the “Master”, the default gateway through which all
network traffic is routed, and one acting as the “Backup”. If the Master fails, the
Backup automatically and transparently takes over all the roles of the Master. This
ensures that your network is consistently protected by a NetDefend firewall and
connected to the Internet.

The gateways in a HA cluster each have a separate IP address within the local
network. In addition, the gateways share a single virtual IP address, which is the
default gateway address for the local network. Control of the virtual IP address is
passed as follows:

1. Each gateway is assigned a priority, which determines the gateway's role: the
gateway with the highest priority is the Active Gateway and uses the virtual 1P
address, and the rest of the gateways are Passive Gateways.

2. The Active Gateway sends periodic signals, or “heartbeats”, to the network via a
synchronization interface.

The synchronization interface can be any internal network existing on both
gateways except the WLAN.

3. If the heartbeat from the Active Gateway stops (indicating that the Active
gateway has failed), the gateway with the highest priority becomes the new
Active Gateway and takes over the virtual IP address.

4. When a gateway that was offline comes back online, or a gateway's priority
changes, the gateway sends a heartbeat notifying the other gateways in the
cluster.

If the gateway's priority is now the highest, it becomes the Active Gateway.

The NetDefend firewall supports Internet connection tracking, which means that
each firewall tracks its Internet connection's status and reduces its own priority by a
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user-specified amount, if its Internet connection goes down. If the Active
Gateway's priority drops below another gateway's priority, then the other gateway
becomes the Active Gateway.

Note: You can force a fail-over to a passive NetDefend firewall. You may want to do
this in order to verify that HA is working properly, or if the active NetDefend firewall
needs repairs. To force a fail-over, switch off the primary box or disconnect it from
the LAN network.

e

The NetDefend firewall supports configuring multiple HA clusters on the same
network segment. To this end, each cluster must be assigned a unique ID number.

When HA is configured, you can specify that only the Active Gateway in the
cluster should connect to the Internet. This is called WAN HA, and it is useful in
the following situations:

e Your Internet subscription cost is based is on connection time, and
therefore having the Passive appliance needlessly connected to the Internet
COsts you money.

¢ You want multiple appliances to share the same static IP address without
creating an IP address conflict.

WAN HA avoids an IP address change, and thereby ensures virtually uninterrupted
access from the Internet to internal servers at your network.

Before configuring HA, the following requirements must be met:
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e You must have at least two identical NetDefend firewalls.
e The appliances must have identical firmware versions and firewall rules.
e The appliances' internal networks must be the same.

e The appliances must have different real internal IP addresses, but share the
same virtual IP address.

e The appliances’ synchronization interface ports must be connected either
directly, or via a hub or a switch. For example, if the DMZ is the
synchronization interface, then the DMZ/WAN2 ports on the appliances
must be connected to each other.

The synchronization interface need not be dedicated for synchronization only. It
may be shared with an active internal network.

You can configure HA for any internal network, except the OfficeMode network.

& Note: You can enable the DHCP server in all NetDefend firewalls. A Passive

o e . . . .

i Gateway’s DHCP server will start answering DHCP requests only if the Active
Gateway fails.

e Note: If you configure HA for the WLAN network:

'\-\."J_

e Apassive appliance's wireless transmitter will be disabled until the
gateway becomes active.

e The two WLAN networks can share the same SSID and wireless
frequency.

e The WLAN interface cannot serve as the synchronization interface.
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Configuring High Availability on a Gateway

The following procedure explains how to configure HA on a single gateway. You
must perform this procedure on each NetDefend firewall that you want to include
in the HA cluster.

To configure HA on a NetDefend firewall

1. Set the appliance’s internal IP addresses and network range.
Each appliance must have a different internal IP address.
See Changing IP Addresses on page 105.

2. Click Setup in the main menu, and click the High Availability tab.
The High Availability page appears.

3. Select the Gateway High Availability check box.
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The fields are enabled.

) NETDEFEND' D-Link

secured by JE Check Point

DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

High Availability

Security High Availability

Antivirus Gateway High Availability @

Welcome
Reports

Services Interface HA  Synchronization Virtual IP
Network LAN ®

Setup DMZ F]

Users WLAN O
VPN

Priori

Help 1

Logout Iy Prigrity 0 @
Interface Tracking @

On Link Failure, Reduce Priority By
0
0
0
LAN2 0
0
0
0

Advanced

Internet - Primary
........

Internet - Secondary

Graup ID 55 @)

Internet : Connected Service Center : Connected Jan 12, 2006 11:37:08 AM GMT-08:00

4. Next to each network for which you want to enable HA, select the HA check
box.

5. In the Virtual IP field, type the default gateway IP address.

This can be any unused IP address in the network, and must be the same for all
gateways.

6. Click the Synchronization radio button next to the network you want to use as
the synchronization interface.

You can choose any network listed except the WLAN.
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Note: The synchronization interface must be the same for all gateways, and must
always be connected and enabled on all gateways. Otherwise, multiple appliances
may become active, causing unpredictable problems.

'w-t;'_.." e

7. Complete the fields using the information the table below.
8. Click Apply.
A success message appears.

9. If desired, configure WAN HA for both the primary and secondary Internet
connection.

This setting should be the same for all gateways. For further information, see
Using Internet Setup on page 63.

Table 14: High Availability Page Fields

In this field... Do this...
Priority
My Priority Type the gateway's priority.

This must be an integer between 1 and 255.
Interface Tracking

Internet - Primary Type the amount to reduce the gateway's priority if the primary Internet
connection goes down.

This must be an integer between 0 and 255.
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In this field... Do this...

Internet - Secondary Type the amount to reduce the gateway's priority if the secondary
Internet connection goes down.

This must be an integer between 0 and 255.

Note: This value is only relevant if you configured a backup
connection. For information on configuring a backup connection, see
Configuring a Backup Internet Connection on page 90.

LAN1/2/3/4 Type the amount to reduce the gateway's priority if the LAN port's
Ethernet link is lost.

DMz Type the amount to reduce the gateway's priority if the DMZ / WAN2
port's Ethernet link is lost.

Advanced

Group ID If multiple HA clusters exist on the same network segment, type the ID
number of the cluster to which the gateway should belong.

This must be an integer between 1 and 255.

The default value is 55. If only one HA cluster exists, there is no need

to change this value.
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Sample Implementation on Two Gateways

The following procedure illustrates how to configure HA for the following two
NetDefend gateways, Gateway A and Gateway B:

Table 15: Gateway Details

Gateway A Gateway B
Internal Networks LAN, DMZ LAN, DMZ
Internet Connections Primary and secondary Primary only
LAN Network IP Address 192.169.100.1 192.169.100.2
LAN Network 255.255.255.0 255.255.255.0
Subnet Mask
DMZ Network IP Address 192.169.101.1 192.169.101.2
DMZ Network 255.255.255.0 255.255.255.0

Subnet Mask

The gateways have two internal networks in common, LAN and DMZ. This means
that you can configure HA for the LAN network, the DMZ network, or both. You
can use either of the networks as the synchronization interface.

The procedure below shows how to configure HA for both the LAN and DMZ
networks. The synchronization interface is the DMZ network, the LAN virtual IP
address is 192.168.100.3, and the DMZ virtual IP address is 192.168.101.3.
Gateway A is the Active Gateway.

To configure HA for Gateway A and Gateway B
1. Connect the LAN port of Gateways A and B to hub 1.
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2. Connect the DMZ port of Gateways A and B to hub 2.

3. Connect the LAN network computers of Gateways A and B to hub 1.
4. Connect the DMZ network computers of Gateways A and B to hub 2.
5. Do the following on Gateway A:

a. Set the gateway's internal IP addresses and network range to the
values specified in the table above.

See Changing IP Addresses on page 105.

b. Click Setup in the main menu, and click the High Availability tab.
The High Availability page appears.

c. Select the Gateway High Availability check box.

The Gateway High Availability area is enabled. The LAN and DMZ networks
are listed.

d. Next to LAN, select the HA check box.

e. Inthe LAN network's Virtual IP field, type the default gateway IP
address 192.168.100.3.

f. Next to DMZ, select the HA check box.

g. In the DMZ network’s Virtual IP field, type the default gateway IP
address 192.168.101.3.

h. Click the Synchronization radio button next to DMZ.
i. Inthe My Priority field, type "100".

The high priority means that Gateway A will be the Active Gateway.
j. Inthe Internet - Primary field, type "20".

Gateway A will reduce its priority by 20, if its primary Internet connection
goes down.

k. In the Internet - Secondary field, type "30".

Chapter 5: Managing Your Network 127



Configuring High Availability @

Gateway A will reduce its priority by 30, if its secondary Internet connection
goes down.

I. Click Apply.
A success message appears.
6. Do the following on Gateway B:

a. Set the gateway's internal IP addresses and network range to the
values specified in the table above.

See Changing IP Addresses on page 105.

b. Click Setup in the main menu, and click the High Availability tab.
The High Availability page appears.

c. Select the Gateway High Availability check box.

The Gateway High Availability area is enabled. The LAN and DMZ networks
are listed.

d. Nextto LAN, select the HA check box.

e. Inthe LAN network's Virtual IP field, type the default gateway IP
address 192.168.100.3.

f. Next to DMZ, select the HA check box.

g. Inthe DMZ network's Virtual IP field, type the default gateway IP
address 192.168.101.3.

h. Click the Synchronization radio button next to DMZ.
i. Inthe My Priority field, type "60".

The low priority means that Gateway B will be the Passive Gateway.
j. Inthe Internet - Primary field, type "20".

Gateway B will reduce its priority by 20, if its Internet connection goes
down.

k. Click Apply.
A success message appears.
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Gateway A's priority is 100, and Gateway B's priority is 60. So long as one of
Gateway A's Internet connections is up, Gateway A is the Active Gateway, because
its priority is higher than that of Gateway B.

If both of Gateway A's Internet connections are down, it deducts from its priority
20 (for the primary connection) and 30 (for the secondary connection), reducing its
priority to 50. In this case, Gateway B's priority is the higher priority, and it
becomes the Active Gateway.

CP310

You can add individual computers or networks as network objects. This enables
you to configure various settings for the computer or network represented by the
network object.

You can configure the following settings for a network object:
o Static NAT (or One-to-One NAT)

Static NAT allows the mapping of Internet IP addresses or address ranges to
hosts inside the internal network. This is useful if you want a computer in your
private network to have its own Internet IP address. For example, if you have
both a mail server and a Web server in your network, you can map each one to a
separate Internet IP address.

Static NAT rules do not imply any security rules. To allow incoming traffic to a
host for which you defined Static NAT, you must create an Allow rule. When
specifying firewall rules for such hosts, use the host’s internal IP address, and
not the Internet IP address to which the internal IP address is mapped. For
further information, see Using Rules on page 209.

Note: Static NAT and Hide NAT can be used together.

'\-':.':':' J'"_

Note: The NetDefend firewall supports Proxy ARP (Address Resolution Protocol).
When an external source attempts to communicate with such a computer, the
NetDefend firewall automatically replies to ARP queries with its own MAC address,
thereby enabling communication. As a result, the Static NAT Internet IP addresses
appear to external sources to be real computers connected to the WAN interface.

e
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Assign the network object's IP address to a MAC address

Normally, the NetDefend DHCP server consistently assigns the same IP address
to a specific computer. However, if the NetDefend DHCP server runs out of IP
addresses and the computer is down, then the DHCP server may reassign the IP
address to a different computer.

If you want to guarantee that a particular computer's IP address remains
constant, you can reserve the IP address for use by the computer's MAC address
only. This is called DHCP reservation, and it is useful if you are hosting a
public Internet server on your network.

Secure HotSpot enforcement

In NetDefend with Power Pack, you can specify whether or not to exclude the
network object from HotSpot enforcement. Excluded network objects will be
able to access the network without viewing the My HotSpot page. For further
information on Secure HotSpot, see Configuring Secure HotSpot on page 256.

Adding and Editing Network Objects

CP310

You can add or edit network objects via:

To
1.

The Network Objects page
This page enables you to add both individual computers and networks.
The Active Computers page

This page enables you to add only individual computers as network objects. The
computer's details are filled in automatically in the wizard.

add or edit a network object via the Network Objects page

Click Network in the main menu, and click the Network Objects tab.
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The Network Objects page appears with a list of network objects.

o NETDEFEND D-Link

Trerreet | Wiy NEwerk | Ports | Trallie Shinser -'"c.‘l\llw‘h(k!]ml\ LCT
Metwork Objects

B OfceSenw  1E21ERI0109 O0S)batefch BEmas ]

2. Do one of the following:

e To add a network object, click New.

e To edit an existing network object, click Edit next to the desired computer
in the list.
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The NetDefend Network Object Wizard opens, with the Step 1: Network Object
Type dialog box displayed.

A 'Network Object Wizard -- Web Page Dialog,

D-Link NetDefend Network Object Wizard

Step 1 of 3: Network Object Type

Which type of network object do you want to create?

() Single Computer
Represents a single computer or netwark attached device on
the intemal network or on the Internet

) Network
Represents a range of consecutive [P addresses on the intemal
netwark or on the Internet.

http: {192, 168. 10, 1/pop{WizNetbjframe. htmiz0 ® Internet

3. Do one of the following:

e To specify that the network object should represent a single computer or
device, click Single Computer.

e To specify that the network object should represent a network, click
Network.

4. Click Next.
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The Step 2: Computer Details dialog box appears. If you chose Single Computer,
the dialog box includes the Perform Static NAT option.

D-Link NetDefend Network Object Wizard

Step 2 of 3: Computer Details

Please specify the details of the computer
IP Address (19216810199 {5 This Computer

Advanced

Reserve a fixed IP address for this computer
and Allow this computer to connect when MAC Filtering is enabled

MAC .y
: o  This Computer
N ress  |00SDbaBEstch {5 This Computer

[ Perform Static NAT (MNetwork Address Translation)
External IP

[J Exclude this camputer from HotSpat enforcement

[ <Back ) [ Next> J [ Cancel ]

http://192.168.10.1/pop/WizhetObjframe. htmiz0 & Internet

If you chose Network, the dialog box does not include this option.

D-Link NetDefend Network Object Wizard

Step 2 of 3: Network Details

Please specify the details of the network

IP Range 192.168.10.199

Advanced
[] Perfarm Static MAT (Metwork Address Translation)

External IP Range

[ Exclude this network from HotSpot enforcement

[ <Back ) [ Mext> J [ Cancel )

http: /{192,168, 10. 1 [pop/WizNet Objframe, htriz0 B Internet

5. Complete the fields using the information in the tables below.

6. Click Next.
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The Step 3: Save dialog box appears.

D-Link NetDefend Network Object Wizard
Step 3 of 3: Save
Please enter a descriptive name for this network object:
Office Server
http: {192, 166,10, 1jpop{WizNetObiframe. htmi20 B Intermst

7. Type a name for the network object in the field.
8. Click Finish.

To add or edit a network object via the Active Computers page

1. Click Reports in the main menu, and click the Active Computers tab.
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The Active Computers page appears.

© NETDEFEND

secured by B Check Point

DFL-CPG310 | EventLog | TrafficMonitor | Active Computers | Active Connections | Wireless | VPN Tunnels |

Active Computers

Welcome
Reports

Security LAN
Antivirus
; = maeny
BERilEEs il 0008: da 70 a5 e
Network NetDefend
Setu
° L 192 16810110 add
Users -t
VPN
= 192,168.10.199
= Q’ D050 baB8: af ch GPEdit
Logout Office Server
L-’ 192, 168.263.1
: Sotaere Drlink 00:08: da70: 367
MetDefand
WLAN
kd' 152, 168.252.1
DLk 00:14:85:1b;c8: 8
MetDefend
k‘ égﬁlffgﬁ“aﬁmm Signal. Il 4adE) @ bl
satellite

Internet : Connected Service Center : Connected Jan 12, 2006 02:30:38 PM GWT-05:00

If a computer has not yet been added as a network object, the Add button
appears next to it. If a computer has already been added as a network object, the
Edit button appears next to it.

2. Do one of the following:

e To add a network object, click Add next to the desired computer.

e To edit a network object, click Edit next to the desired computer.

The NetDefend Network Object Wizard opens, with the Step 1: Network Object
Type dialog box displayed.

3. Do one of the following:

e To specify that the network object should represent a single computer or
device, click Single Computer.
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e To specify that the network object should represent a network, click
Network.

4. Click Next.

The Step 2: Computer Details dialog box appears.

The computer's IP address and MAC address are automatically filled in.
5. Complete the fields using the information in the tables below.
6. Click Next.

The Step 3: Save dialog box appears with the network object's name. If you are
adding a new network object, this name is the computer's name.

7. To change the network object name, type the desired name in the field.
8. Click Finish.
The new object appears in the Network Objects page.
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Table 16: Network Object Fields for a Single Computer

In this field...

Do this...

IP Address

Reserve a fixed IP
address for this

computer

MAC Address

Perform Static NAT
(Network Address
Translation)

External IP

Exclude this computer
from HotSpot
enforcement

Type the IP address of the local computer, or click This Computer to
specify your computer.

Select this option to assign the network object's IP address to a MAC
address, and to allow the network object to connect to the WLAN
when MAC Filtering is used. For information about MAC Filtering, see
Configuring a Wireless Network on page 161.

Type the MAC address you want to assign to the network object's IP
address, or click This Computer to specify your computer's MAC
address.

Select this option to map the local computer's IP address to an
Internet IP address.

You must then fill in the External IP field.

Type the Internet IP address to which you want to map the local
computer's IP address.

Select this option to exclude the network object from HotSpot
enforcement.
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Table 17: Network Object Fields for a Network

In this field... Do this...

IP Range Type the range of local computer IP addresses in the network.
Perform Static NAT Select this option to map the network's IP address range to a range of
(Network Address Internet IP addresses of the same size.

Translation)
You must then fill in the External IP Range field.

External IP Range Type the Internet IP address range to which you want to map the
network's IP address range.

Exclude this network Select this option to exclude this network from HotSpot enforcement.
from HotSpot
enforcement

Viewing and Deleting Network Objects

CP310

To view or delete a network object

1. Click Network in the main menu, and click the Network Objects tab.
The Network Objects page appears with a list of network objects.

2. To delete a network object, do the following:

a. In the desired network object's row, click the Erase iﬁl icon.
A confirmation message appears.

b. Click OK.
The network object is deleted.
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Using Static Routes

CP310

A static route is a setting that explicitly specifies the route for packets originating
in a certain subnet and/or destined for a certain subnet. Packets with a source and
destination that does not match any defined static route will be routed to the default
gateway. To modify the default gateway, see Using a LAN Connection on page
65.

A static route can be based on the packet's destination IP address, or based on the
source IP address, in which case it is a source route.

Source routing can be used, for example, for load balancing between two Internet
connections. For example, if you have an Accounting department and a Marketing
department, and you want each to use a different Internet connection for outgoing
traffic, you can add a static route specifying that traffic originating from the
Accounting department should be sent via WANL1, and another static route
specifying that traffic originating from the Marketing department should be sent via
WAN?2.

The Static Routes page lists all existing routes, including the default, and indicates
whether each route is currently "Up" (reachable) or not.

Adding and Editing Static Routes

CP310

To add a static route

1. Click Network in the main menu, and click the Routes tab.
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The Static Routes page appears, with a list of existing static routes.

BNETD_EFE[JD D-Link

Intermet | MyNetwork | Ports | Traffic Shaper | tham;ﬁhhkﬂ Houtes |
Static Routes Gn) =
Source Destination

Metwerk Retmask Netwark Henmask e lap P Metric
Defaut - E7.130 1801 m

2. Do one of the following:

e To add a static route, click New Route.

e To edit an existing static route, click Edit next to the desired route in the
list.
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The Static Route Wizard opens displaying the Step 1: Source and Destination
dialog box.

Static Route Wizard

Step 1: Source and Destination

Select the source network and destination netwark for this routing rule.

Source ANY vl

Destination ANY (i}

http://192.168.10.1/pop/WizRauteframe.html & Internet

3. To select a specific source network (source routing), do the following:

a) In the Source drop-down list, select Specified Network.

New fields appear.

Static Route Wizard

Step 1: Source and Destination

Select the source network and destination netwark for this routing rule.

Source ANY vl

Destination Specified Network | | Network
Netrmiask 255.255.265.0[/24] ||

http://192.168.10.1/pop/WizRauteframe.html & Internet

b) In the Network field, type the IP address of the source network.
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c) Inthe Netmask drop-down list, select the subnet mask.
4. To select a specific destination network, do the following:

a) In the Destination drop-down list, select Specified Network.

New fields appear.

Static Route Wizard

Step 1: Source and Destination

Select the source network and destination netwark for this routing rule.

Source Specified Network || Network
Metmask 255.255.2550[f24] ||

Destination| AMNY V

http://192.168.10.1/pop/WizRauteframe.hkml & Internet

b) In the Network field, type the IP address of the destination network.

¢) In the Netmask drop-down list, select the subnet mask.
5. Click Next.
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The Step 2: Next Hop and Metric dialog box appears.

Static Route Wizard

Step 2: Next Hop and Metric
Specify the next hop gateway IP address and the Metric {cost) for this routing rule
Mext Hop 1P
Metric 10
http: /192,166, 10.1/pop/WizRautsFrame. html B Intermnet

6. In the Next Hop IP field, type the IP address of the gateway (next hop router) to
which to route the packets destined for this network.

7. In the Metric field, type the static route's metric.

The gateway sends a packet to the route that matches the packet's destination
and has the lowest metric.

The default value is 10.
8. Click Next.
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The new static route is saved.

D-Link

Trerat | Wy etwork | Forts | Traffic Shaper | etwork OBJects | Routes |

Static Routes

Saurce Bestination

Status Matwork  Wetmask  Metwork Netmmsk  MaxtHop P Metic
WRIEETI0 0 BEme  PEd

EF 1301401 L)

Viewing and Deleting Static Routes

CP310

% Note: The “default” route cannot be deleted.
'\-\.\-\'J_"_—

To delete a static route
1. Click Network in the main menu, and click the Routes tab.
The Static Routes page appears, with a list of existing static routes.

2. In the desired route row, click the Erase (i icon.
A confirmation message appears.

3. Click OK.
The route is deleted.
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Managing Ports

CP310

The NetDefend firewall enables you to quickly and easily assign its ports to
different uses, as shown in the table below. Furthermore, you can restrict each port
to a specific link speed and duplex setting.

Table 18: Ports and Assignments

You can assign this port... To these uses...

LAN LAN network
VLAN network
DMZ/WAN2 DMZ network
Second WAN connection
VLAN trunk
RS232 Dialup modem

Serial console
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Viewing Port Statuses

CP310

You can view the status of the NetDefend firewall's ports on the Ports page,
including each Ethernet connection's duplex state. This is useful if you need to
check whether the appliance's physical connections are working, and you can’t see
the LEDs on front of the appliance.

To view port statuses
1. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

© NETDEFEND

secured by B Qngck_[—’.qm“f
6.
DFL-CPG310 |Internet | MyNetwork | Ports | Traffic Shaper | Network Objects | Routes |

Welcome

Reports

Security Assigned To 2] Link Configuration 2] Status B
Antivirus
Services ~|  Automatic Detection v No Link
Network ;

w | Autormatic Detaction 7 No Link
Setup .
Users | | Automatic Detection iy 100 Mbps Full Duplex
VPN
Help | Automatic Detection ~| 100 Mbps Full Duplex
Logout )

~| | Automatic Detection % No Link

@)
Automatic Detection iy 100 Mbps Full Duplex
&

f Apply J[ Cancel ]f Default J

Internet : Connected Service Center : Connected Jan 11, 2006 08:19:27 PM GMT-08:00

The following information is displayed for each enabled port:
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e Assign To. The port's current assignment. For example, if the
DMZ/WAN2 port is currently used for the DMZ, the drop-down list
displays "DMZ".

e Link Configuration. The configured link speed (10 Mbps or 100 Mbps) and
duplex (Full Duplex or Half Duplex) configured for the port.

Automatic Detection indicates that the port is configured to automatically
detect the link speed and duplex.

e Status. The detected link speed and duplex.

No Link indicates that the appliance does not detect anything connected to the
port.

Disabled indicates that the port is disabled. For example, if the DMZ/WAN?2
port is currently assigned to the DMZ, but the DMZ is disabled, the port is
marked as such.

2. To refresh the display, click Refresh.

Modifying Port Assignments

CP310

You can assign ports to different networks or purposes. Since modifying port
assignments often requires additional configurations, use the table below to
determine which procedure you should use:

Table 19: Modifying Port Assignments

To assign a port See...

to...

LAN The procedure below

VLAN or Configuring VLANSs on page 111
VLAN Trunk
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To assign a port
to...

See...

WAN2

DMZ

Console

Modem

Setting Up a LAN or Broadband Backup Connection on page 91
Configuring a DMZ Network
Using a Console on page 388

Setting Up a Dialup Modem on page 84

To modify a port assignment

1. Click Network in the main menu, and click the Ports tab.

The Ports page appears.

In the Assigned To drop-down list to the right of the port, select the desired port

assignment.

2. Click Apply.

The port is reassigned to the specified network or purpose.
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Modifying Link Configurations

CP310

By default, the NetDefend automatically detects the link speed and duplex. If
desired, you can manually restrict the NetDefend firewall's ports to a specific link
speed.

To modify a port's link configuration
1. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

2. In the Link Configuration drop-down list to the right of the port, do one of the
following:

e Select the desired link speed and duplex.

e Select Automatic Detection to configure the port to automatically detect
the link speed and duplex.

This is the default.
3. Click Apply.

The port uses the specified link speed and duplex.
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Resetting Ports to Defaults

CP310

You can reset the NetDefend firewall's ports to their default link configurations
("Automatic Detection) and default assignments (shown in the table below).

Table 20: Default Port Assignments

Port Default Assignment

1-4 LAN

DMZ / WAN2 DMz

WAN This port is always assigned to the WAN.
RS232 Modem

To reset ports to defaults

1. Click Network in the main menu, and click the Ports tab.
The Ports page appears.

2. Click Default.
A confirmation message appears.

3. Click OK.

The ports are reset to their default assignments and to "Automatic Detection™
link configuration.

All currently established connections that are not supported by the default
settings may be broken. For example, if you were using the DMZ/WAN2 port as
WANZ2, the port reverts to its DMZ assignment, and the secondary Internet
connection moves to the WAN port.
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Chapter 6

Using Traffic Shaper

This chapter describes how to use Traffic Shaper to control the flow of
communication to and from your network.

This chapter includes the following topics:

OVEIVIBW ..ottt sttt bttt sttt ettt 151

Setting Up Traffic Shaper........cccvviv i 153

Predefined QOS ClIaSSES.......cccviveieriirieiesiesese e seese et nnea 154

Adding and Editing Classes.........cccvirieiireiieiieieiesesesre e sieesee e seeneas 155

DT[] (T O TS 159

Restoring Traffic Shaper Defaults.........ccccoovvveiiiicic e 160
Overview

Traffic Shaper is a bandwidth management solution that allows you to set
bandwidth policies to control the flow of communication. Traffic Shaper ensures
that important traffic takes precedence over less important traffic, so that your
business can continue to function with minimum disruption, despite network
congestion.

Traffic Shaper uses Stateful Inspection technology to access and analyze data
derived from all communication layers. This data is used to classify traffic in
Quality of Service (QoS) classes. Traffic Shaper divides available bandwidth
among the classes according to weight. For example, suppose Web traffic is
deemed three times as important as FTP traffic, and these services are assigned
weights of 30 and 10 respectively. If the lines are congested, Traffic Shaper will
maintain the ratio of bandwidth allocated to Web traffic and FTP traffic at 3:1.

If a specific class is not using all of its bandwidth, the leftover bandwidth is divided
among the remaining classes, in accordance with their relative weights. In the
example above, if only one Web and one FTP connection are active and they are
competing, the Web connection will receive 75% (30/40) of the leftover
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bandwidth, and the FTP connection will receive 25% (10/40) of the leftover
bandwidth. If the Web connection closes, the FTP connection will receive 100% of
the bandwidth.

Each class has a bandwidth limit, which is the maximum amount of bandwidth that
connections belonging to that class may use together. Once a class has reached its
bandwidth limit, connections belonging to that class will not be allocated further
bandwidth, even if there is unused bandwidth available. For example, traffic used
by Peer-To-Peer file-sharing applications may be limited to a specific rate, such as
512 kilobit per second. Each class also has a “Delay Sensitivity” value, indicating
whether connections belonging to the class should be given precedence over
connections belonging to other classes.

Your NetDefend firewall offers different degrees of traffic shaping, depending on
its model:

o Simplified Traffic Shaper. Includes a fixed set of four predefined classes.
You can assign network traffic to each class, but you cannot modify the
classes, delete them, or create new classes.

e Advanced Traffic Shaper. Includes a set of four predefined classes, but
enables you to modify the classes, delete them, and create new classes.
You can define up to eight classes, including weight, bandwidth limits, and
DiffServ (Differentiated Services) Packet Marking parameters. DiffServ
marks packets as belonging to a certain Quality of Service class. These
packets are then granted priority on the public network according to their
class. Available in NetDefend with Power Pack.

& Note: You can prioritize wireless traffic from WMM-compliant multimedia

T e . . . . . .

e applications, by enabling Wireless Multimedia (WMM) for the WLAN network. See
Manually Configuring a WLAN on page 165.
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Setting Up Traffic Shaper

To set up Traffic Shaper

1. Enable Traffic Shaper for the Internet connection, using the procedure Using
Internet Setup on page 63.

You can enable Traffic Shaper for incoming or outgoing connections.

When enabling Traffic Shaper for outgoing traffic:

Specify a rate (in kilobits/second) slightly lower than your Internet
connection's maximum measured upstream speed.

When enabling Traffic Shaper for incoming traffic:

Specify a rate (in kilobits/second) slightly lower than your Internet
connection's maximum measured downstream speed.

It is recommended to try different rates in order to determine which ones
provide the best results.

oo e

Note: Traffic Shaper cannot control the number or type of packets it receives from
the Internet; it can only affect the rate of incoming traffic by dropping received
packets. This makes the shaping of inbound traffic less accurate than the shaping
of outbound traffic. It is therefore recommended to enable traffic shaping for
incoming traffic only if necessary.

2. If you are using NetDefend with Power Pack, you can add QoS classes that
reflect your communication needs, or modify the four predefined QoS classes.

See Adding and Editing Classes on page 155.

o
%

Note: If you are using DFL-CP310, you have Simplified Traffic Shaper, and you
cannot add or modify the classes. To add or modify classes, upgrade to DFL-
CP310 with Power Pack, which supports Advanced Traffic Shaper.

3. Use Allow or Allow and Forward rules to assign different types of connections
to QoS classes.
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For example, if Traffic Shaper is enabled for outgoing traffic, and you create an
Allow rule associating all outgoing VPN traffic with the Urgent QoS class, then
Traffic Shaper will handle outgoing VPN traffic as specified in the bandwidth
policy for the Urgent class.

See Adding and Editing Rules on page 213.
% Note: Traffic Shaper must be enabled for the direction of traffic specified in the rule.
£

Note: If you do not assign a connection type to a class, Traffic Shaper automatically

o . . .
< assigns the connection type to the predefined "Default” class.

Predefined QoS Classes

CP310

Traffic Shaper provides the following predefined QoS classes.

To assign traffic to these classes, define firewall rules as described in Using Rules
on page 209.

Table 21: Predefined QoS Classes

Class Weight Delay Sensitivity Useful for

Default 10 Medium Normal traffic.

(Normal Traffic)
All traffic is assigned to this class by default.

Urgent 15 High Traffic that is highly sensitive to delay. For
(Interactive Traffic)  example, IP telephony, videoconferencing,
and interactive protocols that require quick

user response, such as telnet.
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Class Weight Delay Sensitivity Useful for

Important 20 Medium Normal traffic

(Normal Traffic)

Low Priority 5 Low Traffic that is not sensitive to long delays. For

(Bulk Traffic) example, SMTP traffic (outgoing email).

In Simplified Traffic Shaper, these classes cannot be changed.

Adding and Editing Classes

To add or edit a QoS class
1. Click Network in the main menu, and click the Traffic Shaper tab.

2

. Click

The Quality of Service Classes page appears.

D-Link

TInternet | My Retwork | Ports | Traffic Shaper | Network Objects | Foofes |

Low Buk g
Tiwe Sbfmen

Add.
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The NetDefend QoS Class Editor wizard opens, with the Step 1 of 3: Quality of
Service Parameters dialog box displayed.

D-Link NetDefend QoS Class Editor

Step 1 of 3: Quality of Service Parameters

The Relative Weight and Delay Sensitivity determine how traffic of this class competes on
available bandwidth,

Relative Weight

Delay Sensitivity | Medium (Naormal Traffic) S

ext > l Cancel l

© Internet

http:{{192. 168. 10,1 /pop{WizQframe. htrl

3. Complete the fields using the relevant information in the table below.

4. Click Next.

The Step 2 of 3: Advanced Options dialog box appears.

D-Link NetDefend QoS Class Editor

Step 2 of 3: Advanced Options

You can limit bandwidth consumed by traffic of this type to a specific rate

Qutgoing Traffic

A Guarantee at least Khit/Second

] Limit rate ta Khit/Second
Incoming traffic

a Guarantee at least Khit/Second

[ Limit rate to Kbit/Second

If your ISP supports DiffSery, you can mark packets of this type with a specific
DiffSery Code Paoint (DSCP).

[]  DiffSer Code Point

[ <Back ) [ Mext> ) [ Cancel ]

http: /{192, 168. 10, 1 fpopfWizGframe. htrl © Internet

5. Complete the fields using the relevant information in the table below.
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Note: Traffic Shaper may not enforce guaranteed rates and relative weights for
incoming traffic as accurately as for outgoing traffic. This is because Traffic Shaper
cannot control the number or type of packets it receives from the Internet; it can
only affect the rate of incoming traffic by dropping received packets. It is therefore
recommended to enable traffic shaping for incoming traffic only if necessary. For
information on enabling Traffic Shaper for incoming and outgoing traffic, see Using
Internet Setup on page 63.

6. Click Next.
The Step 3 of 3: Save dialog box appears with a summary of the class.

'w-t;'_.." e

D-Link NetDefend QoS Class Editor

Step 3 of 3: Save

The class has been defined successfully with the following attributes:
Relative Weight 1

Qutgoing Guarantee Unlimited

Outgoing Rate Limit Unlimited

Incoming Guarantee Unlimited

Incoming Rate Limit Unlimited

Delay Sensitivity Medium (Mormal Traffic)
DiffSer Marking MNone

Please enter a descriptive name for this class:

< Back ' Cancel ’
http:/[192, 168,10, 1jpopfWizQframe.html B Intermet

7. Type a name for the class.

For example, if you are creating a class for high priority Web connections, you
can name the class "High Priority Web".

8. Click Finish.
The new class appears in the Quality of Service Classes page.
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Table 22: QoS Class Fields

In this field...

Do this...

Relative Weight

Delay Sensitivity

Outgoing Traffic:
Guarantee At
Least

Outgoing Traffic:
Limit rate to

Incoming Traffic:
Guarantee At
Least

Type a value indicating the class's importance relative to the other
defined classes.

For example, if you assign one class a weight of 100, and you assign
another class a weight of 50, the first class will be allocated twice the
amount of bandwidth as the second when the lines are congested.

Select the degree of precedence to give this class in the transmission
queue:
o Low (Bulk Traffic) - Traffic that is not sensitive to long delays.
For example, SMTP traffic (outgoing email).
e Medium (Normal Traffic) - Normal traffic
e High (Interactive Traffic) - Traffic that is highly sensitive to delay.
For example, IP telephony, videoconferencing, and interactive
protocols that require quick user response, such as telnet.
Traffic Shaper serves delay-sensitive traffic with a lower latency. That is,
Traffic Shaper attempts to send packets with a "High (Interactive Traffic)"
level before packets with a "Medium (Normal Traffic)" or "Low (Bulk
Traffic)" level.

Select this option to guarantee a minimum bandwidth for outgoing traffic
belonging to this class. Then type the minimum bandwidth (in
kilobits/second) in the field provided.

Select this option to limit the rate of outgoing traffic belonging to this
class. Then type the maximum rate (in kilobits/second) in the field
provided.

Select this option to guarantee a minimum bandwidth for incoming traffic
belonging to this class. Then type the minimum bandwidth (in
kilobits/second) in the field provided.
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In this field... Do this...

Incoming Traffic: Select this option to limit the rate of incoming traffic belonging to this

Limit rate to class. Then type the maximum rate (in kilobits/second) in the field
provided.

DiffServ Code Select this option to mark packets belonging to this class with a DiffServ

Point Code Point (DSCP), which is an integer between 0 and 63. Then type the

DSCP in the field provided.

The marked packets will be given priority on the public network according
to their DSCP.

To use this option, your ISP or private WAN must support DiffServ. You
can obtain the correct DSCP value from your ISP or private WAN

administrator.

Deleting Classes

You cannot delete a class that is currently used by a rule. You can determine
whether a class is in use or not, by viewing the Rules page.

To delete an existing QoS class

1. Click Network in the main menu, and click the Traffic Shaper tab.
The Quality of Service Classes page appears.

2. Click the Erase icon 'ﬁl of the class you wish to delete.
A confirmation message appears.

3. Click OK.
The class is deleted.
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Restoring Traffic Shaper Defaults

If desired, you can reset the Traffic Shaper bandwidth policy to use the four
predefined classes, and restore these classes to their default settings. For
information on these classes and their defaults, see Predefined QoS Classes on
page 154,

Note: This will delete any additional classes you defined in Traffic
%‘H—. Shaper and reset all rules to use the Default class.

If one of the additional classes is currently used by a rule, you
cannot reset Traffic Shaper to defaults. You can determine whether
aclass is in use or not, by viewing the Rules page.

To restore Traffic Shaper defaults

1. Click Network in the main menu, and click the Traffic Shaper tab.
The Quality of Service Classes page appears.

2. Click Restore Defaults.
A confirmation message appears.

3. Click OK.
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Chapter 7

Configuring a Wireless Network

This chapter describes how to set up a wireless internal network.
This chapter includes the following topics:

OVEIVIBW ...ttt etttk bbbt 161
About the Wireless Hardware in Your NetDefend firewall..................... 162
Wireless Security ProtOCOIS. ........c.couieieiieieise e 163
Manually Configuring @ WLAN. .........ccoiiriiiireeseeseeeesees 165
Using the Wireless Configuration Wizard.............cccooeeeineneineneinenn, 176
Preparing the Wireless Stations..........cccocveriineniinenccseecseeee e 182
Troubleshooting Wireless CONNECHIVILY .........cccocvreiiniiciiniieiccesica 183
Overview

In addition to the LAN and DMZ networks, you can define a wireless internal
network called a WLAN (wireless LAN) network, when using the DFL-CPG310.

For information on default security policy rules controlling traffic to and from the
WLAN, see Default Security Policy on page 203.

You can configure a WLAN network in either of the following ways:

e Wireless Configuration Wizard. Guides you through the WLAN setup step
by step.

See Using the Wireless Configuration Wizard on page 176.
e Manual configuration. Offers advanced setup options.
See Manually Configuring a WLAN on page 165.
Note: It is recommended to configure the WLAN via Ethernet and not via a wireless

connection, because the wireless connection could be broken after making a
change to the configuration.

'w-t;'_.." e
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About the Wireless Hardware in Your NetDefend

firewall

Your NetDefend firewall features a built-in 802.11b/g access point that is tightly
integrated with the firewall and hardware-accelerated VPN.

The DFL-CPG310 supports the latest 802.11g standard (up to 54Mbps) and is
backwards compatible with the older 802.11b standard (up to 11Mbps), so that
both new and old adapters of these standards are interoperable. The DFL-CPG310
also supports a special Super G mode that allows reaching a throughput of up to
108Mbps with Super G compatible stations. For more information on the Super G
mode refer to: http://www.super-ag.com.

The DFL-CPG310 transmits in 2.4GHz range, using dual diversity antennas to
increase the range. In addition, the NetDefend firewall supports a special extended
range (XR) mode that allows up to three times the range of a regular 802.11g
access point. XR dramatically stretches the performance of a wireless LAN, by
enabling long-range connections. The architecture delivers receive sensitivities of
up to 105dBm, over 20 dB more than the 802.11 specification. This allows ranges
of up to 300 meters indoors, and up to 1 km (3200 ft) outdoors, with XR-enabled
wireless stations (actual range depends on environment).
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Wireless Security Protocols

The NetDefend wireless security appliance supports the following security
protocols:

Table 23: Wireless Security Protocols

Security Description
Protocol
None No security method is used. This option is not recommended, because it

allows unauthorized users to access your WLAN network, although you can
still limit access from the WLAN by creating firewall rules. This method is
suitable for creating public access points.

WEP encryption In the WEP (Wired Equivalent Privacy) encryption security method, wireless
stations must use a pre-shared key to connect to your network. This method
is not recommended, due to known security flaws in the WEP protocol. It is
provided for compatibility with existing wireless deployments.

Note: The appliance and the wireless stations must be configured with the
same WEP key.

802.1X: RADIUS In the 802.1x security method, wireless stations (supplicants) attempting to

authentication, no  connect to the access point (authenticator) must first be authenticated by a

encryption RADIUS server (authentication server) which supports 802.1x . All messages
are passed in EAP (Extensible Authentication Protocol).

This method is recommended for situations in which you want to authenticate
wireless users, but do not need to encrypt the data.

Note: To use this security method, you must first configure a RADIUS server.
See Using RADIUS Authentication on page 368
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Security Description
Protocol
WPA: RADIUS The WPA (Wi-Fi Protected Access) security method uses MIC (message
authentication, integrity check) to ensure the integrity of messages, and TKIP (Temporal Key
encryption Integrity Protocol) to enhance data encryption.
Furthermore, WPA includes 802.1x and EAP authentication, based on a
central RADIUS authentication server. This method is recommended for
situations where you want to authenticate wireless stations using a RADIUS
server, and to encrypt the transmitted data.
Note: To use this security method, you must first configure a RADIUS server
which supports 802.1x. See Using RADIUS Authentication. on page 368
WPA-PSK: The WPA-PSK security method is a variation of WPA that does not require an
password authentication server. WPA-PSK periodically changes and authenticates

authentication,
encryption

WPA2 (802.11i)

encryption keys. This is called rekeying.

This option is recommended for small networks, which want to authenticate
and encrypt wireless data, but do not want to install a RADIUS server.

Note: The appliance and the wireless stations must be configured with the
same passphrase.

The WPAZ2 security method uses the more secure Advanced Encryption
Standard (AES) cipher, instead of the RC4 cipher used by WPA and WEP.

When using WPA or WPA-PSK security methods, the NetDefend enables you
to restrict access to the WLAN network to wireless stations that support the
WPAZ2 security method. If this setting is not selected, the NetDefend firewall
allows clients to connect using both WPA and WPA2.
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Note: For increased security, it is recommended to enable the NetDefend internal
VPN Server for users connecting from your internal networks, and to install
SecuRemote on each computer in the WLAN. This ensures that all connections
from the WLAN to the LAN are encrypted and authenticated. For information, see
Internal VPN Server on page 302 and Setting Up Your NetDefend firewall as a
VPN Server on page 303.

'w-t;'_.." e

Manually Configuring a WLAN

CPG310

To manually configure a WLAN network

1. Prepare the appliance for a wireless connection as described in Network
Installation on page 35.

2. If you want to use 802.1X or WPA security mode for the WLAN, configure a
RADIUS server.

For information on security modes, see Basic WLAN Settings Fields on page
168.

For information on configuring RADIUS servers, see Using RADIUS
Authentication on page 368.

3. Click Network in the main menu, and click the My Network tab.
The My Network page appears.
4. In the WLAN network's row, click Edit.
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The Edit Network Settings page appears.

© NETDEFEND'

secured by & Check Point

DFL-CPG310 | Internet | MyMNetwork | Ports | TrafficShaper | Network Objects | Routes |

Edit Network Settings

Welcome

Reports
Security WLAN

Antivirus hdode Enabled >

Services IP Address 192.168.252.1
Network

Subnet Mask 255.255.255.0 [/24] [v]
Setup —
Users Hide MAT Enabled ¥
VPN DHCP
Help DHCP Server Enaliled 4 > Options

Logout

{c2)
SofaWare
Embedded

Automatic DHCP range

Wireless Settings

Metwark Mame (S5I0) | MNetDefend @
Country United States v @
Operation Mode 802.11hfy (11/54 Mbps) (i ]
Channel Automatic (i @
Security WWEP encryption [Not Recommended] v @

Key 1 @ | B4Bits: 10x0-9.4-F] [¥] 31 Random

Key2 O | B4 Bite: 1008, 4F] |+ ) Random

Key3 O | B4 Bits: 10x{0-9AF] || 3 Random

Key 4 O | B4Bits: 1040-9.4-F] [¥] 31 Random

¥ ShowAdvanced Seftings

[ Wireless Wizard )[ Apphy )[ Cancel ]f Back ]

Internet : Connected Service Center : Connected Jan 12, 2006 03:17:49 PM GMT-06:00

5. In the Mode drop-down list, select Enabled.

The fields are enabled.
6. If desired, enable or disable Hide NAT.

See Enabling/Disabling Hide NAT on page 107.
7. If desired, configure a DHCP server.

See Configuring a DHCP Server on page 94.
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8. Complete the fields using the information in Basic WLAN Settings Fields on

page 168.

9. To configure advanced settings, click Show Advanced Settings and complete the
fields using the information in Advanced WLAN Settings Fields on page 172.

New fields appear.

WLAN

Mode Enabled [l

IP Address 192.166.252.1

Subnet Mask 255.265.256.0 [/24] ||

Hide NAT Enabled ||

DHCP

DHCP Server Enabled ||

Automnatic DHCP range

Wireless Settings

Network Mame (551D) MNetDetend

Country United States V

Operation Mode 802.11b/g (11/54 Mips) ||

Channel Autormatic V

Security WA RADIUS authentication, encryption
Require WPA2 (802.111) Disabled i

A Hide Advanced Seftings

Advanced Security

Hide the Network Name (SSID) | Mo ||

MAC Address Filtering Mo V

Wireless Transmitter

Transmission Rate Automatic v

Transmitter Power Full (100%2) i

Antenna Selection Automatic v

Fragmentation Threshold 2346

RTS Threshald 2346

Extended Range Mode (¥R} Enabled [l

Multimedia QoS (M) Enabled i

> Optiong

D2 5 R I R £ R 5 R

s 9]

D25 R 5 R T £ T R 55 R

10. Click Apply.

A warning message appears, telling you that you are about to change your

network settings.
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11. Click OK.

A success message appears.

12. Prepare the wireless stations.

See Preparing the Wireless Stations on page 182.

Table 24: WLAN Settings Fields

In this field...

Do this...

IP Address

Subnet Mask
Wireless Settings

Network Name
(SSID)

Type the IP address of the WLAN network's default gateway.
Note: The WLAN network must not overlap other networks.

Type the WLAN's internal network range.

Type the network name (SSID) that identifies your wireless network. This
name will be visible to wireless stations passing near your access point,
unless you enable the Hide the Network Name (SSID) option.

It can be up to 32 alphanumeric characters long and is case-sensitive.

Country Select the country where you are located.
Warning: Choosing an incorrect country may result in the violation of
government regulations.
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In this field...

Do this...

Operation Mode

Select an operation mode:

e 302.11b (11Mbps). Operates in the 2.4 GHz range and offers a
maximum theoretical rate of 11 Mbps. When using this mode,
only 802.11b stations will be able to connect.

e 302.119 (54 Mbps). Operates in the 2.4 GHz range, and offers a
maximum theoretical rate of 54 Mbps. When using this mode,
only 802.11g stations will be able to connect.

e 302.11b/g (11/54 Mbps). Operates in the 2.4 GHz range, and offers
a maximum theoretical rate of 54 Mbps. When using this mode,
both 802.11b stations and 802.11g stations will be able to
connect.

e 802.11g Super (108 Mbps). Operates in the 2.4 GHz range, and
offers a maximum theoretical rate of 108 Mbps. When using this
mode, only 802.11g Super stations will be able to connect.

e 802.11g Super (11/54/108). Operates in the 2.4 GHz range, and
offers a maximum theoretical rate of 108 Mbps. When using this
mode, 802.11b stations, 802.11g stations, and 802.11g Super
stations will all be able to connect.

Each operation mode indicates a wireless protocol (such as 802.11g

Super), followed by the maximum bandwidth (such as 108 Mbps).
The list of modes is dependent on the selected country.

You can prevent older wireless stations from slowing down your network, by
choosing an operation mode that restricts access to newer wireless
stations.

Note: The actual data transfer speed is usually significantly lower than the
maximum theoretical bandwidth and degrades with distance.

Important: The station wireless cards must support the selected operation
mode. For a list of cards supporting 802.11g Super, refer to
http://www.super-ag.com.
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In this field... Do this...

Channel Select the radio frequency to use for the wireless connection:

e Automatic. The NetDefend firewall automatically selects a
channel. This is the default.

e Aspecific channel. The list of channels is dependent on the
selected country and operation mode.

Note: If there is another wireless network in the vicinity, the two networks
may interfere with one another. To avoid this problem, the networks should
be assigned channels that are at least 25 MHz (5 channels) apart.

Alternatively, you can reduce the transmission power.

Security Select the security protocol to use. For information on the supported
security protocols, see Wireless Security Protocols on page 163.

If you select WEP encryption, the WEP Keys area opens.
If you select WPA, the Require WPA2 (802.11i) field appears.

If you select WPA-PSK, the Passphrase and Require WPA2 (802.11i) fields

appear.

Passphrase Type the passphrase for accessing the network, or click Random to randomly
generate a passphrase.

This must be between 8 and 63 characters. It can contain spaces and

special characters, and is case-sensitive.

For the highest security, choose a long passphrase that is hard to guess, or
use the Random button.

Note: The wireless stations must be configured with this passphrase as well.
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In this field...

Do this...

Require WPA2
(802.11i)

WEP Keys

Key 1, 2, 3, 4 radio
button

Key 1,2, 3,4
length

Specify whether you want to require wireless stations to connect using
WPAZ2, by selecting one of the following:
e Enable. Only wireless stations using WPA2 can access the

WLAN network.

¢ Disable. Wireless stations using either WPA or WPA2 can access
the WLAN network. This is the default.

If you selected WEP encryption, you must configure at least one WEP key.
The wireless stations must be configured with the same key, as well.

Click the radio button next to the WEP key that this gateway should use for
transmission.

The selected key must be entered in the same key slot (1-4) on the station
devices, but the key need not be selected as the transmit key on the
stations.

Note: You can use all four keys to receive data.
Select the WEP key length from the drop-down list.

The possible key lengths are:

e 64 Bits. The key length is 10 characters.

e 128 Bits. The key length is 26 characters.

e 152 Bits. The key length is 32 characters.

Note: Some wireless card vendors call these lengths 40/104/128,
respectively.

Note: WEP is generally considered to be insecure, regardless of the
selected key length.
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In this field... Do this...

Key 1,2, 3,4text Type the WEP key, or click Random to randomly generate a key matching
box the selected length. The key is composed of hexadecimal characters 0-9
and A-F, and is not case-sensitive.

Table 25: Advanced WLAN Settings Fields

In this field... Do this...

Advanced Security

Hide the Network Specify whether you want to hide your network's SSID, by selecting one of
Name (SSID) the following:

e Yes. Hide the SSID.
Only devices to which your SSID is known can connect to your
network.

e No. Do not hide the SSID.
Any device within range can detect your network name using the
wireless network discovery features of some products, such as
Microsoft Windows XP, and attempt to connect to your network.
This is the default.

Note: Hiding the SSID does not provide strong security, because by a
determined attacker can still discover your SSID. Therefore, it is not

recommended to rely on this setting alone for security.
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In this field... Do this...
MAC Address Specify whether you want to enable MAC address filtering, by selecting one
Filtering of the following:

Wireless Transmitter

Transmission Rate

Transmitter Power

e Yes. Enable MAC address filtering.
Only MAC addresses that you added as network objects can
connect to your network.
For information on network objects, see Using Network
Objects on page 129.

¢ No. Disable MAC address filtering. This is the default.

Note: MAC address filtering does not provide strong security, since MAC
addresses can be spoofed by a determined attacker. Therefore, it is not
recommended to rely on this setting alone for security.

Select the transmission rate:

e Automatic. The NetDefend firewall automatically selects a rate.
This is the default.

e Aspecific rate

Select the transmitter power.

Setting a higher transmitter power increases the access point's range. A

lower power reduces interference with other access points in the vicinity.

The default value is Full. It is not necessary to change this value, unless

there are other access points in the vicinity.

Chapter 7: Configuring a Wireless Network

173



Manually Configuring a WLAN @

In this field...

Do this...

Antenna Selection

Fragmentation
Threshold

Multipath distortion is caused by the reflection of Radio Frequency (RF)
signals traveling from the transmitter to the receiver along more than one
path. Signals that were reflected by some surface reach the receiver after
non-reflected signals and distort them.

NetDefend firewalls avoid the problems of multipath distortion by using an
antenna diversity system. To provide antenna diversity, each wireless
security appliance has two antennas.

Specify which antenna to use for communicating with wireless stations:

e Automatic. The NetDefend firewall receives signals through both
antennas and automatically selects the antenna with the lowest
distortion signal to use for communicating. The selection is
made on a per-station basis. This is the default.

e ANT1. The ANT lantenna is always used for communicating.
e ANT 2. The ANT 2 antenna is always used for communicating.
Use manual diversity control (ANT 1 or ANT 2), if there is only one antenna

connected to the appliance.

Type the smallest IP packet size (in bytes) that requires that the IP packet

be split into smaller fragments.

If you are experiencing significant radio interference, set the threshold to a
low value (around 1000), to reduce error penalty and increase overall
throughput.

Otherwise, set the threshold to a high value (around 2000), to reduce

overhead.

The default value is 2346.
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In this field...

Do this...

RTS Threshold

Extended Range
Mode (XR)

Multimedia QoS
(WMM)

Type the smallest IP packet size for which a station must send an RTS
(Request To Send) before sending the IP packet.

If multiple wireless stations are in range of the access point, but not in range
of each other, they might send data to the access point simultaneously,
thereby causing data collisions and failures. RTS ensures that the channel
is clear before the each packet is sent.

If your network is congested, and the users are distant from one another,
set the RTS threshold to a low value (around 500).

Setting a value equal to the fragmentation threshold effectively disables
RTS.

The default value is 2346.

Specify whether to use Extended Range (XR) mode:

e Disabled. XR mode is disabled.
e Enabled. XR mode is enabled. XR will be automatically
negotiated with XR-enabled wireless stations and used as
needed. This is the default.
For more information on XR mode, see About the Wireless Hardware in

Your NetDefend firewall on page 162.

Specify whether to use the Wireless Multimedia (WMM) standard to
prioritize traffic from WMM-compliant multimedia applications:

e Disabled. WMM is disabled. This is the default.

e Enabled. WMM is enabled. The NetDefend firewall will prioritize
multimedia traffic according to four access categories (Voice,
Video, Best Effort, and Background). This allows for smoother
streaming of voice and video when using WMM aware
applications.
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Using the Wireless Configuration Wizard

CPG310

The Wireless Configuration Wizard provides a quick and simple way of setting up

your basic WLAN parameters for the first time.

To configure a WLAN using the Wireless Configuration Wizard

1. Prepare the appliance for a wireless connection as described in Network

Installation on page 35.

2. Click Network in the main menu, and click the My Network tab.

The My Network page appears.

3. In the WLAN network's row, click Edit.
The Edit Network Settings page appears.

4. Click Wireless Wizard.

The Wireless Configuration Wizard opens, with the Wireless Configuration dialog

box displayed.

2 Wireless Configuration —

eb’Page Dialog

Wireless Configuration

Wireless Configuration

the details below.

Enable wireless netwarking

MNetwork Narme (SSID) MetDetend

Country United States hd
Operation Mode 802.11k/g (11/54 Mhps) v
Channel Automatic b

Iext > Cancel l

http: /{152, 168. 10, 1fpopfWizwframe. htril © Internet

Wireless networking allows you to link computers without cables. To use the wireless
networking features of the D-Link NetDefend, select 'Enable wireless networking' and enter

Warning: Selecting an incorrect country could result in a violation of government regulations.

)
)
)
)

5. Select the Enable wireless networking check box to enable the WLAN.
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The fields are enabled.

6. Complete the fields using the information in Basic WLAN Settings Fields on
page 168.

7. Click Next.
8. The Wireless Security dialog box appears.

Wireless Configuration

Wireless Security

To secure your wireless network against unwanted intruders, select a wireless security
protocol. If you want to create a public, unsecured access point, select None'. For
additional options and security protocols, you can access the Network = Intemal Metwork
tab after completing this wizard

@ WPAPSK [Recommendead)
O WEP
O Mo Security

(<Back ) ((Next> ) ( Cancel )

http: /{152, 168. 10, 1fpopfWizwframe. htril © Internet

9. Do one of the following:

e Click WPA-PSK to use the WPA-PSK security mode.

WPA-PSK periodically changes and authenticates encryption keys. This is a
recommended security mode for small, private wireless networks, which
want to authenticate and encrypt wireless data but do not want to install a
RADIUS server. Both WPA and the newer, more secure WPA2 (802.11i)
will be accepted.

e Click WEP to use the WEP security mode.

Using WEP, wireless stations must use a pre-shared key to connect to your
network. WEP is widely known to be insecure, and is supported mainly for
compatibility with existing networks and stations that do not support other
methods.
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e Click No Security to use no security to create a public, unsecured access
point.

e Note: You cannot configure WPA and 802.1x using this wizard. For information on
e configuring these modes, see Manually Configuring a WLAN on page 165.

10. Click Next.

WPA-PSK
If you chose WPA-PSK, the Wireless Configuration-WPA-PSK dialog box appears.

Wireless Configuration

Wireless Configuration - WPA-PSK

Please choose the passphrase to be used for accessing your wireless netwaork, or click on
the dice to generate a random passphrase :
MetDefend E3 Bandom

[ <Back ) [ nNext> ) [ Cancal )

http: {192, 168. 10, 1 fpop{Wizwframe. htrl ® Internet

Do the following:

1. In the text box, type the passphrase for accessing the network, or click Random
to randomly generate a passphrase.

This must be between 8 and 63 characters. It can contain spaces and special
characters, and is case-sensitive.

2. Click Next.
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The Wireless Security Confirmation dialog box appears.

Wireless Configuration

Wireless Security Confirmation

Your wirgless networking configuration has been defined successfully with the following

attributes:
Made Enabled
Metwork Marne [(SS10) MNetDefend
Country United States
Operation Mode 802.11bfy (11/54 Mbps)
Channgl Automatic
Security WWPA-PEK
Security Key MNetDefend

[ <Back ) [ Mext> ) [ Cancel )

Ihttp: /{152, 168. 10, 1 fpopfWizwframe. htril © Internet

3. Click Next.
4. The Wireless Security Complete dialog box appears.

Wireless Configuration

Wireless Security Complete

Your wireless networking configuration has been saved successfully

D Internet

Ihttp: {192, 168, 101 fpop/Wizwframe html

5. Click Finish.
The wizard closes.
6. Prepare the wireless stations.
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See Preparing the Wireless Stations on page 182.

WEP
If you chose WEP, the Wireless Configuration-WEP dialog box appears.

Wireless Configuration

Wireless Configuration - WEP

Which key type do you want to use to secure your wireless network ?
() B4 hits - key is 10 hex characters
() 128 bits - key is 25 hex characters
(O 152 bits - key is 320 hex characters
Enter the WEP key that will be used to access your wireless netwark, or click on the dice

to generate a random key
Please note: the key should consist of hex characters only (0-9 A-F)

€3 Random

([ <Back ) [ Next> ) [ Cancel

Ihttp: {192, 168, 101 fpop/Wizwframe html D Internet

Do the following:
1. Choose a WEP key length.
The possible key lengths are:

e 64 Bits - The key length is 10 hexadecimal characters.
e 128 Bits - The key length is 26 hexadecimal characters.

e 152 Bits - The key length is 32 hexadecimal characters.
Some wireless card vendors call these lengths 40/104/128, respectively.

Note that WEP is generally considered to be insecure, regardless of the selected
key length.

2. In the text box, type the WEP key, or click Random to randomly generate a key
matching the selected length.

The key is composed of characters 0-9 and A-F, and is not case-sensitive. The
wireless stations must be configured with this same key.
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3. Click Next.
The Wireless Security Confirmation dialog box appears.
4. Click Next.
The Wireless Security Complete dialog box appears.
5. Click Finish.
The wizard closes.
6. Prepare the wireless stations.
See Preparing the Wireless Stations on page 182.

No Security
The Wireless Security Complete dialog box appears.

e Click Finish.
The wizard closes.
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Preparing the Wireless Stations

CPG310

After you have configured a WLAN, the wireless stations must be prepared for
connection to the WLAN.

To prepare the wireless stations

1. If you selected the WEP security mode, give the WEP key to the wireless
stations' administrators.

2. If you selected the WPA-PSK security mode, give the passphrase to the wireless
stations' administrator.

3. The wireless stations' administrators should configure the wireless stations and
connect them to the WLAN.

Refer to the wireless cards' documentation for details.

Note: Some wireless cards have "Infrastructure" and "Ad-hoc" modes. These modes
are also called "Access Point" and "Peer to Peer". Choose the "Infrastructure" or
"Access Point" mode.

You can set the wireless cards to either "Long Preamble" or "Short Preamble”.

e

Note: The wireless cards' region and the NetDefend firewall's region must both
match the region of the world where you are located. If you purchased your
NetDefend firewall in a different region, contact technical support.

e
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Troubleshooting Wireless Connectivity

| cannot connect to the WLAN from a wireless station. What should | do?
e Check that the SSID configured on the station matches the NetDefend
firewall's SSID. The SSID is case-sensitive.

e Check that the encryption settings configured on the station (encryption
mode and keys) match the NetDefend firewall's encryption settings.

o |If MAC filtering is enabled, verify that the MAC address of all stations is
listed in the Network Objects page (see Viewing and Deleting Network
Objects on page 138).

How do | test wireless reception?
e Look at the Wireless page, and check for excessive errors or dropped
packets.

e Look at the Active Computers page, to see information for specific wireless
stations, such as the number of transmission errors, and the current
reception power of each station.

e On the wireless station, open a command window and type ping
my.firewall. If you see a large number of dropped packets, you are
experiencing poor reception.

Wireless reception is poor. What should | do?
e Adjust the angle of the antennas, until the reception improves. The
antennas radiate horizontally in all directions.

¢ If both antennas are connected to the NetDefend firewall, check that the
Antenna Selection parameter in the WLAN's advanced settings is set to
Automatic (see Manually Configuring a WLAN on page 165).

o Relocate the NetDefend firewall to a place with better reception, and avoid
obstructions, such as walls and electrical equipment. For example, try
mounting the appliance in a high place with a direct line of sight to the
wireless stations.

e Check for interference with nearby electrical equipment, such as
microwave ovens and cordless or cellular phones.
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e Check the Transmission Power parameter in the WLAN's advanced settings
(see Manually Configuring a WLAN on page 165).

e Make sure that you are not using two access points in close proximity and
on the same frequency. For minimum interference, channel separation
between nearby access points must be at least 25 MHz (5 channels).

e The NetDefend firewall supports XR (Extended Range) technology. For
best range, enable XR mode in the WLAN's advanced settings (see
Manually Configuring a WLAN on page 165), and use XR-enabled
stations.

e Range outdoors is normally much higher than indoors, depending on
environmental conditions.

& Note: You can observe any changes in the wireless reception in the Active Computers
o .
< page. Make sure to refresh the page after making a change.

Note: Professional companies are available for help in setting up reliable wireless
networks, with access to specialized testing equipment and procedures.

e

There are excessive collisions between wireless stations. What should | do?

If you have many concurrently active wireless stations, there may be collisions
between them. Such collisions may be the result of a "hidden node™ problem: not
all of the stations are within range of each other, and therefore are "hidden™ from
one another. For example, if station A and station C do not detect each other, but
both stations detect and are detected by station B, then both station A and C may
attempt to send packets to station B simultaneously. In this case, the packets will
collide, and Station B will receive corrupted data.

The solution to this problem lies in the use of the RTS protocol. Before sending a
certain size IP packet, a station sends an RTS (Request To Send) packet. If the
recipient is not currently receiving packets from another source, it sends back a
CTS (Clear To Send) packet, indicating that the station can send the IP packet. Try
setting the RTS Threshold parameter in the WLAN's advanced settings (see
Manually Configuring a WLAN on page 165) to a lower value. This will cause
stations to use RTS for smaller IP packets, thus decreasing the likeliness of
collisions.
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In addition, try setting the Fragmentation Threshold parameter in the WLAN's
advanced settings (see Manually Configuring a WLAN on page 165) to a lower
value. This will cause stations to fragment IP packets of a certain size into smaller
packets, thereby reducing the likeliness of collisions and increasing network speed.

e Note: Reducing the RTS Threshold and the Fragmentation Threshold too much can
e have a negative impact on performance.

Note: Setting an RTS Threshold value equal to the Fragmentation Threshold value

effectively disables RTS.

'\-':.':':' J'"_

| am not getting the full speed. What should | do?
e The actual speed is always less then the theoretical speed, and degrades
with distance.

¢ Read the section about reception problems. Better reception means better
speed.

e Check that all your wireless stations support the wireless standard you are
using (802.11g or 802.11g Super), and that this standard is enabled in the
station software. Transmission speed is determined by the slowest station
associated with the access point. For a list of wireless stations that support
802.11g Super, see www.super-ag.com.
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Viewing the Event Log

Chapter 8

Viewing Reports

This chapter describes the NetDefend Portal reports.

This chapter includes the following topics:

Viewing the EVENE LOG........coeiiiiiiieieise et 187
Using the Traffic MONITON .........cooiiiiiiiieee e 191
VIEWING COMPULETS......c.viiiiteieiiiteieteste ettt ettt 194
VIeWiNG CONNECTIONS .....c.oiveieiiiieietisie ettt 197
Viewing Wireless STatiStiCS.........c.cvieieiiinieiiieieise e 198

Viewing the Event Log

CP310

You can track network activity using the Event Log. The Event Log displays the
most recent events and color-codes them.

Table 26: Event Log Color Coding

An event marked in Indicates...

this color...

Blue Changes in your setup that you have made yourself or as a result of
a security update implemented by your Service Center.

Red Connection attempts that were blocked by your firewall.

Orange Connection attempts that were blocked by your custom security

rules.
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An event marked in Indicates...
this color...

Green Traffic accepted by the firewall.
By default, accepted traffic is not logged.

However, such traffic may be logged if specified by a security policy
downloaded from your Service Center, or if specified in user-defined
rules.

You can create firewall rules specifying that certain types of connections should be
logged, whether the connections are incoming or outgoing, blocked or accepted.
For information, see Using Rules on page 209.

The logs detail the date and the time the event occurred, and its type. If the event is
a communication attempt that was rejected by the firewall, the event details include
the source and destination IP address, the destination port, and the protocol used for
the communication attempt (for example, TCP or UDP). If the event is a
connection made or attempted over a VPN tunnel, the event is marked by a lock
icon in the VPN column.

This information is useful for troubleshooting. You can export the logs to an *.xls
(Microsoft Excel) file, and then store it for analysis purposes or send it to technical
support.

Note: You can configure the NetDefend firewall to send event logs to a Syslog

i server. For information, see Configuring Syslog Logging on page 384.
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To view the event log
1. Click Reports in the main menu, and click the Event Log tab.
The Event Log page appears.

D-Link

FCOPEETn | EventLog | Traffic Manitor | Active Computers | Active Connections | Wikeless™ | VPN Tannels |

Event Log

= s by frewnl
i: Blocked by e defined rule

Inbermet prnected ted

2. If an event is highlighted in red, indicating a blocked attack on your network,
you can display the attacker’s details, by clicking on the IP address of the
attacking machine.

The NetDefend firewall queries the Internet WHOIS server, and a window
displays the name of the entity to whom the IP address is registered and their
contact information. This information is useful in tracking down hackers.

3. To refresh the display, click Refresh.
4. To save the displayed events to an *.xIs file:

a. Click Save.
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A standard File Download dialog box appears.
b. Click Save.
The Save As dialog box appears.
c. Browse to a destination directory of your choice.
d. Type a name for the configuration file and click Save.
The *.xIs file is created and saved to the specified directory.
5. To clear all displayed events:
a. Click Clear.
A confirmation message appears.
b. Click OK.
All events are cleared.
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Using the Traffic Monitor

CP310

You can view incoming and outgoing traffic for selected network interfaces and
QoS classes using the Traffic Monitor. This enables you to identify network traffic
trends and anomalies, and to fine-tune Traffic Shaper QoS class assignments.

The Traffic Monitor displays separate bar charts for incoming traffic and outgoing
traffic, and displays traffic rates in kilobits/second. If desired, you can change the
number of seconds represented by the bars in the charts, using the procedure
Configuring Traffic Monitor Settings on page 193.

In network traffic reports, the traffic is color-coded as described in the table below.
In the All QoS Classes report, the traffic is color-coded by QoS class.

Table 27: Traffic Monitor Color Coding for Networks

Traffic marked in this color... Indicates...

Blue VPN-encrypted traffic

Red Traffic blocked by the firewall
Green Traffic accepted by the firewall

You can export a detailed traffic report for all enabled networks and all defined
QoS classes, using the procedure Exporting General Traffic Reports on page 194.

Viewing Traffic Reports

CP310

To view a traffic report

1. Click Reports in the main menu, and click the Traffic Monitor tab.
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The Traffic Monitor page appears.

© NETDEFEND'

secured by = CheckPOmt

q 45

DFL-CPG310 | Eventlog | Traffic Monitor | Active Computers | ActiveCBﬁne&ions | Wireless | VPN Tunnels |

Traffic Monitor [ Setings ][ Export J[ Clear J[ Refresh ]

Welcome
Reports

Traffic Monitor Report: [RNIGIEL ) v

Security

Antivirus Qutgoing Incoming
5 Khit/second Khit/zecond
Services 100 100
Network
Setup 75 75
Users
VPN 50 50
Help
Logout 25 25
5] 9, |||.......,.........,.........,....I....,.. . o, e ) TR T
- 09:57:56 14:57.56 19:57:56 D0S7:56 05:57:96 10:57:56 095756 1457:56 19:57:56 005756 05:57:56 10:57:56
Enbeanan Each bar represents 1800 seconds
Legend : [JJ- Trattic blocked by firevesl
- WPN-encrypted activity
- Traffic accepted by firewal

Internet : Connected Service Center : Connected Jan 12, 2006 04:07:54 P GMT-08:00

2. In the Traffic Monitor Report drop-down list, select the network interface for
which you want to view a report.

The list includes all currently enabled networks. For example, if the DMZ
network is enabled, it will appear in the list.

If Traffic Shaper is enabled, the list also includes the defined QoS classes.
Choose All QoS Classes to display a report including all QoS classes. For
information on enabling Traffic Shaper see Using Internet Setup on page 63.

The selected report appears in the Traffic Monitor page.
3. To refresh all traffic reports, click Refresh.
4. To clear all traffic reports, click Clear.

Note: The firewall blocks broadcast packets used during the normal operation of
your network. This may lead to a certain amount of traffic of the type "Traffic
blocked by firewall" that appears under normal circumstances and usually does not
indicate an attack.

oo e
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Configuring Traffic Monitor Settings

CP310

You can configure the interval at which the NetDefend firewall should collect

traffic data for network traffic reports.

To configure Traffic Monitor settings

1. Click Reports in the main menu, and click the Traffic Monitor tab.

The Traffic Monitor page appears.
2. Click Settings.
The Traffic Monitor Settings page appears.

© NETDEFEND

secured by ] Check Poinf

5.0

DFL-CPG310 | Eventlog | Traffic Monitor | Active Computers | Active Connections | Wireless | VPN Tunnels |

Traffic Monitor Settings

Welcome

Reports

Traffic Monitor Settings

Security
Antivirus Sample monitoring data every 1800 seconds

Services
Network
Setup
Users
VPN
Help
Logout

........

Apply l Cancel l Ea:k]

Internet : Connected Service Center : Connected

Jan 12, 2006 04:08:24 P GMT-08 00

3. In the Sample monitoring data every field, type the interval (in seconds) at which

the NetDefend firewall should collect traffic data.

The default value is one sample every 1800 seconds (30 minutes).

4. Click Apply.
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Exporting General Traffic Reports

CP310

You can export a general traffic report that includes information for all enabled
networks and all defined QoS classes to a *.csv (Comma Separated Values) file.
You can open and view the file in Microsoft Excel.

To export a general traffic report
1. Click Reports in the main menu, and click the Traffic Monitor tab.
The Traffic Monitor page appears.
2. Click Export.
A standard File Download dialog box appears.
3. Click Save.
The Save As dialog box appears.
4. Browse to a destination directory of your choice.
5. Type a name for the configuration file and click Save.
A *.csv file is created and saved to the specified directory.

Viewing Computers

CP310

This option allows you to view the currently active computers on your network.
The active computers are graphically displayed, each with its name, IP address, and
settings (DHCP, Static, etc.). You can also view node limit information.

To view the active computers

1. Click Reports in the main menu, and click the Active Computers tab.
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The Active Computers page appears.

© NETDEFEND

secured by B Check Point

DFL-CPG310 | EventlLog | TrafficMonitor | Active Computers | Active Connections | Wireless | VPN Tunnels |

Active Computers

Welcome
Reports

Security AN

Antivirus

! = maeny
Services DoLink 00:08: da:70: a9: 6
Network NetDefand
Setup

" 192.168.10.110 Al
Users @
VPN
= 192,168.10.199
Help Q’ 0050 ba B afich Al
Logout Office Server
== meman

Sofeiers Dk 00:08: da:70:a5: 67

MetDefend

WLAN

E’ 192.150.252.1
oo UD1485 ko8
MetDefend
. 192 168 252,84 (DHCF)
@ 8 S Signal: Illl 4848y 1) 4 add

satellite

Internet : Connected Service Center : Connected Jan 12, 2006 02:30:38 PM GWT-05:00

If you configured High Availability, both the master and backup appliances are
shown. If you configured OfficeMode, the OfficeMode network is shown.

If you are using the DFL-CPG310, the wireless stations are shown. For
information on viewing statistics for these computers, see Viewing Wireless
Statistics on page 198. If a wireless station has been blocked from accessing the
Internet through the NetDefend firewall, the reason why it was blocked is shown
in red.

If you are exceeding the maximum number of computers allowed by your
license, a warning message appears, and the computers over the node limit are
marked in red. These computers are still protected, but they are blocked from
accessing the Internet through the NetDefend firewall.

If HotSpot mode is enabled for some networks, each computer's HotSpot status
is displayed next to it. The possible statuses include:
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e Authenticated. The computer is logged on to My HotSpot.
e Not Authenticated. The computer is not logged on to My HotSpot.

e Excluded from HotSpot. The computer is in an IP address range excluded
from HotSpot enforcement. To enforce HotSpot, you must edit the
network object. See Adding and Editing Network Objects on page 130.

& Note: Computers that did not communicate through the firewall are not counted for
o .. .
i node limit purposes, even though they are protected by the firewall.

Note: To increase the number of computers allowed by your license, you can
upgrade your product. For further information, see Upgrading Your Software
Product on page 379.

Next to each computer, an Add button enables you to add a network object for
the computer, or an Edit button enables you to edit an existing network object
for the computer. For information on adding and editing network objects, see
Adding and Editing Network Objects on page 130.

2. To refresh the display, click Refresh.

'w-t;'_.." e

3. To view node limit information, do the following:

a. Click Node Limit.

The Node Limit window appears with installed software product and the
number of nodes used.

:/1192.168.10.1 - Nod oM %
Installed Product D-Link MetDefend (10 nodes)
Used Nodes a

&) Done @ Internet

b. Click Close to close the window.
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Viewing Connections

CP310

This option allows you to view the currently active connections between your
network and the external world.

To view the active connections
1. Click Reports in the main menu, and click the Active Connections tab.
The Active Connections page appears.

D-Link

"EventCoq | Traffic Monitor | Active Compiters | Active Connections | Wireless | VPR Tinnels |

Active Connections

Services
MNetwork
Setup
Users
VPN
Help

The page displays the information in the table below.
2. To refresh the display, click Refresh.
3. To view information on the destination machine, click its IP address.

The NetDefend firewall queries the Internet WHOIS server, and a window
displays the name of the entity to which the IP address is registered and their
contact information.
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4. To view information about a port, click the port.
A window opens displaying information about the port.

Table 28: Active Connections Fields

This field... Displays...

Protocol The protocol used (TCP, UDP, etc.)

Source - IP Address  The source IP address

Source - Port The source port

Destination - IP The destination IP address

Address

Destination -Port The destination port

QoS Class The QoS class to which the connection belongs
Options An icon indicating further details:

. @ - The connection is encrypted.
e [ - The connection is being scanned by VStream Antivirus.

Viewing Wireless Statistics

CPG310

If your WLAN is enabled, you can view wireless statistics for the WLAN or for
individual wireless stations.

To view statistics for the WLAN
1. Click Reports in the main menu, and click the Wireless tab.
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The Wireless page appears.

¥ NETDEFEND

secured by [ Gheck Poinf

DFL-CPGZ10

Wireless

Welcome
Reports

Security
Antivirus Wireless Mode 802.11b/y (11754 Mbps)
Services MAC Address 00:14:85:1h:cB: d3
Network B Dornain Unknown

Setup A Cauntry United States
Users Channel Automatic (1)

VPN
Help

Logout

Internet : Connected Service Center : Connected Jan 12, 2006 04:15:25 P GMT-05:00

Security WRA-PSK

Connected Stations 1

Statistics Received Transmitted
Frames OK a02 28985
Errors 21451455 17512
Discarded/Dropped Frames 85 17411
Unicast Frames 294 28626
Broadcast Frames 174 325

Multicast Frames

The page displays the information in the table below.

2. To refresh the display, click Refresh.

Table 29: WLAN Statistics

This field...

Displays...

Wireless
Mode

MAC Address
Domain
Country

Channel

The operation mode used by the WLAN, followed by the transmission rate in
Mbps

The MAC address of the NetDefend firewall's WLAN interface
The NetDefend access point's region
The country configured for the WLAN

The radio frequency used by the WLAN
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This field...  Displays...

Security The security mode used by the WLAN

Connected The number of wireless stations currently connected to the WLAN

Stations

Frames OK The total number of frames that were successfully transmitted and received

Errors The total number of transmitted and received frames for which an error
occurred

Discarded/ The total number of discarded or dropped frames transmitted and received

Dropped

Frames

Unicast Frames The number of unicast frames transmitted and received

Broadcast The number of broadcast frames transmitted and received
Frames

Multicast The number of multicast frames transmitted and received
Frames

To view statistics for a wireless station

1. Click Reports in the main menu, and click the Active Computers tab.
The Active Computers page appears.
The following information appears next to each wireless station:

e The signal strength in dB

e A bar chart representing the signal strength
2. Mouse-over the information icon next to the wireless station.

A tooltip displays statistics for the wireless station, as described in the table
below.
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3. To refresh the display, click Refresh.

Table 30: Wireless Station Statistics

This field...

Displays...

Current Rate
Frames OK

Errors

Discarded/
Dropped
Frames

Unicast Frames

Broadcast

Frames

Multicast
Frames

WLAN Mode

XR

The current reception and transmission rate in Mbps
The total number of frames that were successfully transmitted and received

The total number of transmitted and received frames for which an error
occurred

The total number of discarded or dropped frames transmitted and received

The number of unicast frames transmitted and received

The number of broadcast frames transmitted and received

The number of multicast frames transmitted and received

The wireless client's operation mode, indicating the client's maximum speed.
Possible values are B, G, and 108G.

For more information, see Basic WLAN Settings Fields on page 168.

Indicates whether the wireless client supports Extended Range (XR) mode.
Possible values are:

e yes. The wireless client supports XR mode.
e no. The wireless client does not support XR mode.
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This field...  Displays...

Cipher The security protocol used for the connection with the wireless client.

For more information, see Wireless Security Protocols on page 163.
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Setting Your Security Policy

This chapter describes how to set up your NetDefend firewall security policy.

You can enhance your security policy by subscribing to services such as Web
Filtering and Email Filtering. For information on subscribing to services, see Using
Subscription Services on page 281.

This chapter includes the following topics:

Default Security POLICY......ccovcieiiic e 203
Setting the Firewall Security LEVEl .......cccccoeiiivieiiceccece e 204
CONFIGUIING SEIVETS....ecuieiieiie et e et sre e sne 207
USING RUIES ..t 209
USING SMartDETENSE.......ccviiieiice s 220
UsiNg Secure HOISPOL .......ccviviicieicce et 256
Defining an EXPosed HOSt.........covieiiiiieircece e 261

Default Security Policy

The default security policy includes the following rules:
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Access is blocked from the WAN (Internet) to all internal networks (LAN,
DMZ, WLAN, VLANSs, and OfficeMode).

Access is allowed from the internal networks to the WAN, according to the
firewall security level (Low/Medium/High).

Access is allowed from the LAN network to the other internal networks
(DMZ, WLAN, VLANS, and OfficeMode).

Access is blocked from the DMZ, WLAN, VLAN, and OfficeMode
networks to the other internal networks, (including between different
VLANS).

HTTP access to the NetDefend Portal (my.firewall and my.vpn) is allowed
from all internal networks except the WLAN. The WLAN can only access
the NetDefend Portal using HTTPS, unless a specific user-defined rule
allows this.

When using the print server function (see Using Network Printers on page
423), access from internal networks to connected network printers is
allowed.

Access from the WAN to network printers is blocked.

These rules are independent of the firewall security level.

You can easily override the default security policy, by creating user-defined
firewall rules. For further information, see Using Rules on page 209.

Setting the Firewall Security Level

CP310

The firewall security level can be controlled using a simple lever available on the
Firewall page. You can set the lever to three states.
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Table 31: Firewall Security Levels

This Does this... Further Details

level...

Low Enforces basic control on All inbound traffic is blocked to the external
incoming connections, NetDefend firewall IP address, except for ICMP
while permitting all echoes ("pings").
outgoing connections.

All outbound connections are allowed.

Medium Enforces strict control on All inbound traffic is blocked.

all incoming connections,
. " All outbound traffic is allowed to the Internet
while permitting safe
. . except for Windows file sharing (NBT ports 137,
outgoing connections.
138, 139 and 445).
This is the default level
and is recommended for
most cases. Leave it
unchanged unless you
have a specific need for a
higher or lower security
level.
High Enforces strict control on All inbound traffic is blocked.
all incoming and outgoing
. Restricts all outbound traffic except for the
connections.
following: Web traffic (HTTP, HTTPS), email
(IMAP, POP3, SMTP), ftp, newsgroups, Telnet,
DNS, IPSEC IKE and VPN traffic.
e Note: If the security policy is remotely managed, this lever might be disabled.

Chapter 9: Setting Your Security Policy

205



Setting the Firewall Security Level @

Note: The definitions of firewall security levels provided in this table represent the
NetDefend firewall's default security policy. Security updates downloaded from a
Service Center may alter this policy and change these definitions.

'w-t;'_.." e

To change the firewall security level
1. Click Security in the main menu, and click the Firewall tab.
The Firewall page appears.

© NETDEFEND

secured by [E Qngck Point

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

Firewall

Click below to choose your security level

Welcome
Reports
Security

. Security Level
Antivirus

Services I High Medium security
Network Med Enforces strict control on all incoming connections, while permitting
Setup TLOW safe outgoing connections

Users
VPN
Help
Logout

@
Embaaass

Internet : Connected Service Center : Connected Jan 12, 2006 04:19:55 PM GMWT-08:00

2. Drag the security lever to the desired level.
The NetDefend firewall security level changes accordingly.
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Configuring Servers

CP310

Note: If you do not intend to host any public Internet servers (Web Server, Mail

Con . . . .
Server etc.) in your network, you can skip this section.

T

Using the NetDefend Portal, you can selectively allow incoming network
connections into your network. For example, you can set up your own Web server,
Mail server or FTP server.

Note: Configuring servers allows you to create simple Allow and Forward rules for
common services, and it is equivalent to creating Allow and Forward rules in the
Rules page. For information on creating rules, see Using Rules on page 209.

e

To allow a service to be run on a specific host
1. Click Security in the main menu, and click the Servers tab.

The Servers page appears, displaying a list of services and a host IP address for
each allowed service.

¥ NETDEFEND

secured by JE Qngck Point

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

Welcome Servers

Reports Il;\ttvé):(ge enables you to selectively allow incorming network trafiic of several known applications and Intermet services into your
Security
Antivirus No Allow Application Name Host IP VPN Only
Services 1 [ ‘Web Server {5 This Computer Tk Clear
Network 2 [0 FTP Server {2 This Computer Tk Clear
Setup
3 Telnet S = This Comput cl
Vs O elnet Server {5 This Computer Tk Clear
YPN 4 [0 Mail Server (POP3) {2 This Computer Tk Clear
Help 5 [0 Mail Server (SMTP) {5 This Computer Tk Clear
Logaui 6 [0 PPTP Serer {2 This Computer Tk Clear
7 [0 PN Server (PSEC) {5 This Computer Tk Clear
g [0  Microsoft Metworking (NET) {2 This Computer Tk Clear
........
9 [J  IP Telephony (H.323) {5 This Computer Tk Clear

Internet : Connected Service Center : Connected Jan 12, 2008 04:21:05 PM GMT-05:00
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2. Complete the fields using the information in the table below.
3. Click Apply.

A success message appears, and the selected computer is allowed to run the
desired service or application.

Table 32: Servers Page Fields

In this Do this...

column...

Allow Select the desired service or application.

VPN Only Select this option to allow only connections made through a VPN.

Host IP Type the IP address of the computer that will run the service (one of your

network computers) or click the corresponding This Computer button to

allow your computer to host the service.

To stop the forwarding of a service to a specific host
1. Click Security in the main menu, and click the Servers tab.

The Servers page appears, displaying a list of services and a host IP address for
each allowed service.

2. In the desired service or application’s row, click Clear.
The Host IP field of the desired service is cleared.
3. Click Apply.
The service or application is not allowed on the specific host.
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Using Rules

CP310

The NetDefend firewall checks the protocol used, the ports range, and the
destination IP address, when deciding whether to allow or block traffic.

User-defined rules have priority over the default security policy rules and provide
you with greater flexibility in defining and customizing your security policy.

For example, if you assign your company’s accounting department to the LAN
network and the rest of the company to the DMZ network, then as a result of the
default security policy rules, the accounting department will be able to connect to
all company computers, while the rest of the employees will not be able to access
any sensitive information on the accounting department computers. You can
override the default security policy rules, by creating firewall rules that allow
specific DMZ computers (such a manager’s computer) to connect to the LAN
network and the accounting department.

The NetDefend firewall processes user-defined rules in the order they appear in the
Rules table, so that rule 1 is applied before rule 2, and so on. This enables you to
define exceptions to rules, by placing the exceptions higher up in the Rules table.
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For example, if you want to block all outgoing FTP traffic, except traffic from a
specific IP address, you can create a rule blocking all outgoing FTP traffic and
move the rule down in the Rules table. Then create a rule allowing FTP traffic from
the desired IP address and move this rule to a higher location in the Rules table
than the first rule. In the figure below, the general rule is rule number 2, and the
exception is rule number 1.

© NETDEFEND D-Link

sncmred by [ Chock

DFCOPGITO 'FImaﬂ'MllMsl&mﬂdm'Pbmlwrim'

Welcome Rules

1 [@AF fewand gy 150 168.10.195:FTP Sheves oot ® @ Blmse o

2EE e L AN Ome et Netseding ® O B @E

Internot ; enter : Connected

The NetDefend firewall will process rule 1 first, allowing outgoing FTP traffic
from the specified IP address, and only then it will process rule 2, blocking all
outgoing FTP traffic.

The following rule types exist:
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Table 33: Firewall Rule Types

Rule Description
Allow and This rule type enables you to do the following:
Forward

e Permit incoming access from the Internet to a specific service in
your internal network.

e Forward all such connections to a specific computer in your
network.

¢ Redirect the specified connections to a specific port. This option is
called Port Address Translation (PAT).

e Assign traffic to a QoS class.
If Traffic Shaper is enabled for incoming traffic, then Traffic Shaper
will handle relevant connections as specified in the bandwidth policy
for the selected QoS class. For example, if Traffic Shaper is enabled
for incoming traffic, and you create an Allow and Forward rule
associating all incoming Web traffic with the Urgent QoS class, then
Traffic Shaper will handle incoming Web traffic as specified in the
bandwidth policy for the Urgent class.
For information on Traffic Shaper and QoS classes, see Using
Traffic Shaper on page 151.

Creating an Allow and Forward rule is equivalent to defining a server in the

Servers page.

Note: You must use this type of rule to allow incoming connections if your

network uses Hide NAT.

Note: You cannot specify two Allow and Forward rules that forward the same
service to two different destinations.
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Rule

Description

Allow

Block

This rule type enables you to do the following:

e Permit outgoing access from your internal network to a specific
service on the Internet.
Note: You can allow outgoing connections for services that are not
permitted by the default security policy.

e Permit incoming access from the Internet to a specific service in
your internal network.

e Assign traffic to a QoS class.
If Traffic Shaper is enabled for the direction of traffic specified in the
rule (incoming or outgoing), then Traffic Shaper will handle relevant
connections as specified in the bandwidth policy for the selected
QoS class. For example, if Traffic Shaper is enabled for outgoing
traffic, and you create an Allow rule associating all outgoing Web
traffic with the Urgent QoS class, then Traffic Shaper will handle
outgoing Web traffic as specified in the bandwidth policy for the
Urgent class.
For information on Traffic Shaper and QoS classes, see Using
Traffic Shaper on page 151.

Note: You cannot use an Allow rule to permit incoming traffic, if the network or
VPN uses Hide NAT. However, you can use Allow rules for static NAT IP

addresses.

This rule type enables you to do the following:

e Block outgoing access from your internal network to a specific
service on the Internet.

e Block incoming access from the Internet to a specific service in your
internal network.
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Adding and Editing Rules

CP310

To add or edit arule

1. Click Security in the main menu, and click the Rules tab.

The Rules page appears.

¥ NETDEFEND

secured by &= Qngc_kf{qnf

DFL-CPG310

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

........

Internet : Connected Service Center : Connected

2. Do one of the following:

e To add a new rule, click Add Rule.

Rule Type Source

Destination Enabled

Add Fule

e To edit an existing rule, click the Edit icon next to the desired rule.

Chapter 9: Setting Your Security Policy

213



®

Using Rules

The NetDefend Firewall Rule wizard opens, with the Step 1: Rule Type dialog box
displayed.

2 Firewall Rule Wizard"-- Web Page Dialog

D-Link NetDefend Firewall Rule Wizard

Step 1: Rule Type

This wizard will guide you through the process of creating a firewall rule
Which type of rule do you want to create?

(@ Allow and Forward
Allows incoming connections, and forwards them to a local computer

O Allow:
Allows incorming or outgoing connections

() Block:

Blocks incoming or outgoing connections

® Internet

http:if192. 168.10. 1/popiwizRframe. html

3. Select the type of rule you want to create.
4. Click Next.
The Step 2: Service dialog box appears.
The example below shows an Allow rule.

D-Link NetDefend Firewall Rule Wizard

Step 2: Service

Allow and Forward connections to the following service:

O Any Senice
(=) Standard Serice
FTP Server v:
O Custorn Service
Protacol

Port Range

[ <Back ) [ Next> ] [ Cancel )

http: {192,168, 10,1/pop/WizRframe. html @ Internet

5. Complete the fields using the relevant information in the table below.
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6. Click Next.
The Step 3: Destination & Source dialog box appears.

D-Link NetDefend Firewall Rule Wizard

Step 3: Destination & Source

If the connection source is:

ANY ]
Then forward the connection to .
Specified IP ~192.166.10.199
Advanced :
Quality of Service class Default (i

[ Redirect to port
[ Log accepted cannections

[ <Back ) [ Mext> J [ Cancel )

http: {192, 168. 10, 1/pap{WizRframe. html ® Internet

7. Complete the fields using the relevant information in the table below.

The Step 4: Done dialog box appears.

D-Link NetDefend Firewall Rule Wizard

Step 4: Done

This rule will Allow and Forward connections ta FTP Server if the connection source is
ANY and forward thern to 192.168.10.199

Click Finish to save the rule into your settings
Click Back to review your settings:
Click Cancel to quit without saving.

® Internet

http:if192. 168.10. 1/popiwizRframe. html

8. Click Finish.
The new rule appears in the Firewall Rules page.
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Table 34: Firewall Rule Fields

In this field... Do this...

Any Service Click this option to specify that the rule should apply to any service.
Standard Click this option to specify that the rule should apply to a specific standard
Service service.

Custom Service

Protocol

Ports

Source

You must then select the desired service from the drop-down list.

Click this option to specify that the rule should apply to a specific non-

standard service.
The Protocol and Port Range fields are enabled. You must fill them in.

Select the protocol (ESP, GRE, TCP, UDP or ANY) for which the rule
should apply.

To specify the port range to which the rule applies, type the start port
number in the left text box, and the end port number in the right text box.

Note: If you do not enter a port range, the rule will apply to all ports. If you
enter only one port number, the range will include only that port.

Select the source of the connections you want to allow/block.

To specify an IP address, select Specified IP and type the desired IP address
in the filed provided.

To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided.
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In this field... Do this...

Destination Select the destination of the connections you want to allow or block.

To specify an IP address, select Specified IP and type the desired IP address
in the text box.

To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided. This option is not available in Allow
and Forward rules.

To specify the IP address, select This Gateway. This option is not available in
Allow and Forward rules.

To specify any destination except the NetDefend Portal and network
printers, select ANY.

Quality of Select the QoS class to which you want to assign the specified connections.

Service class
If Traffic Shaper is enabled, Traffic Shaper will handle these connections as

specified in the bandwidth policy for the selected QoS class. If Traffic Shaper
is not enabled, this setting is ignored. For information on Traffic Shaper and
QoS classes, see Using Traffic Shaper on page 151.

This drop-down list only appears when defining an Allow rule or an Allow and
Forward rule.

Log accepted Select this option to log the specified blocked or allowed connections.

connections /

By default, accepted connections are not logged, and blocked connections
Log blocked y P 99

. are logged. You can modify this behavior by changing the check box's state.
connections
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In this field... Do this...

Redirect to port Select this option to redirect the connections to a specific port.
You must then type the desired port in the field provided.

This option is called Port Address Translation (PAT), and is only available
when defining an Allow and Forward rule.

Enabling/Disabling Rules

CP310

You can temporarily disable a user-defined rule.

To enable/disable arule

1. Click Security in the main menu, and click the Rules tab.
The Rules page appears.

2. Next to the desired rule, do one of the following:

e To enable the rule, click .
The button changes to &8 and the rule is enabled.

e To disable the rule, click €.
The button changes to @ and the rule is disabled.
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Changing Rules' Priority

CP310

To change arule's priority

1. Click Security in the main menu, and click the Rules tab.
The Rules page appears.

2. Do one of the following:

e Click [A]next to the desired rule, to move the rule up in the table.

e Click [¥] next to the desired rule, to move the rule down in the table.
The rule's priority changes accordingly.

Deleting Rules

CP310

To delete an existing rule
1. Click Security in the main menu, and click the Rules tab.
The Rules page appears.

2. Click the Erase iﬁl icon of the rule you wish to delete.
A confirmation message appears.

3. Click OK.
The rule is deleted.

Chapter 9: Setting Your Security Policy 219



Using SmartDefense @

Using SmartDefense

CP310

The NetDefend firewall includes Check Point SmartDefense Services, based on
Check Point Application Intelligence. SmartDefense provides a combination of
attack safeguards and attack-blocking tools that protect your network in the
following ways:

Validating compliance to standards

Validating expected usage of protocols (Protocol Anomaly Detection)

Limiting application ability to carry malicious data

Controlling application-layer operations

In addition, SmartDefense aids proper usage of Internet resources, such as FTP,
instant messaging, Peer-to-Peer (P2P) file sharing, file-sharing operations, and File
Transfer Protocol (FTP) uploading, among others.
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Configuring SmartDefense

CP310

For convenience, SmartDefense is organized as a tree, in which each branch
represents a category of settings.

{21 Denial of Service

J1P and ICMP

TGP

L3 Port Scan

{JFTP

{2 Microsoft Metworks

{0 1GMP

{21 Peer to Peer

{21 Instant Messaging Trafiic

When a category is expanded, the settings it contains appear as nodes. For
information on each category and the nodes it contains, see SmartDefense

Categories on page 224.

e
=423 Denial of Senice
- Teardrop
-Ping of Death
LAND
*-Mon-TCP Flooding
S IP and ICMP
--Packet Sanity
- Max Ping Size
P Fragments
- Metwork Quota
- Welchia
Cisco 103 DOS
Myl Payload
SETCP
-Strict TCP o
*-Small PMTU
23 Port Scan
-Host Port Scan
“-Bweep Scan
S ZAFTP -

P cTho

Each node represents an attack type, a sanity check, or a protocol or service that is
vulnerable to attacks. To control how SmartDefense handles an attack, you must
configure the relevant node's settings.
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To configure a SmartDefense node

1. Click Security in the main menu, and click the SmartDefense tab.

The SmartDefense page appears.

© NETDEFEND

secured by 51

DFL-CPG310

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

........

SmartDefense

| Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

SmartDefense Configuration

=+ Denial of Service
=-C11P and IGMP

=L1TCP

{1 Port Scan

QaFTP

= HTTP

=-L1 Microsoft Networks
-1 IGMP

{1 Peer to Peer

{1 Instant Messaging Traffic

Internet : Connected Service Center : Connected

Jan 12, 2006 04:25:46 Ph GM

The left pane displays a tree containing SmartDefense categories.

e To expand a category, click the = icon next to it.

e To collapse a category, click the = icon next to it.

2. Expand the relevant category, and click on the desired node.
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The right pane displays a description of the node, followed by fields.

© NETDEFEND

secured by JE C}ngckﬁgmﬂt‘

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot |E osed Host |
SmartDefense
Welcome
Reports
erd
Antivirus
Services =3l Denial of Senice

Teardrop

Some implementations of the TCPAP P fragmentation re-assembly code do not

Teardrop
Networlk Ping of Death properly handle overlapping IP fragments.
LAND Sending two 1P fragments, the latter entirely contained inside the former, causes the
Setup Non-TCP Floadin semver ta allacate tao much memary and crash. TearDrap is a widely available attack
Users =-C1P and ICKP 8 tool that exploits this vulnerability
=1TCP
Act Block v
VPN = Port Sean ction oc
Help LIFTP Track Log v
LIHTTP
Logeut {0 Microsoft Netwarks
-1 IGMP

{1 Peer to Peer
{1 Instant Messaging Traffic

........

[ Apphy ][ Cancel ]f Default ]

Internet : Connected Service Center : Connected Jan 12, 2006 04:31:17 P GMT-02:00

3. To modify the node's current settings, do the following:

a) Complete the fields using the relevant information in SmartDefense
Categories on page 224.

b) Click Apply.
4. To reset the node to its default values:
a) Click Default.
A confirmation message appears.
b) Click OK.
The fields are reset to their default values, and your changes are saved.
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SmartDefense Categories
SmartDefense includes the following categories:

e Denial of Service on page 224

e [P and ICMP on page 229

e TCP on page 239

e Port Scan on page 242

e FTP on page 245

e Microsoft Networks on page 249
e IGMP on page 251

e Peer to Peer on page 252

e Instant Messengers on page 254

Denial of Service

Denial of Service (DoS) attacks are aimed at overwhelming the target with
spurious data, to the point where it is no longer able to respond to legitimate
service requests.

This category includes the following attacks:

Teardrop on page 224

Ping of Death on page 225
LAND on page 226
Non-TCP Flooding on page 227

Teardrop
In a Teardrop attack, the attacker sends two IP fragments, the latter entirely
contained within the former. This causes some computers to allocate too much
memory and crash.
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You can configure how Teardrop attacks should be handled.

SmartDefense Configuration

=l Denial of Service
Teardrop

Ping of Death

LAND

Mon-TCP Flooding

IR and ICMP

= TCP

=1 Port Scan

®=-FTR

CHTTP

{1 Microsoft Networks

- IGMP

-1 Peer to Peer

{1 Instant Messaging Trafic

Teardrop

Sarme implementations of the TCPAP IP fragmentation re-assembly code do not
properly handle overlapping IP fragments.

Sending two IP fragments, the latter entirely contained inside the former, causes the
server to allocate too much memory and crash. TearDrop is a widely available attack
tool that exploits this walnerability

Action Block I l
Track Log [V]

v

[ Apphy )( Cancel )f Detfault ]

Table 35: Teardrop Fields

In this field...

Do this...

Action Specify what action to take when a Teardrop attack occurs, by selecting one
of the following:
e Block. Block the attack. This is the default.
e None. No action.
Track Specify whether to log Teardrop attacks, by selecting one of the following:
e Log. Log the attack. This is the default.
e None. Do not log the attack.
Ping of Death

In a Ping of Death attack, the attacker sends a fragmented PING request that
exceeds the maximum IP packet size (64KB). Some operating systems are unable

to handle such

requests and crash.
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You can configure how Ping of Death attacks should be handled.

SmartDefense Configuration

=l Denial of Service
Teardrop
Ping of Death
LAND
Mon-TCP Flooding
IR and ICMP
= TCP
=1 Port Scan
®=-FTR
CHTTP
{1 Microsoft Networks
- IGMP
-1 Peer to Peer
{1 Instant Messaging Trafic

Ping of Death
A malformed PING request that crashes the target computer,
The attacker sends a fragmented PING request that exceeds the maximum [P
packet size [B4KB]. Some operating systems are unable to handle such requests
and crash

Action Block IV]
Track Lag ["l

[ Apphy )( Cancel )f Detfault ]

Table 36: Ping of Death Fields

In this field...

Do this...

Action

Track

Specify what action to take when a Ping of Death attack occurs, by selecting
one of the following:

e Block. Block the attack. This is the default.

e None. No action.

Specify whether to log Ping of Death attacks, by selecting one of the
following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

LAND

In a LAND attack, the attacker sends a SYN packet, in which the source address
and port are the same as the destination (the victim computer). The victim

computer then

tries to reply to itself and either reboots or crashes.

226

D-Link NetDefend firewall User Guide



®)

Using SmartDefense

You can configure how LAND attacks should be handled.

SmartDefense Configuration

=l Denial of Service
Teardrop

Ping of Death

LAND

Mon-TCP Flooding

IR and ICMP

= TCP

=1 Port Scan

®=-FTR

CHTTP

{1 Microsoft Networks

- IGMP

-1 Peer to Peer

{1 Instant Messaging Trafic

LAND
Sarme implementations of TCR/AP are wulnerable to SN packets in which the source
address and port are the same as the destination, i.e; spoofed. LAND is a widely
available attack tool that exploits this wulnerability

Action Block ¥

Track Log hd

[ Apphy )( Cancel )f Detfault ]

Table 37: LAND Fields

In this field... Do this...

Action Specify what action to take when a LAND attack occurs, by selecting one of
the following:
¢ Block. Block the attack. This is the default.
e None. No action.

Track Specify whether to log LAND attacks, by selecting one of the following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

Non-TCP Flooding

Advanced firewalls maintain state information about connections in a State table.
In non-TCP Flooding attacks, the attacker sends high volumes of non-TCP traffic.
Since such traffic is connectionless, the related state information cannot be cleared
or reset, and the firewall State table is quickly filled up. This prevents the firewall
from accepting new connections and results in a Denial of Service (DoS).
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You can protect against Non-TCP Flooding attacks by limiting the percentage of
state table capacity used for non-TCP connections.

SmartDefense Configuration

it
=3 Denial of Senice
Teardrop
Ping of Death
LAND
MNon-TCP Flooding
-1 1P and ICMP
#-L1TCP
{1 Port Scan
QaFTP

L0 GMP
{1 Peer to Peer
&-] Instant Messaging Trafic

Non-TCP Flooding

Hackers directly target security devices such as firewalls. In advanced firewalls, state
information about connections is maintained in a State table. The State table
includes connection-ariented TCP and connectionless non-TCP protocols. Hackers
can send high volumes of non-TCP traffic, in an effort to fill up a firewall State table
This prevents the firewall fram accepting new connections and results in a Denial of
Serice [DoS]. Mon TCP flonding can be prevented by enabling this defense

Action MNone ¥

Track Mone i

Max. Percent Mon-TCP Traffic 0%

[ Apphy J[ Cancel Jf Default J

Table 38: Non-TCP Flooding Fields

In this field...

Do this...

Action

Track

Max. Percent
Non-TCP Traffic

Specify what action to take when the percentage of state table capacity used
for non-TCP connections reaches the Max. Percent non-TCP traffic threshold.
Select one of the following:

e Block. Block any additional non-TCP connections.
e None. No action. This is the default.

Specify whether to log non-TCP connections that exceed the Max. Percent

Non-TCP Traffic threshold, by selecting one of the following:

e Log. Log the connections.
¢ None. Do not log the connections. This is the default.

Type the maximum percentage of state table capacity allowed for non-TCP
connections.

The default value is 0%.
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IP and ICMP

This category allows you to enable various IP and ICMP protocol tests, and to
configure various protections against IP and ICMP-related attacks. It includes the
following:

e Packet Sanity on page 229

e Max Ping Size on page 231
e |IP Fragments on page 232
¢ Network Quota on page 234
e Welchia on page 235

e Cisco 10S DOS on page 236
e Null Payload on page 238

Packet Sanity
Packet Sanity performs several Layer 3 and Layer 4 sanity checks. These include
verifying packet size, UDP and TCP header lengths, dropping IP options, and
verifying the TCP flags.

You can configure whether logs should be issued for offending packets.

SmartDefense Configuration

Packet Sanity

{1 Denial of Service

B 1P and ICMP This option performs several Layer 3 and Layer 4 sanity checks. These include
i-Packet Sanity verifying packet size, UDP and TCP header lengths, dropping IP options, and
i ; verifying the TCP flags.

-May Ping Size
IP Fragments
Metwork Quota :
\Welchia Action Block IV]
Cisco 105 DOS Track Log [¥]
(:ITT\IC?E Payload Dizable relaxed UDP length verification False Ivl
{1Part Scan
CIFTP
CIHTTR
LI Micrasoft Networks
C1IGMP
(1 Peer to Peer
Instant Messaging Trafiic

You can configure whether logs should be issued for offending packets

f Apply J[ Cancel ]f Default ]
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Table 39: Packet Sanity Fields

In this field... Do this...

Action Specify what action to take when a packet fails a sanity test, by selecting
one of the following:
e Block. Block the packet. This is the default.
e None. No action.

Track Specify whether to issue logs for packets that fail the packet sanity tests, by

Disable relaxed
UDP length
verification

selecting one of the following:

e Log. Issue logs. This is the default.
e None. Do not issue logs.

The UDP length verification sanity check measures the UDP header length
and compares it to the UDP header length specified in the UDP header. If
the two values differ, the packet may be corrupted.

However, since different applications may measure UDP header length
differently, the NetDefend firewall relaxes the UDP length verification sanity
check by default, performing the check but not dropping offending packets.
This is called relaxed UDP length verification.

Specify whether the NetDefend firewall should relax the UDP length
verification sanity check or not, by selecting one of the following:

e True. Disable relaxed UDP length verification. The NetDefend
firewall will drop packets that fail the UDP length verification
check.

e False. Do not disable relaxed UDP length verification. The
NetDefend firewall will not drop packets that fail the UDP length
verification check. This is the default.
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Max Ping Size

PING (ICMP echo request) is a program that uses ICMP protocol to check whether
a remote machine is up. The client sends a request, and the server responds with a
reply echoing the client's data.

An attacker can echo the client with a large amount of data, causing a buffer

overflow. You

can protect against such attacks by limiting the allowed size for

ICMP echo requests.

3 Denial of Service

EH3IP and ICMP
Packet Sanity

~Max Ping Size

|P Fragments

Metwork Quota

‘Welchia

Cisco 103 DOS

Mull Payload

2 C1TCP

7 (1 Port Scan

2 CIFTP

o CIHTTP

o1 Microsoft Metwarks

£ C1IGMP

71 Peer to Peer

21 Instant Messaging Traffic

Max Ping Size
PING [ICMP echa request]; is a program that uses ICMP protocol to check whether
a remote maching is up. A reguest is sent by the client, and the semver responds with
a reply echoing the client's data.
An attacker might echo the client with a large amount of data, for example, causing a
buffer overflow.

Action Block i
Track Laog iy
Max Ping Size 1500

[ Apply ][ Cancel ][ Default ]

Table 40: Max Ping Size Fields

In this field...

Do this...

Action

Track

Specify what action to take when an ICMP echo response exceeds the Max
Ping Size threshold, by selecting one of the following:

¢ Block. Block the request. This is the default.
¢ None. No action.

Specify whether to log ICMP echo responses that exceed the Max Ping Size

threshold, by selecting one of the following:

e Log. Log the responses. This is the default.
¢ None. Do not log the responses.
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In this field... Do this...

Max Ping Size Specify the maximum data size for ICMP echo response.

The default value is 1500.

IP Fragments
When an IP packet is too big to be transported by a network link, it is split into
several smaller IP packets and transmitted in fragments. To conceal a known attack
or exploit, an attacker might imitate this common behavior and break the data
section of a single packet into several fragmented packets. Without reassembling
the fragments, it is not always possible to detect such an attack. Therefore, the
NetDefend firewall always reassembles all the fragments of a given IP packet,
before inspecting it to make sure there are no attacks or exploits in the packet.

You can configure how fragmented packets should be handled.

SmartDefense Configuration

o IP Fragments

_a %eg::dl féhaamw An attacker might break the data section of a single packet into several fragmented
Packet Sanity packets, trying to conceal known attacks and exploits. Without reassembling the
Max Ping Size fragments, it is not always possible to detect such an attack
IP Fragments =
Metwark Quota Forbid IP Fragments False [
Welchia Max Mumnber of Incomplete Packets 300
Cisco 105 DOS
Mull Payload Timeout for Discarding Incomplete Packets 10

aTep

=1 Port Scan Track Naone ~

=-LFTR

CHTTP

{1 Microsoft Networks

=L IGMP

-1 Peer to Peer
{1 Instant Messaging Trafic

[ Apphy J[ Cancel J[ Default ]
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Table 41: IP Fragments Fields

In this field...

Do this...

Forbid IP Fragments

Max Number of
Incomplete Packets

Timeout for
Discarding
Incomplete Packets

Track

Specify whether all fragmented packets should be dropped, by selecting
one of the following:

e True. Drop all fragmented packets.

e False. No action. This is the default.

Under normal circumstances, it is recommended to leave this field set to
False. Setting this field to True may disrupt Internet connectivity, because
it does not allow any fragmented packets.

Type the maximum number of fragmented packets allowed. Packets
exceeding this threshold will be dropped.

The default value is 300.

When the NetDefend firewall receives packet fragments, it waits for
additional fragments to arrive, so that it can reassemble the packet.
Type the number of seconds to wait before discarding incomplete
packets.

The default value is 10.

Specify whether to log fragmented packets, by selecting one of the
following:

e Log. Log all fragmented packets.
»_None. Do not log the fragmented packets. This is the default.
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Network Quota

An attacker may try to overload a server in your network by establishing a very
large number of connections per second. To protect against Denial Of Service
(DoS) attacks, Network Quota enforces a limit upon the number of connections per
second that are allowed from the same source IP address.

You can configure how connections that exceed that limit should be handled.

SmartDefense Configuration

{1 Denial of Semice

E3 P and ICMP
Packet Sanity
Max Ping Size
IF Fragments
MNetwork Quota
Welchia
Cisco 102 DOS
Mull Payload

QTee

I Port Scan

=-LIFTP

F-LCIHTTR

{1 Microsoft Networks

CIIGMP

-1 Peer to Peer

-] Instant Messaging Trafic

Network Quota

Metwork Quota enforces a limit upon the number of connections that are allowed from
the same source [P address, to protect against Denial Of Service [DoS] attacks.
YWhen a certain source exceeds the number of allowed connections, Metwork Cluota
can either block all new connection attempts from that source, or track the event

Action Block
Track Laog

Max. Connections/Second from Same Source [P 100

f Al ][ Cancel ][ Diefault ]

Table 42: Network Quota Fields

In this field...

Do this...

Action

Track

Specify what action to take when the number of network connections

from the same source reaches the Max. Connections/Second per Source [P

threshold. Select one of the following:

e Block. Block all new connections from the source. Existing
connections will not be blocked. This is the default.

e None. No action.

Specify whether to log connections from a specific source that exceed

the Max. Connections/Second per Source IP threshold, by selecting one of

the following:

e Log. Log the connections. This is the default.
e None. Do not log the connections.
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In this field...

Do this...

Max.
Connections/Second
from Same Source IP

Type the maximum number of network connections allowed per second

from the same source IP address.

The default value is 100.

Set a lower threshold for stronger protection against DoS attacks.

Note: Setting this value too low can lead to false alarms.

Welchia

The Welchia worm uses the MS DCOM vulnerability or a WebDAV vulnerability.
After infecting a computer, the worm begins searching for other live computers to
infect. It does so by sending a specific ping packet to a target and waiting for the
reply that signals that the target is alive. This flood of pings may disrupt network

connectivity.

You can configure how the Welchia worm should be handled.

SmartDefense Configuration

-1 Denial of Service

EH3IP and ICMP
Packet Sanity
hlax Ping Size
IP Fragments
Metwark Cuota
Welchia
Cisco 105 DOS
Mull Payload

#-L1TCP

{1 Port Scan

QaFTP

= IHTTR

#-_1 Microsoft Networks

L1 IGMP

{1 Peer to Peer

&-] Instant Messaging Trafic

Welchia

The ¥Welchia worm uses the MS DCOM vulnerability or a WehDAY wulnerahility. After
infecting a computer, the warm beging searching for other live computers to infect. It
does so by sending a specific ping packet to a target and waiting for the reply that
signals that the target is alive. This flood of pings may disrupt network connectivity

Action Block ¥

Track Log v

f Apply ]r Cancel ]r Default ]
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Table 43: Welchia Fields

In this field... Do this...

Action Specify what action to take when the Welchia worm is detected, by selecting
one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Track Specify whether to log Welchia worm attacks, by selecting one of the

following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

Cisco 10S DOS
Cisco routers are configured to process and accept Internet Protocol version 4
(IPv4) packets by default. When a Cisco 10S device is sent a specially crafted
sequence of IPv4 packets (with protocol type 53 - SWIPE, 55 - IP Mobility, 77 -
Sun ND, or 103 - Protocol Independent Multicast - PIM), the router will stop
processing inbound traffic on that interface.
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You can configure how Cisco 10S DOS attacks should be handled.

{1 Denial of Service
EAIP and ICMP

IP Fragments
Metwork Quota

‘Welchia
Cisco 10S DOS
Mull Payload
{aTCP
{1Part Scan
CIFTP
CIHTTR
LI Micrasoft Networks
C1IGMP
(1 Peer to Peer
Instant Messaging Trafiic

Cisco 10S DOS

Cizco routers are configured to process and accept Internet Protocol version 4 [IPvd]
packets by default. A specially-crafted sequence of IPwd packets with protocal type
53 - SWIPE, 55 - IP Mability, 77 - Sun ND, or 103 - Protocal Independent Multicast -
PIM, which is handled by the processor on a Cisco 103 device, can cause the router
to stop processing inbound trafic on that interface,

Action Elock [V]
Track Log [Vl
Mumber of Hops to Protect 10

Action Protection for SWIPE - Protocol 53 Block [Vl
Action Protection for IP Mability - Protocol 55 Block [Vl
Action Protection for SUN-ND - Protocol 77 Elock [V]
Action Protection for PIM - Protocol 103 Elock [V]

[ Apphy ]f Cancel J[ Default J

Table 44: Cisco 10S DOS

In this field...

Do this...

Action

Track

Number of Hops to Protect

Specify what action to take when a Cisco |IOS DOS attack occurs,

by selecting one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Specify whether to log Cisco 10S DOS attacks, by selecting one of

the following:

e Log. Log the attack. This is the default.
¢ None. Do not log the attack.

Type the number of hops from the enforcement module that Cisco
routers should be protected.

The default value is 10.
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In this field...

Do this...

Action Protection for

SWIPE - Protocol 53 /
IP Mobility - Protocol 55 /
SUN-ND - Protocol 77 /

PIM - Protocol 103

Specify what action to take when an IPv4 packet of the specific

protocol type is received, by selecting one of the following:

e None. No action.

e Block. Drop the packet. This is the default.

Null Payload

Some worms, such as Sasser, use ICMP echo request packets with null payload to
detect potentially vulnerable hosts.

You can configure how null payload ping packets should be handled.

SmartDefense Configuration

-1 Denial of Service

EH3IP and ICMP
Packet Sanity
hlax Ping Size
IP Fragments
Metwark Cuota
Welchia
Cisco 105 DOS
Null Payload

®-TCP

{1 Port Scan

QaFTP

= IHTTR

#-_1 Microsoft Networks

L1 IGMP

{1 Peer to Peer

®-(J Instant Messaging Traffic

Null Payload

Some worms, such as Sasser, use [ICMP echo request packets with null payload to
detect potentially valnerable hosts.

When this protection is enabled, SmartDefense will identify and drop the null payload
ping packets

Action Block ¥

Track Log v

f Apply ]r Cancel ]r Default ]

Table 45: Null Payload Fields

In this field...

Do this...

Action

Specify what action to take when null payload ping packets are detected, by

selecting one of the following:

Block. Block the packets. This is the default.
None. No action.
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In this field... Do this...

Track Specify whether to log null payload ping packets, by selecting one of the
following:

e Log. Log the packets. This is the default.
e None. Do not log the packets.

TCP

This category allows you to configure various protections related to the TCP
protocol. It includes the following:

e Strict TCP on page 239

e Small PMTU on page 241

Strict TCP

Out-of-state TCP packets are SYN-ACK or data packets that arrive out of order,
before the TCP SYN packet.

Note: In normal conditions, out-of-state TCP packets can occur after the firewall
restarts, since connections which were established prior to the reboot are unknown.
This is normal and does not indicate an attack.

e
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You can configure how out-of-state TCP packets should be handled.

SmartDefense Configuration

{1 Denial of Semice
1P and ICMP
E-TCP
Strict TCP
Srnall PMTU
{1 Port Scan
= 3FTP
HLIHTTR
#-_] Microsoft Metworks
L1 IGMP
{1 Peer to Peer
®-(J Instant Messaging Traffic

Strict TCP
Strict TCP controls the way the firewall handles all out-of-state TCP packets. Out-of
state packets are SYN-ACK or data packets that arrive out of order, before the TCP
SYN packet. If you wish to have an extra strict policy, set Strict TCP action to block’

Action MNone [V]

Track Log IVI

f Al ][ Cancel ][ Diefault ]

Table 46: Strict TCP

In this field...

Do this...

Action

Track

Specify what action to take when an out-of-state TCP packet arrives, by
selecting one of the following:

e Block. Block the packets.
e None. No action. This is the default.

Specify whether to log null payload ping packets, by selecting one of the

following:

e Log. Log the packets. This is the default.
o None. Do not log the packets.
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Small PMTU

Small PMTU (Packet MTU) is a bandwidth attack in which the client fools the
server into sending large amounts of data using small packets. Each packet has a
large overhead that creates a "bottleneck” on the server.

You can protect against this attack by specifying a minimum packet size for data
sent over the Internet.

SmartDefense Configuration

{1 Denial of Service
LCI1IP and ICMP
TR

-Gtrict TGP

Small PMTU

1 Port Scan
SFTR
CaHTTP
(1 Microsoft Metworks
CI11GMP
{1Peerto Peer
{CdInstant Messaging Traffic

Small PMTU
Small PMTU is a bandwidth attack in which, the client fools the sever into sending
large amounts of data using small packets. Each packet has a large overhead that
creates a "bottleneck” on the server

Action MNone [V]
Track Log [V]
Minimal MTU Size 300

[ Apphy ]f Cancel J[ Default J

Table 47: Small PMTU Fields

In this field...

Do this...

Action

Track

Specify what action to take when a packet is smaller than the Minimal MTU
Size threshold, by selecting one of the following:

e Block. Block the packet.
e None. No action. This is the default.

Specify whether to issue logs for packets are smaller than the Minimal MTU
Size threshold, by selecting one of the following:

e Log. Issue logs. This is the default.
e None. Do not issue logs.
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In this field... Do this...
Minimal MTU Type the minimum value allowed for the MTU field in IP packets sent by a
Size client.
An overly small value will not prevent an attack, while an overly large value
might degrade performance and cause legitimate requests to be dropped.
The default value is 300.
Port Scan

An attacker can perform a port scan to determine whether ports are open and
vulnerable to an attack. This is most commonly done by attempting to access a port
and waiting for a response. The response indicates whether or not the port is open.

This category includes the following types of port scans:

e Host Port Scan. The attacker scans a specific host's ports to determine
which of the ports are open.

e Sweep Scan. The attacker scans various hosts to determine where a specific

port is open

You can configure how the NetDefend firewall should react when a port scan is

detected.

SmartDefense Configuration

-1 Denial of Service
LIIP and ICMP
QTep
=+ Port Scan
Host Port Scan
Sweep Scan
QaFTe
CIHTTP
=L Microsoft Netwaorks
#-C1IGMP
{1 Peer ta Peer
{1 Instant Messaging Trafic

Host Port Scan

which semvices a host offers

A host port scan is directed at a specific host or network. A scan can determine

Mumber of ports accessed
In a period of [seconds]
Track

Detect scans from Internet only

30
20
MNaone

False

f Apply ]r Cancel ]r Default ]
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Table 48: Port Scan Fields

In this field... Do this...

Number of ports SmartDefense detects ports scans by measuring the number of ports

accessed accessed over a period of time. The number of ports accessed must exceed
the Number of ports accessed value, within the number of seconds specified by
the In a period of [seconds] value, in order for SmartDefense to consider the
activity a scan.

Type the minimum number of ports that must be accessed within the In a
period of [seconds] period, in order for SmartDefense to detect the activity as
a port scan.

For example, if this value is 30, and 40 ports are accessed within a specified
period of time, SmartDefense will detect the activity as a port scan.

For Host Port Scan, the default value is 30. For Sweep Scan, the default
value is 50.
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In this field...

Do this...

In a period of
[seconds]

Track

Detect scans
from Internet only

SmartDefense detects ports scans by measuring the number of ports
accessed over a period of time. The number of ports accessed must exceed
the Number of ports accessed value, within the number of seconds specified by
the In a period of [seconds] value, in order for SmartDefense to consider the
activity a scan.

Type the maximum number of seconds that can elapse, during which the
Number of ports accessed threshold is exceeded, in order for SmartDefense to
detect the activity as a port scan.

For example, if this value is 20, and the Number of ports accessed threshold is
exceeded for 15 seconds, SmartDefense will detect the activity as a port
scan. If the threshold is exceeded for 30 seconds, SmartDefense will not
detect the activity as a port scan.

The default value is 20 seconds.

Specify whether to issue logs for scans, by selecting one of the following:

e Log. Issue logs. This is the default.
e None. Do not issue logs. This is the default.

Specify whether to detect only scans originating from the Internet, by
selecting one of the following:

e False. Do not detect only scans from the Internet. This is the
default.

e True. Detect only scans from the Internet.
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FTP

This category allows you to configure various protections related to the FTP
protocol. It includes the following:

e FTP Bounce on page 245

e Block Known Ports on page 246

e Block Port Overflow on page 247

e Blocked FTP Commands on page 248

FTP Bounce
When connecting to an FTP server, the client sends a PORT command specifying
the IP address and port to which the FTP server should connect and send data. An
FTP Bounce attack is when an attacker sends a PORT command specifying the IP
address of a third party instead of the attacker's own IP address. The FTP server
then sends data to the victim machine.

You can configure how FTP bounce attacks should be handled.

SmartDefense Configuration

IWID FTP Bounce
8 ‘[;.EZ:LI Inéra;ejwme When connecting to an FTP server, the client sends a PORT command specifying
HLOTCR the IP address and port to which the FTP server should connect and send data. An
-1 Port Sean FTP Bounce attack is when an attacker sends a PORT command specifying the IP
E-FTP address of a third party instead of the attacker's own IP address. The FTP server then
FTP Bounce sends data to the victim machine.
Elack Known Ponts
Elock Port Overflow Actien Block [vl
Blocked FTP Camrmands Track Log [V]
CHTTP
{1 Microsoft Networks
=L IGMP

-1 Peer to Peer
{1 Instant Messaging Trafic

f Al ][ Cancel ][ Diefault ]
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Table 49: FTP Bounce Fields

In this field... Do this...

Action Specify what action to take when an FTP Bounce attack occurs, by selecting
one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Track Specify whether to log FTP Bounce attacks, by selecting one of the

following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

Block Known Ports
You can choose to block the FTP server from connecting to well-known ports.

% Note: Known ports are published ports associated with services (for example, SMTP
B is port 25).

This provides a second layer of protection against FTP bounce attacks, by
preventing such attacks from reaching well-known ports.

SmartDefense Configuration

2 Denial of & Block Known Ports
SR mdlCNE You can speciy whether to allow the FTP semer to connect to well-known ports

STep This provides a second protection against certain FTP bounce attacks. The server will
1 Port Scan not let the bounce connect to any port running a known service.

E-FTP
FTP Bounce Action Mone l"l

Block Known Ports
Block Port Owerflow
Elacked FTP Commands
=-LHTTR
-1 Microsoft Networks
SiGMp
{1 Peer to Peer
&-] Instant Messaging Trafic

f Apply ][ Cancel ][ Default ]
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Table 50: Block Known Ports Fields

In this field...

Do this...

Action

Specify what action to take when the FTP server attempts to connect to a
well-known port, by selecting one of the following:

e Block. Block the connection.
e None. No action. This is the default.

Block Port Overflow
FTP clients send PORT commands when connecting to the FTP sever. A PORT

command consists of a series of numbers between 0 and 255, separated by

commas.

To enforce compliance to the FTP standard and prevent potential attacks against
the FTP server, you can block PORT commands that contain a number greater than

255.

SmartDefense Configuration

{21 Denial of Service
{J1P and ICMP
TGP
{23 Port Scan
SC3FTR

. -FTP Bounce

J1GMP
{21 Peer to Peer

+Block Known Ports

. Block Port Overflow

*Blocked FTP Commands
{1 Microsoft Metworks

{21 Instant Messaging Traffic

Block Port Overflow
FTP clients send PORT commands when connecting to the FTP sever. A PORT
command consists of a series of numbers between 0 and 255, separated by
commas
Block Port Overflow rejects PORT commands that contain a number greater than
255

Action Elock j

[ Apply ][ Cancel J[ Default ]
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Table 51: Block Port Overflow

In this field...

Do this...

Action

Block. Block the PORT command. This is the default.

None. No action.

Specify what action to take for PORT commands containing a number
greater than 255, by selecting one of the following:

Blocked FTP Commands

Some seldom-used FTP commands may compromise FTP server security and
integrity. You can specify which FTP commands should be allowed to pass through

the security server, and which should be blocked.

SmartDefense Configuration

-] Denial of Senice
-1 1P and ICMP
QTce
{1 Port Scan
E-FTP
FTP Bounce
Block Knawn Ports
Block Port Owerflow

&-C1 HTTP

-1 Microsoft Networks
SiGMp

{1 Peer to Peer

&-] Instant Messaging Trafic

Blocked FTP Commands

Use this page to select which FTP commands are allowed to pass through the

firgweall

Blocked FTP Commands

Action Elock

Blocked commands:

]

Allowed commands:

ABOR

ACCT

apaT
ALLO
AFPPE

i
BYE
BYTE

f Apply ][ Cancel ][ Default ]

To enable FTP command blocking

e In the Action drop-down list, select Block.
The FTP commands listed in the Blocked commands box will be blocked.

FTP command blocking is enabled by default.
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To disable FTP command blocking
e In the Action drop-down list, select None.
All FTP commands are allowed, including those in the Blocked commands box.

To block a specific FTP command
1. In the Allowed commands box, select the desired FTP command.
2. Click Block.
The FTP command appears in the Blocked commands box.
3. Click Apply.
When FTP command blocking is enabled, the FTP command will be blocked.

To allow a specific FTP command
1. In the Blocked commands box, select the desired FTP command.
2. Click Accept.
The FTP command appears in the Allowed commands box.
3. Click Apply.

The FTP command will be allowed, regardless of whether FTP command
blocking is enabled or disabled.

Microsoft Networks
This category includes File and Print Sharing.
Microsoft operating systems and Samba clients rely on Common Internet File

System (CIFS), a protocol for sharing files and printers. However, this protocol is
also widely used by worms as a means of propagation.
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You can configure how CIFS worms should be handled.

SmartDefense Configuration

{1 Denial of Senice
LCIIP and ICMP
Tce
{1Port Scan
CaFe
CaHTTP
= Microsoft Networks
File and Print Sharing
Cyieme
{1Peerto Peer
{dInstant Messaging Trafiic

File and Print Sharing

Aworm i a selfreplicating malware malicious software that propagates by actively

sending itself to new machines. CIFS, The Common Intemet File System
sormetimes called SMB is a protocol for sharing files and printers. The protocal is

irmplerented and widely used by Microsoft operating systems, as well as by Samba

clients. Many worms, once they have infected a host, use CIFS as their means of
propagation.

Action
Track

MNane [V]
Mone [VI
Bugbear

Lioten

W=04-031 MetDDE “ulnerability

MS05-003 Indexing Service Yulnerability
MS05-010 License Logging Server Yulnerability
MS05-040 Telephony Service Yulnerability

[ Apply ]f Cancel ]f Defau\‘l. ]

Table 52: File Print and Sharing Fields

In this field...

Do this...

Action

Track

CIFS worm patterns
list

Specify what action to take when a CIFS worm attack is detected, by

selecting one of the following:

Block. Block the attack.
None. No action. This is the default.

Specify whether to log CIFS worm attacks, by selecting one of the

following:

Log. Log the attack.

None. Do not log the attack. This is the default.

Select the worm patterns to detect.

Patterns are matched against file names (including file
paths but excluding the disk share name) that the client is
trying to read or write from the server.
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IGMP

This category includes the IGMP protocol.

IGMP is used by hosts and routers to dynamically register and discover multicast
group membership. Attacks on the IGMP protocol usually target a vulnerability in
the multicast routing software/hardware used, by sending specially crafted IGMP

packets.

You can configure how IGMP attacks should be handled.

SmartDefense Configuration

{1 Denial of Senice
LCIIP and ICMP
CaTep

{1Port Scan

CIFTP

LCaHTTR

O Microsoft Netwarks

C1Peerto Peer
{dInstant Messaging Traffic

IGMP

IGMP iz used by hosts and routers to dynamically register and discover multicast
group membership. Attacks on the IGMP protocol usually target a vulnerability in the
multicast routing software/hardware used, by sending specially crafted IGMP packets

Action Block [vl
Track Log [v]
Enforce IGMP to multicast addresses Block [vl

[ Aapaly ][ Cancel ][ Default ]

Table 53: IGMP Fields

In this field...

Do this...

Action

Track

Specify what action to take when an IGMP attack occurs, by selecting
one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Specify whether to log IGMP attacks, by selecting one of the following:

e Log. Log the attack. This is the default.
¢ None. Do not log the attack.
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In this field... Do this...

Enforce IGMP to According to the IGMP specification, IGMP packets must be sent to

multicast addresses  multicast addresses. Sending IGMP packets to a unicast or broadcast
address might constitute and attack; therefore the NetDefend firewall
blocks such packets.

Specify whether to allow or block IGMP packets that are sent to non-
multicast addresses, by selecting one of the following:

e Block. Block IGMP packets that are sent to non-multicast
addresses. This is the default.

e None. No action.

Peer to Peer

SmartDefense can block peer-to-peer traffic, by identifying the proprietary
protocols and preventing the initial connection to the peer-to-peer networks. This
prevents not only downloads, but also search operations.

This category includes the following nodes:
o KaZaA

e Gnutella

e eMule

e BitTorrent

Note: SmartDefense can detect peer-to-peer traffic regardless of the TCP port being

G L .
e used to initiate the session.
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In each node, you can configure how peer-to-peer connections of the selected type
should be handled, using the table below.

SmartDefense Configuration

ok

{1 Denial of Service
CIIP and ICMP
caTep

1 Port Scan

CIFTP

CIHTTP

{1 Microsoft Networks
el

eMule
BitTorrent
{1 Instant Messaging Traffic

Kazaa

Kazaa is a popular Peer to Peer Protocol, running over TCP port 1214 or over HTTP

Action MNone [V]
Track MNaone IV]
Block proprietary protocols on all ports Block [V]
Block masgurading over HTTP protocal Block IV]

[ Apphy ][ Cancel J[ Default J

Table 54: Peer-to-Peer Fields

In this field...

Do this...

Action

Track

Block proprietary

protocols on all ports

Specify what action to take when a connection is attempted, by selecting
one of the following:

e Block. Block the connection.
e None. No action. This is the default.

Specify whether to log peer-to-peer connections, by selecting one of the
following:

e Log. Log the connection.
¢ None. Do not log the connection. This is the default.

Specify whether proprietary protocols should be blocked on all ports, by
selecting one of the following:

e Block. Block the proprietary protocol on all ports. This in effect
prevents all communication using this peer-to-peer
application. This is the default.

« None. Do not block the proprietary protocol on all ports.
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Instant Messengers

SmartDefense can block instant messaging applications that use VVolP protocols, by
identifying the messaging application's fingerprints and HTTP headers.

This category includes the following nodes:

e Skype

e Yahoo
e ICQ

Note: SmartDefense can detect instant messaging traffic regardless of the TCP port
being used to initiate the session.

In each node, you can configure how instant messaging connections of the selected
type should be handled, using the table below.

SmartDefense Configuration

{1 Denial of Senice
C3IP and ICMP
SaTer

1 Port Scan

CaFe

CaHTTP

I Micrasoft Networks
CI1GMP

{1Peerto Peer

Skype

SmantDefense can block Skype traffic by identifying Skype fingerprints and HTTP
headers. SmartDefense is able to detect instant messaging traffic regardless of the
TCP port being used to initiate the peer to peer session. Skype uses UDP or TCP port
1024 and higher ar HTTP for peer to peer telephony.

Action MNane Ivl
Track Mone ["l
Block proprietary protocols on all ports Block ["l
Block masgurading over HTTP protocol Block ["l

[App\y ][ Cancel ][ Default ]
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Table 55: Instant Messengers Fields

In this field... Do this...

Action Specify what action to take when a connection is attempted, by selecting
one of the following:
e Block. Block the connection.
e None. No action. This is the default.

Track Specify whether to log instant messenger connections, by selecting one

Block proprietary
protocols on all ports

of the following:

e Log. Log the connection.
¢ None. Do not log the connection. This is the default.

Specify whether proprietary protocols should be blocked on all ports, by
selecting one of the following:

e Block. Block the proprietary protocol on all ports. This in effect
prevents all communication using this instant messenger
application. This is the default.

« None. Do not block the proprietary protocol on all ports.
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Using Secure HotSpot

You can enable your NetDefend firewall as a public Internet access hotspot for
specific networks. When users on those networks attempt to access the Internet,
they are automatically re-directed to the My HotSpot page http://my.hotspot. On
this page, they must read and accept the My HotSpot terms of use, and if My
HotSpot is configured to be password-protected, they must log on using their
username and password. The users may then access the Internet.

Users can also log out in the My HotSpot page.

% Note: HotSpot users are automatically logged out after one hour of inactivity.
'\-\."-\'J_"_—

Secure HotSpot is useful in any wired or wireless environment where Web-based
user authentication or terms-of-use approval is required prior to gaining access to
the network. For example, Secure HotSpot can be used in public computer labs,
educational institutions, libraries, Internet cafés, and so on.

The NetDefend firewall allows you to add guest users quickly and easily. By
default, guest users are given a username and password that expire in 24 hours and
granted HotSpot Access permissions only. For information on adding quick guest
users, see Adding Quick Guest Users on page 365.
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You can choose to exclude specific network objects from HotSpot enforcement.
For information, see Using Network Objects on page 129.

& Important: SecuRemote VPN software users who are authenticated by the Internal
VPN Server are automatically exempt from HotSpot enforcement. This allows, for
example, authenticated employees to gain full access to the corporate LAN, while

guest users are permitted to access the Internet only.

Note: HotSpot enforcement can block traffic passing through the firewall; however, it
does not block local traffic on the same network segment (traffic that does not pass
through the firewall).

'w-t;'_.." e

Setting Up Secure HotSpot

To set up Secure HotSpot

1. Enable Secure HotSpot for the desired networks.
See Enabling/Disabling Secure HotSpot on page 258.

2. Customize Secure HotSpot as desired.
See Customizing Secure HotSpot on page 259.

3. Grant HotSpot Access permissions to users on the selected networks.
See Adding and Editing Users on page 361.

4. To exclude specific computers from HotSpot enforcement, by adding or editing
their network objects.

See Adding and Editing Network Objects on page 130.

You must select Exclude this computer/network from HotSpot enforcement
option.

5. Add quick guest users as needed.
See Adding Quick Guest Users on page 365.
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Enabling/Disabling Secure HotSpot

To enable/disable Secure HotSpot
1. Click Security in the main menu, and click the My HotSpot tab.
The My HotSpot page appears.

© NETDEFEND

secured by &1 Qnquf’.(;|_n“t'

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

My HotSpot

Welcome

Reports
securiy s

Antivirus HotSpot Networks @
Services AN

Network Comz

Setup CIwian

Users
VPN
Help
Logout My HotSpot Terms

Customize HotSpot

My HotSpot Title  NetDetend Secured by CheckPoint

Thank you for choosing D-Link Security Products! =]

[CIhdy HotSpot is password-protected )

prpIy J[ Cancel )f Freview J

Internet : Connected Service Center : Gonnected Jan 12, 2006 06:27.36 P GMT-08:00

2. In the HotSpot Networks area, do one of the following:

e To enable Secure HotSpot for a specific network, select the check box
next to the network.

e To disable Secure HotSpot for a specific network, clear the check box
next to the network.

3. Click Apply.
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Customizing Secure HotSpot

To customize Secure HotSpot

1. Click Security in the main menu, and click the My HotSpot tab.
The My HotSpot page appears.

2. Complete the fields using the information in the table below.
Additional fields may appear.

¥ NETDEFEND

secured by [E gneck F’oiﬂ"t:

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

My HotSpot

Saved successfully

Welcome

Reports
Security

Antivirus

HotSpot Networks @
Services
Network W
Setup Liomz
Users CIwWLAN
VPN Customize HotSpot

Help My HotSpot Title  |MetDefend Secured by CheckPaoint

Logout

1)
Embeadea

My HotSpat Terms

Thank you for choosing D-Link Security Products! -l

[“IMy HotSpot is passward-protected )

[¥] Allow a user to Ingin from more than one computer at the same time

[ Apply J[ Cancel J[ Frewigw ]

Internet : Connected Service Center : Connected

3. To preview the My HotSpot page, click Preview.
A browser window opens displaying the My HotSpot page.
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4. Click Apply.
Your changes are saved.

Table 56: My HotSpot Fields

In this field... Do this...

My HotSpot Type the title that should appear on the My HotSpot page.

Title
The default title is "Welcome to My HotSpot".

My HotSpot Type the terms to which the user must agree before accessing the Internet.

Terms
You can use HTML tags as needed.

My HotSpot is Select this option to require users to enter their username and password
password before accessing the Internet.
protected

If this option is not selected, users will be required only to accept the terms of
use before accessing the network.

The Allow a user to login from more than one computer at the same time check box
appears.

Allow a user to Select this option to allow a single user to log on to My HotSpot from multiple
login from more computers at the same time.

than one

computer at the

same time
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Defining an Exposed Host

CP310

The NetDefend firewall allows you to define an exposed host, which is a computer
that is not protected by the firewall. This is useful for setting up a public server. It
allows unlimited incoming and outgoing connections between the Internet and the
exposed host computer.

The exposed host receives all traffic that was not forwarded to another computer by
use of Allow and Forward rules.

hacker attacks. Defining an exposed host is not recommended unless you are fully
aware of the security risks.

& Warning: Entering an IP address may make the designated computer vulnerable to

To define a computer as an exposed host
1. Click Security in the main menu, and click the Exposed Host tab.
The Exposed Host page appears.

© NETDEFEND

secured by JE gngck Py

DFL-CPG310 | Firewall | Servers | Rules | SmartDefense | HotSpot | ExposedHost |

Exposed Host

You can allow unlimited access from the Internet to a designated computer.
Warning: This may make the designated computer vulnerable to unauthorized access

Exposed Host

Exposed Host {3 This Computer i Clear

Welcome
Reports
Security
Antivirus

Services
Network

Setup

Users
VPN
Help
Logout

--------

Internet : Connected Service Center : Connected Jan 12, 2006 06:23:47 PM GMT-08:00
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2. In the Exposed Host field, type the IP address of the computer you wish to
define as an exposed host.

Alternatively, you can click This Computer to define your computer as the
exposed host.

3. Click Apply.
The selected computer is now defined as an exposed host.

To clear the exposed host

1. Click Security in the main menu, and click the Exposed Host tab.
The Exposed Host page appears.

2. Click Clear.

3. Click Apply.
No exposed host is defined.
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Chapter 10

Using VStream Antivirus

This chapter explains how to use the VStream Antivirus engine to block security
threats before they reach your network.

This chapter includes the following topics:

OVEIVIBW ..ottt sttt bttt sttt ettt 263

Enabling/Disabling VStream ANtiVIUS .......cccveveiineiiese e seese e 265

Viewing VStream Signature Database Information ...........ccccccoceviviennnnn. 266

Configuring VStream ANLIVIFUS .......ccccveiveierieiiie s se e 267

Updating VStream ANLIVIFUS .........ooveieieiisecece e 279
Overview

The NetDefend firewall includes VStream Antivirus, an embedded stream-based
antivirus engine based on Check Point Stateful Inspection and Application
Intelligence technologies, which performs virus scanning at the kernel level.

VStream Antivirus scans files for malicious content on the fly, without
downloading the files into intermediate storage. This means minimal added latency
and support for unlimited file sizes; and since VStream Antivirus stores only
minimal state information per connection; it can scan thousands of connections
concurrently. In order to scan archive files on the fly, VStream Antivirus performs
real-time decompression and scanning of ZIP, TAR, and GZ archive files, with
support for nested archive files.

When VStream Antivirus detects malicious content, the action it takes depends on
the protocol in which the virus was found. See the table below. In each case,
VStream Antivirus blocks the file and writes a log to the Event Log.
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Table 57: VStream Antivirus Actions

If a virus if found in
this protocol...

VStream Antivirus does this...

The protocol is detected
on this port...

HTTP

POP3

IMAP

SMTP

FTP

TCP and UDP

Terminates the
connection

Terminates the
connection

Deletes the virus-
infected email from the
server

Terminates the
connection

Replaces the virus-
infected email with a
message notifying the
user that a virus was
found

Rejects the virus-
infected email with error
code 554

Sends a "Virus
detected" message to
the sender

Terminates the data
connection

Sends a "Virus detected"
message to the FTP
client

Terminates the
connection

All ports on which VStream is
enabled by the policy, not
only port 80

The standard TCP port 110.

The standard TCP port 143

The standard TCP port 25

The standard TCP port 21

Generic TCP and UDP ports,
other than those listed above

oo e

Note: In protocols that are not listed in this table, VStream Antivirus uses a "best
effort" approach to detect viruses. In such cases, detection of viruses is not

guaranteed and depends on the specific encoding used by the protocol.
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If you are subscribed to the VVStream Antivirus subscription service, VStream
Antivirus virus signatures are automatically updated, so that security is always up-
to-date, and your network is always protected.

Note: VStream Antivirus differs from the Email Antivirus subscription service (part of

G
= the Email Filtering service) in the following ways:

¢ Email Antivirus is centralized, redirecting traffic through the Service
Center for scanning, while VStream Antivirus scans for viruses in the
gateway itself.

e Email Antivirus is specific to email, scanning incoming POP3 and
outgoing SMTP connections only, while VStream Antivirus supports
additional protocols, including incoming SMTP and outgoing POP3
connections.

You can use either antivirus solution or both in conjunction. For information on
Email Antivirus, see Email Filtering on page Error! Bookmark not defined..

Enabling/Disabling VStream Antivirus

CP310

To enable/disable VStream Antivirus

1. Click Antivirus in the main menu, and click the Antivirus tab.
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The VStream Antivirus page appears.

¥ NETDEFEND

secured by JE Checkpmnt

DFL-CPG310 | Antivirus | Policy | Advanced |

VStream Antivirus

Welcome
Reports

Security

Antivirus i
) QOn Antivirus On

Services Q? Off Antivirus scanning will be performed

Network

Setup

Users Status
VPN Main database: Jan 9, 2006 01:47:20 AM GMT Version: 1.2.0
Daily database: Jan 12, 2006 03:54:18 AM GMT YVersion: 1.2.5

Next update: Jan 12, 2006 07:49:31 PM GMT-08:00 > Update Now
0K

Help

Logout
Status:

........

Internet : Connected Service Center : Connected Jan 12, 2006 06:32:37 PM GMT-08:00

2. Drag the On/Off lever upwards or downwards.
VStream Antivirus is enabled/disabled for all internal network computers.

Viewing VStream Signhature Database Information

CP310

VStream Antivirus maintains two databases: a daily database and a main database.
The daily database is updated frequently with the newest virus signatures.
Periodically, the contents of the daily database are moved to the main database,
leaving the daily database empty. This system of incremental updates to the main
database allows for quicker updates and saves on network bandwidth.

You can view information about the VVStream signature databases currently in use,
in the VStream Antivirus page.
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Table 58: Account Page Fields

This field... Displays...

Main database The date and time at which the main database was last updated,
followed by the version number.

Daily database The date and time at which the daily database was last updated, followed

by the version number.

Next update The next date and time at which the NetDefend firewall will check for
updates.
Status The current status of the database. This includes the following statuses:

e Database Not Installed
o OK

Configuring VStream Antivirus
You can configure VStream Antivirus in the following ways:

e Configuring the VStream Antivirus Policy on page 267
e Configuring VStream Advanced Settings on page 275

Configuring the VStream Antivirus Policy

CP310

VStream Antivirus includes a flexible mechanism that allows the user to define
exactly which traffic should be scanned, by specifying the protocol, ports, and
source and destination IP addresses.

V/Stream Antivirus processes policy rules in the order they appear in the Antivirus
Policy table, so that rule 1 is applied before rule 2, and so on. This enables you to
define exceptions to rules, by placing the exceptions higher up in the Rules table.
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For example, if you want to scan all outgoing SMTP traffic, except traffic from a
specific IP address, you can create a rule scanning all outgoing SMTP traffic and
move the rule down in the Antivirus Policy table. Then create a rule passing SMTP
traffic from the desired IP address and move this rule to a higher location in the
Antivirus Policy table than the first rule. In the figure below, the general rule is rule
number 2, and the exception is rule number 1.

Destination Direction  Enabled
1 [A][¥] Pass 19216910199 ANY:Mal Server (SMTP) @ B SEo FEdn

Ser (SMTP) @ B S @FEd

2 [AF¥]  Scam A AN Ma

Intarnet @ Connected Sarvice Contar : Connactan

The NetDefend firewall will process rule 1 first, passing outgoing SMTP traffic
from the specified IP address, and only then it will process rule 2, scanning all
outgoing SMTP traffic.

The following rule types exist:

VStream Antivirus Rule Types

Table 59: VStream Antivirus Rule Types

Rule Description

Pass This rule type enables you to specify that VStream Antivirus should not scan
traffic matching the rule.
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Rule Description

Scan This rule type enables you to specify that VStream Antivirus should scan traffic
matching the rule.

If a virus is found, it is blocked and logged.

Adding and Editing Rules

CP310

To add or edit arule
1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

¥ NETDEFEND

secured by [ CheckPmnt

DFL-CPG310 | Antivirus | Policy | Advanced |

Welcome Antivirus Policy

Reports

Rule Type Source Destination Direction Enabled

Security

Erifisfirus 1 [a][v] Scan LAN WAN (Internet):¥Web Server (1] a8 i Erase G Edit
Services 2 Al Scan ANY ANY:Mail Server (SMTF) @ @B Erase E2Edit
Network 3 [A][¥]  Scan ANY ANY:Mail Server (POP3) (1] @ Erace GAEdit
Setu

p 4 @AM Scan ANY AMY:IMAP Server @ @B Erace E2Edit

Users
VPN
Help

Logout

) Add Pule

Internet : Connected Service Center : Connected Jan 13, 2006 08:15:34 &M GMT-08:00

2. Do one of the following:

e To add a new rule, click Add Rule.

e To edit an existing rule, click the Edit icon next to the desired rule.
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The VStream Policy Rule Wizard opens, with the Step 1: Rule Type dialog box

VStream Policy Rule Wizard

Step 1: Rule Type

This wizard will guide you through the process of creating a VStream rule
Which type of rule do you want to create?

Scan;
Scan and block wiruses in incoming or outgoing connections

Pass:
Dont scan incoming or outgoing connections for viruses

® Internet

http://192.168.10.1jpop{Wiz&vRFrame. html

3. Select the type of rule you want to create.
4. Click Next.
The Step 2: Service dialog box appears.
The example below shows a Scan rule.

VStream Policy Rule Wizard

Step 2: Service

Scan connections to the following service

(&) Any Service
) Standard Service

O Custom Service
Protocal

Port Range

[ <Back ) [ Next> ) [ Cancel )

http://192.168.10.1jpop{Wiz&vRFrame. html ® Internet

5. Complete the fields using the relevant information in the table below.
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6. Click Next.
The Step 3: Destination & Source dialog box appears.

VStream Policy Rule Wizard

Step 3: Destination & Source

If the connection source is:

ANY ]
And the destination is

Specified IP (i}
Data Direction: Download and Upload data ]

[ <Back ) [ Next> ) [ Cancel )

http://192.168.10.1jpop{Wiz&vRFrame. html ® Internet

7. Complete the fields using the relevant information in the table below.

The Step 4: Done dialog box appears.

VStream Policy Rule Wizard

Step 4: Done

This rule will Scan connections to Any Service if the connection source is ANY and the
destination is 192.168.10.199 and the data direction is Download and Upload data

Click Finish to save the rule into your settings
Click Back to review your settings
Click Cancel to guit without saving

http://192.168.10.1jpop{Wiz&vRFrame. html ® Internet

8. Click Finish.
The new rule appears in the Firewall Rules page.
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Table 60: VStream Rule Fields

In this field... Do this...

Any Service Click this option to specify that the rule should apply to any service.
Standard Click this option to specify that the rule should apply to a specific standard
Service service.

Custom Service

You must then select the desired service from the drop-down list.

Click this option to specify that the rule should apply to a specific non-
standard service.

The Protocol and Port Range fields are enabled. You must fill them in.

Protocol Select the protocol (TCP, UDP, or ANY) for which the rule should apply.

Ports To specify the port range to which the rule applies, type the start port
number in the left text box, and the end port number in the right text box.
Note: If you do not enter a port range, the rule will apply to all ports. If you
enter only one port number, the range will include only that port.

If the Select the source of the connections you want to allow/block.

connection

source is To specify an IP address, select Specified IP and type the desired IP address
in the filed provided.
To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided.
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In this field... Do this...

And the Select the destination of the connections you want to allow or block.

destination is
To specify an IP address, select Specified IP and type the desired IP address

in the text box.

To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided. This option is not available in Allow
and Forward rules.

To specify the NetDefend Portal and network printers, select This Gateway.
This option is not available in Allow and Forward rules.

To specify any destination except the NetDefend Portal and network
printers, select ANY.

Data Direction Select the direction of connections to which the rule should apply:

e Download and Upload data. The rule applies to downloaded and
uploaded data. This is the default.

e Download data. The rule applies to downloaded data, that is, data
flowing from the destination of the connection to the source of the
connection.

e Upload data. The rule applies to uploaded data, that is, data flowing
from the source of the connection to the destination of the
connection.

Enabling/Disabling Rules

CP310

You can temporarily disable a VVStream Antivirus rule.

To enable/disable arule
1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.
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2. Next to the desired rule, do one of the following:

e To enable the rule, click .

The button changes to &8 and the rule is enabled.
e To disable the rule, click €.

The button changes to @ and the rule is disabled.

Changing Rules' Priority

CP310

To change arule's priority

1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

2. Do one of the following:

e Click [A] next to the desired rule, to move the rule up in the table.

e Click [¥] next to the desired rule, to move the rule down in the table.
The rule's priority changes accordingly.

Deleting Rules

CP310

To delete an existing rule
1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

2. Click the Erase ﬁ icon of the rule you wish to delete.
A confirmation message appears.

274 D-Link NetDefend firewall User Guide



@ Configuring VStream Antivirus

3. Click OK.
The rule is deleted.

Configuring VStream Advanced Settings

CP310

To configure VStream Antivirus advanced settings
1. Click Antivirus in the main menu, and click the Advanced tab.
The Advanced Antivirus Settings page appears.

W NETDEFEND
)

secured by Iﬂlqng k

DFL-CPG310 | Antivirus | Policy | Advanced |

VStream Antivirus
Welcome

Reports

" Advanced Antivirus Settings
Security

L. File Types
Antivirus
. [] Block potentially unsafe file types in email messages )
Services - @
Pass safe file types without scannin
Network Eiy d
Setup Status
Users Maxirnurm nesting level 5 levels @
VPN
Maxirurm compression ratio 1: 100 @
Help .
Wyhen archived file exceeds limit or extraction fails Pass file without scanning b7 @
Logout -
When a password-protected file is found in archive Pass file without scanning A )

[App\y ][ Cancel ][ Default ]

Internet : Connected Service Center : Connected Jan 13, 2006 09:39:20 AM GMT-0800

2. Complete the fields using the table below.
3. Click Apply.
4. To restore the default VStream Antivirus settings, do the following:
a) Click Default.
A confirmation message appears.
b) Click OK.
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The VStream Antivirus settings are reset to their defaults. For information on
the default values, refer to the table below.

Table 61: Advanced Antivirus Settings Fields

In this field... Do this...

File Types

Block potentially unsafe Select this option to block all emails containing potentially unsafe
file types in email attachments.

messages

Unsafe file types are:

e DOS/Windows executables, libraries and drivers
e Compiled HTML Help files

e VBScript files

e Files with {CLSID} in their name

e The following file extensions: ade, adp, bas, bat, chm,
cmd,com, cpl, crt, exe, hlp, hta, inf, ins, isp, js, jse,
Ink, mdb, mde, msc, msi, msp, mst, pcd, pif, reg, scr,
sct, shs,shb, url, vb, vbe, vbs, wsc, wsf, wsh.
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In this field... Do this...
Pass safe file types Select this option to accept common file types that are known to
without scanning be safe, without scanning them.

Safe files types are:

MPEG streams
RIFF Ogg Stream
MP3

PDF

PostScript
WMA/WMV/ASF
RealMedia

JPEG - only the header is scanned, and the rest of
the file is skipped

Selecting this option reduces the load on the gateway by skipping

safe file types. This option is selected by default.

Status

Maximum nesting level Type the maximum number of nested content levels that

VStream Antivirus should scan.

Setting a higher number increases security. Setting a lower

number prevents attackers from overloading the gateway by

sending extremely nested archive files.

The default value is 5 levels.
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In this field... Do this...
Maximum compression Fill in the field to complete the maximum compression ratio of
ratio 1:x files that VStream Antivirus should scan.

For example, to specify a 1:150 maximum compression ratio,
type 150.

Setting a higher number allows the scanning of highly
compressed files, but creates a potential for highly compressible
files to create a heavy load on the appliance. Setting a lower
number prevents attackers from overloading the gateway by
sending extremely compressible files.

The default value is 100.

When archived file Specify how VStream Antivirus should handle files that exceed
exceeds limit or extraction the Maximum nesting level or the Maximum compression ratio, and

fails files for which scanning fails. Select one of the following:

e Pass file without scanning. Scan only the number of
levels specified, and skip the scanning of more deeply
nested archives. Furthermore, skip scanning highly
compressible files, and skip scanning archives that
cannot be extracted because they are corrupt. This is
the default.

e Block file. Block the file.

When a password- VStream Antivirus cannot extract and scan password-protected
protected file is found in files inside archive. Specify how VStream Antivirus should handle
archive such files, by selecting one of the following:

e Pass file without scanning. Accept the file without
scanning it. This is the default.

e Block file. Block the file.
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Updating VStream Antivirus

CP310

When you are subscribed to the VStream Antivirus updates service, VStream
Antivirus virus signatures are automatically updated, keeping security up-to-date
with no need for user intervention. However, you can still check for updates
manually, if needed.

To update the VStream Antivirus virus signature database

1. Click Antivirus in the main menu, and click the Antivirus tab.
The VStream Antivirus page appears.

2. Click Update Now.

The VStream Antivirus database is updated with the latest virus signatures.
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@ Connecting to a Service Center

Chapter 11

Using Subscription Services

This chapter explains how to start subscription services, and how to use Software
Updates, Web Filtering, and Email Filtering services.

Note: Check with your reseller regarding availability of subscription services, or surf

oo . . .
5 to www.sofaware.com/servicecenters to locate a Service Center in your area.

T

This chapter includes the following topics:

Connecting t0 @ SErvice CeNTE ........cccoviiieieiiere e 281
Viewing Services INformation ... 287
Refreshing Your Service Center CONNECLION..........cccooeieriiieiieieneienins 288
Configuring YOour ACCOUNT.......coiiiiiirieiieie ettt e 288
Disconnecting from Your Service Center...........cccoveverienininicne e 289
WED FILEIING ...cviiiiiieiee e e 290
Automatic and Manual Updates ...........ccceeveriiiineienineece e 294

Connecting to a Service Center

CP310

To connect to a Service Center

1. Click Services in the main menu, and click the Account tab.
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The Account page appears.

O NETDEFEND

secured by & Chgck Poinf

DFL-CPG310 | Account |

Welcome Account

Service Accoun

Reports

Security Buy Product Upgrades and Subscription Senvices > Buy
Antivirus Connect to a Service Center > Connect
Servic
RETE3 Service Status Information
Setup =
Users t\—- Software Updates Mot Subscribed NAA
VPN
Help Remote Wanagement Mot Subscribed NAA
Logout
@ Web Filtering Mat Subscribed M,
@
@ Email Antivirus Not Subscribed AR
SPAM  Email Antisparm Mot Subscribed e
@: WE5tream Antivirus Signature Updates Mot Subscribed [HAA
DNS Dynamic DNS Mot Subscribed A
@ Dynamic YEN Not Subscribed NAA
Logging & Reporting Mot Subscribed NAA

Internet : Connected Service Center : Connected

2. In the Service Account area, click Connect.
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The NetDefend Services Wizard opens, with the Service Center dialog box
displayed.

etup Wizard - Web Paj

D-Link NetDefend Services Wizard

Service Center

Your D-Link MetDefend allows additional security services, including security and firmware
updates, content filtering and antivirus - enabling you to receive a comprehensive security
solution that is always up-to-date

If you have already purchased security subscription from your service provider or reseller,
enter your subscription provider details below.

If you have not subscribed yet or wiould like to subscribe to more services, click Locate a
Serice Center.

[“] Connect to a Serice Center
() usercenter. sofaware.com
(O] Specified [P (123123123123

Next > l Cancel I

http: {192, L68. 10, 1/pap/WizhFrame. html & Internet

3. Make sure the Connect to a different Service Center check box is selected.
4. Do one of the following:

e To connect to the SofaWare Service Center, choose
usercenter.sofaware.com.

e To specify a Service Center, choose Specified IP and then in the Specified
IP field, enter the desired Service Center’s IP address, as given to you by
your system administrator.

5. Click Next.

e The Connecting... screen appears.
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e |f the Service Center requires authentication, the Service Center Login
dialog box appears.

D-Link NetDefend Services Wizard

Service Center Login

This Service Center reguires authentication.
Please enter your subscription details as given to you by your Service Provider or system

administrator.

Gateway D 00000,

Registration Key sesssssssssssss

[ <Back J [ Mext> J [ Cancel )

http: /{192, 168.10. 1/pop/WizhFrams. html B Inkernet

Enter your gateway ID and registration key in the appropriate fields, as given
to you by your service provider, then click Next.

e The Connecting... screen appears.

e The Confirmation dialog box appears with a list of services to which you
are subscribed.

D-Link NetDefend Services Wizard

Confirmation

Welcome to the SofaWare Service Center

You are now subscribed to the following services:
Software Updates
Web Filtering
Logging & Reporting
Dynamic DNS
VStream Antivirus Signature Updates
Subscription Expires : Dec 31, 2006

Tao confirm, click Next

[ <Back ) [ Next> J [ Cancel J

http://192.168.10.1/pop/WizMframe. html & Internet
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6. Click Next.
The Done screen appears with a success message.

D-Link NetDefend Services Wizard

Done

Sewvices configured successfully.

Finish i

© Internet

http:{{192. 168. 10,1 /pap{WizMframe. htrl

7. Click Finish.
The following things happen:

e If a new firmware is available, the NetDefend firewall may start
downloading it. This may take several minutes. Once the download is
complete, the NetDefend firewall restarts using the new firmware.

e The Welcome page appears.
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e The services to which you are subscribed are now available on your
NetDefend firewall and listed as such on the Account page. See Viewing
Services Information on page 287 for further information.

W NETDEFEND

secured by JE CheckF’mnf

DFL-CPG310

Welcome
Reports
Security

Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

3)
Embeddsd

Account

| Account | WebFiltering | Software Updates |

(ilj \Web Filteting
@Q Ernail Antivirus

Logging & Reporting

QN? Dynamic DNS

@- WStream Antivirus Signature Updates

Buy Product Upgrades and Subscription Services > Buy
Connect to a Senice Center > Connect
Refresh your Service Center connection > Refresh
Service Center Mame SofaWare
Gateway D gw3E7e
Subscription will end on Dec 31, 2006
Service Subscription Status Information
1
e\-- Software Updates Subscribed Connected  Automatic
Subscribed Connected Off

Mot Subscribed I,
Subscribed Connected
Subscribed

Connected

Subscribed Connected

Internet : Connected Service Center : Connected

Jan 13, 2008 10:

e The Services submenu includes the services to which you are subscribed.
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Viewing Services Information

CP310

The Account page displays the following information about your subscription.

Table 62: Account Page Fields

This field... Displays...

Service Center The name of the Service Center to which you are connected (if known).
Name

Gateway ID Your gateway ID.

Subscription will The date on which your subscription to services will end.

end on

Service The services available in your service plan.

Subscription The status of your subscription to each service:

e Subscribed
e Not Subscribed

Status The status of each service:

e Connected. You are connected to the service through the
Service Center.

e Connecting. Connecting to the Service Center.
e N/A. The service is not available.
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This field... Displays...

Information The mode to which each service is set.

If you are subscribed to Dynamic DNS, this field displays your gateway's
domain name.

For further information, see Web Filtering on page 290, Virus Scanning
on page Error! Bookmark not defined., and Automatic and Manual
Updates on page 294.

Refreshing Your Service Center Connection

CP310

This option restarts your NetDefend firewall’s connection to the Service Center and
refreshes your NetDefend firewall’s service settings.

To refresh your Service Center connection

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Refresh.
The NetDefend firewall reconnects to the Service Center.
Your service settings are refreshed.

Configuring Your Account

CP310

This option allows you to access your Service Center's Web site, which may offer
additional configuration options for your account. Contact your Service Center for
a user ID and password.
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To configure your account

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Configure.

Note: If no additional settings are available from your Service Center, this button will

s
i not appear.

Your Service Center's Web site opens.
3. Follow the on-screen instructions.

Disconnecting from Your Service Center

CP310

If desired, you can disconnect from your Service Center.

To disconnect from your Service Center

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Connect.

The NetDefend Services Wizard opens, with the first Subscription Services dialog
box displayed.

3. Clear the Connect to a different Service Center check box.
4. Click Next.

The Done screen appears with a success message.
5. Click Finish.

The following things happen:

e You are disconnected from the Service Center.
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e The services to which you were subscribed are no longer available on
your NetDefend firewall.

Web Filtering

When the Web Filtering service is enabled, access to Web content is restricted
according to the categories specified under Allow Categories. Authorized users will
be able to view Web pages with no restrictions, only after they have provided the
administrator password via the Web Filtering pop-up window.

Note: Web Filtering is only available if you are connected to a Service Center and

o . . .
subscribed to this service.

Enabling/Disabling Web Filtering

CP310

% Note: If you are remotely managed, contact your Service Center to change these
o
i settings.

To enable/disable Web Filtering
1. Click Services in the main menu, and click the Web Filtering tab.
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The Web Filtering page appears.

©) NETDEFEND'

secured by [E Check Pmnt

DFL-CPG310

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

1}
SofaWWare
Embodded

Web Filtering

When this sewice is on, your D-Link NetDefend will restrict access to inappropriate Web sites. You can define which

| Account | WebFiltering | Software Updates |

types of Web sites should be considered appropriate for your users, by selecting the categories below.

Web Filtering

ad . On
M Tor
Allow Categories

[ [

B2 Gambling

B Finance & Investrment
B3 Job Search/Career Development
B Adult/Sexually Explicit
B viclence

B Photo Searches

B Orugs 2 Alcohol
Lifestyle & Cultures

B Reference

B Alloved Sites

Web Filtering on
Objectionable sites will be blocked

[ NS B Hobbies & Recreation
B Health & Medicine B iews

B Government & Politics B Ants/Entertainment
Cnmputmg & Internet Shnppiﬂg

B criminal Skills B Hate Speech
Glarour & Intimate Apparel Personals & Dating
B Remote Proxies B Hosting Sites

B Usenst News B chat

B Food/Drinks B Real Estate

B Search Engines B wveb-based Email
B locked Sites B Unknown Sites

Internet : Connected Service Center : Connected

Snooze

2. Drag the On/Off lever upwards or downwards.
Web Filtering is enabled/disabled.

Selecting Categories for Blocking

CP310

Jan 13, 2008 10:59.33 AM GMT-0.00

You can define which types of Web sites should be considered appropriate for your
family or office members, by selecting the categories. Categories marked with
will remain visible, while categories marked with B8 will be blocked and will
require the administrator password for viewing.

e

settings.

Note: If you are remotely managed, contact your Service Center to change these
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To allow/block a category

e In the Allow Categories area, click & or B8 next to the desired category.

Temporarily Disabling Web Filtering

CP310

If desired, you can temporarily disable the Web Filtering service.

To temporarily disable Web Filtering

1. Click Services in the main menu, and click the Web Filtering tab.
The Web Filtering page appears.

2. Click Snooze.

e Web Filtering is temporarily disabled for all internal network computers.
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e The Snooze button changes to Resume.

© NETDEFEND

secured by & Check Poin

DFL-CPG310 |"Account | Web Filtering | Software Updates |

Web Filtering

When this service is on, your D-Link MetDefend will restrict access to inappropriate Web sites. ¥ou can define which
types of Web sites should be considered appropriate for your users, by selecting the categories bhelow.

Welcome
Reports
Security

antivrus
Services N
Network On Web Filtering on
Toﬁ Objectionable sites will be blocked
Setup
Users Allow Categories
VPN 8 sport B Travel B Hobbies & Recreation
Help B Gambling B Health 2 Medicine [ v =S
Logout Finance & Investment Government & Politics B Ants/Entertainment
B Job SearchiCareer Development (B Computing & Internet B Shopping
B ~dult/Sexually Explicit B Criminal Skills B Hate Speech
B viclence Glamour & Intimate Apparel Persanals & Dating
B Fhoto Searches B2 Remate Proxies B Hosting Sites
B Orugs 2 Alcohol B Usenet News B chat
B Lifestyle & Cultures B FoodiDrinks B Real Estate
B Reference B Search Engines B wveb-based Email
B 4llowed Sites B Blocked Sites B Unknown Sites

Fiesume

Internet : Connected Service Center : Connected

e The Web Filtering Off popup window opens.

Web Filtering Off

“Weh Filtering is off for the network.
Click hutton to resume Web Filtering
filtered mode

Resume

=

@ Internet

3. To re-enable the service, click Resume, either in the popup window, or on the
Web Filtering page.

e The service is re-enabled for all internal network computers.

e If you clicked Resume in the Web Filtering page, the button changes to
Snooze.

Chapter 11: Using Subscription Services 293



Automatic and Manual Updates @

e If you clicked Resume in the Web Filtering Off popup window, the popup
window closes.

Automatic and Manual Updates

The Software Updates service enables you to check for new security and software
updates.

& Note: Software Updates are only available if you are connected to a Service Center
G . . .
= and subscribed to this service.

Checking for Software Updates when Remotely Managed

CP310

If your NetDefend firewall is remotely managed, it automatically checks for
software updates and installs them without user intervention. However, you can
still check for updates manually, if needed.

To manually check for security and software updates

1. Click Services in the main menu, and click the Software Updates tab.
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The Software Updates page appears.

¥ NETDEFEND
secured by 4

TFLCPGIT0 [“hecount | Web Filtering | Software Updates |

Software Updates

Welcome
Reports
Security

Seftware Updates Automatic
D-Lirix MetDafend will automatically chack for new securty and

) .
Q—- T::_"“T““ sttt updates
. e Tha next chack will be perormed in 1 hewriz), 50 minute(s), 57 second
0]

Intermat : Connacted Service Cer

2. Click Update Now.
The system checks for new updates and installs them.

Checking for Software Updates when Locally Managed

CP310

If your NetDefend firewall is locally managed, you can set it to automatically
check for software updates, or you can set it so that software updates must be
checked for manually.

To configure software updates when locally managed

1. Click Services in the main menu, and click the Software Updates tab.
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The Software Updates page appears.

© NETDEFEND

secured by &) Check Point

DFL-CPG310 | Account | WebFiltering | Software Updates |

Software Updates

Welcome

Reports

Software Updates Mode

Security

Antivirus . ' Software Updates Automatic
Exls Y Automatic D-Link MetDefend will automatically check for new security and
L’ Manual software updates

Network Updating now

Setup

Users
VPN
Help
Logout

@)
SofaVare
Empsaass

Update Mow

Internet : Connected Service Center : Connected Jan 13, 2008 11:07:50 AM GMT-D8:00

2. To set the NetDefend firewall to automatically check for and install new
software updates, drag the Automatic/Manual lever upwards.

The NetDefend firewall checks for new updates and installs them according to
its schedule.

s Note: When the Software Updates service is set to Automatic, you can still manually
o
e check for updates.

3. To set the NetDefend firewall so that software updates must be checked for
manually, drag the Automatic/Manual lever downwards.

The NetDefend firewall does not check for software updates automatically.
4. To manually check for software updates, click Update Now.
The system checks for new updates and installs them.
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Chapter 12

Working With VPNs

This chapter describes how to use your NetDefend firewall as a Remote Access
VPN Client, server, or gateway.

This chapter includes the following topics:

OVEIVIBW ..ottt bbb st sttt ettt 297
Setting Up Your NetDefend firewall as a VPN Server...........ccccocevvvvvnnns 303
Adding and Editing VPN SIteS ......cccviviveiieiieie s 308
Deleting @ VPN SIte ...vviiiiieciecce et 340
Enabling/Disabling @ VPN SIte ........cccoiviiiiiiice s 340
Logging on to a Remote Access VPN Site......cccccvvvvvivivsieieene s 341
Logging off a Remote Access VPN Site ......cccccvvevevvvviv e 345
INstalling @ CertifiCate .........ccovvieiesiie s 345
Uninstalling @ CertifiCate.........ccevvviiieiieiisisece s 352
Viewing VPN TUNNEIS .....ooveiiie e 353
Viewing IKE Traces for VPN Connections..........c.ccoevvvvviviiveiieienienesnnens 356
Overview

You can configure your NetDefend firewall as part of a virtual private network
(VPN). A VPN is a private data network consisting of a group of gateways that can
securely connect to each other. Each member of the VPN is called a VPN site, and
a connection between two VPN sites is called a VPN tunnel. VPN tunnels encrypt
and authenticate all traffic passing through them. Through these tunnels, employees
can safely use their company’s network resources when working at home. For
example, they can securely read email, use the company’s intranet, or access the
company’s database from home.

The are four types of VPN sites:

e Remote Access VPN Server. Makes a network remotely available to
authorized users, who connect to the Remote Access VPN Server using the
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Check Point SecuRemote VPN Client, provided for free with your
NetDefend firewall.

e Internal VPN Server. SecuRemote can also be used from your internal
networks, allowing you to secure your wired or wireless network with
strong encryption and authentication.

e Site-to-Site VPN Gateway. Can connect with another Site-to-Site VPN
Gateway in a permanent, bi-directional relationship.

e Remote Access VPN Client. Can connect to a Remote Access VPN Server,
but other VPN sites cannot initiate a connection to the Remote Access
VPN Client. Defining a Remote Access VPN Client is a hardware
alternative to using SecuRemote software.

Both NetDefend firewalls provide full VPN functionality. They can act as a
Remote Access VPN Client, a Remote Access VPN Server for multiple users, or a
Site-to-Site VPN Gateway.

A virtual private network (VPN) must include at least one Remote Access VPN
Server or gateway. The type of VPN sites you include in a VPN depends on the
type of VPN you want to create, Site-to-Site or Remote Access.

= Note: A locally managed Remote Access VPN Server or gateway must have a static
= IP address. If you need a Remote Access VPN Server or gateway with a dynamic
IP address, you must use SofaWare Security Management Portal (SMP)
management.
A SecuRemote or NetDefend Remote Access VPN Client can have a dynamic IP
address, regardless of whether it is locally or remotely managed.
e Note: This chapter explains how to define a VPN locally. However, if your appliance
= is centrally managed by a Service Center, then the Service Center can

automatically deploy VPN configuration for your appliance.

Site-to-Site VPNs

A Site-to-Site VPN consists of two or more Site-to-Site VPN Gateways that can
communicate with each other in a bi-directional relationship. The connected
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networks function as a single network. You can use this type of VPN to mesh
office branches into one corporate network.

w5
Office C
Branch2
Branch3 [VEREGatewny) Office B
[VPN Gateway]

Internet

[VPN Gateway]

Figure 12: Site-to-Site VPN
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To create a Site-to-Site VPN with two VPN sites
1. On the first VPN site’s NetDefend firewall, do the following:

a. Define the second VPN site as a Site-to-Site VPN Gateway, or create
a PPPOE tunnel to the second VPN site, using the procedure Adding
and Editing VPN Sites on page 308.

b. Enable the Remote Access VPN Server using the procedure Setting
Up Your NetDefend firewall as a Remote Access VPN Server on
page 303.

2. On the second VPN site’s NetDefend firewall, do the following:

a. Define the first VPN site as a Site-to-Site VPN Gateway, or create a
PPPoE tunnel to the first VPN site, using the procedure Adding and
Editing VPN Sites on page 308.

b. Then enable the Remote Access VPN Server using the procedure
Setting Up Your NetDefend firewall as a Remote Access VPN
Server on page 303.
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Remote Access VPNs

A Remote Access VPN consists of one Remote Access VPN Server or Site-to-Site
VPN Gateway, and one or more Remote Access VPN Clients. You can use this
type of VPN to make an office network remotely available to authorized users,
such as employees working from home, who connect to the office Remote Access
VPN Server with their Remote Access VPN Clients.

VPN-1

N Home Worker SecuRemote

Broadband

Home Gateway
[VFN Client]

Dial-up
Mobile Worker

Internet

Office Gateway
[VPN Server]

Office Network

Figure 13: Remote Access VPN
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To create a Remote Access VPN with two VPN sites

1. On the remote user VPN site's firewall, add the office Remote Access VPN
Server as a Remote Access VPN site.

See Adding and Editing VPN Sites on page 308.
The remote user's firewall appliance will act as a Remote Access VPN Client.
2. On the office VPN site's firewall, enable the Remote Access VPN Server.

See Setting Up Your NetDefend firewall as a Remote Access VPN Server on
page 303.

Internal VPN Server

You can use your NetDefend firewall as an internal VPN Server, for enhanced
wired and wireless security. When the internal VPN Server is enabled, internal
network PCs and PDAs with SecuRemote VPN Client software installed can
establish a Remote Access VPN session to the gateway. This means that
connections from internal network users to the gateway can be encrypted and
authenticated.

The benefits of using the internal VPN Server are two-fold:
e Accessibility

Using SecuRemote, you can enjoy a secure connection from anywhere—in your
wireless network or on the road—without changing any settings. The standard is
completely transparent and allows you to access company resources the same
way, whether you are sitting at your desk or anywhere else.

e Security

Many of today's attacks are increasingly introduced from inside the network.
Internal security threats cause outages, downtime, and lost revenue. Wired
networks that deal with highly sensitive information—especially networks in
public places, such as classrooms—are vulnerable to users trying to hack the
internal network.

302 D-Link NetDefend firewall User Guide



@ Setting Up Your NetDefend firewall as a VPN Server

Using the internal VPN Server, along with a strict security policy for non-VPN
users, can enhance security both for wired networks and for wireless networks,
which are particularly vulnerable to security breaches.

The internal VPN Server can be used in the NetDefend firewall wireless appliance,
regardless of the wireless security settings. It also can be used in wired appliances,
both for wired stations and for wireless stations.

Note: You can enable wireless connections to a wired NetDefend firewall, by
connecting a wireless access point in bridge mode to one of the appliance's internal
interfaces. Do not connect computers to the same interface as a wireless access
point, since allowing direct access from the wireless network may pose a significant
security risk.

For information on setting up your NetDefend firewall as an internal VPN Server,
see Setting Up Your NetDefend firewall as a VPN Server on page 303.

oo e

Setting Up Your NetDefend firewall as a VPN Server

CP310

You can make your network available to authorized users connecting from the
Internet or from your internal networks, by setting up your NetDefend firewall as a
VPN Server. Users can connect to the VPN Server via Check Point SecuRemote or
via a NetDefend firewall in Remote Access VPN mode.

Enabling the VPN Server for users connecting from your internal networks adds a
layer of security to such connections. For example, while you could create a
firewall rule allowing a specific user on the DMZ or WLAN to access the LAN,
enabling VPN access for the user means that such connections can be encrypted
and authenticated. For more information, see Internal VPN Server on page 302.
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To set up your NetDefend firewall as a VPN Server

1. Configure the VPN Server in one or more of the following ways:

e To accept remote access connections from the Internet.
See Configuring the Remote Access VPN Server on page 305.
e To accept connections from your internal networks.

See Configuring the Internal VPN Server on page 306.

2. If you configured the internal VPN Server, install SecuRemote on the desired
internal network computers.

See Installing SecuRemote on page 307.
3. Set up remote VPN access for users.
See Setting Up Remote VPN Access for Users on page 367.
Note: Disabling the VPN Server for a specific type of connection (from the Internet or

from internal networks) will cause all existing VPN tunnels of that type to
disconnect.

'\-':.':':' J'"_
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Configuring the Remote Access VPN Server

CP310

To configure the Remote Access VPN Server

1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.

E!NETDEFErgp D-Link

OFLCPGIT0 | VPN Server VPRISTEE ™| VPR GG CoRITEae |

, SecuRemote VPN Server
Welcome

Reports

Seculemste Server Mode
The D-Link NatDefard VPN Server enables users unning Check Point SecuRemats to secursly
ACCEES Your nptwork,

[T Allow SecuRemete wsers to connect fram the ltgmen

k_, [ Allow Secullemate sers 1o conmnect fiam my internal networks

® Download SecuRemote VPN client

2. Select the Allow SecuRemote users to connect from the Internet check box.
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New check boxes appear.

QNETDEFEND D-Link

.45
| VPN Server [TVPRSites | VPN Login | cmiﬂcmt T

SecuRemote VPN Server

Secullemste Server Mode

Ry 11| m nk N tDafand VPN Servar anables users running Check Poink SecuRemote to securely
5 your netwerk.

Services

Metwork 2] Mllow Secultemate usars ts connect from the Iemat

Setup ) Do ot paorm Hetwork Adeeoss Teanstton (AT) o
[y a O BypsssHaT: thi ingamal netwark for authnticatid re

Help

Bypass the hrewall bo the sternal network for

O eypassine rewan: 0 e

[} Allow SecuRemate users ta connect from my Internal natwarks

B Downloed SecuRemule VEN chenl

3. To allow authenticated users connecting from the Internet to bypass NAT when
connecting to your internal network, select the Bypass NAT check box.

4. To allow authenticated users connecting from the Internet to bypass the firewall
and access your internal network without restriction, select the Bypass the
firewall check box.

5. Click Apply.

The Remote Access VPN Server is enabled for the specified connection types.

Configuring the Internal VPN Server

CP310

To configure the internal VPN Server
1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.
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2. Select the Allow SecuRemote users to connect from my internal networks check
box.

New check boxes appear.

GNETDEFENQ D-Link

DFLCPGIN0 | VEN Server [T VPNSites | VPN Login | Certificate | :

" SecuRemote VPN Server
Welcome

Reports
Secourlty

Secullemate Server Mode
Antivirus The D-Link MetDefend VPN Server enables users runing Check Peint SecuRlemote to securely

ALEH5S YOUF Retwork
Bervices

Metwork [ Allow Secultemote users to connect lrom the Internet
e [7] Allow SecuRemste users ta connect fram my intemal networks

@ Do ot porfarm Natwark Addross Transiation (NAT) 1
-------- St L the witemal petwork for authunticated remate users,

[] Bypassthe Rrewall.  Bypass the frewal for sulberlicated users,

® Download SecuRomote VPN client

.-.....,‘ Apply l Canco! ]

Intamat : Connactad S ar : Connectad

3. To allow authenticated users connecting from internal networks to bypass the
firewall and access your internal network without restriction, select the Bypass
the firewall check box.

Bypass NAT is always enabled for the internal VPN server, and cannot be
disabled.

4. Click Apply.
The internal VPN Server is enabled for the specified connection types.

Installing SecuRemote

CP310

If you configured the Remote Access VPN Server to accept connections from your
internal networks, you must install the SecuRemote VPN Client on internal
network computers that should be allowed to remotely access your network.
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To install SecuRemote
1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.
2. Click the Download SecuRemote VPN client link.
The VPN-1 SecuRemote for NetDefend page opens in a new window.
3. Follow the online instructions to complete installation.
SecuRemote is installed.

For information on using SecuRemote, see the User Help. To access
SecuRemote User Help, right-click on the SecuRemote VPN Client icon in the
taskbar, select Settings, and then click Help.

Adding and Editing VPN Sites

CP310

To add or edit VPN sites
1. Click VPN in the main menu, and click the VPN Sites tab.
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The VPN Sites page appears with a list of VPN sites.

¥ NETDEFEND D-Link

secared by ) Check Peinf
OFCCPEHTO [UPNServer | VPN Sites [UPNLogin | Certificate |

VPN Sites

Remoie Access VPN

2. Do one of the following:

e Toadd a VPN site, click New Site.
e To edita VPN site, click Edit in the desired VPN site’s row.
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The NetDefend VPN Site Wizard opens, with the Welcome to the VPN Site Wizard
dialog box displayed.

YPN'S

ite Wizard —~ Web Page Dialog

D-Link NetDefend VPN Site Wizard

Welcome to the VPN Site Wizard

Using this Wizard, you can create a connection to a YPM (Virtual Private Network) site
Select the type of site to establish:
(=) Remote Access VPN:
Allow a user to establish remote access sessions to another
network.
() Site-to-Site VPN
Establishes a parmanent secure link between your network and
a remote netwark.
To continue, click Next.

Mext > ’ Cancel '

http:p’,ilQZ.168.IU‘IIpUpNPI\iFrame.html @ Internet

3. Do one of the following:

e Select Remote Access VPN to establish remote access from your Remote
Access VPN Client to a Remote Access VPN Server.

e Select Site-to-Site VPN to create a permanent bi-directional connection to
another Site-to-Site VPN Gateway.

4. Click Next.
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Configuring a Remote Access VPN Site
If you selected Remote Access VPN, the VPN Gateway Address dialog box appears.

D-Link NetDefend VPN Site Wizard

VPN Gateway Address

Enter the IP address of the WPN gateway to which you want to connect

WPN Gateway

] Bypass the firewall
Bypass the firewall between this site and the internal
network

((<Back ) [ Mex> ] ( Cancel )

& Internet

http://192.168.10.1/pop/VPHFrame. htm

1. Enter the IP address of the Remote Access VPN Server to which you want to
connect, as given to you by the network administrator.

2. To allow the VPN site to bypass the firewall and access your internal network
without restriction, select the Bypass the firewall check box.

3. Click Next.
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The VPN Network Configuration dialog box appears.

2} VPN'Site Wizard'-- Web Page Dialog =

D-Link NetDefend VPN Site Wizard

VPN Network Configuration

Haowt do you want to obtain the VPN network configuration?
To download the configuration, the site you are contacting must be running a Check Point
WPR-1™ Topology Server,
(s) Download Configuration:
Obtain the netwaork configuration by downloading it from the
site.

) Specify Configuration:
Enter the network configuration manually

() Route All Traffic
All network traffic will be routed via this site (Including Intemet
traffic)

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

4. Specify how you want to obtain the VPN network configuration. Refer to VPN
Network Configuration Fields on page 320.

5. Click Next.
The following things happen in the order below:

e If you chose Specify Configuration, a second VPN Network Configuration
dialog box appears.

"2 VPN 'Site Wizard -~ Web Page Dialog.

D-Link NetDefend VPN Site Wizard

VPN Network Configuration

Enter the destination network addresses and subnet masks of the site to which you want to
connect:

No. Destination network Subnet mask

1 266.255.255.0 [f24] ¥|
2 255 255 255.0 [/24] [
3 2E6.255.255.0 [f/24] |3

Backup Gateway

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet
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Complete the fields using the information in VPN Network Configuration
Fields on page 320 and click Next.

e The Authentication Method dialog box appears.

D-Link NetDefend VPN Site Wizard

Authentication Method

Select the authentication method used by this VPN site

(=) Usermname and Password
(O Certificate
(3 RSA SecurlD Token

[ <Back ) [ Mext> ) [ Cancel ]

http:{{192. L68. 10, 1/pap/VPNFrame.htmi & Internet

6. Complete the fields using the information in Authentication Methods Fields on
page 322.

7. Click Next.
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Username and Password Authentication Method
If you selected Username and Password, the VPN Login dialog box appears.

D-Link NetDefend VPN Site Wizard

VPN Login
How should the D-Link MetDefend login on this site?
(O Manual Login:
| want to enter the password every time, using hitp:/fmy.vpn
(5) Automatic Login
Use the specified ugername and password to login automatically
Username
Password
[ <Back J [ Next> ] [ Cencel )
hitp: /192, 168.10.1/pop/¥PNframe. html @ Internet

1. Complete the fields using the information in VPN Login Fields on page 322.
2. Click Next.

e If you selected Automatic Login, the Connect dialog box appears.

VPN e Wizard - Web Pags Dialog =

D-Link NetDefend VPN Site Wizard

Connect

Try to Connect to the YPMN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet
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Do the following:

1) To try to connect to the Remote Access VPN Server, select the Try
to Connect to the VPN Gateway check box.

This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

2) Click Next.

If you selected Try to Connect to the VPN Gateway, the Connecting...
screen appears, and then the Contacting VPN Site screen appears.

e The Site Name dialog box appears.

"2 VPN Site Wizard -- Web Page Dialog

D-Link NetDefend VPN Site Wizard

Site Name

You have successfully defined the WPN site
Please enter a name for this site:

Site Name

((<Back ) [((Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

3. Enter a name for the VPN site.
You may choose any name.
4. Click Next.
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The VPN Site Created screen appears.

"2 VPN'Site Wizard -- Web Page Dialog

http://152. 168. 10, 1fpop{¥PHiframe.html

D-Link NetDefend VPN Site Wizard

VPN Site Created

YPN Site was created
Click Finish to exit this wizard.

Finish I

© Internet

5. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.

Certificate Authentication Method
If you selected Certificate, the Connect dialog box appears.

D-Link NetDefend VPN Site Wizard

Connect

Try to Connect to the VPN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ <Back J [ Next> ] [ Cencel )

http:4/192.168.10.1/pop{¥Phiframe himlz0 © Internet
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1. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.

This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

2. Click Next.

If you selected Try to Connect to the VPN Gateway, the Connecting... screen
appears, and then the Contacting VPN Site screen appears.

The Site Name dialog box appears.

"2 VPN Site Wizard - Web Page Dialog

D-Link NetDefend VPN Site Wizard

Site Name

You have successfully defined the YPN site
Please enter a name for this site:

Site MName

[ <Back J [ Next> ] [ Cencel )

http://192,168.10.1/pop/¥PHframe html © Internet

3. Enter a name for the VPN site.
You may choose any name.
4. Click Next.
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The VPN Site Created screen appears.

"2 VPN'Site Wizard -- Web Page Dialog

D-Link NetDefend VPN Site Wizard

VPN Site Created

YPN Site was created
Click Finish to exit this wizard.

Finish I

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

5. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the
VPN Sites list.

RSA SecurlD Authentication Method
If you selected RSA SecurlID, the Site Name dialog box appears.

"3 VPN Site Wizard - Web Page Dialog =

D-Link NetDefend VPN Site Wizard

Site Name

You have successfully defined the YPN site
Please enter a name for this site:

Site MName

[ <Back J [ Next> ] [ Cencel )

http://192,168.10.1/pop/¥PHframe html © Internet
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1. Enter a name for the VPN site.
You may choose any name.
2. Click Next.
The VPN Site Created screen appears.

D-Link NetDefend VPN Site Wizard

VPN Site Created

WP Site was created.
Click Finish to exit this wizard.

Finish i
http:/{192.168.10. 1/pop¥Piframe. html © Internet
3. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.
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Table 63: VPN Network Configuration Fields

In this field... Do this...
Download Click this option to obtain the network configuration by downloading it from
Configuration the VPN site.

This option will automatically configure your VPN settings, by downloading
the network topology definition from the Remote Access VPN Server.

Note: Downloading the network configuration is only possible if you are
connecting to a Check Point VPN-1 or NetDefend Site-to-Site VPN

Gateway.
Specify Click this option to provide the network configuration manually.
Configuration
Route All Traffic Click this option to route all network traffic through the VPN site.

For example, if your VPN consists of a central office and a number of
remote offices, and the remote offices are only allowed to access Internet
resources through the central office, you can choose to route all traffic from
the remote offices through the central office.

Note: You can only configure one VPN site to route all traffic.
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In this field...

Do this...

Route Based VPN

Destination network

Subnet mask

Backup Gateway

Click this option to create a virtual tunnel interface (VTI) for this site, so
that it can participate in a route-based VPN.

Route-based VPNs allow routing connections over VPN tunnels, so that
remote VPN sites can participate in dynamic or static routing schemes.
This improves network and VPN management efficiency for large

networks.

For constantly changing networks, it is recommended to use a route-based
VPN combined with OSPF dynamic routing. This enables you to make
frequent changes to the network topology, such as adding an internal
network, without having to reconfigure static routes.

OSPF is enabled using CLI. For information on using CLI, see Controlling
the Appliance via the Command Line on page 386. For information on
the relevant commands for OSPF, refer to the NetDefend CLI Reference
Guide.

This option is only available for when configuring a Site-to-Site VPN
gateway.

Type up to three destination network addresses at the VPN site to which

you want to connect.
Select the subnet masks for the destination network addresses.

Note: Obtain the destination networks and subnet masks from the VPN

site’s system administrator.

Type the name of the VPN site to use if the primary VPN site fails.
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Table 64: Authentication Methods Fields

In this field...

Do this...

Username and
Password

Certificate

RSA SecurlD
Token

Select this option to use a user name and password for VPN
authentication.

In the next step, you can specify whether you want to log on to the VPN
site automatically or manually.

Select this option to use a certificate for VPN authentication.

If you select this option, a certificate must have been installed. (Refer to
Installing a Certificate on page 345 for more information about

certificates and instructions on how to install a certificate.)
Select this option to use an RSA SecurID token for VPN authentication.

When authenticating to the VPN site, you must enter a four-digit PIN code
and the SecurlD passcode shown in your SecurlD token's display. The

RSA SecurlID token generates a new passcode every minute.

SecurlD is only supported in Remote Access manual login mode.
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Table 65: VPN Login Fields

In this field...

Do this...

Manual Login

Automatic Login

Username

Password

Click this option to configure the site for Manual Login.

Manual Login connects only the computer you are currently logged onto to
the VPN site, and only when the appropriate user name and password
have been entered. For further information on Automatic and Manual
Login, see, Logging on to a VPN Site on page 341.

Click this option to enable the NetDefend firewall to log on to the VPN site
automatically.

You must then fill in the Username and Password fields.

Automatic Login provides all the computers on your internal network with
constant access to the VPN site. For further information on Automatic and
Manual Login, see Logging on to a VPN Site on page 341.

Type the user name to be used for logging on to the VPN site.

Type the password to be used for logging on to the VPN site.
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Configuring a Site-to-Site VPN Gateway
If you selected Site-to-Site VPN, the VPN Gateway Address dialog box appears.

D-Link NetDefend VPN Site Wizard

VPN Gateway Address

Enter the IP addrass of the YPN gateway to which you want to connect

VPN Gateway

Bypass NAT:
Don't perform Metwork Address Translation (NAT)
between this site and the internal network

[[] Bypass the firewall:
Bypass the firewall between this site and the internal
network

((<Back ) ((MNext> ) ( Cancel )

http:/{152.168. 10,1 fpop{vPHiframe.html © Internet

1. Complete the fields using the information in VPN Gateway Address Fields on
page 335.

2. Click Next.
The VPN Network Configuration dialog box appears.

D-Link NetDefend VPN Site Wizard

VPN Network Configuration

How do you want to obtain the WPN network configuration?
To download the configuration, the site you are contacting must be running a Check Paoint
WPN-1™ Topology Server.
() Download Configuration:
Obtain the network configuration by downloading it from the
site.

) Specify Configuration:
Enter the network configuration manually

(> Route All Traffic:
All network traffic will be routed wia this site (Including Internet
traffic)

(3 Route Based VPN:
Create a virtual tunnel interface for this VPN site, allowing it to
participate in dynamic or static routing schemes

[ <Back ) [ Mext> J [ Cancel )

http: /192,168, 10. 1 jpop/YPNFrame html B Internet
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3. Specify how you want to obtain the VPN network configuration. Refer to VPN

Network Configuration Fields on page 320.

4. Click Next.

dialog box appears.

2 VPN Site Wizard -~ Web Page Dialog

D-Link NetDefend VPN Site Wizard

VPN Network Configuration

connect

No. Destination network Subnet mask

1 256.255.255.0 [/24] v
& 255.255.2565.0 [/24] e
3 256.255.255.0 [/24] |3l

Backup Gateway

[ <Back ) [ Mext> ) [ Cancel ]

http:/{152.168. 10,1 fpop{vPHiframe.html © Internet

Enter the destination network addresses and subnet masks of the site to which you want to

e If you chose Specify Configuration, a second VPN Network Configuration

Complete the fields using the information in VPN Network Configuration

Fields on page 320, and then click Next.
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e If you chose Route Based VPN, the Route Based VPN dialog box appears.

“2) VPN Site Wizard -- Web Page Dialog 4

D-Link NetDefend VPN Site Wizard

Route Based VPN

Use theze fields to configure the Wirtual Tunnel Interface (WTI)
Tunnel Local IP
Tunnel Remote IP
OSPF Cost 10

Bl & Bl

[ <Back ) [ Med> ) [ Cancel )

hitp://192, 168,10, pop{¥Phirame. html ® Internet

Complete the fields using the information in Route Based VPN Fields on
page 336, and then click Next.

e The Authentication Method dialog box appears.

D-Link NetDefend VPN Site Wizard

Authentication Method

Select the authentication method used by this VPN site

(=) Shared Secret
(O Certificate

[ <Back ) [ Mext> ) [ Cancel ]

http:{{192. L68. 10, 1/pap/VPNFrame.htmi & Internet

5. Complete the fields using the information in Authentication Methods Fields on
page 337.

6. Click Next.
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Shared Secret Authentication Method
If you selected Shared Secret, the Authentication dialog box appears.

D-Link NetDefend VPN Site Wizard

Authentication

Please enter your credentials :
Use Shared Secret sssssssss

[ <Back J [ Next> ] [ Cencel )

http://192,168.10.1/pop/¥PHframe html © Internet

If you chose Download Configuration, the dialog box contains additional fields.

D-Link NetDefend VPN Site Wizard

Authentication

Please enter your credentials
Topology User

Topology Password

Use Shared Secret

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

1. Complete the fields using the information in VPN Authentication Fields on
page 337 and click Next.
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The Security Methods dialog box appears.

"2 VPN Site Wizard -- Web Page Dialog.
D-Link NetDefend VPN Site Wizard
Security Methods
Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site.
¥ Show Advanced Settings
Phase 1
Security Methods Automatic v
Phase 2
Security Methods Autornatic |2 @
[ <Back ) [ Metr ) [ Cancel )
http: /{132, 168, 10,1 {pop/VPHFrame. html B Intermet

2. To configure advanced security settings, click Show Advanced Settings.

New fields appear.

D-Link NetDefend VPN Site Wizard

Security Methods

Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site.

A Hide Advanced Settings

Phase 1
Security Methods Automatic || @
Diffie-Hellman group Automatic > )
Renegotiate every 1440 minutes @
Phase 2
Security Methods Automatic )
Perfect Forward Secrecy | Disabled @
Diffie-Hellman group ]
Renegotiate every 3600 seconds @

[ <Back ) [ Metr ) [ Cancel )

http:/{192. 168, 10.1{pop/VPNFrame. D Internet

3. Complete the fields using the information in Security Methods Fields on page
337 and click Next.
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The Connect dialog box appears.

"2 VPN'Site Wizard -- Web Page Dialog

D-Link NetDefend VPN Site Wizard

Connect

Try to Connect to the YPMN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

4. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.
This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.
5. Click Next.

e If you selected Try to Connect to the VPN Gateway, the Connecting...
screen appears, and then the Contacting VPN Site screen appears.
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e The Site Name dialog box appears.

"2 VPN Site Wizard -- Web Page Dialog,

D-Link NetDefend VPN Site Wizard

Site Name

You have successfully defined the YPN site
Please enter a name for this site:

Site:

Name

[[] Keep this site alive

This site will be connected even if there is no network
traffic

[ <Back J [ Next> ] [ Cencel )

http://192,168.10.1/pop/¥PHframe html © Internet

6. Enter a name for the VPN site.
You may choose any name.

7. To keep the tunnel to the VPN site alive even if there is no network traffic
between the NetDefend firewall and the VPN site, select Keep this site alive.

8. Click Next.
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e If you selected Keep this site alive, and previously you chose Download
Configuration, the "Keep Alive” Configuration dialog box appears.

D-Link NetDefend VPN Site Wizard

"Keep Alive" Configuration

Specify the Host IP's to "Ping”
No. HostIP

1
2
3

((<Back ) ((MNext> ) ( Cancel )

http:/{152.168. 10,1 fpop{vPHiframe.html © Internet

Do the following:
1) Type up to three IP addresses which the NetDefend firewall should
ping in order to keep the tunnel to the VPN site alive.
2) Click Next.
e The VPN Site Created screen appears.
9. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.

Certificate Authentication Method
If you selected Certificate, the following things happen:
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e If you chose Download Configuration, the Authentication dialog box
appears.

D-Link NetDefend VPN Site Wizard

Authentication

Please enter your credentials
Topology User

Topology Password

[ <Back ) [ Mext> ) [ Cancel )

http://152. 168. 10, 1fpop{¥PHiframe.html © Internet

Complete the fields using the information in VPN Authentication Fields on
page 337 and click Next.

e The Security Methods dialog box appears.

'VPN Site Wizard -- Web Page Dialog

D-Link NetDefend VPN Site Wizard

Security Methods

Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site.

¥ Show Advanced Settings

Phase 1
Security Methods Automatic ]
Phase 2
Security Methods Autornatic ~, @

[ <Back ) [ Metr ) [ Cancel )

http:/{192. 168, 10.1{pop/VPNFrame. D Internet

1. To configure advanced security settings, click Show Advanced Settings.
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New fields appear.

D-Link NetDefend VPN Site Wizard

Security Methods

Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site.

A Hide Advanced Settings
Phase 1

Security Methods Automatic | @
Diffie-Hellman group Automatic | @
Renegotiate every 1440 minutes 2
Phase 2

Security Methods Automatic | g
Perfect Forward Secrecy | Disabled | @

Diffie-Hellman group 2
Renegotiate every 3600 seconds 2

[ <Back ) [ Metr ) [ Cancel )

http:/{192. 168, 10.1{pop/VPNFrame. D Internet

2. Complete the fields using the information in Security Methods Fields on page
337 and click Next.

The Connect dialog box appears.

D-Link NetDefend VPN Site Wizard

Connect

Try to Connect to the VPN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ <Back J [ Next> ] [ Cencel )

http://192,168.10.1/pop/¥PHframe html © Internet

3. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.

This allows you to test the VPN connection.
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Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

4. Click Next.

e If you selected Try to Connect to the VPN Gateway, the following things
happen:

The Connecting... screen appears.
e The Contacting VPN Site screen appears.

e The Site Name dialog box appears.

D-Link NetDefend VPN Site Wizard

Site Name

You have successfully defined the YPN site
Please enter a name for this site:
Site
Mame
[[] Keep this site alive
This site will be connected even if there is no network
traffic

[ <Back ) [ nNext> ) [ Cencel )

http:{{192.168. 10,1 /pap{¥PNFrame.html © Internet

5. Enter a name for the VPN site.

You may choose any name.

6. To keep the tunnel to the VPN site alive even if there is no network traffic
between the NetDefend firewall and the VPN site, select Keep this site alive.

7. Click Next.
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e If you selected Keep this site alive, and previously you chose Download
Configuration, the "Keep Alive” Configuration dialog box appears.

D-Link NetDefend VPN Site Wizard

"Keep Alive" Configuration

Specify the Host IP's to "Ping”
No. HostIP

1
2
3

((<Back ) ((MNext> ) ( Cancel )

http:/{152.168. 10,1 fpop{vPHiframe.html © Internet

Do the following:

1) Type up to three IP addresses which the NetDefend firewall should
ping in order to keep the tunnel to the VPN site alive.

2) Click Next.

e The VPN Site Created screen appears.
8. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.
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Table 66: VPN Gateway Address Fields

In this field... Do this...

Gateway Address Type the IP address of the Site-to-Site VPN Gateway to which you want
to connect, as given to you by the network administrator.

Bypass NAT Select this option to allow the VPN site to bypass NAT when connecting
to your internal network.
This option is selected by default.

Bypass the Select this option to allow the VPN site to bypass the firewall and access

firewall your internal network without restriction.

Table 67: Route Based VPN Fields

In this field...

Do this...

Tunnel Local IP

Tunnel Remote IP

OSPF Cost

Type a local IP address for this end of the VPN tunnel.
Type the IP address of the remote end of the VPN tunnel.
Type the cost of this link for dynamic routing purposes.
The default value is 10.

If OSPF is not enabled, this setting is not used. OSPF is enabled using
the NetDefend command line interface (CLI). For information on using
CLI, see Controlling the Appliance viathe Command Line on page
386. For information on the relevant commands for OSPF, refer to the
NetDefend CLI Reference Guide.
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Table 68: Authentication Methods Fields

In this field...

Do this...

Shared Secret

Certificate

Select this option to use a shared secret for VPN authentication.
A shared secret is a string used to identify VPN sites to each other.
Select this option to use a certificate for VPN authentication.

If you select this option, a certificate must have been installed. (Refer to
Installing a Certificate on page 345 for more information about
certificates and instructions on how to install a certificate.)

Table 69: VPN Authentication Fields

In this field...

Do this...

Topology User

Topology
Password

Use Shared
Secret

Type the topology user’s user name.

Type the topology user’s password.

Type the shared secret to use for secure communications with the VPN
site.

This shared secret is a string used to identify the VPN sites to each other.
The secret can contain spaces and special characters.
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Table 70: Security Methods Fields

In this field...

Do this...

Phase 1

Security Methods

Diffie-Hellman
group

Renegotiate every

Phase 2

Security Methods

Select the encryption and integrity algorithm to use for IKE negotiations:

e Automatic. The NetDefend firewall automatically selects the
best security methods supported by the site. This is the
default.

o A specific algorithm
Select the Diffie-Hellman group to use:

e Automatic. The NetDefend firewall automatically selects a
group. This is the default.

o Aspecific group

A group with more bits ensures a stronger key but lowers performance.

Type the interval in minutes between IKE Phase-1 key negotiations. This
is the IKE Phase-1 SA lifetime.

A shorter interval ensures higher security, but impacts heavily on
performance. Therefore, it is recommended to keep the SA lifetime
around its default value.

The default value is 1440 minutes (one day).

Select the encryption and integrity algorithm to use for VPN traffic:

e Automatic. The NetDefend firewall automatically selects the
best security methods supported by the site. This is the
default.

e Aspecific algorithm
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In this field...

Do this...

Perfect Forward
Secrecy

Diffie-Hellman

group

Renegotiate every

Specify whether to enable Perfect Forward Secrecy (PFS), by selecting
one of the following:

e Enabled. PFS is enabled. The Diffie-Hellman group field is
enabled.

e Disabled. PFS is disabled. This is the default.
Enabling PFS will generate a new Diffie-Hellman key during IKE Phase 2

and renew the key for each key exchange.

PFS increases security but lowers performance. It is recommended to
enable PFS only in situations where extreme security is required.
Select the Diffie-Hellman group to use:

o Automatic. The NetDefend firewall automatically selects a
group. This is the default.

o Aspecific group

A group with more bits ensures a stronger key but lowers performance.

Type the interval in seconds between IPSec SA key negotiations. This is
the IKE Phase-2 SA lifetime.

A shorter interval ensures higher security.

The default value is 3600 seconds (one hour).
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Deleting a VPN Site

CP310

To delete a VPN site
1. Click VPN in the main menu, and click the VPN Sites tab.
The VPN Sites page appears, with a list of VPN sites.

2. In the desired VPN site’s row, click the Erase i icon.
A confirmation message appears.

3. Click OK.
The VPN site is deleted.

Enabling/Disabling a VPN Site

CP310

You can only connect to VPN sites that are enabled.

To enable/disable a VPN site

1. Click VPN in the main menu, and click the VPN Sites tab.
The VPN Sites page appears, with a list of VPN sites.

2. Toenable a VPN site, do the following:

a. Click the @ icon in the desired VPN site’s row.
A confirmation message appears.
b. Click OK.
The icon changes to &, and the VPN site is enabled.
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3. To disable a VPN site, do the following:

& Note: Disabling a VPN site eliminates the tunnel and erases the network topology.
'\-\.\-\'J_"_—

a. Click the & icon in the desired VPN site’s row.
A confirmation message appears.
b. Click OK.
The icon changes to @, and the VPN site is disabled.

Logging on to a Remote Access VPN Site

CP310

You need to manually log on to Remote Access VPN Servers configured for
Manual Login. You do not need to manually log on to a Remote Access VPN
Server configured for Automatic Login or a Site-to-Site VPN Gateway: all the
computers on your network have constant access to it.

Manual Login can be done through either the NetDefend Portal or the my.vpn
page. When you log on and traffic is sent to the VPN site, a VPN tunnel is
established. Only the computer from which you logged on can use the tunnel. To
share the tunnel with other computers in your home network, you must log on to
the VPN site from those computers, using the same user name and password.

Note: You must use a single user name and password for each VPN destination
gateway.

'w-t;'_.." e
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Logging on through the NetDefend Portal

CP310

P Note: You can only login to sites that are configured for Manual Login.
'\-\."-\'J_"_—

To manually log on to a VPN site through the NetDefend Portal
1. Click VPN in the main menu, and click the VPN Login tab.
The VPN Login page appears.

¥ NETDEFEND D-Link
secered by [ C3 : Prind

BFLCPGIT0 VPN Server | VPNSITES | VENLogin | Certificate |

VPN Login

Antivirus Site Naene di-200
Services e ol
MNetwork

Setup

Users

Password

Help
Logout

Intamat : Connactad S ar : Connactad

2. From the Site Name list, select the site to which you want to log on.

e Note: Disabled VPN sites will not appear in the Site Name list.

3. Type your user name and password in the appropriate fields.
4. Click Login.
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e |f the NetDefend firewall is configured to automatically download the
network configuration, the NetDefend firewall downloads the network
configuration.

e If when adding the VPN site you specified a network configuration, the
NetDefend firewall attempts to create a tunnel to the VPN site.

e Once the NetDefend firewall has finished connecting, the VPN Login
Status box appears. The Status field displays “Connected”.

VPN Login Status
Site Name office
Status Connec ted

4 Internst

e The VPN Login Status box remains open until you manually log off the
VPN site.

Logging on through the my.vpn page

CP310

= Note: You don’t need to know the my.firewall page administrator's password in order
i to use the my.vpn page.

To manually log on to a VPN site through the my.vpn page

1. Direct your Web browser to http://my.vpn
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The VPN Login screen appears.

Y NETDEFEN

secured by &) Check Point

DFC-CPG3T0

VPN Login

=

2. In the Site Name list, select the site to which you want to log on.

3. Enter your user name and password in the appropriate fields.
4. Click Login.

If the NetDefend firewall is configured to automatically download the
network configuration, the NetDefend firewall downloads the network
configuration.

If when adding the VPN site you specified a network configuration, the
NetDefend firewall attempts to create a tunnel to the VPN site.

The VPN Login Status box appears. The Status field tracks the
connection’s progress.

Once the NetDefend firewall has finished connecting, the Status field
changes to “Connected”.

The VPN Login Status box remains open until you manually log off of the
VPN site.
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Logging off a Remote Access VPN Site

CP310

You need to manually log off a VPN site, if it is a Remote Access VPN site
configured for Manual Login.

To log off a VPN site
¢ Inthe VPN Login Status box, click Logout.

All open tunnels from the NetDefend firewall to the VPN site are closed, and the
VPN Login Status box closes.

Note: Closing the browser or dismissing the VPN Login Status box will also terminate

e . . .
the VPN session within a short time.

g

Installing a Certificate

CP310

A digital certificate is a secure means of authenticating the NetDefend firewall to
other Site-to-Site VPN Gateways. The certificate is issued by the Certificate
Authority (CA) to entities such as gateways, users, or computers. The entity then
uses the certificate to identify itself and provide verifiable information.

For instance, the certificate includes the Distinguished Name (DN) (identifying
information) of the entity, as well as the public key (information about itself). After
two entities exchange and validate each other's certificates, they can begin
encrypting information between themselves using the public keys in the
certificates.

The certificate also includes a fingerprint, a unique text used to identify the
certificate. You can email your certificate's fingerprint to the remote user. Upon
connecting to the NetDefend VPN Server for the first time, the entity should check
that the VPN peer's fingerprint displayed in the SecuRemote VPN Client is
identical to the fingerprint received.
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The NetDefend firewall supports certificates encoded in the PKCS#12 (Personal
Information Exchange Syntax Standard) format, and enables you to install such
certificates in the following ways:

e By generating a self-signed certificate.
See Generating a Self-Signed Certificate on page 346.
e By importing a certificate.

The PKCS#12 file you import must have a ".p12" file extension. If you do not
have such a PKCS#12 file, obtain one from your network security administrator.

See Importing a Certificate on page 350.

s Note: To use certificates authentication, each NetDefend firewall should have a
e e . i Lpe
e unique certificate. Do not use the same certificate for more than one gateway.

Note: If your NetDefend firewall is centrally managed, a certificate is automatically
generated and downloaded to your appliance. In this case, there is no need to
generate a self-signed certificate.

'\-‘\.':':' J_'l_—

Generating a Self-Signed Certificate

CP310

To generate a self-signed certificate

1. Click VPN in the main menu, and click the Certificate tab.
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2.

3. Click Generate a self-signed security certificate for this gateway.

The Certificate page appears.

D-Link

OFLCPGIT0 T UPN S| VPNSTE VPN Certificate [T

Certificate

Welcome
Reports

Security
Antivirus Installed Certificate:
Bervices alid From A
Metwork Wahd Until: A
Setup Fingerprint: A
CA Contificats WA
alid From A
“alid Until: LA,
Fingerprint:

v 1 Gonnncted

Click Install Certificate.

The NetDefend Certificate Wizard opens, with the Certificate Wizard dialog box

displayed.

A D-Link NetDefend Certificate Wizard -- Web Page Dialog =
D-Link NetDefend Certificate Wizard
Welcome to the Certificate Wizard
A digital cerificate is a secure means of authenticating the D-Link NetDefend gateway to
other gateways. You can install a certificate in the following ways:
& Generate a self-signed security certificate for this gateway
O Import a security certificate in PKGS#12 farmat

http: {192, 168. 10,1 /pap{WizCFrame. html ® Internet
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The Create Self-Signed Certificate dialog box appears.

D-Link NetDefend Certificate Wizard

Create Self-Signed Certificate

Please enter the details of this gateway
Country (Choose your country) [

Organization Name

Organizational Unit

Gateway Mame 00:08:d=a:70:a9:28

Valid Until Jan v 13 [v] 2016 v

[ <Back ) [ Mext> ) [ Cancel )

Ihttp: {152, 168. 10, 1 fpopfWizCFrame. html © Internet

4. Complete the fields using the information in the table below.

5. Click Next.
The NetDefend firewall generates the certificate. This may take a few seconds.
The Done dialog box appears, displaying the certificate's details.

D-Link NetDefend Certificate Wizard

Done

The following certificate has been created
Installed Certificate: /C=US/O=LiquidMetal/OU=Sales/CN=00:08:da:70:a9:e3

Valid From: Jan 12, 2006 03:16:44 PM GMT-03:00
Valid Until: Dec 13, 2015 12:00:08 Ahd GMT-08:00

A q HALE COME YOTE MIND BARK RENT SKI POW HONE SNAG MELD
Fingerprint:

AMEN

CA Certificate: /C=US/0=LiquidMetal/OU=Sales/CN=CA00:08:da:70:a9:e8
Valid From: Jan 12, 2006 03:16:39 PM GMT-03:00
Valid Until: Dec 13, 2015 12:00:03 Ak GMT-08:00

A q RAP SORT DEAR BLUE GOAL SHOW BRAG LUG MOLD TOTE RAN
Fingerprint: WOLF

To save this cedificate and overwrite the existing certificate press Finish

http: /{192,168, 10,1 {pop/WizCFrams. hml D Internet

6. Click Finish.
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The NetDefend firewall installs the certificate. If a certificate is already
installed, it is overwritten.

The Certificate Wizard closes.
The Certificates page displays the following information:

e The gateway's certificate

e The gateway's name

e The gateway certificate's fingerprint
e The CA's certificate

e The name of the CA that issued the certificate (in this case, the
NetDefend gateway)

e The CA certificate's fingerprint

e The starting and ending dates between which the gateway's certificate and
the CA's certificate are valid

E!NETDEFENQ D-Link

OFLCPGIT0 T UPN S| VPNSTE VPN Certificate [T

Certificate

Welcome
Reports

Security
Antivirus Installed Certidicate: D= s/ CH-
Services Walid From: Jan §, 2004 01,5440 AM GMT-08.00

Metwork alid Untit an 1, 2024 01:54.40 AM GMT-08.00
Setup Fingarprint SILK MAIN SUM CVER KIM BONA GANG GROW LOAM HOOF FRAY BONY
Users G Catificate: f0=EmnbeddedNG OU=LocalCA/CH=CAD008:da:T0:49: 0
VN ald From: Jdan 5, 2004 01:54:38 AM GMT-6.00
Help “alid Untit Jan 1, 2024 01:54:34 AW GMT-08:00

Fingorprint RIO VARY SEEK RUNG MEMO WORD NINE MOTH CUBA WAS RUM LOON
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Table 71: Certificate Fields

In this field... Do this...

Country Select your country from the drop-down list.
Organization Type the name of your organization.

Name

Organizational Unit  Type the name of your division.

Gateway Name Type the gateway's name. This name will appear on the certificate, and will
be visible to remote users inspecting the certificate.

This field is filled in automatically with the gateway's MAC address. If
desired, you can change this to a more descriptive name.

Valid Until Use the drop-down lists to specify the month, day, and year when this

certificate should expire.

Note: You must renew the certificate when it expires.

Importing a Certificate

CP310

To install a certificate

1. Click VPN in the main menu, and click the Certificate tab.
The Certificate page appears.

2. Click Install Certificate.

The NetDefend Certificate Wizard opens, with the Certificate Wizard dialog box
displayed.

3. Click Import a security certificate in PKCS#12 format.
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The Import Certificate dialog box appears.

¥ NETDEFEND
wecared by EAC i

=
[ VIR Server | VPR Eites | VPN Login | Certificate |

Certificate

instaled Corificate

iskd From !

ki Urei Jans 1, 2024 01 54:40 AM GMT-08.00

Fingerpnnt SILK MAN SUM OVER FIM BONA GANG GROW LOAM HOOF FRAY BONY
CA Conticaty & O L ocal CA/CH=CA

iald From Jan 5, 2004 07.54:30 AM GMT-08.00

Vakd Ueed a1, 2028 01 5434 AM GMT-08.00

Fingerpint R0 VARY SEEK RUNG MEMO WORD MINE MOTH CUBA WAS RUM LOON

4. Click Browse to open a file browser from which to locate and select the file.

The filename that you selected is displayed.
5. Click Next.

The Import-Certificate Passphrase dialog box appears. This may take a few
moments.

D-Link NetDefend Certificate Wizard

Import Certificate - Passphrase

Please enter the certificate passphrase, and click Next to view the certificate

—

[ <Back ) [ Mext> ) [ Cancel ]

http: 1192, L68.10. 1/pop/WizCFrame. html B Inkernet

6. Type the pass-phrase you received from the network security administrator.
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7. Click Next.
The Done dialog box appears, displaying the certificate's details.
8. Click Finish.

The NetDefend firewall installs the certificate. If a certificate is already
installed, it is overwritten.

The Certificate Wizard closes.

The Certificates page displays the following information:

The gateway's certificate

The gateway's name

The gateway certificate's fingerprint

The CA's certificate

The name of the CA that issued the certificate
The CA certificate's fingerprint

The starting and ending dates between which the gateway's certificate and
the CA's certificate are valid

Uninstalling a Certificate

CP310

If you uninstall the certificate, no certificate will exist on the NetDefend firewall,
and you will not be able to connect to the VPN if a certificate is required.

You cannot uninstall the certificate if there is a VPN site currently defined to use
certificate authentication.

e

Note: If you want to replace a currently installed certificate, there is no need to
uninstall the certificate first. When you install the new certificate, the old certificate
will be overwritten.
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To uninstall a certificate
1. Click VPN in the main menu, and click the Certificate tab.
The Certificate page appears with the name of the currently installed certificate.
2. Click Uninstall.
A confirmation message appears.
3. Click OK.
The certificate is uninstalled.
A success message appears.
4. Click OK.

Viewing VPN Tunnels

CP310

You can view a list of currently established VPN tunnels. VPN tunnels are created
and closed as follows:

e Remote Access VPN sites configured for Automatic Login and Site-to-Site
VPN Gateways

A tunnel is created whenever your computer attempts any kind of
communication with a computer at the VPN site. The tunnel is closed when not
in use for a period of time.

s Note: Although the VPN tunnel is automatically closed, the site remains open, and if
e e . . . . .
i you attempt to communicate with the site, the tunnel will be reestablished.

e Remote Access VPN sites configured for Manual Login

A tunnel is created whenever your computer attempts any kind of
communication with a computer at the VPN site, after you have manually
logged on to the site. All open tunnels connecting to the site are closed when
you manually log off.
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To view VPN tunnels
1. Click Reports in the main menu, and click the VPN Tunnels tab.

The VPN Tunnels page appears with a table of open tunnels to VPN sites.

D-Link

["Eventilog | Traffic Monitor | Active Computers | Wetlve Connections | Wireless | VN Tunnels T

ANNIVIFUS Phasal & f";-llj:%-}"‘"""“"’““‘ BT 130180151 (f700)  AESIZR/SHAL 034005 P
Services.

" 192 168.10.0- 15G 168 1110 < e
Network Praso2 B 105 16510 26 B o 16 111,26 (EEEEE ) (X LER

Setup
Users
VPN
Help
Logout

The VPN Tunnels page includes the information described in the table below.
2. To refresh the table, click Refresh.

Table 72: VPN Tunnels Page Fields

This field... Displays...

Type The currently active security protocol (IPSEC).

Source The IP address or address range of the entity from which the tunnel
originates.

The entity's type is indicated by an icon. See VPN Tunnel Icons on page
355.
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This field... Displays...
Destination The IP address or address range of the entity to which the tunnel is
connected.

The entity's type is indicated by an icon. See VPN Tunnel Icons on page
355.

Security The type of encryption used to secure the connection, and the type of
Message Authentication Code (MAC) used to verify the integrity of the
message. This information is presented in the following format: Encryption
type/Authentication type

Note: All VPN settings are automatically negotiated between the two sites.
The encryption and authentication schemes used for the connection are the
strongest of those used at the two sites.

Your NetDefend firewall supports AES, 3DES, and DES encryption
schemes, and MD5 and SHA authentication schemes.

Established The time at which the tunnel was established.
This information is presented in the format hh:mm:ss, where:
hh=hours
mm=minutes

ss=seconds

Table 73: VPN Tunnels Icons

This icon... Represents...

ﬂ This gateway
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This icon... Represents...
A network for which an IKE Phase-2 tunnel was negotiated
A Remote Access VPN Server

A Site-to-Site VPN Gateway

A remote access VPN user

Viewing IKE Traces for VPN Connections

CP310

If you are experiencing VPN connection problems, you can save a trace of IKE
(Internet Key Exchange) negotiations to a file, and then use the free IKE View tool
to view the file.

The IKE View tool is available for the Windows platform.

& Note: Before viewing IKE traces, it is recommended to do the following:
'\-\."-\'J_"_—

e The NetDefend firewall stores traces for all recent IKE negotiations. If
you want to view only new IKE trace data, clear all IKE trace data
currently stored on the NetDefend firewall.

o Close all existing VPN tunnels except for the problematic tunnel, so as
to make it easier to locate the problematic tunnel's IKE negotiation
trace in the exported file.

To clear all currently stored IKE traces
1. Click Reports in the main menu, and click the VPN Tunnels tab.

The VPN Tunnels page appears with a table of open tunnels to VPN sites.
2. Click Clear IKE Trace.

All IKE trace data currently stored on the NetDefend firewall is cleared.
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To view the IKE trace for a connection

1.

Establish a VPN tunnel to the VPN site with which you are experiencing
connection problems.

For information on when and how VPN tunnels are established, see Viewing
VPN Tunnels on page 353.

Click Reports in the main menu, and click the VPN Tunnels tab.

The VPN Tunnels page appears with a table of open tunnels to VPN sites.
Click Save IKE Trace.

A standard File Download dialog box appears.

Click Save.

The Save As dialog box appears.

Browse to a destination directory of your choice.

Type a name for the *.elg file and click Save.

The *.elg file is created and saved to the specified directory. This file contains
the IKE traces of all currently established VPN tunnels.

. Use the IKE View tool to open and view the *.elg file, or send the file to

technical support.
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Chapter 13

Managing Users

This chapter describes how to manage NetDefend firewall users. You can define
multiple users, set their passwords, and assign them various permissions.

This chapter includes the following topics:

Changing Your PaSSWOId..........ccccuiviieieeiieriesienesieseeseseeeeseesieseesseseesnens 359
Adding and Editing USEIS ........ccceveiiiieiieieiecse e sn e s 361
Adding Quick Guest HOtSPOt USEIS.......c.coveieieiinere e 365
Viewing and Deleting USEIS........cccvviviieiieiicie s seese e s 367
Setting Up Remote VPN ACCeSS fOr USErS........ccvvvvvvviireiiericieveseseaneas 367
Using RADIUS AUthentiCation ..........ccccevvvieiieieicse s e see e 368
Configuring the RADIUS Vendor-Specific Attribute ..........cccccvevviennns 372

Changing Your Password

CP310

You can change your password at any time.

To change your password

1. Click Users in the main menu, and click the Internal Users tab.
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The Internal Users page appears.

© NETDEFEND

secured by & gngcqumf

DFL-CPG310 | Internal Users | RADIUS |

) Internal Users
Welcome

Reports
Administrator VPN Web  HotSpot

BRIy Ugername ) el Access Filtering  Access

Expires

Antivirus
: admin ReadMyrite x v v FAEdit
Services

Network thone ReadMirite v v e i Erase 62 Edit

Setup

Users
VPN
Help
Logout

[ MewUser ) QuickGuest J(* ClearExpired )

Internet : Connected Service Center : Connected

2. In the row of your username, click Edit.

The Account Wizard opens displaying the Set User Details dialog box.

A Account Wizard -- Web Page Dialog, =
Account Wizard
Set User Details

Please choose a usermame and password for this user.

Username

Passwiord (5-25 characters) sssssss

Confirm passwaord sssssscsssnnsee

INext > l Cancel l

hittp://192. 168,10, 1 fpop/WizUframe. html7swind & Internet

3. Edit the Password and Confirm password fields.
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e Note: Use 5 to 25 characters (letters or numbers) for the new password.
'\-\."J_

4. Click Next.
The Set User Permissions dialog box appears.

Account Wizard
Set User Permissions
Please select the permissions granted to this user.
Administrator Level
WP Remote Access
Weh Filtering Override
HotSpot Access
< Back l Cancel l
http://192.168.10.1/pop/WizUframe. html?swinds @ Internet

Your changes are saved.

Adding and Editing Users

CP310

This procedure explains how to add and edit users.

For information on quickly adding guest HotSpot users via a shortcut that the
NetDefend firewall provides, see Adding Quick Guest HotSpot Users on page 365.

To add or edit a user
1. Click Users in the main menu, and click the Internal Users tab.
The Internal Users page appears.
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2. Do one of the following:

e To create a new user, click New User.

e To edit an existing user, click Edit next to the desire user.
The Account Wizard opens displaying the Set User Details dialog box.

d'--Web Page Dialog

Account Wizard

Set User Details

Please choose a userame and passwaord for this user.

Usermame
Password (525 characters)

Confirm password

[ Expires On
http:/192.168.10. 1 fpopWizUframe. Rtml?swindex=-18 & Internet
3. Complete the fields using the information in Set User Details Fields on page

363.
4. Click Next.
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The Set User Permissions dialog box appears.

Account Wizard
Set User Permissions
Please select the permissions granted to this user
Administrator Level Mo Access i
WP Remote Access " 1
Web Filtering Override (|
HotSpot Access |
< Back l Cancel l
http: 192,168, 10. 1 fpopWizUFrame. htrl2swindex=-12 & Internet

The options that appear on the page are dependant on the software and services
you are using.

5. Complete the fields using the information in Set User Permissions Fields on
page 364.

6. Click Finish.
The user is saved.

Table 74: Set User Details Fields

In this field... Do this...
Username Enter a username for the user.
Password Enter a password for the user. Use five to 25 characters (letters or

numbers) for the new password.

Confirm Password Re-enter the user’s password.
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In this field... Do this...

Expires On To specify an expiration time for the user, select this option and specify
the expiration date and time in the fields provided.

When the user account expires, it is locked, and the user can no longer
log on to the NetDefend firewall.

If you do not select this option, the user will not expire.

Table 75: Set User Permissions Fields

In this field... Do this...

Administrator Level Select the user’s level of access to the NetDefend Portal.

The levels are:

e No Access: The user cannot access the NetDefend Portal.

e Read/Write: The user can log on to the NetDefend Portal and
modify system settings.

e Read Only: The user can log on to the NetDefend Portal, but
cannot modify system settings or export the appliance
configuration via the Setup>Tools page. For example, you
could assign this administrator level to technical support
personnel who need to view the Event Log.

The default level is No Access.

The “admin” user's Administrator Level (Read/Write) cannot be

changed.
VPN Remote Select this option to allow the user to connect to this NetDefend firewall
Access using their VPN client.

For further information on setting up VPN remote access, see Setting
Up Remote VPN Access for Users on page 367.
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Web Filtering Select this option to allow the user to override Web Filtering.
Override
This option only appears if the Web Filtering service is defined.
This option cannot be changed for the “admin” user.

HotSpot Access Select this option to allow the user to log on to the My HotSpot page.

For information on Secure HotSpot, see Configuring Secure HotSpot
on page 256.

This option only appears in DFL-CP310 with Power Pack.

Adding Quick Guest HotSpot Users

The NetDefend firewall provides a shortcut for quickly adding a guest HotSpot
user. This is useful in situations where you want to grant temporary network access
to guests, for example in an Internet café. The shortcut also enables printing the
guest user's details in one click.

By default, the quick guest user has the following characteristics:

e Username in the format guest<number>, where <number> is a unique
three-digit number.

For example: guest123
e Randomly generated password
e Expires in 24 hours
e Administration Level: No Access
e Permissions: HotSpot Access only

For information on configuring Secure HotSpot, see Using Secure HotSpot on
page 256.
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To quickly create a guest user
1. Click Users in the main menu, and click the Internal Users tab.
The Internal Users page appears.
2. Click Quick Guest.
The Account Wizard opens displaying the Save Quick Guest dialog box.

d' = Web Page Dialog

Account Wizard

Save Quick Guest

To save the new guest account, click Finish

Username guestz40
Password Hyd5HGw
Enxpires Jar 14 =, 2008, 02:57 PM 5

Prmt’ Cancel l

http:/{192.168.10.1{pop/WizUframs. htmi?swguest=18swindesx=-18 D Internet

3. In the Expires field, click on the arrows to specify the expiration date and time.
4. To print the user details, click Print.
5. Click Finish.

The guest user is saved.

You can edit the guest user's details and permissions using the procedure
Adding and Editing Users on page 361.
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Viewing and Deleting Users

CP310
% Note: The “admin” user cannot be deleted.

To view or delete users

1. Click Users in the main menu, and click the Internal Users tab.

The Internal Users page appears with a list of all users and their permissions.
The expiration time of expired users appears in red.
2. To delete a user, do the following:

a) In the desired user’s row, click the Erase iﬁ icon.
A confirmation message appears.

b) Click OK.
The user is deleted.

3. To delete all expired users, do the following:

a) Click Clear Expired.
A confirmation message appears.

b) Click OK.
The expired users are deleted.

Setting Up Remote VPN Access for Users

CP310

If you are using your NetDefend firewall as a Remote Access VPN Server or as an
internal VPN Server, you can allow users to access it remotely through their
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Remote Access VPN Clients (a Check Point SecureClient, Check Point
SecuRemote, or another Embedded NGX appliance).

To set up remote VPN access for a user

1. Enable your VPN Server, using the procedure Setting Up Your NetDefend
firewall as a VPN Server on page 303.

2. Add or edit the user, using the procedure Adding and Editing Users on page
361.

You must select the VPN Remote Access option.

Using RADIUS Authentication

CP310

You can use Remote Authentication Dial-In User Service (RADIUS) to
authenticate both NetDefend users and Remote Access VPN Clients trying to
connect to the NetDefend firewall.

e Note: When RADIUS authentication is in use, Remote Access VPN Clients must
S have a certificate.

When a user tries to log on to the NetDefend Portal, the NetDefend firewall sends
the entered user name and password to the RADIUS server. The server then checks
whether the RADIUS database contains a matching user name and password pair.
If so, then the user is logged on.

By default, all RADIUS-authenticated users are assigned the set of permissions
specified in the NetDefend Portal's RADIUS page. However, you can configure the
RADIUS server to pass the NetDefend firewall a specific set of permissions to
grant the authenticated user, instead of these default permissions. This is done by
configuring the RADIUS Vendor-Specific Attribute (VSA) with a set of attributes
containing permission information for specific users. If the VSA is configured for a
user, then the RADIUS server passes the VSA to the NetDefend gateway as part of
the response to the authentication request, and the gateway assigns the user
permissions as specified in the VSA. If the VSA is not returned by the RADIUS
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server for a specific user, the gateway will use the default permission set for this
user.

To use RADIUS authentication
1. Click Users in the main menu, and click the RADIUS tab.
The RADIUS page appears.

© NETDEFEND

secured by [E]Ch inf

DFL-CPG310 | InternalUsers | RADIUS |

RADIUS

Welcome

Reports

Security e
Antivirus Primary RADIUS Server

Services Address \S This Computer i Clear
Network Port 1812
Setup

Users Shared Secret

VPN Realm (Optional)
Help

P Timeout 3 seconds
Secondary RADIUS Server

Addrass {5 This Camputer i Clear
Port 1812

Shared Secret

Realm (Optional)

Timeout 3 seconds

RADIUS User Permissions

Administrator Level Mo Access v

WP Remote Access [

Web Filtering Override  []

HotSpot Access |

[ Apply Jf Cancel ][ Default ]

Internet : Connected Service Center : Connected

2. Complete the fields using the table below.
3. Click Apply.
4. To restore the default RADIUS settings, do the following:

a) Click Default.
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A confirmation message appears.
b) Click OK.

The RADIUS settings are reset to their defaults. For information on the
default values, refer to the table below.

5. To use the RADIUS VSA to assign permissions to users, configure the VSA.
See Configuring the RADIUS Vendor-Specific Attribute on page 372.

Table 76: RADIUS Page Fields

In this field... Do this...
Primary/Secondary Configure the primary and secondary RADIUS servers.
RADIUS Server

By default, the NetDefend firewall sends a request to the primary
RADIUS server first. If the primary RADIUS server does not respond
after three attempts, the NetDefend firewall will send the request to the
secondary RADIUS server.

Address Type the IP address of the computer that will run the RADIUS service
(one of your network computers) or click the corresponding This
Computer button to allow your computer to host the service.

To clear the text box, click Clear.
Port Type the port number on the RADIUS server’s host computer.
The default port number is 1812.

Shared Secret Type the shared secret to use for secure communication with the
RADIUS server.
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In this field...

Do this...

Realm

Timeout

RADIUS User
Permissions

Administrator Level

If your organization uses RADIUS realms, type the realm to append to
RADIUS requests. The realm will be appended to the username as

follows: <username>@<realm>

For example, if you set the realm to “myrealm”, and the user "JohnS"
attempts to log on to the NetDefend Portal, the NetDefend firewall will
send the RADIUS server an authentication request with the username
“JohnS@myrealm”.

This field is optional.

Type the interval of time in seconds between attempts to communicate
with the RADIUS server.

The default value is 3 seconds.

If the RADIUS VSA (Vendor-Specific Attribute) is configured for a user,
the fields in this area will have no effect, and the user will be granted
the permissions specified in the VSA.

If the VSA is not configured for the user, the permissions configured in

this area will be used.

Select the level of access to the NetDefend Portal to assign to all users
authenticated by the RADIUS server.

The levels are:

e No Access: The user cannot access the NetDefend Portal

e Read/Write: The user can log on to the NetDefend Portal and
modify system settings.

e Read Only: The user can log on to the NetDefend Portal, but
cannot modify system settings.

The default level is No Access.
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In this field... Do this...
Web Filtering Select this option to allow all users authenticated by the RADIUS server
Override to override Web Filtering.

This option only appears if the Web Filtering service is defined.
HotSpot Access Select this option to allow the user to access the My HotSpot page.

This option only appears in DFL-CP310 with Power Pack.

Configuring the RADIUS Vendor-Specific Attribute

CP310

For detailed instructions and examples, refer to the "Configuring the RADIUS
Vendor-Specific Attribute" white paper.

To assigh permissions to specific RADIUS-authenticated users
1. Create a remote access policy as follows:
a) Assign the policy’s VSA (attribute 26) the SofaWare vendor code
(6983).

b) For each permission you want to grant, configure the relevant attribute
of the VSA with the desired value, as described in the table below.
For example, to assign the user VPN access permissions, set attribute number 2
to “true”.

2. Assign the policy to the desired user or user group.
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Table 77: VSA Syntax

Permission  Description Attribute Attribute Attribute Values Notes
Number Format
Admin Indicates the 1 String none. The user
administrator’s cannot access the
level of access to NetDefend Portal.
the NetDefend
Portal readonly. The user
can log on to the
NetDefend Portal,
but cannot modify
system settings.
readwrite. The user
can log on to the
NetDefend Portal
and modify system
settings.
VPN Indicates whether 2 String true. The user can This permission

the user can
access the
network from a
Remote Access
VPN Client.

remotely access
the network via
VPN.

false. The user
cannot remotely
access the
network via VPN.

is only relevant if
the NetDefend
Remote Access
VPN Server is
enabled. The
gateway must
have a
certificate.
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Permission  Description Attribute Attribute Attribute Values Notes
Number Format
Hotspot Indicates whether 3 String true. The user can This permission
the user can log access the Internet  is only relevant if
on via the My via My HotSpot. the Secure
HotSpot page. HotSpot feature
false. The user .
is enabled.
cannot access the
Internet via My
HotSpot.
UFP Indicates whether 4 String true. The user can This permission is

the user can
override Web
Filtering.

override Web
Filtering.

false. The user
cannot override
Web Filtering.

only relevant if
the Web Filtering
service is
enabled.
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Chapter 14

Maintenance

This chapter describes the tasks required for maintenance and diagnosis of your
NetDefend firewall.

This chapter includes the following topics:

Viewing FIrmware STatUS .......cccceveviieireieicre s e 375
Updating the FIMMWArE.......c.ccvcvveieiise e 377
Upgrading Your Software Product...........ccccevveveveneniesesiesie e sese e 379
Registering Your NetDefend firewall..........c.cccooooieviiiiiniiiicie e 383
Configuring Syslog LOGQING ......cccvvviieeiiieie e se e see e e 384
Controlling the Appliance via the Command Line.........c.ccoccevvvenninnnnns 386
Configuring HTTPS ..ot 390
ConfiguriNg SSH ..o 392
Configuring SNIMP........ocveiee e sne 394
Setting the Time on the Appliance ........cccceve i 397
Using DiagnosStiC TOOIS ......vcviieieiiieie s seese st sne 401
Backing Up the NetDefend firewall Configuration..........c..ccccceevernnnnn, 415
Resetting the NetDefend firewall to Defaults...........c.cccocvviviivciciiiciennnns 418
RUNNING DIAGNOSTICS ....veveiviiieiieie et sne 421
Rebooting the NetDefend firewall............ccccovveieiininiiincce e 422

Viewing Firmware Status

CP310

The firmware is the software program embedded in the NetDefend firewall.
You can view your current firmware version and additional details.
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To view the firmware status

e Click Setup in the main menu, and click the Firmware tab.

The Firmware page appears.

©) NETDEFEND D-Link

secured by JE Qngck Point

6.0,45%
DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

a

Firmware
WAN MAC Address 00:08: da:70:a3:e8
Firmware Version B.0.45x > Eirmware Update
Installed Product D-Link MetDefend (10 nodes) > Upgrade Product
Uptime 05:11:48 > Bestart
Hardware Type SBox-200
Hardware Version 1.1

[ D-Link NetDefend Setup Wizard J

Internet : Connected Service Center : Gonnected

The Firmware page displays the following information:

Table 78: Firmware Status Fields

This field...

Displays...

For example...

WAN MAC Address

Firmware Version

Installed Product

The MAC address used for
the Internet connection

The current version of the

firmware

The licensed software and
the number of allowed

nodes

00:80:11:22:33:44

6.0

NetDefend unlimited nodes
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This field... Displays... For example...
Uptime The time that elapsed from 01:21:15
the moment the unit was
turned on
Hardware Type The type of the current Sbox-500
NetDefend firewall
hardware
Hardware Version The current hardware 1.0

version of the NetDefend
firewall

Updating the Firmware

CP310

If you are subscribed to Software Updates, firmware updates are performed
automatically. These updates include new product features and protection against
new security threats. Check with your reseller for the availability of Software
Updates and other services. For information on subscribing to services, see
Connecting to a Service Center on page 281.

If you are not subscribed to the Software Updates service, you must update your
firmware manually.

To update your NetDefend firmware manually

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Firmware Update.
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The Firmware Update page appears.

© NETDEFEND

secured by & Qngck__f{qnf

DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

Welcome Firmware Update

Reports

Firmware Update
To update the firmware of your D-Link MetDefend, follow these steps:

Security
Antivirus

Services 1. Obtain the updated firmware file
2 Click Browse... and select the new firmware file
Network 3. Click Upload.

Setup

Users
VPN
Help

Logout

Internet : Connected Service Genter : Gonnected Jan 13, 2006 04:0506 PM GMT-08:00

3. Click Browse.
A browse window appears.
4. Select the image file and click Open.

The Firmware Update page reappears. The path to the firmware update image file
appears in the Browse text box.

5. Click Upload.
Your NetDefend firewall firmware is updated.

Updating may take a few minutes, during which time the PWR/SEC LED may
start flashing red or orange. Do not power off the appliance.

At the end of the process the NetDefend firewall restarts automatically.
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Upgrading Your Software Product

CP310

You can upgrade your NetDefend firewall by adding the DFL-CP310 Power Pack.
After purchasing the Power Pack, you will receive a new Product Key that enables
you to use the Power Pack on the same NetDefend firewall you have today. There
is no need to replace your hardware. You can also purchase node upgrades, as
needed.

e Note: To purchase the Power Pack or node upgrades, contact your NetDefend
e firewall provider.

To upgrade your product, you must install the new Product Key.

To install a Product Key

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Upgrade Product.
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The NetDefend Licensing Wizard opens, with the Install Product Key dialog box
displayed.

etup Wizard - Web Page Dialog

D-Link NetDefend Licensing Wizard

Install Product Key > Buy Upgrade

Your D-Link MetDefend is currently configured with the following product information
Product : D-Link NetDefend (10 nodes)
Product Key : 047353 6811f.5c0640
In & typical installation, there is no need to change these settings, and you can proceed by
clicking Next

What do you want to do?

() Keep these settings
() Enter a different Product Key

INext > i Cancel i

& Internet

http://192.168.10.1/pop Wil frame. html

3. Click Enter a different Product Key.
4. In the Product Key field, enter the new Product Key.

5. Click Next.
The Installed New Product Key dialog box appears.

D-Link NetDefend Licensing Wizard

Installed New Product Key

The Product Key was updated. Your new product is:
D-Link NetDefend (10 nodes)

[ <Back J [ Mext> J [ Cancel )

http: /{192, L68. 10, 1jpop/Wiel frame. htrrl B Inkernet

6. Click Next.
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7.

The first Registration dialog box appears.

D-Link NetDefend Licensing Wizard

Registration

Registration is required to activate your product warranty, and to receive optional
notifications of new firmware versions and services

| want to register my product

[ <Back ) [ Mex> ) [ Cancel )

http://192.168.10.1fpop Wizl Frame. ki B Internet

Do one of the following:

e To register your NetDefend firewall later on, clear the | want to register

my product check box and then click Next.

D-Link NetDefend Licensing Wizard

Registration

Your product was not registered.
You can register your product later by clicking "Setup” > "Firrmware” = "Upgrade Product”

< Back ' Finish i

http://192.168.10.1/pop Wizl Frame. Rkl & Internet

e To register your NetDefend firewall now, do the following:

1) Click Next.
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A second Registration dialog box appears.

D-Link NetDefend Licensing Wizard

Registration

To complete your registration, please enter your contact information
MAC Address 00:08:d=:70:a3:28
Product D-Link MetDefend (10 nodes)

= First Narme

* Last Mame

* Email
Company
Country
ZIP Code

[[] Send me email notifications regarding new firmware wersions and senvices.

[ <Back ] [ Mext> ) [ Cancel )

http:/192.168.10.1{popj Wizl frame. html ® Internet

2) Enter your contact information in the appropriate fields.

3) To receive email notifications regarding new firmware versions
and services, select the check box.

4) Click Next.
The Registration... screen appears.

D-Link NetDefend Licensing Wizard

Registration

Thank you for registering your product!

< Back l Finish I

http://192.168.10.1pop Wizl frame. html @ Intermet
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8. Click Finish.
Your NetDefend firewall is restarted and the Welcome page appears.

Registering Your NetDefend firewall

CP310

If you want to activate your warranty and optionally receive notifications of new
firmware versions and services, you must register your NetDefend firewall.

Privacy Statement: D-Link is committed to protecting your privacy. We use the
information we collect about you to process orders and to improve our ability to
serve your needs. We will under no circumstances sell, lease, or otherwise disclose
any of your personal or contact details without your explicit permission.

To register your NetDefend firewall

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Upgrade Product.

The NetDefend Licensing Wizard opens, with the Install Product Key dialog box
displayed.

3. Select Keep these settings.
4. Click Next.
The first Registration dialog box appears.
5. Verify that the | want to register my product check box is selected.
6. Click Next.
A second Registration dialog box appears.
7. Enter your contact information in the appropriate fields.

8. To receive email notifications regarding new firmware versions and services,
select the check box.
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9. Click Next.
The Registration... screen appears.
The third Registration dialog box appears.
10. Click Finish.
Your NetDefend firewall is restarted and the Welcome page appears.

Configuring Syslog Logging

CP310

You can configure the NetDefend firewall to send event logs to a Syslog server
residing in your internal network or on the Internet. The logs detail the date and the
time each event occurred. If the event is a communication attempt that was rejected
by the firewall, the event details include the source and destination IP address, the
destination port, and the protocol used for the communication attempt (for
example, TCP or UDP).

This same information is also available in the Event Log page (see Viewing the
Event Log on page 187). However, while the Event Log can display hundreds of
logs, a Syslog server can store an unlimited number of logs. Furthermore, Syslog
servers can provide useful tools for managing your logs.

e Note: Kiwi Syslog Daemon is freeware and can be downloaded from
e http://www.kiwisyslog.com. For technical support, contact Kiwi Enterprises.

To configure Syslog logging
1. Click Setup in the main menu, and click the Logging tab.
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The Logging page appears.

©) NETDEFEND'

secured by & thckfcmf
Lo R L 6.0.45

DFL-CPG310 | Firmware | High Availability | Logging | I\'Ianagemént | Tools | Printers |

Logging

Welcome
Reports

Security
Antivirus Syslog Server 1921681093 {=) This Computer i Clear
BERIEED Syslog Port |514 & Default
Network

Setup
Users
VPN
Help
Logout

........

Internet : Gonnected Service CGenter : Gonnected Jan 13, 2006 04:15:02 PM GMT-08:00

2. Complete the fields using the information in the table below.
3. Click Apply.

Table 79: Logging Page Fields

In this field... Do this...

Syslog Server Type the IP address of the computer that will run the Syslog service
(one of your network computers), or click This Computer to allow your
computer to host the service.

Clear Click to clear the Syslog Server field.
Syslog Port Type the port number of the Syslog server.
Default Click to reset the Syslog Port field to the default (port 514 UDP).
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Controlling the Appliance via the Command Line

CP310

Depending on your NetDefend model, you can control your appliance via the
command line in the following ways:

e Using the NetDefend Portal's command line interface.

See Using the NetDefend Portal on page 386.
e Using a console connected to the NetDefend firewall.

For information, see Using the Serial Console on page 388.
e Using an SSH client.

See Configuring SSH on page 392.

Using the NetDefend Portal

CP310

You can control your appliance via the NetDefend Portal's command line interface.

To control the appliance via the NetDefend Portal

1. Click Setup in the main menu, and click the Tools tab.
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The Tools page appears.

© NETDEFEND

secured by JE Checkpamt

DFL-CPG310

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN

Help
Logout

&

Internet : Connected Service Center : Connected

Set Time

IP Tools

Command Line
Packet Sniffer
Export Settings
Import Settings
Factory Settings

Diagnostics

D-Link

6.0.45:
| Firmware | High Availability | Logging | Management | Tools | Printers |

ols
Set the date and time of your D-Link NetDefend:

Toal Ping v
Address

Use direct command line interdface to contral the D-Link NetDefend:
Capture network traffic:

Export the configuration of your D-Link NetDefand to a fils:

Load a configuration file to your D-Link NetDefand:

Reset all your settings to the factary defaults:

Troubleshooting and technical infarmation:

>

v
|2

>

v

v

SetTime

Command
Shiffier

Export

Import

Factory Seftings

Diagnostics

2. Click Command.
The Command Line page appears.

¥ NETDEFEND

secured by [ Check Poin

DFL-CPG310

Welcome
Reports

Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

Internet : Connected Service Center : Connected

Command Line

| Firmware | High Availability | Loggin

3. In the upper field, type a command.
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You can view a list of supported commands using the command help.

For information on all commands, refer to the NetDefend CLI Reference Guide.
4. Click Go.

The command is implemented.

Using the Serial Console

CP310

You can connect a console to the NetDefend firewall, and use the console to
control the appliance via the command line.

e Note: Your terminal emulation software must be set to 57600 bps, N-8-1.

To control the appliance via a console

1. Connect the serial console to your NetDefend firewall's serial port, using an RS-
232 Null modem cable.

For information on locating the serial port, see Rear Panel.
2. Click Network in the main menu, and click the Ports tab.
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The Ports page appears.

¥ NETDEFEND

secured by & Qngck__f{qu
6. (
DFL-CPG310 | Internet | MyNetwork | Ports | Traffic Shaper | Networl

Welcome

Reports

Security Assigned To iz} Link Configuration 2] Status ©
Antivirus
Sarvices LAMN l"l Automatic Detection [Vl No Link
Network
LAN IV] Automatic Detection [V] No Link
Setup

Users
VPN

Help

LAMN ["l Automatic Detection [Vl No Link
LAN IV] Automatic Detection [V] 100 Mbps Full Duplex

Logout
DMZ ["l Automatic Detection [Vl No Link

Automatic Detection [Vl 100 Mbps Full Duplex

........

Console IVI

( Apply J( Cancel ][ Default ]

Internet : Connected Service Center : Connected Jan 13, 2006 04:27:53 PW GMT-08:00

3. In the RS232 drop-down list, select Console.
4. Click Apply.
You can now control the NetDefend firewall from the serial console.

For information on all supported commands, refer to the NetDefend CLI
Reference Guide.
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Configuring HTTPS

CP310

You can enable NetDefend firewall users to access the NetDefend Portal from the
Internet. To do so, you must first configure HTTPS.

To configure HTTPS
1. Click Setup in the main menu, and click the Management tab.

The Management page appears.

© NETDEFEND

secured by & Q!jgc_k_ﬁgm“f

DFL-CPG310

Welcome
Reports

Security Management Protocols

Antivirus HTTPS Access From Internal Networks |

Services SSH Access From Internal Networks [

Network -
SNMP Access From Digahled v

Setup

Users Cormmunity >

VPN
Help

Logout

3)

Internet : Connected Service Center : Connected Jan 13, 2006 04:32:34 PM GMT-08:00

2. Specify from where HTTPS access to the NetDefend Portal should be granted.

See Access Options on page 391 for information.

Warning: If remote HTTPS is enabled, your NetDefend firewall settings can be
changed remotely, so it is especially important to make sure all NetDefend firewall
users’ passwords are difficult to guess.
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Note: You can use HTTPS to access the NetDefend Portal from your internal

R network, by surfing to https://my.firewall.

If you selected IP Address Range, additional fields appear.

© NETDEFEND

secured by &1 Check Poinf
DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

Welcome Management

Reports
Security Management Protocols

Antivirus HTTPS Access From Internal Netwotks + 1P Range v:
Services SSH

Access Fram Internal Networks i
Network
SNMP Access Fram Disabled i
Setup
Users Community >

VPN
Help
Logout

uuuuu

Internet : Connected Service Center : Connected

3. If you selected IP Address Range, enter the desired IP address range in the fields
provided.

4. Click Apply.

The HTTPS configuration is saved. If you configured remote HTTPS, you can
now access the NetDefend Portal through the Internet, using the procedure
Accessing the NetDefend Portal Remotely on page 44.

Table 80: Access Options

Select this To allow access from...
option...
Internal Network The internal network only.

This disables remote access capability.
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Select this To allow access from...
option...

Internal Network and  The internal network and your VPN.

VPN

IP Address Range A particular range of IP addresses.
Additional fields appear, in which you can enter the desired IP address
range.

ANY Any IP address.

Disabled Nowhere.

This completely disables access. This option is only available for
SNMP.

Configuring SSH

CP310

NetDefend firewall users can control the unit via the command line, using the SSH
(Secure Shell) management protocol. You can enable users to do so via the
Internet, by configuring remote SSH access. You can also integrate the NetDefend
firewall with SSH-based management systems.

Note: The NetDefend firewall supports SSHv2 clients only. The SSHv1 protocol

Lo . . o )
contains security vulnerabilities and is not supported.

To configure SSH

1. Click Setup in the main menu, and click the Management tab.
The Management page appears.

2. Specify from where SSH access should be granted.
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See Access Options on page 391 for information.

Warning: If remote SSH is enabled, your NetDefend firewall settings can be changed
remotely, so it is especially important to make sure all NetDefend firewall users’
passwords are difficult to guess.

If you selected IP Address Range, additional fields appear.

Y NETDEFEND

secured by JEA Check nt

DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |
Welcome Management

Reports
Security Management Protocols

Antivirus HTTPS Access From Internal Networks w

Services SSH

Access From Internal Netwarks + IP Range :V
Network
SNMP Access From Disabled i
Setup
Users Community >

VPN
Help
Logout

jca)
SofaWare
Embodded

Internet : Connected Service Center : Connected Jan 13, 2006 04:37:55 PM GMT-08:00
3. If you selected IP Address Range, enter the desired IP address range in the fields
provided.

4. Click Apply.

The SSH configuration is saved. If you configured remote SSH access, you can
now control the NetDefend firewall from the Internet, using an SSHv2 client.

For information on all supported commands, refer to the NetDefend CLI
Reference Guide.
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Configuring SNMP

CP310

The NetDefend firewall users can monitor the NetDefend firewall, using tools that
support SNMP (Simple Network Management Protocol). You can enable users can
do so via the Internet, by configuring remote SNMP access.

The NetDefend firewall supports the following SNMP MIBs:
e SNMPv2-MIB

e RFC1213-MIB

e |IF-MIB

e |IP-MIB

All SNMP access is read-only.

To configure SNMP

1. Click Setup in the main menu, and click the Management tab.
The Management page appears.

2. Specify from where SNMP access should be granted.
See Access Options on page 391 for information.
If you selected IP Address Range, additional fields appear.
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The Community field and the Advanced link are enabled.

¥ NETDEFEND

secured by B Qngck Point

DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

@
SofaWare
Emboddad

Management

Management Protocols

HTTPS Access From

SSH Access From

SNMP Access From
Community

Internal Metworks [
Internal Metworks [

Interal Netwarks + IP Range [

public

> Advanced

Internet : Connected Service Center : Gonnected

Jan 13, 2006 04:39:35 Ph GMT-08:00

3. If you selected IP Address Range, enter the desired IP address range in the fields

provided.

4. In the Community field, type the name of the SNMP community string.

SNMP clients uses the SNMP community string as a password, when

connecting to the NetDefend firewall.

The default value is "public”. It is recommended to change this string.

5. To configure advanced SNMP settings, click Advanced.
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The SNMP Configuration page appears.

© NETDEFEND

secured by B Qngc_kﬁgmlf

DFL-CPG310

SNMP Configuration

Welcome

Reports
Security SNMP Configuration

Antivirus System Location
Services
MNetwork

Systern Contact

Setup ShMP Port 161

Users
WPN
Help
Logout

f Ay ]f Cancel ]f Back ]

........

Internet : Connected Service Center : Connected Jan 13, 2006 04:40

6. Complete the fields using the table below.
7. Click Apply.
The SNMP configuration is saved.
8. Configure the SNMP clients with the SNMP community string.

Table 81: Advanced SNMP Settings

In this field... Do this...

System Location Type a description of the appliance's location.

This information will be visible to SNMP clients, and is useful for
administrative purposes.

System Contact Type the name of the contact person.

This information will be visible to SNMP clients, and is useful for
administrative purposes.
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In this field... Do this...

SNMP Port Type the port to use for SNMP.

The default port is 161.

Setting the Time on the Appliance

CP310

You set the time displayed in the NetDefend Portal during initial appliance setup. If
desired, you can change the date and time using the procedure below.

To set the time

1. Click Setup in the main menu, and click the Tools tab.

The Tools page appears.
2. Click Set Time.

The NetDefend Set Time Wizard opens displaying the Set the NetDefend Time
dialog box.

D-Link NetDefend Set Time Wizard

Setthe D-Link NetDefend Time

D-Link MetDefend has a built-in clock that is used to time stamp security logs and to werify
other security-related information. It is important to set the built-in clock

Please choose how to set the D-Link MetDefend clock to the correct time:

() Your computers clock: Jan 13, 2006 04:41:52 Ph GMT-08:00
O Keep the current setting: Jan 13, 2006 04:41:48 Ph GMT-08:00
(0 Use a Time Server.

(O Specify date and time

IMext > l Cancel l

http:/{192.168.10. 1 pop/WizTframe. html B Internet
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®

3. Complete the fields using the information in Set Time Wizard Fields on page
400.

4. Click Next.
The following things happen in the order below:

If you selected Specify date and time, the Specify Date and Time dialog
box appears.

D-Link NetDefend Set Time Wizard

Specify Date and Time

Set the correct time for your location:

Month Day Year
Date Jan BE || 2008 |
Hour Minute Second
Time 4 PM - w] 42 57
Time Zone
Time Zone GMT-06:00 [

[ <Back ) [ Next> J [ Cancel J

http://192.168.10.1/pop/WizTFrame html & Internet

Set the date, time, and time zone in the fields provided, then click Next.
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e If you selected Use a Time Server, the Time Servers dialog box appears.

D-Link NetDefend Set Time Wizard

Time Servers

You can use a time sever to adjust date and time automatically
Enter the IP addresses of up to two NTP time servers

Frimary Server i Clear
Secondary Server. i@ Clear

Select your time zone:
GMT-08:00 s

[ <Back ) [ Next> J [ Cancel J

http://192.168.10.1/pop/WizTFrame html & Internet

Complete the fields using the information in Time Servers Fields on page
400, then click Next.

e The Date and Time Updated screen appears.

D-Link NetDefend Set Time Wizard

Date and Time Updated

Your D-Link MetDefend clock setting has been changed successfully.

Finish i

& Internet

http://192.168.10.1/pop/WizTFrame html

5. Click Finish.
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Table 82: Set Time Wizard Fields

Select this option... To do the following...

Your computer's clock Set the appliance time to your computer’s system time.

Your computer’s system time is displayed to the right of this
option.

Keep the current time Do not change the appliance’s time.
The current appliance time is displayed to the right of this option.

Use a Time Server Synchronize the appliance time with a Network Time Protocol
(NTP) server.

Specify date and time Set the appliance to a specific date and time.

Table 83: Time Servers Fields

In this field... Do this...
Primary Server Type the IP address of the Primary NTP server.
Secondary Server Type the IP address of the Secondary NTP server.

This field is optional.
Clear Clear the field.

Select your time zone  Select the time zone in which you are located.
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Using Diagnostic Tools

CP310

The NetDefend firewall is equipped with a set of diagnostic tools that are useful for
troubleshooting Internet connectivity.

Table 84: Diagnostic Tools

Use this To do this... For information, see...
tool...
Ping Check that a specific IP address or DNS Using IP Tools on page 402

name can be reached via the Internet.

Traceroute Display a list of all routers used to Using IP Tools on page 402
connect from the NetDefend firewall to a
specific IP address or DNS name.

WHOIS Display the name and contact information ~ Using IP Tools on page 402
of the entity to which a specific IP address
or DNS name is registered. This
information is useful in tracking down
hackers.

Packet Sniffer Capture network traffic. This informationis Using Packet Sniffer on page

useful troubleshooting network problems. 404
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Usi

ng IP Tools

CP310

To
1.

use an IP tool

Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

In the IP Tools drop-down list, select the desired tool.

3. In the Address field, type the IP address or DNS name for which to run the tool.

Click Go.

e If you selected Ping, the following things happen:

The NetDefend firewall sends packets to the specified the IP address or DNS
name.

The IP Tools window opens and displays the percentage of packet loss and
the amount of time it each packet took to reach the specified host and return
(round-trip) in milliseconds.

- -J1192.16B.10.1 - IP -
IP Tools

Pingy 192.168.10.199 - Please wailt ...
PING 182.168.10.199 (192.168.10.199): 56 data bytes
64 hytes from 182.165.10.199: icmp sSeq=0 ttl=128 time=373.0 ms

64 hytes from 182.165.10.199: icmp sSeq=1 ttl=128 time=3.6 ms
64 hytes from 152.165.10.199: icmp seq=2 trl=128 time=3.5 ms
64 hytes from 152.165.10.199: icmp sSeq=3 trl=128 time=3.5 ms
84 bytes from 192.165.10.199: icmp seq=4 trl=128 time=3.6 m3

——— 182.168.10.199 ping statistics ———
5 packets transwitted, 5 packets receiwved, 0% packet loss
round-trip win/avg/max = 3.5/77.5/373.0 ms

&) pone & nternet

e If you selected Traceroute, the following things happen:
The NetDefend firewall connects to the specified IP address or DNS name.
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The IP Tools window opens and displays a list of routers used to make the

connection.

Tracerou te 192.152.81.1 -
traceroute to 192.152.81.1 (182.152.51.1), 30 hops max,
1 67.130.140.1 [67.130.140.1) 58.486 ms 20.424 ns
67.130.147.33 (67.130.147.33) 15.628 ws 14.065 s
205.171.13.105 (205.171.13.105) 12.165 ms 19.064

Z05.171.13.102 (205.171.13.102) 15.63Z ms 14.147 |-
67.130.147.70 (67.130.147.70) 43.5 m= 57.913 =
192.152.81.1 (192.152.61.1) 24.351 ms 34.921 ms

Please wait ...

& Internet

¢ If you selected WHOIS, the following things happen:
The NetDefend firewall queries the Internet WHOIS server.

A window displays the name of the entity to which the IP address or DNS
name is registered and their contact information.

X - MMogs ealaware.com - WHIS Resolve Enfry for 192.1... o O

WHOIS Resolve Entry for 192.152.81.1
irane dlink.com

-Lirk Systems_ Inc.

DLNKS

| Addrass 153 Discovery D

City inving
IQNOPrW CA

[FostalCode 92618
X LS

¢ 192 152 810 182 153
CIDR
[Metwork MNarms DLINK-USA
[MatHandis MET-192-152-81-0-1
[Farant NET-192-0-0-0.0
Mt Type |Caract Assignament
] bone. B Tt

Chapter 14: Maintenance

403



Using Diagnostic Tools @

Using Packet Sniffer

CP310

The NetDefend firewall includes the Packet Sniffer tool, which enables you to
capture packets from any internal network or NetDefend port. This is useful for
troubleshooting network problems and for collecting data about network behavior.

The NetDefend firewall saves the captured packets to a file on your computer. You
can use a free protocol analyzer, such as Ethereal, to analyze the file, or you can
send it to technical support. Ethereal runs on all popular computing platforms and
can be downloaded from http://www.ethereal.com.

To use Packet Sniffer

1. Click Setup in the main menu, and click the Tools tab.

The Tools page appears.
2. Click Sniffer.
The Packet Sniffer window opens.

Interface: Primany Internet (LAN) v [2)
Filter String )
[ Capture anly trafiic toffrom this gateway
Start Cancel
&] Dore © Intemet

3. Complete the fields using the information in the table below.
4. Click Start.
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The Packet Sniffer window displays the name of the interface, the number of
packets collected, and the percentage of storage space remaining on the
appliance for storing the packets.

Packet Capture In Progress
Interface: WWAN (Port)
Captured: 14 Packets

Space Remaining: 93%

S\Dpl Cancel l

&] bone @ Internet

5. Click Stop to stop collecting packets.
A standard File Download dialog box appears.
6. Click Save.
The Save As dialog box appears.
7. Browse to a destination directory of your choice.
8. Type a name for the configuration file and click Save.
The *.cap file is created and saved to the specified directory.
9. Click Cancel to close the Packet Sniffer window.
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Table 85: Packet Sniffer Fields

In this field... Do this...

Interface Select the interface from which to collect packets.
The list includes the primary Internet connection, the NetDefend firewall
ports, and all defined networks.

Filter String Type the filter string to use for filtering the captured packets. Only

Capture only traffic
to/from this gateway

packets that match the filter condition will be saved.

For a list of basic filter strings elements, see Filter String Syntax on
page 407.

For detailed information on filter syntax, go to
http://www.tcpdump.org/tcpdump_man.html.

Note: Do not enclose the filter string in quotation marks.

If you do not specify a filter string, Packet Sniffer will save all packets on
the selected interface.

Select this option to capture incoming and outgoing packets for this

gateway only.

If this option is not selected, Packet Sniffer will collect packets for all
traffic on the interface.

406
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Filter String Syntax
The following represents a list of basic filter string elements:

e and on page 407

e dst on page 408

e dst port on page 408

e ether proto on page 409
e host on page 410

e noton page 410

e Oronpage 41l

e porton page 411

e srcon page 412

e src port on page 412

e tcp on page 413

e udp on page 414

For detailed information on filter syntax, refer to http://www.tcpdump.org.

and
PURPOSE

The and element is used to concatenate filter string elements. The filtered packets
must match all concatenated filter string elements.

SYNTAX
element and element [and element...]
element && element [&& element...]
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PARAMETERS

element String. A filter string element.
EXAMPLE

The following filter string saves packets that both originate from IP address is
192.168.10.1 and are destined for port 80:

src 192.168.10.1 and dst port 80

dst
PURPOSE

The dst element captures all packets with a specific destination.

SYNTAX

dst destination

PARAMETERS
destination IP Address or String. The computer to which the packet is
sent. This can be the following:
e AnIP address
e Ahost name
EXAMPLE

The following filter string saves packets that are destined for the IP address
192.168.10.1:

dst 192.168.10.1

dst port
PURPOSE

The dst port element captures all packets destined for a specific port.
SYNTAX
dst port port
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Note: This element can be prepended by tcp or udp. For information, see tcp on
page 413 and udp on page 414.

'w-t;'_.." e

PARAMETERS

port Integer. The port to which the packet is sent.
EXAMPLE

The following filter string saves packets that are destined for port 80:

| dst port 80

ether proto
PURPOSE

The ether proto element is used to capture packets of a specific ether protocol
type.
SYNTAX

ether proto \protocol

PARAMETERS
protocol String. The protocol type of the packet.
This can be the following: Ip, ¥p6, arp, rarp,
atalk, aarp, dec net, sca, lat,
mopdl, moprc, iso, stp, ipx, or
netbeui.
EXAMPLE

The following filter string saves ARP packets:

| ether proto arp
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host
PURPOSE

The host element captures all incoming and outgoing packets for a specific
computer.

SYNTAX

host host

PARAMETERS

host IP Address or String. The computer to/from which the packet

is sent. This can be the following:
e AnIP address
e Ahost name

EXAMPLE

The following filter string saves all packets that either originated from IP address
192.168.10.1, or are destined for that same IP address:

host 192.168.10.1

not
PURPOSE

The not element is used to negate filter string elements.
SYNTAX

not element

I element

PARAMETERS

element String. A filter string element.
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EXAMPLE
The following filter string saves packets that are not destined for port 80:

| not dst port 80

or
PURPOSE

The or element is used to alternate between string elements. The filtered packets
must match at least one of the filter string elements.

SYNTAX

element or element [or element...]
element || element [|| element...]
PARAMETERS

element String. A filter string element.
EXAMPLE

The following filter string saves packets that either originate from IP address
192.168.10.1 or IP address 192.168.10.10:

\src 192.168.10.1 or src 192.168.10.10

port
PURPOSE

The port element captures all packets originating from or destined for a specific
port.

SYNTAX
port port

Note: This element can be prepended by tcp or udp. For information, see tcp on
page 413 and udp on page 414.

e
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PARAMETERS

port Integer. The port from/to which the packet is sent.
EXAMPLE

The following filter string saves all packets that either originated from port 80, or
are destined for port 80:

port 80

src
PURPOSE

The src element captures all packets with a specific source.

SYNTAX

SIc source

PARAMETERS

source IP Address or String. The computer from which the packet is

sent. This can be the following:
e An IP address
e Ahost name

EXAMPLE

The following filter string saves packets that originated from IP address
192.168.10.1:

src 192.168.10.1

src port
PURPOSE

The src port element captures all packets originating from a specific port.
SYNTAX

src port port
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Note: This element can be prepended by tcp or udp. For information, see tcp on
page 413 and udp on page 414.

'w-t;'_.." e

PARAMETERS

port Integer. The port to which the packet is sent.
EXAMPLE
The following filter string saves packets that originated from port 80:

| src port 80

tcp

PURPOSE

The tcp element captures all TCP packets. This element can be prepended to port-
related elements.

P Note: When not prepended to other elements, the tCp element is the equivalent of
2 ip proto tcp.

SYNTAX

tcp

tcp element
PARAMETERS

element String. A port-related filter string element that should be
restricted to saving only TCP packets. This can be the
following:

e dst port - Capture all TCP packets destined
for a specific port.

e port - Captures all TCP packets originating
from or destined for a specific port.

e Src port- Capture all TCP packets originating
from a specific port.
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ExXAMPLE 1

The following filter string captures all TCP packets:

| tep

EXAMPLE 2

The following filter string captures all TCP packets destined for port 80:

| tcp dst port 80

udp
PURPOSE

The udp element captures all UDP packets. This element can be prepended to port-
related elements.

s Note: When not prepended to other elements, the Udp element is the equivalent of
= ip proto udp.
SYNTAX
udp
udp element
PARAMETERS
element String. A port-related filter string element that should be
restricted to saving only UDP packets. This can be the
following:
e dst port - Capture all UDP packets destined
for a specific port.
e port - Captures all UDP packets originating
from or destined for a specific port.
e Src port - Capture all UDP packets
originating from a specific port.
EXAMPLE 1

The following filter string captures all UDP packets:
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| udp

EXAMPLE 2
The following filter string captures all UDP packets destined for port 80:

| udp dst port 80 |

Backing Up the NetDefend firewall Configuration

CP310

You can export the NetDefend firewall configuration to a *.cfg file, and use this
file to backup and restore NetDefend firewall settings, as needed. The file includes
all your settings.

The configuration file is saved as a textual CLI script. If desired, you can edit the
file. For a full explanation of the CLI script format and the supported CLI
commands, see the NetDefend CLI Reference Guide.

Exporting the NetDefend firewall Configuration

CP310

Exporting the NetDefend firewall configuration creates a configuration file.

To export the NetDefend firewall configuration

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Export.
A standard File Download dialog box appears.

3. Click Save.
The Save As dialog box appears.

4. Browse to a destination directory of your choice.
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5. Type a name for the configuration file and click Save.
The *.cfg configuration file is created and saved to the specified directory.

Importing the NetDefend firewall Configuration

CP310

In order to restore your NetDefend firewall’s configuration from a configuration
file, you must import the file.

To import the NetDefend firewall configuration

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Import.
The Import Settings page appears.

© NETDEFEND

secured by &= Qngc_kﬁgmlf

DFL-CPG310 [ Firmware | High Availability | Logging | Management | Tools | Printers |

Import Settings

Welcome
Reports

Import Settings

Security
- To import configuration far your D-Link NetDefend, follow these steps:
Antivirus

Services 1. Click Browse... and select a configuration file (*. cfg)

2. Click Upload

MNetwork
Setup

Users
WPN
Help
Logout

Internet : Connected Service Center : Connected Jan 13, 2006 05:02:30 PM GMT-08:00

3. Do one of the following:

e In the Import Settings field, type the full path to the configuration file.
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Or

e Click Browse, and browse to the configuration file.
4. Click Upload.

A confirmation message appears.
5. Click OK.

The NetDefend firewall settings are imported.

The Import Settings page displays the configuration file's content and the result
of implementing each configuration command.

© NETDEFEND

secured by JEA gngck Poinf

DFL-CPG310 | Firmware | High Availability | Logging | Management | Tools | Printers |

Import Settings

The configuration file has been imported. Please review the results.

Welcome

Reports

Security

Antivi # Configuration script il
RIS # License: D-link Defender WPW (10 nodes)
Services # Gateway MAC: 00:08:da:70:a9:ed

# firmware version: 6.0.45x
Network

Setup # Device settings
get deviee productkey 0d7353-63811£f£-5c0640 hostname "" hehindnat
Users undefined
VPN [700000] OK
Help # Clock settings
set clock timezone GMT-05:00 ntpl "" nepz "™

Logout

1)
SofaWare
Embsddad

Internet : Connected Service Center : Connecting Jan 13, 2006 05:04:15 PM GMT-08:00

[700000] OK

# Wireless setting j

Note: If the appliance's IP address changed as a result of the configuration import,
your computer may be disconnected from the network; therefore you may not be
able to see the results.

'w-t;'_.." e
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Resetting the NetDefend firewall to Defaults

CP310

You can reset the NetDefend firewall to its default settings. When you reset your
NetDefend firewall, it reverts to the state it was originally in when you purchased
it. You can choose to keep the current firmware or to revert to the firmware version
that shipped with the NetDefend firewall.

Warning: This operation erases all your settings and password information. You will
have to set a new password and reconfigure your NetDefend firewall for Internet
connection. For information on performing these tasks, see Setting Up the
NetDefend firewall.

You can reset the NetDefend firewall to defaults via the Web management

interface (software) or by manually pressing the Reset button (hardware) located at
the back of the NetDefend firewall.

To reset the NetDefend firewall to factory defaults via the Web interface
1. Click Setup in the main menu, and click the Tools tab.

The Tools page appears.
2. Click Factory Settings.

418 D-Link NetDefend firewall User Guide



@ Resetting the NetDefend firewall to Defaults

A confirmation message appears.

© NETDEFEND

secured by B Qnquﬁgm“f

DFL-CPG310

Confirmation
Welcome

Reports
Security Confirmation

Antivirus Factory Settings - This will erase all your settings and revert to the factary
defaults.

Services You may need to restart all the computers in your netwark. If your
[NT—— computer is not configured to "Obtain an IP address automatically”, you
must adjust the netwaork settings accordingly. Are you sure?
Setup

Users [ Revert to the factary default firmware version

VPN
Help

Logout

&)

Internet : Connected Service Center : Connected Jan 13, 2006 05:06:05 PM GMT-08:00

3. To revert to the firmware version that shipped with the appliance, select the
check box.

4. Click OK.

The Please Wait screen appears.

The D-Link NetDefend is now restarting

You may now need to restart all the computers inyour netwiork, If your computer is
not configured to "Obtain an IP address automatically”, you must adjust the network
settings accordingly

If this page does nat refresh within a few minutes, please click: Refresh

The NetDefend firewall returns to its factory defaults.

The NetDefend firewall is restarted (the PWR/SEC LED flashes quickly).
This may take a few minutes.

The Login page appears.
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To reset the NetDefend firewall to factory defaults using the Reset button
1. Make sure the NetDefend firewall is powered on.

2. Using a pointed object, press the RESET button on the back of the NetDefend
firewall steadily for seven seconds and then release it.

3. Allow the NetDefend firewall to boot-up until the system is ready (PWR/SEC
LED flashes slowly or illuminates steadily in green light).

For information on the appliance's front and rear panels, see the relevant Getting
to Know Your Appliance section in Introduction on page 1.

& Warning: If you choose to reset the NetDefend firewall by disconnecting the power
cable and then reconnecting it, be sure to leave the NetDefend firewall disconnected
for at least three seconds, or the NetDefend firewall might not function properly until
you reboot it as described below.
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Running Diagnostics

CP310

You can view technical information about your NetDefend firewall’s hardware,
firmware, license, network status, and Service Center.

This information is useful for troubleshooting. You can export it to an *.html file
and send it to technical support.

To view diagnostic information
1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.
2. Click Diagnostics.
Technical information about your NetDefend firewall appears in a new window.
3. To save the displayed information to an *.html file:

a. Click Save.
A standard File Download dialog box appears.
b. Click Save.
The Save As dialog box appears.
c. Browse to a destination directory of your choice.
d. Type a name for the configuration file and click Save.

The *.html file is created and saved to the specified directory.
4. To refresh the contents of the window, click Refresh.

The contents are refreshed.
5. To close the window, click Close.
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Rebooting the NetDefend firewall

CP310

If your NetDefend firewall is not functioning properly, rebooting it may solve the
problem.

To reboot the NetDefend firewall

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Restart.
A confirmation message appears.

3. Click OK.

e The Please Wait screen appears.

The D-Link MNetDefend is now restarting.

If this page does not refresh within a few minutes, please click: Refresh.

e The NetDefend firewall is restarted (the PWR/SEC LED flashes quickly).
This may take a few minutes.

e The Login page appears.
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Using Network Printers

This chapter describes how to set up and use network printers.
This chapter includes the following topics:

OVEIVIBW ...ttt bttt bt 423
Setting Up NetwOrk Printers.........ccoooieriineninese e 424
Configuring Computers to Use Network Printers...........ccccoevvenennennn. 425
Viewing NetwWork PrINtErS.......cccviveiieieiieeese e 435
Changing Network Printer POIS........ccccooiiieriniineise e 435

Resetting Network Printers

Overview

The NetDefend firewall includes a built-in print server, enabling you to connect
USB-based printers to the appliance and share them across the network.

Note: When using computers with a Windows 2000/XP operating system, the
NetDefend firewall supports connecting up to four USB-based printers to the
appliance. When using computers with a MAC OS-X operating system, the
NetDefend firewall supports connecting one printer.

oo e

The appliance automatically detects printers as they are plugged in, and they
immediately become available for printing. Usually, no special configuration is
required on the NetDefend firewall.

& Note: The NetDefend print server supports printing via "all-in-one" printers. Copying
e e . .
e and scanning functions are not supported.
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Setting Up Network Printers

To set up a network printer
1. Connect the network printer to the NetDefend firewall.
See Network Installation on page 35.

Turn the printer on.

tab.

In the NetDefend Portal, click Setup in the main menu, and click the Printers

The Printers page appears. If the NetDefend firewall detected the printer, the
printer is listed on the page.

D-Link

6.0.45x%

© NETDEFEND

secured by & qngck Point

DFL-CPG310

| Firmware | High Availability | Logging | Management | Tools | Printers |

Welcome
Reports
Security
Antivirus
Services
Network
Setup
Users
VPN
Help
Logout

Printers

Printer Model  Serial Number Print Server TCP Port  Printer Status

@ hp deskjet 6127 MY¥27C1C17148 9100 Ready FrReset Senver

Internet : Gonnected Service Genter : Connected

Jan 13, 2006 05:12:06 P GMT-08:00

4. If the printer is not listed, check that you connected the printer correctly, then

click Refresh to refresh the page.
5. Write down the port number allocated to the printer.
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The port number appears in the Printer Server TCP Port field. You will need this
number later, when configuring computers to use the network printer.

6. To change the port number, do the following:
a. Type the desired port number in the Printer Server TCP Port field.

% Note: Printer port numbers may not overlap, and must be high ports.
e e

b. Click Apply.

You may want to change the port number if, for example, the printer you are
setting up is intended to replace another printer. In this case, you should change
the replacement printer's port number to the old printer's port number, and you
can skip the next step.

7. Configure each computer from which you want to enable printing to the network
printer.

See Configuring Computers to Use Network Printers on page 425.

Configuring Computers to Use Network Printers

CPG310

Perform the relevant procedure on each computer from which you want to enable
printing via the NetDefend print server to a network printer.

Windows 2000/XP

This procedure is relevant for computers with a Windows 2000/XP operating
system.

To configure a computer to use a network printer

1. If the computer for which you want to enable printing is located on the WAN,
create an Allow rule for connections from the computer to This Gateway.

See Adding and Editing Rules on page 213.
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2. Click Start > Settings > Control Panel.
The Control Panel window opens.
3. Click Printers and Faxes.

The Printers and Faxes window opens.

4. Right-click in the window, and click Add Printer in the popup menu.

The Add Printer Wizard opens with the Welcome dialog box displayed.

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install 2 printer or make printer
connections.

> It you have a Plug and Play printer that connects

L) through a IS port for any cther hot pluggable
port, such as [EEE 1334, infrared, and s0 on), you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inta yaur computer of point the: printer toward pour
computer's infrared port, and tum the printer on.
indows will automatically install the printer for pou.

Ta continue, click Next

< Back I Mext > I Cancel

5. Click Next.

The Local or Network Printer dialog box appears.

Add Printer Wizard

Local or Network Printer

The wizard needs ta know which twpe of printer to set up. ":

Select the option that describes the printer you want to use:
' Local printer attached ta this compiter
[~ Automatically detect and install my Plug and Play printer

£ A netwark. printer, or a printer attached to another computer

= To set up a network printer that is not attached to a print sereer,
\1‘) uze the "Lacal printer” option

<Back [ Metz | Cancel |

6. Click Local printer attached to this computer.
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Note: Do not select the Automatically detect and install my Plug and Play printer check
box.

7. Click Next.
The Select a Printer Port dialog box appears.

Add Printer Wizard

Select a Printer Port A

'w-t;'_.." e

Computers communicate with printers through ports

Select the port you want your printer to use. If the port is not listed, you can create a
new port.

€ Ussthe folowing port: [LPTT: [Recommendd Printer Por] =

Hote: Most computers use the LETH: port to communicate with a local printer.
The conrectar for this port should ook something ke this:

I < 3
Eﬁ,_, 1o e

% Cieate a new part
Type of port: Standard TCP/IP Port

<Back I Mext > I Cancel

8. Click Create a new port.
9. In the Type of port drop-down list, select Standard TCP/IP Port.
10. Click Next.

The Add Standard TCP/IP Port Wizard opens with the Welcome dialog box
displayed.

Add Standard TCP/IP Printer Port Wizard ﬁl

Welcome to the Add Standard
TCP/IP Printer Port Wizard

“You use this wizard to add a port for a network printer.

Before continuing be sure that:
1. The device is tuned on.
2. The network is connected and configured.

To continue, click Next.

< Back I Mest > I Cancel

11. Click Next.
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The Add Port dialog box appears.

Add Standard TCP/IP Printer Port Wizard 5‘
Add Port
For which device do vou want to add a port? N
b

Enter the Printer Mame: or [P address, and & port name far the desired dewice.

Printer Name or I[P Address: I

Port Hame: |

<Back [ Metz | Cancel |

12. In the Printer Name or IP Address field, type the NetDefend firewall's LAN IP
address, or "my.firewall".

You can find the LAN IP address in the NetDefend Portal, under Network > My
Network.

The Port Name field is filled in automatically.
13. Click Next.

The Add Standard TCP/IP Printer Port Wizard opens, with the Additional Port
Information Required dialog box displayed.

Add Standard TCP/IP Printer Port Wizard |
Additi I Port ion R ired &
The device could not be identified N
==

The device is not found on the network. Be sure that:

1. The device is tumed on.

2. The network is connected,

3. The device is propery configured.

4. The addess on the previous page is correct

If you think the address is not correct, click Back ta retum to the previaus page. Then correct
the address and perfoim another search on the network. If you are sure the address is correct,
select the device type below

Device Type

(o= PR | Gieneric Metwork Card

" Custom Seitings.

¢Back [ Mewts | Concel |

14. Click Custom.
15. Click Settings.
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The Configure Standard TCP/IP Port Monitor dialog box opens.

Port Settings |

Port Mame: ||p,192 168101

Printer Name or IF Address: |192 168,101

Protacel
{ & Ram O LPR ‘

Rlaw Seltings
’7Foll Humber: |m ] ‘

- LPR Setting
Gueue Name: I

I PR Byte Counting Enatled

1~ SNMP Status Enabled

Doty ere: [l

SHIP Device Indzy |1

Cancel

16. In the Port Number field, type the printer's port number, as shown in the
Printers page.

17. In the Protocol area, make sure that Raw is selected.
18. Click OK.
The Add Standard TCP/IP Printer Port Wizard reappears.
19. Click Next.
The Completing the Add Standard TCP/IP Printer Port Wizard dialog box appears.

Add Standard TCP/IP Printer Port Wizard ﬂ

Completing the Add Standard
TCP/IP Printer Port Wizard

“fou have selected a port with the following characterstics.

SHMP: Mo

Protocol Raw, Port 3100
Device: 192,168,101
Port Mame: IP_1921€8.10.1
Adapter Type:

To complete this wizard, click Finizh.

< Back I Finish I Cancel

20. Click Finish.
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The Add Printer Wizard reappears, with the Install Printer Software dialog box
displayed.

Install Printer Software p O
The manwiactursr snd mode determivs which pricter softvsre o Uss. [::y

\ \_ Seleet the manufacturer and madel of your printer. If your printer came with an installation
disk., dlick Have Disk. [f your printex is not lister], conisult your printer documentalian for
compatible printer software

Manufacturer [+] [[Printers [

Alps —! | SF aGFAAccuSetsF v23 -l

ﬁDO:‘D SFAGRA-AccuSet 800

AP SF AGFA-AccuSet B00SF 523

asT SF ABFA-AccuSet BO0SF v2013.108

e Jd ) e s = |
[k This diiver is digitally signed. “windows Updats | Havs Disk |

Tell me why diiver signing is impartant

¢Back [ Mewts | Concel |

21. Do one of the following:

e Use the lists to select the printer's manufacturer and model.

e If your printer does not appear in the lists, insert the CD that came with
your printer in the computer's CD-ROM drive, and click Have Disk.

22. Click Next.

23. Complete the remaining dialog boxes in the wizard as desired, and click
Finish.
The printer appears in the Printers and Faxes window.

24. Right-click the printer and click Properties in the popup menu.
The printer's Properties dialog box opens.

25. In the Ports tab, in the list box, select the port you added.
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The port's name is IP_<LAN IP address>.

General| Shang Ports | Advanced | Color Management | About |

jmt

@ hp psc 2100 series

Frint to the following port{s). Documents wil print to the fiist free

checked port.
Part | Diescription | Printer ;l
O FLE Print to File:
O useom Wirtual priter port for .
O psc printer
13 . Standard TCP/IP Port — hp psc 2100 seried
Local Part PDF335
O c:\Progiam Files... PDF Fort Acrobat Distiller
1 | »
Add Part... DetecPot | CorfigueFat. |

[¥ Enable bidirectional suppart
[~ Enable printer pooling

I By
26. Click OK.

MAC OS-X
This procedure is relevant for computers with the latest version of the MAC OS-X

operating system.

e Note: This procedure may not apply to earlier MAC OS-X versions.

To configure a computer to use a network printer

1. If the computer for which you want to enable printing is located on the WAN,
create an Allow rule for connections from the computer to This Gateway.

See Adding and Editing Rules on page 213.
2. Choose Apple -> System Preferences.
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The System Preferences window appears.

8enn System Preferences
5 =T

6 | @ &) ﬁ-hﬁ
Show All © Displays Sound Metwork Startup Disk
Personal

B - >

= . o
Appearance Desktop & Dock Exposé International Security

Screen Saver

Hardware

r = 5! ‘

® WM Q9 © =™ &
CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound

Saver Mouse

Internet & Network

@ 6 a @

Mac Network QuickTime Sharing
System
’ ' =
| =4 I 2
1 2 @G & § @
Accounts Classic Date & Time Software Speech Startup Disk
Update

©

Universal
Access

3. Click Show All to display all categories.
4. In the Hardware area, click Print & Fax.

The Print & Fax window appears.

8nson Print & Fax

« 5840 o

show All © Displays Sound Network Startup Disk

~ Printing | Faxing

Set Up Printers...

Selected printer in Print Dialog: (192.168.10.1

an| |4k

Default paper size in Page Setup: A4 E

"1Share my printers with other computers

n
§71 Click the lock to prevent further changes.

5. In the Printing tab, click Set Up Printers.
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The Printer List window appears.

.6 (SN ) Printer List (=

i Add  Del y y
In Menu Na A |Status Kind

& 3 Vv 4

6. Click Add.
New fields appear.

0606 Printer List £

IP Printing 3

il | Printer Type: | Socket/HP Jet Direct lvﬂ E

Printer Address: 192.168.10.1

Complete and valid address.

Queue Nama:

Auto Select

Iv’ Generic phlalr
Other...
Apple

Brother
CANON
EPSON

Printer Model:

Lexmark
Tektronix
Xerox

7. In the first drop-down list, select IP Printing.
8. In the Printer Type drop-down list, select Socket/HP Jet Direct.

9. In the Printer Address field, type the NetDefend firewall's LAN IP address, or
"my.firewall".

You can find the LAN IP address in the NetDefend Portal, under Network > My
Network.

10. In the Queue Name field, type the name of the required printer queue.

For example, the printer queue name for HP printers is RAW.
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11. Inthe Printer Model list, select the desired printer type.
A list of models appears.

0686 Printer List =)
! = :
| IP Printing }—;-J
INMen  printer Type: | Socket/HP Jet Direct ™ |
Printer Address: |192.168.10.1 @

Complete and valid address.

Queue Name:

Printer Model: | HP Hi

i T 7 A

| HP Deskjet 895C, CUPS+Gimp-Print v4.2.5 iy

HP DeskJet 900 series, CUPS +Gimp-Print v4.2.5

-

| HP Deskjet 995C, CUPS+Gimp-Print v4.2.5
| HP DeskJet 1100C, CUPS+Gimp-Print v4.2.5 1

12. In the Model Name list, select the desired model.

13. Click Add.
The new printer appears in the Printer List window.

eee Printer List =)
N TEE I
5 oW ¥ @
Make Default @ Add De Jtility ColorSync  Show Info
In Menu "Name™ A Status Kind Host
v 192.168.10.1 HP Deskjet 900 series, CUPS+Gimp...
A

14. In the Printer List window, select the newly added printer, and click Make
Default.
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Viewing Network Printers

CPG310

To view network printers

1. Click Setup in the main menu, and click the Printers tab.
The Printers page appears, displaying a list of connected printers.
For each printer, the model, serial number, port, and status is displayed.
A printer can have the following statuses:

e |Initialize. The printer is initializing.

e Ready. The printer is ready.

¢ Not Ready. The printer is not ready. For example, it may be out of paper.
¢ Printing. The printer is processing a print job.

e Restarting. The printer server is restarting.

e Fail. An error occurred. See the Event Log for details (Viewing the Event
Log on page 187).
2. To refresh the display, click Refresh.

Changing Network Printer Ports

CPG310

When you set up a new network printer, the NetDefend firewall automatically
assigns a port number to the printer. If you want to use a different port number, you
can easily change it, as described in Setting up Network Printers on page 424.

However, you may sometimes need to change the port number after completing
printer setup. For example, you may want to replace a malfunctioning network
printer, with another existing network printer, without reconfiguring the client
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computers. To do this, you must change the replacement printer's port number to
the malfunctioning printer's port number, as described below.

= Note: Each printer port number must be different, and must be a high port.
£

To change a printer's port
1. Click Setup in the main menu, and click the Printers tab.
The Printers page appears.
2. In the printer's Printer Server TCP Port field, type the desired port number.
3. Click Apply.

Resetting Network Printers

CPG310

You can cause a network printer to restart the current print job, by resetting the
network printer. You may want to do this if the print job has stalled.

To reset a network printer

1. Click Setup in the main menu, and click the Printers tab.
The Printers page appears.

2. Next to the desired printer, click Reset.
The network printer's current print job is restarted.
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Chapter 16

Troubleshooting

This chapter provides solutions to common problems you may encounter while
using the NetDefend firewall.

Note: For information on troubleshooting wireless connectivity, see

i Troubleshooting Wireless Connectivity on page 183.

T

This chapter includes the following topics:

CONNECLIVILY .ottt 438
Service Center and UPGrades.........ccoeoveireniiinenieineneeseseesie e 442
Other ProbIEmMS .......c.oiiiiiiic e 443
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Connectivity

| cannot access the Internet. What should | do?
e Check if the PWR/SEC LED is green. If not, check the power connection
to the NetDefend firewall.

e Check if the WAN LINK/ACT LED is green. If not, check the network
cable to the modem and make sure the modem is turned on.

e Check if the LAN LINK/ACT LED for the port used by your computer is
green. If not, check if the network cable linking your computer to the
NetDefend firewall is connected properly. Try replacing the cable or
connecting it to a different LAN port.

e Using your Web browser, go to http://my.firewall and see whether
"Connected" appears on the Status Bar. Make sure that your NetDefend
firewall network settings are configured as per your ISP directions.

e Check your TCP/IP configuration according to Installing and Setting up
the NetDefend firewall on page 15.

e If Web Filtering or Email Filtering are on, try turning them off.

e Check if you have defined firewall rules which block your Internet
connectivity.

e Check with your ISP for possible service outage.

e Check whether you are exceeding the maximum number of computers
allowed by your license, by viewing the Active Computers page.

| cannot access my DSL broadband connection. What should | do?
DSL equipment comes in two flavors: bridges (commonly known as DSL modems)
and routers. Some DSL equipment can be configured to work both ways.
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e If you connect to your ISP using a PPPoE or PPTP dialer defined in your
operating system, your equipment is most likely configured as a DSL
bridge. Configure a PPPoE or PPTP type DSL connection.

e If you were not instructed to configure a dialer in your operating system,
your equipment is most likely configured as a DSL router. Configure a
LAN connection, even if you are using a DSL connection.

For instructions, see Configuring the Internet Connection on page 53.

| cannot access my Cable broadband connection. What should | do?

e Some cable ISPs require you to register the MAC address of the device
behind the cable modem. You may need to clone your Ethernet adapter
MAC address onto the NetDefend firewall. For instructions, see
Configuring the Internet Connection on page 53.

e Some cable ISPs require using a hostname for the connection. Try
reconfiguring your Internet connection and specifying a hostname. For
further information, see Configuring the Internet Connection on page 53.

| cannot access http://my.firewall or http://my.vpn. What should | do?
e Verify that the NetDefend firewall is operating (PWR/SEC LED is active)

e Check if the LAN LINK/ACT LED for the port used by your computer is
on. If not, check if the network cable linking your computer to the
NetDefend firewall is connected properly.

P Note: You may need to use a crossed cable when connecting the NetDefend firewall
e — .
S to another hub/switch.

e Try surfing to 192.168.10.1 instead of to my.firewall.

e Note: 192.168.10 is the default value, and it may vary if you changed it in the My
e Network page.
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e Check your TCP/IP configuration according to Installing and Setting up
the NetDefend firewall on page 15.

e Restart your NetDefend firewall and your broadband modem by
disconnecting the power and reconnecting after 5 seconds.

e If your Web browser is configured to use an HTTP proxy to access the
Internet, add "my.firewall" or "my.vpn" to your proxy exceptions list.

My network seems extremely slow. What should | do?
e The Ethernet cables may be faulty. For proper operation, the NetDefend
firewall requires STP CATS5 (Shielded Twisted Pair Category 5) Ethernet
cables. Make sure that this specification is printed on your cables.

e Your Ethernet card may be faulty or incorrectly configured. Try replacing
your Ethernet card.

e There may be an IP address conflict in your network. Check that the
TCP/IP settings of all your computers are configured to obtain an IP
address automatically.

| changed the network settings to incorrect values and am unable to correct my error. What
should | do?
Reset the network to its default settings using the button on the back of the
NetDefend firewall unit. See Resetting the NetDefend firewall to Defaults on page
418.

| am using the NetDefend firewall behind another NAT device, and | am having problems with
some applications. What should | do?
By default, the NetDefend firewall performs Network Address Translation (NAT).
It is possible to use the NetDefend firewall behind another device that performs
NAT, such as a DSL router or Wireless router, but the device will block all
incoming connections from reaching your NetDefend firewall.

To fix this problem, do ONE of the following. (The solutions are listed in order of
preference.)
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e Consider whether you really need the router. The NetDefend firewall can
be used as a replacement for your router, unless you need it for some
additional functionality that it provides, such as Wireless access.

e If possible, disable NAT in the router. Refer to the router’s documentation
for instructions on how to do this.

e If the router has a “DMZ Computer” or “Exposed Host” option, set it to the
NetDefend firewall’s external IP address.

e Open the following ports in the NAT device:

UDP 9281/9282
UDP 500

TCP 256

TCP 264

ESP IP protocol 50
TCP 981

| cannot receive audio or video calls through the NetDefend firewall. What should | do?
To enable audio/video, you must configure an IP Telephony (H.323) virtual server.
For instructions, see Configuring Servers on page 207.

| run a public Web server at home but it cannot be accessed from the Internet. What should |

do?

Configure a virtual Web Server. For instructions, see Configuring Servers on page

207.

| cannot connect to the LAN network from the DMZ or WLAN network. What should | do?
By default, connections from the DMZ or WLAN network to the LAN network are
blocked. To allow traffic from the DMZ or WLAN to the LAN, configure
appropriate firewall rules. For instructions, see Using Rules on page 209.
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Service Center and Upgrades

| purchased an advanced NetDefend model, but | only have the functionality of a simpler
NetDefend model. What should | do?
Your have not installed your product key. For further information, see Upgrading
Your Software Product on page 379.

| have exceeded my node limit. What does this mean? What should | do?
Your Product Key specifies a maximum number of nodes that you may connect to
the NetDefend firewall.

The NetDefend firewall tracks the cumulative number of nodes on the internal
network that have communicated through the firewall. When the NetDefend
firewall encounters an IP address that exceeds the licensed node limit, the Active
Computers page displays a warning message and marks nodes over the node limit
in red. These nodes will not be able to access the Internet through the NetDefend
firewall, but will be protected. The Event Log page also warns you that you have
exceeded the node limit.

To upgrade your NetDefend firewall to support more nodes, purchase a new
Product Key. Contact your reseller for upgrade information.

While trying to connect to a Service Center, | received the message “The Service Center did not
respond”. What should | do?

e |f you are using a Service Center other than the Check Point Service
Center, check that the Service Center IP address is typed correctly.

e The NetDefend firewall connects to the Service Center using UDP ports
9281/9282. If the NetDefend firewall is installed behind another firewall,
make sure that these ports are open.
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Other Problems

| have forgotten my password. What should | do?
Reset your NetDefend firewall to factory defaults using the Reset button as detailed
in Resetting the NetDefend firewall to Defaults on page 418.

Why are the date and time displayed incorrectly?
You can adjust the time on the Setup page's Tools tab. For information, see Setting
the Time on the Appliance on page 397.

| cannot use a certain network application. What should | do?
Look at the Event Log page. If it lists blocked attacks, do the following:

o Set the NetDefend firewall's firewall level to Low and try again.

o |f the application still does not work, set the computer on which you want
to use the application to be the exposed host.

For instructions, see Defining an Exposed Host on page 261.

When you have finished using the application, make sure to clear the exposed host
setting, otherwise your security might be compromised.
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Chapter 17

Specifications
This chapter includes the following topics:
Technical SPeCIfiCatioNS.........cccevviiiicecee e 445
CE Declaration of Conformity.........ccccocvvvviviiieieiine e 449
Federal Communications Commission Radio Frequency Interference
SEALEIMENT ... e sne 451
Technical Specifications
Table 86: NetDefend Appliance Attributes
Attribute DFL-CP310 DFL-CPG310
General
Dimensions 20x3.1x15.5cm 20x3.1x15.5cm
(width x height x depth) (7.9 x 1.2 x 6.1 inches) (7.9 x 1.2 x 6.1 inches)
Weight 0.69 kg (1.55 Ibs) 0.69 kg (1.55 Ibs)
Power supply nominal All Models: 100~240VAC, All Models: 100~240VAC,
input voltage, frequency 50~60Hz 50~60Hz
Power supply nominal All Models: 5VDC, 3A All Models: 5VDC, 3A

output voltage
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Attribute DFL-CP310 DFL-CPG310
Max. Power 8W (1.6A) 8W (1.6A w/o external USB
Consumption devices)

Retail box dimensions
(width x height x depth)

Retail box weight

Environmental
Conditions

Temperature:
Storage/Transport

Temperature: Operation

Humidity:
Storage/Operation

Applicable Standards

29x25x7.6cm
(11.4 x 9.8 x 3 inches))

1.35 kg (3 Ibs)

-5°Cto +70°C

-5°C ~50°C

5%~90% at 25°C/
None condensed

13W (2.6A w USB devices)

29x25x7.6cm
(11.4 x 9.8 x 3 inches)

1.35 kg (3 Ibs)

-5°Cto +70°C

-5°C ~50°C

5%~90% at 25°C/
None condensed

Shock & Vibration CNS1219 C6343 CNS1219 C6343
Safety EN60950/ EN60950/
IEC60950/ IEC60950/
cTUVus 60950 cTUVus 60950
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Attribute

DFL-CP310

DFL-CPG310

Quality

Mean Time Between
Failures (MTBF)

1ISO9001:2000

TL9000-HW R3.0

1ISO14001

Ohsas18001:
1999

68,000 Hours at 30 °C

1SO9001:2000

TL9000-HW R3.0

1SO14001

Ohsas18001:
1999

68,000 Hours at 30 °C
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Table 87: NetDefend Wireless Attributes

Attribute DFL-CPG310 series

Operation Frequency  2.412-2.484 MHz
Transmission Power 79.4 mW

Modulation OFDM, DSSS, 64QAM, 16QAM, QPSK, BPSK, CCK, DQPSK,
DBPSK

WPA Authentication EAP-TLS, EAP-TTLS, PEAP (EAP-GTC), PEAP (EAP-MSCHAP
Modes V2)
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CE Declaration of Conformity

SofaWare Technologies Ltd., 3 Hilazon St., Ramat-Gan Israel, hereby declares that
this equipment is in conformity with the essential requirements specified in Article
3.1 (a) and 3.1 (b) of:

e Directive 89/336/EEC (EMC Directive)
e Directive 73/23/EEC (Low Voltage Directive — LVVD)

e Directive 99/05/EEC (Radio Equipment and Telecommunications
Terminal Equipment Directive)

In accordance with the following standards:

Table 88: NetDefend Appliance Standards

Attribute DFL-CP310 DFL-CPG310
EMC EN 55022:1998 EN 50081-1:1992
EN 61000-3-2: 1995 EN 50082-1:1997
EN 61000-3-3: 1995 EN 61000-6-1:2001
EN 61000-4-2:1995 EN 61000-6-3:2001
EN 61000-4-3:1995 EN 55022:1998
EN 61000-4-4:1995 EN 55024:1998
EN 61000-4-5:1995 EN 61000-3-2: 1995
EN 61000-4-6:1996 EN 61000-3-3: 1995
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Attribute

DFL-CP310

DFL-CPG310

Safety

EN 61000-4-8:1993

EN 61000-4-11:1994

ENV50204:1995

EN 60950: 2000

IEC 60950:1999

EN 61000-4-2:1995

EN 61000-4-3:1996/A2:2001

EN 61000-4-4:1995

EN 61000-4-5:1995

EN 61000-4-6:1996

EN 61000-4-7:1993

EN 61000-4-8:1993

EN 61000-4-9:1993

EN 61000-4-10:1993

EN 61000-4-11:1994

EN 61000-4-12:1995

EN 60950: 2000

IEC 60950:1999

The "CE" mark is affixed to this product to demonstrate conformance to the
R&TTE Directive 99/05/EEC (Radio Equipment and Telecommunications
Terminal Equipment Directive) and FCC Part 15 Class B.

The product has been tested in a typical configuration. For a copy of the Original
Signed Declaration (in full conformance with EN45014), please contact SofaWare
at the above address.
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Federal Communications Commission Radio

Frequency Interference Statement

This equipment complies with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications.

Shielded cables must be used with this equipment to maintain compliance with
FCC regulations.

Any changes or modifications to this product not explicitly approved by the
manufacturer could void the user’s authority to operate the equipment and any
assurances of Safety or Performance, and could result in violation of Part 15 of the
FCC Rules.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

This Class B digital apparatus complies with Canadian ICES-003.
FCC Radiation Exposure Statement for Wireless Models

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. The antenna(s) used for this equipment must be installed
to provide a separation distance of at least eight inches (20 cm) from all persons.
This equipment must not be operated in conjunction with any other antenna.
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A

ADSL Modem
A device connecting a computer to
the Internet via an existing phone
line. ADSL (Asymmetric Digital
Subscriber Line) modems offer a
high-speed 'always-on' connection.

C

CA
The Certificate Authority (CA)
issues certificates to entities such as
gateways, users, or computers. The
entity later uses the certificate to
identify itself and provide verifiable
information. For instance, the
certificate includes the Distinguished
Name (DN) (identifying
information) of the entity, as well as
the public key (information about
itself), and possibly the IP address.

After two entities exchange and
validate each other's certificates,
they can begin encrypting
information between themselves
using the public keys in the
certificates.

Cable Modem
A device connecting a computer to
the Internet via the cable television

Glossary of Terms

network. Cable modems offer a
high-speed "always-on' connection.

Certificate Authority

The Certificate Authority (CA)
issues certificates to entities such as
gateways, users, or computers. The
entity later uses the certificate to
identify itself and provide verifiable
information. For instance, the
certificate includes the Distinguished
Name (DN) (identifying
information) of the entity, as well as
the public key (information about
itself), and possibly the IP address.

After two entities exchange and
validate each other's certificates,
they can begin encrypting
information between themselves
using the public keys in the
certificates.

Cracking
An activity in which someone breaks
into someone else's computer
system, bypasses passwords or
licenses in computer programs; or in
other ways intentionally breaches
computer security. The end result is
that whatever resides on the
computer can be viewed and
sensitive data can be stolen without

Glossary of Terms
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anyone knowing about it.
Sometimes, tiny programs are
‘planted’ on the computer that are
designed to watch out for, seize and
then transmit to another computer,
specific types of data.

D

DHCP
Any machine requires a unique IP
address to connect to the Internet
using Internet Protocol. Dynamic
Host Configuration Protocol
(DHCP) is a communications
protocol that assigns Internet
Protocol (IP) addresses to computers
on the network.

DHCP uses the concept of a "lease™
or amount of time that a given IP
address will be valid for a computer.

DMZ
A DMZ (demilitarized zone) is an
internal network defined in addition
to the LAN network and protected
by the NetDefend firewall.

DNS
The Domain Name System (DNS)
refers to the Internet domain names,
or easy-to-remember "handles"”, that
are translated into IP addresses.

An example of a Domain Name is
‘www.sofaware.com'.

Domain Name System
Domain Name System. The Domain
Name System (DNS) refers to the
Internet domain names, or easy-to-
remember "handles", that are
translated into IP addresses.

An example of a Domain Name is
‘www.sofaware.com'.

E

Exposed Host
An exposed host allows one
computer to be exposed to the
Internet. An example of using an
exposed host would be exposing a
public server, while preventing
outside users from getting direct
access form this server back to the
private network.

F

Firmware
Software embedded in a device.

G

Gateway
A network point that acts as an
entrance to another network.

H

Hacking
An activity in which someone breaks
into someone else's computer
system, bypasses passwords or
licenses in computer programs; or in
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other ways intentionally breaches
computer security. The end result is
that whatever resides on the
computer can be viewed and
sensitive data can be stolen without
anyone knowing about it.
Sometimes, tiny programs are
‘planted’ on the computer that are
designed to watch out for, seize and
then transmit to another computer,
specific types of data.

HTTPS
Hypertext Transfer Protocol over
Secure Socket Layer, or HTTP over
SSL.

A protocol for accessing a secure
Web server. It uses SSL as a
sublayer under the regular HTTP
application. This directs messages to
a secure port number rather than the
default Web port number, and uses a
public key to encrypt data

HTTPS is used to transfer
confidential user information.

Hub
A device with multiple ports,
connecting several PCs or network
devices on a network.

IP Address
An IP address is a 32-bit number that
identifies each computer sending or

receiving data packets across the
Internet. When you request an
HTML page or send e-mail, the
Internet Protocol part of TCP/IP
includes your IP address in the
message and sends it to the IP
address that is obtained by looking
up the domain name in the Uniform
Resource Locator you requested or
in the e-mail address you're sending
a note to. At the other end, the
recipient can see the IP address of
the Web page requestor or the e-mail
sender and can respond by sending
another message using the IP address
it received.

IP Spoofing
A technique where an attacker
attempts to gain unauthorized access
through a false source address to
make it appear as though
communications have originated in a
part of the network with higher
access privileges. For example, a
packet originating on the Internet
may be masquerading as a local
packet with the source IP address of
an internal host. The firewall can
protect against IP spoofing attacks
by limiting network access based on
the gateway interface from which
data is being received.

Glossary of Terms
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IPSEC
IPSEC is the leading Virtual Private
Networking (VPN) standard. IPSEC
enables individuals or offices to
establish secure communication
channels (‘tunnels’) over the Internet.

ISP
An ISP (Internet service provider) is
a company that provides access to
the Internet and other related
services.

L

LAN
A local area network (LAN) is a
group of computers and associated
devices that share a common
communications line and typically
share the resources of a single server
within a small geographic area.

M

MAC Address
The MAC (Media Access Control)
address is a computer's unique
hardware number. When connected
to the Internet from your computer, a
mapping relates your IP address to
your computer's physical (MAC)
address on the LAN.

Mbps
Megabits per second. Measurement
unit for the rate of data transmission.

MTU
The Maximum Transmission Unit
(MTU) is a parameter that
determines the largest datagram than
can be transmitted by an IP interface
(without it needing to be broken
down into smaller units). The MTU
should be larger than the largest
datagram you wish to transmit un-
fragmented. Note: This only
prevents fragmentation locally.
Some other link in the path may
have a smaller MTU - the datagram
will be fragmented at that point.
Typical values are 1500 bytes for an
Ethernet interface or 1452 for a PPP
interface.

N

NAT
Network Address Translation (NAT)
is the translation or mapping of an IP
address to a different IP address.
NAT can be used to map several
internal IP addresses to a single IP
address, thereby sharing a single IP
address assigned by the ISP among
several PCs.

Check Point FireWall-1's Stateful
Inspection Network Address
Translation (NAT) implementation
supports hundreds of pre-defined
applications, services, and protocols,
more than any other firewall vendor.
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NetBIOS
NetBIOS is the networking protocol
used by DOS and Windows
machines.

P

Packet
A packet is the basic unit of data that
flows from one source on the
Internet to another destination on the
Internet. When any file (e-mail
message, HTML file, GIF file etc.) is
sent from one place to another on the
Internet, the file is divided into
"chunks" of an efficient size for
routing. Each of these packets is
separately numbered and includes
the Internet address of the
destination. The individual packets
for a given file may travel different
routes through the Internet. When
they have all arrived, they are
reassembled into the original file at
the receiving end.

PPPoE
PPPoE (Point-to-Point Protocol over
Ethernet) enables connecting
multiple computer users on an
Ethernet local area network to a
remote site or ISP, through common
customer premises equipment (e.g.
modem).

PPTP
The Point-to-Point Tunneling
Protocol (PPTP) allows extending a
local network by establishing private
“tunnels” over the Internet. This
protocol it is also used by some DSL
providers as an alternative for
PPPOE.

R

RJ-45
The RJ-45 is a connector for digital
transmission over ordinary phone
wire.

Router
A router is a device that determines
the next network point to which a
packet should be forwarded toward
its destination. The router is
connected to at least two networks.

S

Server
A server is a program (or host) that
awaits and requests from client
programs across the network. For
example, a Web server is the
computer program, running on a
specific host, that serves requested
HTML pages or files. Your browser
is the client program, in this case.

Stateful Inspection
Stateful Inspection was invented by
Check Point to provide the highest

Glossary of Terms
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level of security by examining every
layer within a packet, unlike other
systems of inspection. Stateful
Inspection extracts information
required for security decisions from
all application layers and retains this
information in dynamic state tables
for evaluating subsequent connection
attempts. In other words, it learns!

Subnet Mask
A 32-bit identifier indicating how
the network is split into subnets. The
subnet mask indicates which part of
the IP address is the host ID and
which indicates the subnet.

TCP
TCP (Transmission Control
Protocol) is a set of rules (protocol)
used along with the Internet Protocol
(IP) to send data in the form of
message units between computers
over the Internet. While IP takes care
of handling the actual delivery of the
data, TCP takes care of keeping
track of the individual units of data
(called packets) that a message is
divided into for efficient routing
through the Internet.

For example, when an HTML file is
sent to you from a Web server, the
Transmission Control Protocol
(TCP) program layer in that server

divides the file into one or more
packets, numbers the packets, and
then forwards them individually to
the IP program layer. Although each
packet has the same destination IP
address, it may get routed differently
through the network.

At the other end (the client program
in your computer), TCP reassembles
the individual packets and waits until
they have arrived to forward them to
you as a single file.

TCP/IP

TCP/IP (Transmission Control
Protocol/Internet Protocol) is the
underlying communication protocol
of the Internet.

U

UDP
UDP (User Datagram Protocol) is a
communications protocol that offers
a limited amount of service when
messages are exchanged between
computers in a network that uses the
Internet Protocol (IP). UDP is an
alternative to the Transmission
Control Protocol (TCP) and, together
with IP, is sometimes referred to as
UDP/IP. Like the Transmission
Control Protocol, UDP uses the
Internet Protocol to actually get a
data unit (called a datagram) from
one computer to another. Unlike
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TCP, however, UDP does not
provide the service of dividing a
message into packets (datagrams)
and reassembling it at the other end.

UDP is often used for applications
such as streaming data.

URL
A URL (Uniform Resource Locator)
is the address of a file (resource)
accessible on the Internet. The type
of resource depends on the Internet
application protocol. On the Web
(which uses the Hypertext Transfer
Protocol), an example of a URL is
‘http://Iwww.sofaware.com'.

%

VPN
A virtual private network (VPN) is a
private data network that makes use
of the public telecommunication
infrastructure, maintaining privacy
through the use of a tunneling
protocol and security procedures.

VPN tunnel
A secure connection between a
Remote Access VPN Client and a
Remote Access VPN Server.

W
WLAN

A WLAN is a wireless local area
network protected by the NetDefend
firewall.

Glossary of Terms
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Index
8 cable type 35
802.1x » 161, 163 certificate
explained ¢ 345
A generating self-signed « 346
account, configuring « 288 importing * 350
active computers, viewing * 194 installing * 345
active connections, viewing ¢ 197 uninstalling « 352
Allow and Forward rules, explained « 213 Cisco 10S DOS » 236
Allow rules, explained « 213 command line interface
Automatic login « 341 controlling the appliance via « 386
B D
backup connection DHCP
configuring « 90 configuring « 94
dialup « 92 explained « 454
LAN or broadband « 91 options « 101
Block Known Ports ¢ 246 DHCP Server
Block Port Overflow « 247 enabling/disabling « 94
Block rules, explained « 213 explained « 94
Blocked FTP Commands « 248 diagnostic tools
C Packet Sniffer « 404
Ping « 401

CA, explained « 345, 453

cable modem Traceroute « 401

using « 401
WHOIS « 401

connection ¢ 58, 67

explained ¢ 453
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Index

diagnostics « 421

dialup
connection ¢ 75, 92
modem » 84

dialup modem, setting up « 84

DMZ
configuring ¢ 108
configuring High Availability for « 119
explained « 108, 454

DNS ¢ 90, 401, 454

Dynamic DNS e 5, 287

E
event log, viewing « 187
exposed host
defining a computer as ¢ 261
explained « 261, 454

F
File and Print Sharing * 249
firewall

levels « 204

rule types » 211

setting security level » 204
firmware

explained « 375, 454

updating manually « 377

viewing status ¢ 375

FTP Bounce « 245

G
gateways
backup « 119
default » 108, 119, 139
explained « 454
ID « 287
master « 119
Site-to-Site VPN « 297

H
Hide NAT
enabling/disabling * 107
explained « 107, 456
high availability
configuring « 119
explained « 119
Host Port Scan « 242
HTTPS
configuring « 390
explained ¢ 455
using « 44
hub « 35, 90, 119, 438, 455

I
IGMP « 251
IKE traces, viewing * 356

initial login < 39
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installation
cable type ¢ 35
network ¢ 35

Instant Messengers ¢ 254

internal VPN Server
configuring ¢ 306
explained ¢ 302

Internet connection
configuring ¢ 53
configuring backup « 90
enabling/disabling « 88
establishing quick « 88
terminating ¢ 90
troubleshooting * 438
viewing information « 87

Internet Setup « 63

Internet Wizard « 54

IP address
changing * 105
explained « 455
hiding 107

IP Fragments » 232

IPSEC
VPN mode ¢ 455

ISP, explained « 456

L
LAN

cable « 35

configuring High Availability for 119

connection « 54, 56, 65
explained ¢ 456
ports ¢ 35

LAND -« 226

licenses 194, 375, 421, 438
upgrading * 379

link configurations, modifying * 149

logs
exporting « 187

viewing ¢ 187

M
MAC address * 456
Manual Login « 341
Max Ping Size « 231
MTU, explained « 77, 456

N
NetBIOS, explained * 456

network

changing internal range of « 105

configuring « 93
configuring a DMZ « 108

configuring a VLAN « 111
configuring a WLAN - 161
configuring DHCP options « 101

Index
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Index

configuring high availability « 119

configuring the OfficeMode network ¢
110

enabling DHCP Server on « 94
enabling Hide NAT « 107
installation on « 35
managing ¢ 93
objects » 129
network objects
adding and editing ¢ 130
using « 129
viewing and deleting « 138
Network Quota * 234
node limit, viewing « 194
Non-TCP Flooding * 227
Null Payload « 238

@)
OfficeMode
about » 110
configuring « 110

P
packet « 87, 139, 401, 455, 457
Packet Sanity « 229
Packet Sniffer
filter string syntax 407
using « 404

Pass rules, explained « 268

password
changing « 359
setting up « 39
Peer to Peer » 252
Ping « 401
Ping of Death « 225
Port-based VLAN
about » 111
adding and editing « 114

ports

managing ¢ 145
modifying assignments 147
modifying link configurations ¢ 149

resetting to defaults ¢ 150

viewing statuses « 146
PPTP

connection « 61, 71

explained ¢ 457
print server « 423

printers

changing ports « 435

configuring computers to use « 425
resetting « 436

setting up « 424

using « 423

viewing ¢ 435
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Q

QoS
classes ¢ 151
explained « 151

QoS classes
adding and editing * 155
assigning services to » 209
built-in » 154, 160
deleting 159
explained « 151
restoring defaults « 160

R
RADIUS
configuring VSA 372
explained « 368
using * 368
rebooting « 422
registering * 383

Remote Access VPN Clients, explained ¢

297
Remote Access VPN Servers
configuring « 303, 305
explained « 297

Remote Access VPN sites « 311

reports
active computers ¢ 194

active connections ¢ 197

event log ¢ 187

node limit » 194

traffic « 191

viewing ¢ 187

wireless statistics » 198
routers » 90, 119, 401, 438, 457
rules

security « 209

V/Stream Antivirus ¢ 267

S
Scan rules, explained « 268
Secure HotSpot
customizing ¢ 259
enabling/disabling « 258
quick guest users « 365
setting up « 257
using * 256
SecuRemote
explained « 302
installing « 307
security
configuring servers ¢ 207
creating rules « 209

defining a computer as an exposed host ¢
261

firewall « 204
Secure HotSpot « 256

Index
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SmartDefense ¢ 220
security policy
default » 203
setting up « 203
security rules
adding and editing ¢ 213
changing priority « 219
deleting « 219
enabling/disabling « 218
types « 213
using * 209
serial console » 11
controlling appliance via « 388
using * 388
servers
configuring ¢ 207
explained « 457
Remote Access VPN « 297, 303
Web ¢ 129, 207, 438
Service Center
connecting to « 281
disconnecting from « 289
refreshing a connection to « 288
services
software updates « 294
Web Filtering « 290
Setup Wizard « 39, 54

Site-to-Site VPN gateways ¢ 308
explained « 297
installing a certificate « 345
PPPOE tunnels 308
Small PMTU » 241
SmartDefense
categories * 224
configuring « 221
using « 220
SNMP
configuring « 394
explained « 394
software updates
checking for manually « 294
explained ¢ 294
source routing, about 139
SSH
configuring « 392
explained 392
Stateful Inspection ¢ 456, 457
Static NAT
explained ¢ 129
using * 130
static routes
adding and editing « 139
explained ¢ 139
using * 139
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viewing and deleting ¢ 144
Strict TCP « 239
subnet masks, explained « 458
subscription services
explained « 281
starting « 281
viewing information « 287
Sweep Scan ¢ 242
Syslog logging
configuring « 384
explained « 384

T
Tag-based VLAN
about » 111
adding and editing » 116
TCP, explained « 458
TCP/IP
explained « 458
setting up for MAC OS « 26
setting up for Windows 95/98 « 21
setting up for Windows XP/2000 « 16
Teardrop « 224
technical support 14
Telstra« 73
Traceroute « 401
Traffic Monitor

configuring ¢ 193

exporting reports « 194
using « 191
viewing reports ¢ 191
traffic reports
exporting * 194
viewing ¢ 191
Traffic Shaper
advanced ¢ 151
enabling « 63, 151
explained « 151
restoring defaults « 160
setting up * 153
simplified 151
using « 151
troubleshooting « 437

U
UDP, explained « 458
URL, explained « 459
users
adding and editing « 361
adding quick guest HotSpot « 365
managing ¢ 359
setting up remote VPN access for ¢ 367

viewing and deleting * 367

\%
Vendor-Specific Attribute

Index
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about « 368
configuring ¢ 267
VLAN
adding and editing « 114, 116
deleting « 118
port-based « 111, 114
tag-based » 111, 116
VPN
explained 297, 459
Remote Access « 301, 308
sites « 297, 340, 341
Site-to-Site » 298, 308
tunnnels « 297, 341, 353
viewing IKE traces ¢ 356
VPN sites

adding and editing using Safe@Office ¢
308

deleting « 340
enabling/disabling « 340
logging on « 341

VPN tunnels
creation and closing of « 353
establishing « 341
explained 297, 459
viewing ¢ 353

VStream Antivirus
about « 263
configuring ¢ 267

configuring advanced settings ¢ 275

configuring policy « 267

enabling/disabling * 265
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