
 

 

DGS-3000-10TC Firmware Patch Notes 
 
Firmware: FW2.03B005 
Hardware: Bx 
Date: November 14, 2017 
 
Note: 
There are Cross-Site Scripting and Content Spoofing vulnerabilities in the D-Link DGS-
3000-10TC and DGS-3200-16. Original disclosure by websecurity.com.ua. 
 
Problems Resolved: 

 
1. Cross-Site Scripting (WASC-08): 
http://site/html/errorpage.html?%22;alert(document.cookie);// 
 
  
2. Cross-Site Scripting (WASC-08): 
http://site/html/errorpage.html 
Attack via header "Referer: javascript:alert(document.cookie)". 
 
  
3. Content Spoofing (WASC-12): 
http://site/html/errorpage.html?You%20are%20hacked 
Text Injection attack is possible. 
 
Enhancements: 
None 
 
Known Issues: 
None 

 

 

 
 


