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Package Contents
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Contents of Package:

B D-Link AirPlus Xtreme G DI-824VUP High-Speed Enhanced
2.4GHz Wireless VPN Router

B Power Adapter —5V DC/ 2.5A
B Manual on CD
B Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-824VUP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:
B Ethernet-Based Cable or DSL Modem

m Computer with Windows, Macintosh, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.0 or Netscape Navigator
version 6.0 and above, with JavaScript enabled



Introduction

The D-Link AirPlus Xtreme G DI-824VUP Wireless Broadband Router is an
802.11g high performance, wireless router with two printer ports, one parallel
and one USB. Itis an ideal way to extend the reach and number of computers
connected to your wireless network.

Unlike most 802.119 routers, the DI-824VUP is capable of data transfer speeds
up to 54 Mbps* (compared to the standard 11 Mbps) when used with other D-
Link AirPlus Xtreme G products such as the DWL-G650 and DWL-G520
Wireless Adapters.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources, as
well as share a printer wirelessly on your network.

The DI-824VUP is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into a large network.
This Manual is designed to help you connect the Router and D-Link AirPlus
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take
a look at the Getting Started section in this manual to see an example of an
Infrastructure network using the DI-824VUP.

*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of
network traffic, building materials and construction, and network overhead lower actual data
throughput rate.
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*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead lower actual data throughput rate.


Connections

Features & Benefits

All ports (both LAN and WAN)
auto-sense cable types to
accomodate straight-through or
cross-over cable.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

COM port provides serial
connection for a backup
analog dial-up modem.

The LPT port or USB port is LAN ports provide Receptor
used to connect to your local connections to Ethernet- for the
printer. enabled devices. Power

. - Adapter.
WAN port is the connection apter

for the Ethernet cable to the
Cable or DSL modem.

Connects multiple computers to an Ethernet Broadband (Cable or DSL)
modem to share the Internet connection

Supports VPN pass-through, providing added security

Advanced Firewall features for added network security

DHCP server support enables all networked computers to automatically
receive IP addresses

Wireless connection of up to 54Mbps
Web-based interface for Management
Access Control to manage users on the network

Maximum reliability, throughput and connectivity with automatic data rate
switching

Stronger network security with 256-bit encryption

Printer port enables connection to a network printer

WAN and LAN ports auto detect cable types (straight-through or cross-over)

UPnNP supported

Note: Please refer to the Resetting the DI-824VUP to the Factory
Defualt Settings section in this manual for instructions on how to use
the Reset button.




LEDS

LED stands for Light-Emitting Diode. The DI-824VUP has the following LEDs
as described below:

LED LED Activity

Power A steady light indicates
a connection to a power source

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

Flashes once per second to indicate the

Status o :
unit is working properly

COM A steady light indicates a connection to a back-
up dial-up modem.

USB A steady light indicates a connection to a USB
printer.

LPT A steady light indicates a connection to a

parallel printer port

A blinking light indicates that the wireless
WLAN segment is ready. This LED blinks during
wireless data transmission.

LOCAL A solid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-4. This
(Ports 1-4) LED blinks during data transmission.

Wireless Basics

D-Link AirPlus wireless products are based on industry standards to provide easy-to-
use and compatible high-speed wireless connectivity within your home, business, or
public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
AirPlus wireless family of products will allow you to securely access the data you want,
when and where you want it. You will be able to enjoy the freedom that wireless networking
delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops,
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.



Wireless Basics

Wireless users can use the same applications they use on a wired network.
Wireless adapter cards used on laptop and desktop systems support the same
protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to
link to a conventional Ethernet LAN in order to use servers, printers, or an Internet
connection supplied through the wired LAN. A Wireless Router is a device used
to provide this link.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any
location within the operating range of the WLAN. Management decisions based
on real-time information can significantly improve worker efficiency.

Low Implementation Costs — WLANs (Wireless Local Area Networks) are
easy to set up, manage, change, and relocate. Networks that frequently change,
both physically and logically, can benefit from WLANSs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation Speed and Simplicity - Installing a wireless LAN system can
be fast, easy, and can eliminate the need to pull cable through walls and ceilings.

Network Expansion - Wireless technology allows the network to go where
wires cannot.

Scalability — Wireless Local Area Networks (WLANS) can be configured in a
variety of topologies to meet the needs of specific applications or existing
infrastructure. Configurations are easily changed and range from peer-to-peer
networks suitable for a small number of users to larger infrastructure networks
to accommodate hundreds or thousands of users, depending on the humber
of wireless devices deployed.



Wireless Basics

The DI-824VUP is compatible with other D-Link AirPlus Xtreme G 802.11¢g
products, which include:

¢+ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop
computers (DWL-G650)

¢+ Enhanced 2.4GHz Wireless PCI cards used with desktop computers
(DWL-G520)

Standards-Based Technology

Based on the IEEE 802.11g standard, the DI-824VUP is interoperable with
existing compatible 2.4GHz wireless technology with data transfer speeds of
up to 54Mbps (with the D-Link AirPlus Xtreme G family of wireless devices,) as
well as standard 802.11b technology (the D-Link Air family of wireless devices),
with speeds of up to 11Mbps.

Installation Considerations

The D-Link AirPlus Xtreme G+ DI-824VUP lets you access your network, using
a wireless connection, from virtually anywhere. Keep in mind, however, that
the number, thickness, and location of walls, ceilings, or other objects that the
wireless signals must pass through may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise
in your home or business. The key to maximizing wireless range is to follow
these basic guidelines:

1. Keep the number of walls and ceilings between the DI-824VUP and
your receiving device (e.g., the DWL-G650) to a minimum-each wall or
ceiling can reduce your D-Link AirPlus wireless product’s range from 3-90
feet (1-30 meters.) Position your receiving devices so that the number of
walls or ceilings is minimized.

2. Be aware of the direct line between routers and computers. A wall that is
1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Try to make sure that devices are positioned so that the signal will travel
straight through a wall or ceiling for better reception.

3. Building Materials make a difference - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate RF noise.



Getting Started

With its default settings, the DI-824VUP will connect with other
D-Link Air or AirPlus products, right out of the box.

With a single IP Address from your Broadband Internet Service provider you
can share the Internet with all the computers on your local network, without
sacrificing speed or security, using D-Link Air networking products.

4 IP ADDRESS )

Note: If you are using a DHCP-capable router in your network setup, such
as the DI-824VUP, you will not need to assign a static IP Address.

If you need to assign IP Addresses to the computers on the network, please
remember that the IP Address for each computer must be in the same
IP Address range as all the computers in the network, and the Subnet
Mask must be exactly the same for all the computers in the network.

For example: If the first computer is assigned an IP Address of 192.168.0.2
with a Subnet Mask of 255.255.255.0, then the second computer can be
assigned an IP Address of 192.168.0.3 with a Subnet Mask of 255.255.255.0,
etc.

IMPORTANT: If computers or other devices are assigned the same IP
Address, one or more of the devices may not function properly on
the network.

- J

An Infrastructure wireless network contains an Access Point. The
Infrastructure Network example, shown here, contains the following D-Link
network devices:

A wireless Broadband Router -
D-Link AirPlus Xtreme G DI-824VUP
A laptop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G650
A desktop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G520
A Cable modem -
D-Link DCM-201



Getting Started

Please refer to the following
sections of this manual for
additional information about
setting up a network:

Networking Basics - learn
how to check and assign
your IP Address; share
printers and files.

Using the Configuration
Menu - learn the settings for
the DI-824VUP, using the
web-based interface.

Troubleshooting - learn
how to check for common
installation issues and other
tips for troubleshooting.

Backup
Dial-up Modem

=7 USB/Parallel
Printer

Computer 3

Desktop PC or Laptop
— (Wireless Adapter Required)
Computer 2
Desictop PC or Laptop
(Wireless ML\|-1 Required)

Please remember that D-Link AirPlus wireless devices are pre-configured to connect
together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the

following:

your home or office).

G650.)

@ ©06 ®0606

You will need broadband Internet access (a Cable or DSL subscription line into

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-824VUP wireless broadband router
(See the Quick Installation Guide included with the DI-824VUP.)

If you are connecting a desktop computer to your network, you can install the
D-Link AirPlus Xtreme G DWL-G520 wireless PCl adapter into an available PCI
slot. (See the Quick Installation Guide included with the DWL-G520.)

If you are connecting a laptop computer to your network, install the drivers for
the wireless cardbus adapter (e.g., D-Link AirPlus Xtreme G DWL-G650) into a
laptop computer.(See the Quick Installation Guide included with the DWL-

Connect your printer to the printer port on the DI-824VUP. Please refer to
the quick installation guide for loading the print server software.

10



Using the Configuration Menu

Whenever you want to configure your network or the DI-824VUP, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the
DI-824VUP. The DI-824VUP default IP Address is shown below:

| Open the web browser File Edit ‘Wiew Favorites Tools  Help
u Type in the IP Address of e T o P PN
the DI-824VUP o SMCHE "
address | £] http://192.168.0.1

Note: if you have changed the default IP Address assigned to the DI-824VUP, make sure
to enter the correct IP Address.

Connect to 192.168.0.1 PIX
The factory default User name is admin and the default e
Password is blank (empty). It is recommended that you | sz

change the admin password for security purposes. Please | = £ sann 3
refer to Tools > Admin to change the admin password. | *=** .

[Jremember my password
Home > Wizard

-‘Aﬁi F'Iﬁ us o

High-Speed 2.4GHz Wireless Router

— e The Home>Wizard screen will
= appear. Please refer to the
The DISZAVUR is an Etheimet Wiseless Routes ideol fos home networking and . . .
— o bnems seteuing. Tho ey e whl yuideyos s ogrs o 1. QUICk_ Installafuon Gmde_ for
e bt o s oy more information regarding the
' Setup Wizard.
m—
s
== o
[-0= Help
izl
Clicking Apply will save changes made to the page.
Apply
(v . . .
e Clicking Cancel will clear changes made to the page.
Cancel

Clicking Help will bring up helpful information regarding the page.

@ Clicking Restart will restart the router. (Necessary for some changes.)

11



Using

Home >

SSID

Channel

WEP

the Configuration Menu

Wireless
D-Link “AirPlus
Bunong Retworss o Peop mEIM'EGI-
High-Speed 2.4GHz Wireless Router
[ TS Advanced Tools Status Help
Dl_n24wp| Wireless Settings
s’/// Thas‘e éré the wireless seftings for the AP(Access Point) portion.
MNetwork ID{SSID) W\
Channel
WEP OEnabled @ Disabled
Wireless WEF Encryption
WEP Key1 @ | |
= o |
key3 O | |
Lo keya O | ]
I 802.1X Settings
DHCP
O Enabled & Disabled
vew Encryption KeyLength | ength ) 84 bits (128 bits £ 256 bits
Lifatime [5minutes %]
RADIUS Server 1 P 1
Port L 1
Shared Secret :I
@ © 0O
Apply Cancel Help
default is the default setting. All devices on the network must
share the same SSID. If you change the default setting, the
SSID may be up to 32 characters long.
6 is the default channel. All devices on the network must share
the same channel.

Click Enabled or Disabled (default).

WEP Encryption  Selectthe level of encryption desired: 64, 128, or 256-bit.

64-bit Requires 10 digits
128-bit Requires 26 digits
256-bit Requires 58 digits

Input up to 4 WEP keys using Hexadecimal format; select the
one you wish to use.

Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

WEP (Wired Equivalent Privacy) If you enable encryption on the
DI-824VUP, make sure to also enable encryption on all 802.11b and

802.11g wireless clients, or wireless connection will not be established.

12



Using the Configuration Menu
Home > Wireless (Continued)

802.1x

AirPlus

™
IGrenmelG+
High-Speed 2.4GHz Wireless Router
Home [LUVELTED RIS 1 IH Status Hel
DI-24VUP| B
%’7,./ B = These are the wireless setiings for the AF(Acsess Point portion.
Network ID(SSID) [setaun
WEP CEnabled (@ Disabled
Wireless WEP Encryption EEE|
wePKey1 @ [ B |l
WAN Key2 O [ |
Key3 O "
—— —_— :
Keya O | ]
il
O Enabled @ Disabled
T ven Encryntion key Lengih | gngth O 64 kits O 128 bits O 256 bits
Litetime [ mnutes |
RADIUS Server 1 [ ]
Fort |
Shared Secret
Apply Cancel Help

The 802.1x is an authentication method which is designed to
compliment the existing WEP encryption. During the authentication
process, the server verifies the identity of the client attempting to
connect to the network. With the proper client account and encryption
key, access to the network is granted. Unfamiliar encryption key or
clients are denied from accessing the wireless network. This feature
will help safe guard a Local Area Network (LAN) from unwanted
visitors.

To take the full advantage of the 802.1x in DI-824VUP, all of the
wireless devices on your network must be 802.1x compatible and
must have the 802.1x feature enabled to communicate with the router.
(Note: Windows 2000 users will find a few downloads to enable
802.1x clients on the Microsoft website.)

Encryption Key Selection for Encryption Key

* Dynamic Keying is a
technique for changing
the WEP Key used
between the supplicant
(wireless client) and the
access point.

- 64 bits — This will generate a 10 digit Dynamic Key value for

encryption.

- 128 bits — This will generate a 26 digit Dynamic Key value for
encryption.

- 256bits — This will generate a 58 digit Dynamic Key value for
encryption.

- Lifetime — Select the period of time before a new Dynamic Key
is generated.

RADIUS Server Enterthe IP address and port number of the RADIUS server that

will be used as the 802.1x authenticator. Enter the secret key that
has also been entered into the RADIUS server’s configuration.

13



Using the Configuration Menu
Home >WAN

-
D-Link -AirPlus
Bulkimg Networks for People mﬁ”s&'m
High-Speed 2.4GHz Wireless Router
LT LB Advanced © Tools Status Help
D[—sz-wupl
WAN Settings
v Please select the appropriate option to connect to your ISP
@ Dynamic IP Address Choose this option to obtain an IP address automatically
fram your I3P. (For most Cable modem users)
I Wizard ) Stafic IP Address Choose this option to get static IP information provided to
you by your ISP
l— [} FFPPoE Choose this option if your ISP uses PPPoE. (For most DSL
Wireless users)
[} Dial-up MNetwark To surfthe Internet via PSTRISDMN
WAN () Others PFTF and BigPand Cable
[ ae— Dynamic IP Address
LAN
Host Mame [ | toptional
s WAG Address [0 Yo lfes Hez o ] |
R Prifmary DNS Address [nooo |
VPN & '
Secondary DNS Address |0000
MTU EC
Auto-reconnect & Enabled O Disabled
Auta-hackup O Enabled @ Disabled
Mo A A

Choose WAN Type

WAN stands for Wide Area Network. In this case WAN represents the mode in which
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:
Dynamic Obtain an IP address from your ISP automatically (mainly for
IP Address Cable users).

Static IP Address  Your ISP assigns you a Static IP Address.

PPP over Ethernet Some ISPs require the use of PPPoE to connect to their
services (mainly for DSL users).

Dial-up Network Dial-up users can select this option to connect to their ISP
through an analog dial-up modem if broadband connectivity
is unavailable.

Others
PPTP For use in Europe only.
Big Pond Cable For use in Australia only.

14



Using the Configuration Menu
Home > WAN > Dynamic IP Address

D-Link

Bulwimg Networks jor People

Dl—BZWUPi

:

Wizard

i

WAN

DHCP

CE

VPN

::Airjpﬁ It.‘lg' LS

High-Speed 2.4GHz Wireless Router

- Advanced | Tools Status Help

WAN Settings
Please select the appropriate option to connect to your ISP
(& Dynamic [P Address Chonse this option to obtain an IP address automatically
ftarm your ISP. (Far most Cable moderm users)
[ Static IP Address Choose this option to set static IP information provided to
o by your ISP,
( PPPOE Chooge this option ifyour ISP uses PPPOE. (For most DSL
users)
5] Dial-up Metwork To surfthe Internetvia PSTHNASDN.
{y Others FPTF and BigPond Cahle
Dynamic IP Address
Host ame \ | toptionan
MAC Address oo Uan Ljes lez Lo L |

Prirmaty DMS Address 0004
Secondary DNS Address 0000

WTU rs00 |
Auto-reconnect @ Enabled O Disahled
Auto-hackup () Enabled & Disabled

% 2 O

Most Cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

Renew IP Forever

MAC Address

Clone
MAC Address

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

Enable this feature to allow the router to automatically recon-
nect to the ISP if the connection drops.

The default MAC Address is set to the WAN's physical inter-
face MAC address on the Router.

This feature will copy the MAC address of the Ethernet card
from the computer that is logged into the router, and replace
the WAN MAC address of the Router with this Ethernet card
MAC address. It is not recommended that you change the
default MAC address unless required by your ISP.

15



Using the Configuration Menu

Home > WAN > Static IP Address

D-Link

BuiNimg Networks for Peaple

DI—B’MVUPI

[Fweare|
-

Wizard
Wireless
WAN

LAN

DHCP

[

VPN

(@] Dynamic IP Address
Static IP Address
PPPOE

Dial-up Metwork
Others

o0 O @

Static IP Address
IP Address

Subnet Mask

I8P Gateway Address
Primary DMS Address
Secondary DNS Address
MTU

Auto-backup

“AirrPlus
IENE
High-Speed 2.4GHz Wireless Router
PTIC M Advanced | Tools Status = Help

Please select the appropriate option to connect ta vour ISP,

Choase this option to obtain an IP address automatically
from your ISP. (For most Cahle modem users)

Choase this option to set static IP information provided ta
wou by wour ISP,

Choose this option ifyour ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PETMISDM

PFTF and BigPond Cahle.

[oos |
boos |
[pooa |
boos |
[iso0 |

C Enabled & Disabled

If you use a Static IP Address, you will input information here that your ISP has provided

to you.

WAN IP Address

WAN Subnet Mask

WAN Gateway

Primary DNS

Secondary DNS

MTU

Auto-backup

Input the IP Address provided by your ISP.
Input the Subnet Mask provided by your ISP.
Input the Gateway address provided by your ISP.

Input the primary DNS address provided by your ISP.

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

16



Using the Configuration Menu

Home > WAN > PPPoE

Most DSL users will
select this option to
obtain an IP address
automatically from
their ISP through the
use of PPPoE.

User Name
Password
Service Name

IP Address

Primary DNS

Secondary DNS

Maximum
Idle Time

MTU

Auto-reconnect

Auto-backup

AirPlus =,
N, o 0

Home [LUICLLET Tools Status Help

Appropiate 1%

Chonge thi an IP addes

) Dwmamic IP Address

¥ For ]
Choose ihis optien 1o set staiic IP information provided fo
o by your ISP,
CRooss this cpton Fyour 155 uses PPPGE. For most DSL
users)

Wizard

ezl
Wirelons
WaN
=
]
=)

" Stmtic P Address
@ PRPOE
To surf the Infemet via PSTRASDN
PETE and Bighanag Cably

Deab-up Netwark
) Ombrs

* Dymamic PPPof () Static PPPOE

DHCR

.........

(Optionad)

Primary DNE Addross
Spcongary ONE Agdness
Maximurm ki Time o
wTu row
Auto-reconmect
Auttrbackup

Minutys

) Enabled () Divabled
Enatied () Disatied

Your PPPoE username provided by your ISP.
Your PPPoE password provided by your ISP.

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

17



Using the Configuration Menu
Home > WAN > Dial-up Network

Most Dial-up users will
select this option to con-
nect to their ISP through
an analog dial-up modem.
This feature can be used
as a back-up when your
broadband connectivity is
unavailable.

Dial-up Telephone

Dial-up Account
Dial-up Password

Primary DNS/
Seconday DNS

Assigned
I[P Address

Extra Settings

Maximum Idle Time

Baud Rate

Auto-reconnect

D-Link

wunx :‘Airjlgjl%% el

High-Speed 2.4GHz Wireless Router

LT U Advanced | Tools Status Help
DI—824VUPi .
WAN Settings
ﬁ = Please selectthe appropriate aption to connect to your ISP,
¢ Dynamic |P Address Choose this option 1o obtain an IP address automatically
N fram your ISP (For most Cable maodem users)
(» Static IP Address Choose this option to set static P information provided to
you by your ISP
] (& PPFoE Choose this option if your ISP uses PPPoE. (For most DSL
Wireless users)
@ Dial-up Metwark To surfthe Internet via PSTHASDN.
WAN ¢ Others FPTF and BigPond Cable

| EEETTE Dial-up Network
LAN !
Dial-up Telephone

s Dial-up Accourt
DHCP "

e
|T Retype Password
Primary DNS
Secondary DNS [
Assigned IP Address (D 000 i(Oplmnal)
Extra Settings [ |
Maximum Idle Time Lﬂi\Minutes
Baud Rate [arem0 | pps
Disahle auto-dial O Enabled @ Disabled
Auta-reconnect @Enabled O Disahled

Telephone number to connect to your ISP

Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-824VVUP and your
modem.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection

is dropped.
18



Using the Configuration Menu

Home > WAN > Others > PPTP

W T~
High-Speed 2.4GHz Wireless Router

Wizard

DHCP

14L&

.7 "I Advanced Tools Status Help

Floase SHIDET I SHPIONRALS OPNOR 10 EONRBLTID YOUY ISF
) Dymamic 1P AgBress OGS TS OPBOR 10 LN &n (P SOGNESS auIDMATEY

from your ISP (For mos! Cable modem users)

Chooss this OpNon 10 S6f S3aHe 1P infarmation prowided t

vou by vout ISP,

Chooss Mis option I your ISP uses PPPSE. (For mast DEL

ugpers)

™y Diskug Network To surf the Intemel vis PETNASDN

) Omers PPTP and BigPond Cable
@ ppTR (or Eurepe ute onky)
©) BigPond Cable {Tor Australia use onk)

) Stabe 1P Address

- PPPOE

My 1P Address
My Subnid Magk
Sarver IP Address
PPTP Account
PPTF Passwond
Retyps Paseword
Canngetion 0

LLET]
2652452950
0000

........
.......

[Qptional)
Maimum il Time 0
@ Enabiled O Disabled
") Enabled (%) Disabled

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address

My Subnet Mask
Server IP Address
PPTP Account
PPTP Password
Connection 1D

Maximum
Idle Time

Auto-reconnect

Auto-backup

Enter the IP Address.
Enter the Subnet Mask.
Enter the Server IP Address.

Enter the PPTP account name.
Enter the PPTP password.

(Optional) Enter the connection ID if required by your ISP.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.
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D-Link

BulKimg Networks for People

DI—824WP|

J Wizard

[

WAN

DHCP

Using the Configuration Menu
Home > WAN > Others > BigPond Cable

“AirrPlus
XorenmE
High-Speed 2.4GHz Wireless Router
Home [UIETIST N ATIE Status Help

{AN Settings

Please selact the appropriate option to connect to yaur ISP,

(@) Cynamic [P Address
() Static IP Address
() PPPOE

() Dialup Network
(& Others

QO PrTP

@ BigPond Cable

Dynamic IP Address for

User Mame

BigP

Choose this option to abtain an IP address automatically
from your ISP, (For most Cable modem users)

Choose this option to set static [P information provided to
wou by your ISP,

Choose this option if your ISP uses PPPoE. {For most DEL
users)

To surfthe Internetvia PSTHASDM.
FPTF and BigPond Cable
(for Europe use anly)

(for Australia use only)

ond

Password

Retype Password
Login Server [P [ i(opmnan
® Enabled O Disabled

O Enabled © Disabled

Alto-reconnect

Auto-backup

Dynamic IP Address for BigPond is a WAN connection used in Australia.

User Name

Password

Login Server IP

Auto-reconnect

Auto-backup

Enter in the user name for the BigPond account.

Enter the password for the BigPond account.

(Optional) Enter the Login Server IP if required.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the Configuration Menu
Home > LAN

Sl AirPlus
High-Speed 2.4GHz Wireless Router
[ -3 Advanced | Tools Status Help
DI—824VUP| e
b The IP al:.l-dlre-s.ls ofthe DI-824VUP.
IP Address [152.168.0
F— Subnet Mask |255.255.255.0

Damain Mame [

|
Wireless a &"’ o

Apply Cancel Help

J0E ¢

WAN

LAN
' DHCP

I VPN

LAN is short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-824VUP. These settings may be referred to
as Private settings. You may change the LAN IP address if needed. The LAN IP address
is private to your internal network and cannot be seen on the Internet.

IP Address The IP address of the LAN interface.
The default IP addressis: 192.168.0.1.
Subnet Mask The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain.
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Using the Configuration Menu
Home > DHCP

-
I) ]‘ — . p
Dlink L XIIEEMEGFW

High-Speed 2.4GHz Wireless Router
Home [LUVETTLT R ¢0701ES Status Help
DI-Bz-WUPi -
@\\ =) The DI-B24VUP can ba satup as a DHOP Server to distribute IP addrasses 1o the LAN network
DHCP 8erver @ Enabled O Disabled
e Statting IP Address fe21eapfton |
Ending IP Address 1021680/1%8 |
Leass Time [1weex v
WAN Static DHCP is used to allow DHCP serverto assign same IP to specific MAC address:
LAN O Enabled O Disablad
Name [ - ]
DHCP IP Address 1921680 ]
wacageress| | M [ 1]
T upR | =i
i DHCR Client [~ sekctone—  +|
Apply Cancel Help
Narne IP Address MAC Address
Host Narme 1P Address MAC Address Expired Time
77777 Tue Sep 30
M 192.168.0.119 00-00-39-A3-51-32 e

DHCP stands for Dynamic Host Control Protocol. The DI-824VUP has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-824VUP. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending

address of the IP address pool.
DHCP Server Enable or disable the DHCP service.

Starting IP Address The starting IP address for the DHCP server’s IP assignment.

Ending IP Address The ending IP address for the DHCP server’s IP assignment.
Lease Time The length of time for the DHCP lease.

Static DHCP Used to allow the DHCP server to assign the same IP adress to
a specific MAC address. Enter the name, IP address, and MAC
address into the fields. Select which DHCP client to clone.

DHCP Clients List Liststhe DHCP clients connected to the DI-824VUP. Click Re-
fresh to update the list. The table will show the Host Name, IP
Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu

Home > VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to
remote VPN gateways. The
tunnel technology supports
data confidentiality, data
origin, authentication, and
data integrity of network
information by utilizing
encapsulation protocols,
encryption algorithms, and
hashing algorithms.

VPN

NetBIOS broadcast

Max. number of
tunnels

Tunnel Name

Method

More

P
D-Link '""4”)'('31'.5'5?4554-"
High-Speed 2.4GHz Wireless Router
Home [UCIETT-EE M 10 E Status Help
Dl—sz-wupi -
W Item Setting
WP [ Enanle
- NetBIDg broadeast [ Enable
Max. number of tunnels b
=
] Tunnel Name Method
2 L | e &
™ an 3 L 1 [ke v |[tore]
‘ [ — e ] ]
S 1 I — -
VPN
Previous page Next page
[ oynamis PN Settings | [ L2TP Server Setting | [ FPIP Server Setting |
Apply Cancel Help

Click Enable to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

Enabile this to allow NetBIOS braodcast over the VPN
tunnels.

Select the maximum number of allowable tunnels.

Create a name for the tunnel.

IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

For more in depth configuration to adjust manual key or IKE
method settings, click More.

23




Using the Configuration Menu

Home > VPN Settings > Tunnel > Method >IKE

D-Link

BuIMINg Networks for Peopie

Dl—sz4vut=|

Wizard

Wireless

0 ¢

WAN

LAN

[

DHCP

VPN

Tunnel Name

Aggressive Mode

Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway
Preshared Key
IKE Proposal index

IPSec Proposal
index

-AirPlus =
Xremels+
High-Speed 2.4GHz Wireless Router
Home
Item Setting
Tunnel Name i |
Aggressive Mode [ Enable
Local Subnet W‘
Local Netmask @
Remote Subnet @
Remota Natrnask [oooo |
Remote Gateway \—1
Preshare Key I — )
IKE Proposal index
IPSec Proposal index
9 9 OV O
Back Apply Cancel Help

Current tunnel name.
Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet or a whole subnet.

Enter the Subnet Mask for the Local Network of the router.

The subnet of the remote VPN gateway'’s local network. It
can be a host, a partial subnet, or a whole subnet.

The Subnet Mask of the remote VPN gateway’s Local
Network.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IPSec proposals for the tunnel.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

AirrPlus =
W Yorerelo+ I
High-Speed 2.4GHz Wireless Router
Home

Mem Setting
IKE Propossl index < Ergy -

Wizard

Frecrvn |

jn¢!

i D Prepossl tame DH Group  Encrypt aigosithn Au algorithen Lite Time Life Time Ling

1 Group 1w WES v [T 0 See. W
Gl 0e5 ¥ E

2

] Group 1 & s @ SHAY
LAN
]

LEE

0 S ¥

o s ¥

Troup 1 @ WES ¥ BHAL w 0 S ™

™ ouee 5 Oroap 1 % TET ¥ = v o See W
[ Group 1 W0ES W o e o Sec

VPN T o1 ¥ A0ES = S w0 Sec. =

L] o1 & WS SHal W 0 Sec. W

2 Grap 1w XS v AL ¥ U e W

10 Grou ! ¥ MWES o v o Sec v

Progosal ] - seioct one - v | (7001 | proposal idex

O 9 0O

Back Apply Cancel Help

IKE Proposal index Alist of selected proposal indexes from the IKE proposal pool

listed below.
Proposal Name This is the name used to classify the IKE proposal.
DH Group There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5
(MODP1536).

Encryptalgorithm  There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...
AirrPlus o
W Xrremelz+ I
High-Speed 2.4GHz Wireless Router
Home
v e setting
IKE Propossl ndex |- Emgty -
1D Proposal Mame. DH Group  Encrypt algosithen Auth slgosiihen Life Time Life Time Ling
'T 1 Croup 1 % MES v EHal w 0 Sec -
2 Group 1 ¥ X5 ¥ Ay ¥ o e w
'T 3 Group 1 ¥ s v SHAY W o e R
4 Croup 1 & WES ¥ Al v 0 Sec. ™
5 Oroap 1 % 0ES ¥ SHAL ¥ o S -
A Croup 1 XES » Hal v 0 fac -
VPN T roup 1 W WES = Ay v o Sec. -
[ Group 1 ™ s W A W 0 Sec. W
E] Group 1 W WES > AT ¥ ] S W
10 Croup 1 % WET ¥ BHAY W 0 Sac -
Proposaim| - sewct one v |50 | progesat e
@ 2 0 O
Back Apply Cancel Help
Life Time Enter in the life time value.
Life Time Unit There are two units that can be selected: second and KB.
Proposal ID The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.
Add to Click it to add the chosen proposal indicated by proposal ID

to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

-AirPlus =
W Morenmelz+ l
High-Speed 2.4GHz Wireless Router

Home [LUUETTEE SN 11 Status Help |
DH!?AVUPl
- Sy
- e Senina
IPSne Prapossl ndox CEmRy-
il -
[Bne |
e
i o Pmbos Lo Eweap Bt Auh Uife LieTima
- Name protocol algorithim algosithm Time Unit
WAN 1 £ a5 %  [hone S v
B w| [wes %] [hone ¥ Sec. ¥
™ an ™
EP ¥ IES » Mone & Sec. ¥
e o] [mes v e See o
=l
E3F & HES = None Sec, v

ESP WES % [mone e See v

ESP v IES »  [Mone v Sew. ¥

Seu. v

w oW Do o= ow oM

ESP » HES ¥ Lo

£ es | |mone v

a
0
0
0
0
0
0
0
0] sec, ¥
0

£ IR KRR E KK

Hore
Hare
Mo
et
Hare
Horw:
v
Mo
Hore
Hone

]

[ TES W [rone @ Sae. W

Proposalin - srectooe -~ |[810 ] preposal index

B I

Back Apply Cancel Help

IPSec Proposal A list of selected proposal indexes from the IPSec proposal

index pool listed below.

Proposal Name This is the name used to classify the IPSec Proposal

DH Group There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5
(MODP1536).

Encap protocol There are two protocols that can be selected: ESP and AH.

Encryptalgorithm There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are three algorithms that can be selected: SHA1,
MD5, and None.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

Continued...
m—ea—wupl
FSCWAN
PR
Life Time
Life Time Unit
Proposal ID
Add to

-AirPlus o
High-Speed 2.4GHz Wireless Router |
Home [CIETUTETREES ST Status Help
Irem Setting
|PEne Prapossl indns CEmety-
[emeve |
i Proposal DH Group Encap Encrypt Auth Lie Life Time
Hame. protorod  slgorithm  algodthm - Time  Unit
1 nore ¥ [P s | [wone | [0 fec ¥
2 Wow 1w [ESP W] [3es W] [wee ¥ 0 S
2 Morw [N || oSN [Moee S 10 zec. 8
4 oo - 5P & WES = "M =~ 0 bec \r_
5 [ HES > [Mene )| [0 Zec, v
1] Horw: -~ ESP & AES W Wons (v 0 Soc v
7 Mm@ [Esp W] [aes 9] [wem ¥ [0 Se. W
] wom v [Ese w| [aoes W [hee ¥ [0 Sec, =
9 Nocw: - (22 WES - Mone W o ';ec ~
10 | m ~ L'a?. ~ LS W Mene - o e, W
Progiosal i - srect one s | [3110 | proposal index
O 29O
Back Apply Cancel Help

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Manual
D-Link

“AirPlus
EME,

Bukang Networks for Peopie
High-Speed 2.4GHz Wireless Router
Home [UVEDTETHEES ¢ EY Status Help
DI—sz4VUP| e __
==
> ttem Setting
Tunnel Name |
Aggrassive Mode [CEnable
- Local Subnet inunu
—_— s
Local Metmask [nooo |
Remate Subnet loooo |
e e
AN Remote Metmask |oooo
Remote Gateway jgunu
e Method MANUAL
e Local SPI 040000 ]
IRV Rermote SF1 00000 |
Encapsulation Protocol EX
VPN |
Encryption Algarithm ‘EDES |
Encryption Key
(For ESP Only) —_—
[ | or 30ES OMLYY
[ (for IDES ONLY)
Authentication Algorithm ‘NONE v|
Authentication Key [ \
Life Time o |
Life Time Unit [Secend ]
Back Apply Cancel Help

Tunnel Name Current tunnel name.

Aggressive Mode Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

Local Subnet The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

Local Netmask Enter the Subnet Mask for the Local Network of the router.

Remote Subnet The subnet of the remote VPN gateway'’s local network.
Enter in a valid Netmask IP address of the remote router.

Remote Netmask The Subnet Mask of the remote VPN gateway’s Local
Network.

Remote Gateway The WAN IP address of remote VPN gateway.

Method The set of rules applied when connecting to the VPN gateway.
Local SPI The value of the local SPI should be set in hex format.
Remote SPI The value of the remote SPI should be set in hex format.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual Continued...
D-Link

—74”',!75 |L‘IE% el

High-Speed 2.4GHz Wireless Router
Home
DI_BZ‘WUP' VPH Settings nel 1
=
W Item Setting
Tunngl Name 7‘
Aggressive Maode [JEnable
= Local Subnet ‘UU.UU—|
Local Netmask jooon |
Remote Subnet fpooan ]
AN Remote Netmask |ooon
e Remote Gatewa jonoa
o Method! ’ MANUAL
e Local 8PI noan ]
Remate 3P| oloon |
Encapgulation Protocol ESP &
ke En‘:rvimnnmgnmhm LDES v|
Encryption Key ]
GerERreniy l | tfor3DES ONLY
| (for 3DES ONLY)
Authentication Algorithm {W\
Authentication Key [ |
Life Time |
Life Time Unit [second |
@ 9 v O
Back Apply Cancel Help
Encapsulation There are two protocols that can be selected: ESP and AH.
Protocol
Encryption There are two algorithms that can be selected: 3DES and DES.
Algorithm
Encryption Key For DES, the encryption key is 8 bytes (16 Char.). For 3DES,
the encryption key is 24 bytes (48 Char.).
Authentication There are two algorithms that can be selected: SHA1 and MD5.
Algorithm

Authentication Key  For MD5, the authentication algorithm is16 bytes (32 Char.).
For SHA1, the authentication algorithm is 20 bytes.(40 Char.).

Life Time Enter in the life time value.

Life Time Unit There are two units that can be selected: Second and KB.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel

D-Link

Bulimg Networks for Feople

DI—BZWUPI

Wizard

Wireless

sl
|
—

WAN
I LAN

f DHCP .

VPN

VPN Settings - IKE

Tunnel Name

Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

13 Advanced | Tools Status Help

tem Setting
Tunnel Name | |

Dynamic YR [ Enatle

Local Subnet [oo00 i

Lacal Metmask !_D_.E._D_._U __I

Preshare Key 7]

IKE Proposal index
IFSec Proposal index [ SelectiPSec Proposal.. |

AirPlus
THEME,
High-Speed 2.4GHz Wireless Router

Q9 VO

Back Apply Cancel Help

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup, IKE
proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the
previous page of VPN setting. IKE proposal setup includes
the setting of a set of frequent-used IKE proposals and selecting
from the set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the DI-
824VUP does not need to know the IP address of the remote
clients.

Enabling this mode will accelerate establishing the tunnel,
but the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway’s local network.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel Continued...

D-Link

Buldmg Networks for People

DI—824VUPI

Wizard

Wireless

==
=
——

WAN

VPN

Preshared Key

IKE Proposal index

IPSec Proposal
index

High-Speed 2.4GHz Wireless Router
Advanced Tools Status Help
Sy T ——
ftem Setting
Tunnel Mame
Crynamic VPN [ Enahle
Local Subnet [oooa |
Local Metrnask ID.D.D.D |
Preshare Key |
IPSec Proposal index [ selectiPSecProposal.. |
Back Apply Cancel Help

AirPlus

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE
proposals and select from the set of IKE proposals for the

dedicated tunnel.
Click the button to setup a set of frequent-used IPSec

proposals and select from the set of IPSec proposals for the
dedicated tunnel.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

D-Link

BUIIIINg NETWOrKs 1or People

DI—824VUP|

Wizard

Wireless

0B ¢

WAN

LE

DHCP

VPN

IKE Proposal index

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

“AirPlus o
Xremel+
High-Speed 2.4GHz Wireless Router

(W Advanced | Tools Status Help
VPN Setting

Set IKE Proposal

tem Setting
IKE Proposal index - Empty -

Remove

1D Proposal Mame DH Group  Encrypt algorithm  Auth algorithm Life Time  Life Time Unit

% | [orowt ™|  [a0Es ¥ [si o | [sec. ]
\ | [oow1 ] [me® (gl ] (s ¥
I | [orowt »|  [aoEs ] s | [see. ¥
[ | [eroupt1 | [aoes v [ | [sec 9]
i | [orow1 | [aes v [siar il o | [sec ]
\ |fomi®] [o=s [w@ b | =W
\
\
[
|

| [erowt |  [ames ¥ [sHa1 ¥ D Sec. W
| [orowt &|  [a0Es ¥ ECR
[ Gwl =0 B ] =8
L Jleowiw] [wesw [ [ | [se v

Proposal ID | —-select one - [ ‘ Proposal index
B <+
Back Apply Cancel Help

A list of selected proposal indexes from the IKE proposal
pool listed below.

2
)
14
5
B
i
g
9

10

It indicates which IKE proposal to be focused.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu

Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal
Continued...

D-Link

Bulidmg Networks for People

-—Alir’l? |Lé?d el

High-Speed 2.4GHz Wireless Router

Home
Dl—824VUP| VPN Settings - Dynamic VPN Tunnel - Set IKE Proposal o
sf// Item Setting
¥ IKE Proposal index — Empty -
roposal Mame DH Group  Encrypt algorithm  Auth algorithr Life Time  Life Time Unit
e 1 | [oroun1 | [aves v [sha | o [sec. ]
i 2 [oowt ] [mew [sw] B ] e
3] | [erount &|  [a0es ] EE G R
4] | [orount »|  [30es %] [sret ] [0 [sec. ]
D 5 | | [eromt v  [a0es v s [o e
6 | | [oroupt w|  [soes % [srer =] [0 [sec. ¥
VPN | | [orout ] [a0es ] [shm ™ o [sec. ™|
g | | [orowt ]  [30es ¥ EE E
a | [oroun1 | [aves ] [sha ] o [sec. ]
10 [ | [erowt ¥  [a0es ) [sa ™ [o T
Proposal ID | -- select one - ¥ ‘ Proposal index
O 9O O
Back Apply Cancel Help
Life Time Enter in the life time value.
Life Time Unit There are two units that can be selected: second and KB.
Proposal ID The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.
Add to Click it to add the chosen proposal indicated by proposal ID

to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

D-Link -AirPlus -
S Xrenmel+
High-Speed 2.4GHz Wireless Router
Home
DI—B24VUPi VPN Settings - Dynamic VPN Tunnel - Set IPSEC Proposal
,/
5 tem Setting
IPSec Proposal index - Empty -
B ama BHomu R e e Tme Ot
WAN 1 |[woe =] [e=pis| [30Es | [wene m] [0 | [sec. m]
2 | |[nore  we| [esp v|  [aoes | [wene w| 0| |
L 3 |[wore  w| [espv| [30Es | [Mene o]
e 4| |[wore  w| [esp v| [a0Es | [Mene
5 | |[wone ] [espw| [avEs | [none
= 8 | |[wore se| [espv|  [soEs v|  [wane
7 |[wore  se| [espv| [3oEs v|  [wane
g | |[wone ~] [espw| [avEs w| [Mone
| |[wore ] [espv|  [30Es v|  [wane
10] || we| [espv| [soEs v|  [wone | o | [
Proposal D | - select one - 5 Pruuusal index
@ @ © O
Back Apply Cancel Help
IPSec Proposal A list of selected proposal indexes from the IPSec proposal
index pool listed below.
Proposal Name This is the name used to classify the IPSec proposal.
DH Group There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5
(MODP1536).
Encap protocol There are two protocols that can be selected: ESP and AH.

Encrypt algorithm There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are three algorithms that can be selected: SHA1,
MD5, and None.
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Using the Configuration Menu

Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal
Continued...

D-Link

BulKIng Nerworks for Peopie

m—szwupl

Life Time

Life Time U

Proposal ID

Add to

nit

~Air-l='lus

i Tl
High sPeed 2.4GHz w|reless Router
LT Advanced . Tools Status Help
VPN Seftings - Dynamic VPN Tunnel - Set IPSEC Proposal
tem Setting
IPSec Proposal index — Empty -
Remove
Proposal Encap Encrypt Auth Life Life Tirme
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Proposal ID | -- select one - v Prnpnsnl index
Back Apply Cancel Help

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.

36



Using the Configuration Menu
Home > VPN Settings > L2TP Server Setting

D-Link

Bulidmyg Networks for Feopie

DI—824VUP|

Enable L2TP
Server

Virtual IP of
L2TP Server

Authentication
Protocol

Tunnel Name
User Name

Password

“AirrPlus
XoreEnmE
High-Speed 2.4GHz Wireless Router
Home [CIENTTHEEE ©.FS Status Help
L2TP Server
ltem Setting
L2TP Serer [ Enanle
Wirual IP of L2TP Server 10 |0 1 11
Authentication Protocal @ pap O cHaP O MSCHAP
Tunnel Setting

Tunnel Name |
User Narme \
Password

Tunnel Mame User Mame Password

Click to enable the L2TP Server function.

Enter your Virtual IP address to access the L2TP server.

Select one of the following authentication protocols: PAP,
CHAP, or MSCHAP.

Current tunnel name.

Enter in the username for the L2TP account.

Enter in the password for the L2TP account.
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Q"/ Item Setting
PPTP Server [1Enakle

- Yirual IP of PPTP Server (CRE 0 |1

i Authentication Protocal @ pap O cHaP O MSCHAP

e

Tunnel Setting
——

[ AN Tunnel Mame | |

: User Mame | |

f LAN Fassward | |

"W @0&30

Back Apply Cancel Help

VPN Tunnel Name User Mame Fassword
Enable PPTP Click to enable the PPTP Server function.
Server
Virtual IP of Enter your Virtual IP address to access the PPTP server.

PPTP Server

Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.

Tunnel Name Current tunnel name.

User Name Enter in the username for the PPTP account.

Password Enter in the password for the PPTP account.
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Apply Cancel Help

Mame Private [P Frotocal Schedule

Virtual Server FTP 0000 TCP21421  always Ehi]
Virtual Server HTTP 0000 TCPBO/BO  always Ehi)
Virtual Server HTTPS 0000 TCP 4431443 always )]
Virtual Server DNS 0000 UDP 53153 always E) |
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The DI-824VUP can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-824VUP firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-824VUP are invisible to the outside
world. If you wish, you can make some of the LAN computers accessible from the
Internet by enabling Virtual Server. Depending on the requested service, the DI-824VUP
redirects the external service request to the appropriate server within the LAN network.

Name

Private IP

Protocol Type

Private Port

Public Port

Schedule

The name referencing the virtual service.

The server computer in the LAN network that will be providing
the virtual services.

The protocol used for the virtual service.
The port number of the service used by the Private IP computer.

The port number on the WAN side that will be used to access
the virtual service.

Select Always, or choose From and enter the time period dur-
ing which the virtual service will be available.
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g — Special Application is used to run applications that require multiple connections.

© Enabled O Disabled

MName |

U

Virtual Server

Trigger Port [ l-[

Application Trigger Type
Public Ports |
Filter Public Type [ter =]
e @ OO
Firawall
=l Aoy Cancel Help
MName Trigyer Fublic Part
e Battle net 8112 6112 4
DDNS s
Dialpad 7175 51200-51201,51210 2R
m— 2000-2038,2050- T
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Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony, and others. These applications have difficulties working
through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-824VUP. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
field, then enter the public ports associated with the trigger port into the Incoming
Ports field.

At the bottom of the screen, there are already defined special applications. To use them,
select them from the list by clicking a check mark next to the application name. Users
may configure the special applications by clicking the Edit icon next to the application.
If the mechanism of Special Applications fails to make an application work, try using
DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy.

Trigger Port This is the port used to trigger the application. It can be
either a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used to
access the application. You may define a single port or a range
of ports. You can use a comma to add multiple ports or port
ranges.
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IP Filter

Use IP Filters to deny LAN IP addresses access to the internet.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy.
(You can reactivate the policy later.)

IP Address ) .
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Protocol
Select TCP or UDP as the protocol type.

Schedule

Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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@ MAC Fitters O Domain Blocking

Virtual Server

Use MAC address to allow or deny computers access o the network,

¢

Application
@ Disabled MAC Filters

Filter O Onlyallow computers with MAC address listed helow to access the network
3 Onlydeny computers with MAC address listed below to access the network
]
Firewall
Mame|
T
SNMP macageress| I L[ ] I
DHCF Client | - select one - v
.
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] Apply Cancel Help
Routing
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MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-824VUP. To use them, select one from the drop down
list. Next click the “Clone” button. Then click the “Apply” button and the DI-824VUP will
fill in the appropriate information to the list.

Disabled MAC Filter
Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list to access the network
and Internet. All other computers will be denied access to the network and Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list to access the network
and Internet. All other computers will be allowed access to the network and Internet.

MAC Address
Enter the MAC Address of the client that will be filtered.
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Virtual Server
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Application
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Apply Cancel Help
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Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. AURL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display.

Disabled URL Blocking
Select this option if you do not want to use URL Blocking.
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Apply Cancel Help

Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”
Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.
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Firewall is an advance feature used to allow or deny traffic from passing through the
device. It works in the same way as IP Filters with additional settings. You can create
more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-824VUP.

Source
Choose between a LAN or WAN source. An asterisk signifies the selection of both
sources.

IP Start
The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank selects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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IP Address . .
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Protocol )
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual ser-
vice will be available.
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Use Sirmple Network Management Protocol(SNMP) for DF824¥UP management purposes

Peopie

SHMP Local @ Enahled O Disabled
SNMP Remote O Enabled ® Disabled

Get Community public ‘
Set Community |prTate—‘
P —
P2 ]
P 3 ]
P4 ]
SNMP ersion Ow Ovae
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Apply Cancel Help

Management Protocol) is a widely used network monitoring and
orts activity on each network device to the administrator of the

network. SNMP can be used to monitor traffic and statistics of the DI-824VUP. The DI-
824VUP supports SNMP v1 or v2c.

Enable SNMP

Local

Remote

Get Community

Set Community

SNMP v1

SNMP v2

(Simple Network Management Protocol.)
LAN (Local Area Network).

WAN (Wide Area Network).

Enter the password public in this field to allow “Read only” ac-
cess to network administration using SNMP. You can view the
network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administra-
tor can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an applica-
tion layer protocol that facilitates the exchange of management
information between nework devices.

Enhanced version of SNMP v1 with additional protocol opera-
tions such as UDP, IP, CLNS, DDP, and IPX.
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DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP
addresses assigned by a DHCP capable router or server) linked to a domain name.
Users who have a Dynamic DNS account may use this feature on the DI-824VUP.

DDNS When an IP address is automatically assigned by a DHCP
server, DDNS automatically updates the DNS server. Select
Disabled or Enabled.

Provider Select from the pull-down menu.
Host Name Enter the Host name.
Username/Email Enter the username or email address.
Password/Key Enter the password or key.

48



Using the Configuration Menu

Advanced > Routing

"

High-Speed 2.4GHz Wireless Router

Dl—sszPI m Advanced |50 Status Help
Static routes can be added if v s Rouke bl
you require specific routes _ O g @ Datle O bl O iz
within your internal network. T
These routes will not apply to — s -
re—
the WAN (Internet) network. o s .
= | : m
(] (m}
e ” o
<
o Apply Cancel Help
omr
P i

Dynamic Routing

RIP v1

RIP v2

Destination
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Gateway

Hop

Enable

Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol is
applied, and broadcasts the routing information to other routers
on the network regularly.

By default, itis set to disable. Check to enable (RIPv1/RIPv2)
protocol.

Protocol in which the IP address is routed through the internet.

Enhanced version of RIP v1lwith added features such as Au-
thentication, Routing Domain, Next Hop Fowarding, and Subnet-
mask Exchange.

Enter in the IP of the specified network that you want to
access using the static route.

Enter in the subnet mask to be used for the specified net
work.

Enter in the gateway IP address to the specified network.

Enter in the amount of hops it will take to the specified
network.

Select this option for the specified static route to take effect.

Hop Count - In a transmission path, each link is terminated at a network device
such as a router or gateway. The number of hops equals the number of routers or

gateways that data must pass through before reaching the destination.
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DMZ(Demilitarized Zone) is used to allow a single computer an the LAN to be exposed to
the Intemet.

OEnabled @ Disabled
IP Address 192.168 u[ |

Application a 3 o

Filter Apply Cancel Help

Virtual Server

{1

Firewall

DDNS

il

Routing

Performance

If you have a computer that cannot run Internet applications properly from behind the DI-
824VUP, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.
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Beacon Interval

DTIM interval

TX Rates

Wireless Mode
Mixed Mode

G Mode

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 100 is the default setting and is
recommended.

(Delivery Traffic Indication Message) 3 is the default setting. ADTIM
is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

Select the data rate. Default is Auto.

Select either mix mode or G mode.

The DI-824VUP will use either B or G mode depending on which
mode has a stronger frequency.

The DI-824VUP will only use G mode.
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Select Open system, Shared Key or Both.

The DI-824VUP will be visible to all devices on the network. This is
the default setting.
In this mode, in order to access the DI-824VUP on the network,

the device must have the same encryption as the router in order
to communicate.

In this mode, all devices on the network can access the
DI-824VUP.

Enable is the default setting. Choose Enable to broadcast the SSID
across the network. All devices on a network must share the same
SSID (Service Set Identifier) to establish communication. Choose
Disable if you do not wish to broadcast the SSID over the network.

Enable 8X Mode on the wireless client and the DI-824VUP to
increase data transmission speed. 8X Mode will only work with
wireless devices that also support 8X Mode.
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Administrator (The Login Name i "admin"}

User (The Login name is "user

Mew Password |

Reconfirm Passward |

Let administrator perform administration task from remote host.

CiEnabled @ Disaled
IP Address [00.00 |

Port[a0s0 ¥
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You can change the administrator and user passwords here. It is recommended that
you change the administrator password from the default setting. The default password is

blank (nothing).

Password

Remote
Management

IP Address

Port

To change the administrator or user password, enter the new pass-
word twice to confirm.

Remote Management allows the device to be configured through
the WAN (Wide Area Network) port from the Internet using a web
browser. A username and password is still required to access the
browser-based management interface.

Internet IP Address of the computer that has access to the DI-824VUP.
If the IP Address is set to 0.0.0.0, this allows all Internet IP ad-
dresses to access the DI-824VUP.

The port number used to access the DI-824VUP.
Example:http://x.x.x.x:8080, where x.x.x.X. is the WAN IP address
of the DI-824VUP+ and 8080 is the port used for the Web Manage-
ment interface.
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You will need to set the time zone corresponding to your location. The time can be
set manually or the device can connectto a NTP (Network Time Protocol) server to
retrieve the time.

Enable NTP (Network Time Protocol). Select to synchronize the time on the
DI-824VUP to an NTP server.

Set Device Date  Youcan manually set the time on your network here.
and Time

NTP is short for Network Time Protocol, an Internet standard protocol
that assures accurate synchronization to the millisecond of computer
clock times in a network of computers.
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The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file created by the DI-824VUP can be uploaded into the
unit. To reload a system settings file, click on “Browse” to search the local hard drive for
the file to be used. The device can also be reset back to factory default settings by
clicking on “Reset to Default” button. Use the restore feature only if necessary. This will
erase previously saved settings for the unit. Make sure to save your system settings
before doing a factory restore.

Save Settings to Click Save to save the current settings to the local Hard Drive.
Local Hard Drive

Load Settings from  Click Browse to find the settings file, then click Load.
Local Hard Drive

Restore to Factory Click Reset to Default to restore the factory default settings.
Default Settings
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Firmware Upqgrade

There may be new firmware for your DI-824VUP to improve functionality and peformance.
The upgrade procedure takes about 20 seconds. Natel Do not power offthe unitwhen itis
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Current Firmware Version: 1.00
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You can upgrade the firmware of the device using this tool. Make sure that the firmware
you want to use is saved on the local hard drive of the computer. Click on “Browse” to
search the local hard drive for the firmware to be used for the update. Upgrading the
firmware will change the system settings of the router back to the default mode. It is
recommended that you save your system settings before doing a firmware upgrade.
Please check the D-Link support site for firmware updates at http://support.dlink.com.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will be restarted automatically.
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Using the Configuration Menu

Tools > Misc

Ping Test

Restart Device

Block WAN Ping

SPI Mode

DoS

Home —Advanced [ LU
DI-BZ4VUP|

V Fing Test 3 usad b sand “Ping” packets o g3 @ computar s on the imsemet
Host Name o 1P sddress [Pa)

ﬁ Rsbonts ine DHE2VUP

Bl | =

W VT Yo "Block VAN PIngT, YU an causing e public WAN I agdress on the DBZ4VUP 3
W NLESRONA 1 ping (AMMANDs. Pinging pUBKE WAN P 4005544 i & COMMAN method used

# G.-n

High-Speed 2.4GHz Wireless Router

iy hackers to lest whether your YWAN IF acdress Is valid

Discard PING rom WAN side ) Ensbiled () Disabled

e iy made.

) Enubled ) Disabled

) Enabled & Divabled

'You can disable or enable PP functions at amtime

1) Enabled ) Dissbled

Adiows VPN CONMRCEons 1o work through e D-R34VUP

PPTP & Ensbled O Disatied
Psee & Enapleg O Desabied

U R 10 Setup this iHEm Tyou wantio sccess an FTF Senverwhose DO RUmber i not 21

Pott

@ 90

Apply Cancel Help

In the open box, enter in a URL (i.e., www.dlink.com) or an IP
address and click on Ping to test your internet connection.

Click Reboot to restart the unit.

Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-824VUP when it is being
“ping”ed. This may help to increase security.

When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also
check every incoming packet to detect if it is valid.

When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-824VUP.
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Using the Configuration Menu
Tools > Misc (Continued)

UPnP

VPN Pass-
Through

Non-standard
FTP port

AR

High-Speed 2.4GHz Wireless Router

Home svanced SRETRN status — Hoip |
ooy | NI T

V Pirg Tas! i3 used o send "Ping” puckets 10 1831 1 § computer is on the Insemet
HostName or P sddress (=]

ﬁ Reboots the D-a24VUP
=il | =
W AT you “BIOCK VAN NG, YOU ane causing Wi public VAN ¥ addreds on the DHEZEVUP 1
ROLIESROND 10 ping CAMAAnDs. PInging puble WAN [ A3USS5E8 I8 & COMMaN MEthid used
W by hackers % test whelher yous YWAN P acdress is valid
¢ ard PIN WAN o & Disabl
Discand PING fom wide Enabled Disabled

Tou can e if you wank o enable 5P| made

) Enabled &) Disabled
) Enabled = Disabled

‘'fou can disable or enable UPNP functions at amytime

®) Enabled ) Diswbled

Adiws VPN CONMBCons 1o work through he D68 324vUP.

PPTP (&) Ensbled ) Disabled

P35 & Enavied ) Desabled

o hEve 10 B8Mup this (B ITyou want 1o GcCess an FTF sener whose por number ks not 21
Port

9 09

Apply Cancel Help

UPNP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking equip-
ment, software, and peripherals. The DI-824VUP is a UPnP enabled
router and will only work with other UPnP devices/softwares. If you
do not want to use the UPnP Functionality, it can be disabled by
selecting “Disabled”.

The device supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu-
rity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the device. This is useful when you have many VPN clients on the
LAN.

If an FTP server you want to access is not using the standard port

21, then enter in the port number that the FTP server is using in-
stead.
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Using the Configuration Menu

Status > Device Info

D-Link “AirPlus
x = XGren=
High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status m
DI—824VUPl :
Device Information

Firmware Version: 1.00, Tue, Sep 30 2003

?;

LAN
MAC Address 00-80-C0-23-5C-8F
Device Info
IP Address 192.168.0.1
Subnet Mask 255.255255.0

——
Log DHCP Server Enatiled

Stats WAN
MAC Address 00-80-C8-23-5C-3E

Wireless - DHCP Connecting....
[ DHcPRenew | [ DHCPReleass |

il

Remaining Lease Time 00:00:00
IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Gateway 0.0.0.0
Domain Name Server 0.0.0.0

Wireless
MAC Address 00-80-C8-23-5C-9F

ESSID default
WEP Disahle
Channel &

Peripheral
Printer(DB25) Mot ready
Printer(USB0) Mot ready

Device Time: Tue Sep 30 00:56:43 2003

o

Help

This screen displays information about the DI-824VUP such as WAN, LAN, and Wire-
less status.

DHCP Renew  Use this button to reconnect to your ISP, if your WAN connection is
set up for DHCP.

DHCP Release Use this button to disconnect from your ISP, if your WAN connection
is set up for DHCP.
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Using the Configuration Menu
Status > Log

-
I , — -
Bty ,}w!;!} Feopkle ~Ah xn Plus ™
ene =+
High-Speed 2.4GHz Wireless Router
Home Advanced Tools [T m
DI—824VUP|
View Log
;f{;_,._- Wiew Log displavs the activities occurring on the DI-824YUP. Click on Log Settings for advance
V features.
Help
FPange 141
Log

WAN Type: Dynamic IP Address {1.00)

Display time: Tue Sep 30 00:57:41 2003
_ |
=

This screen displays activities occurring on the DI-824VUP.

First Page Click First Page to go to the first page of the log.
Last Page Click Last Page to go to the last page of the log.
Previous Click Previous to go to the previous page of the log.
Next Click Next to go to the next page of the log.

Clear Click Clear to clear the entire log.

Log Settings Click for advanced features (see next page).
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Using the Configuration Menu
Status > Log > Log Settings

D-Link

BulKing Networks for People

DI—824VUP|

—

Device Info

L

Log

Stats

il

Wireless

E-Mail Alert

SMTP Server IP

Email Address

Send Mail Now

IP Address of the
Syslog Server

Log Type

:7¢Ii’rjl='5 Itgd el
High-Speed 2.4GHz Wireless Router

Advanced | Tools BEGITLIC) m

Log Settings
Logs can be saved by sending itto an admin email address orto a syslog senver,

E-rmail Alen
SMTF Server [ IP Address | |

Ermail Address | | [_send Ml o

E-mail Subject | |
Syslog
Syslog Server IP Address 192.168.0 | ) Enabled & Disabled
Log Tvne [ system Activity
[¥] Debug Infarmation
[] attacks
Dropped Packets
Motice

@ 9 0

Apply Cancel Help

The DI-824VUP can be set up to send the log files to a specific
email address.

Enter in the IP address of the mail server.

Enter in the email address of the recipient who will receive the
email log.

Click to send mail immediately.

Enter in the IP address of a syslog server within the network.
Click Enable to activate the policy. The DI-824VUP will send
all of it's logs to the specified syslog server.

Select the types of activity to log. By default, all values are
selected.
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Using the Configuration Menu

Status > Stats

D-Link

Buliimg Networks jor Peopie

DI—824VUP|

Device Info
Log
Stats

Wireless

[

¢

-Air:Plus s
Xrremelz+
High-Speed 2.4GHz Wireless Router

Advanced Tools [METTTME Help |

Traffic Statistics
Traffic Statistics display Receive and Transmit packets passing through the DI-824YUP.

Help
Receive Transrit
WAN 0 Packels 116 Packets
LAN 1290 Packets 1371 Packets
Wireless 214 Packets 311 Packets

In the Stats section, traffic statistics are displayed.

Refresh

Reset

WAN

LAN

This will update the page.

This will reset the packet counter to zero.

Displays Received / Transmitted packets from the WAN port

Displays Received / Transmitted packets from the LAN port.
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Using the Configuration Menu
Status > Wireless

D-Link —
1n Air,Pﬁ |L‘.IE§’ =

Buliimg Networks for People

High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status m
DI—824VUP|
! - Connected Wireless Client List
V The Witeless Clienttable below displays Wireless clients Connected to the AP {Access Poinf).
Moevcatrio. @
Help
P
Lag
Connected Time MAC Address
l— Tue Sep 30 00:56:24 2003 00-40-05-C5-BA-TE
Stats
Wireless

This screen displays the connection time and the MAC Address of the connected
wireless clients. Click on Refresh for the most recent information.
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Using the Configuration Menu

Help

D-Link

Bulking Networks 1or People

DI—824VUPI

-AirPlus
Xarmem

Tools  Status

'Advanced

Home

Setup Wizard
Wireless
WAkl Settings
LAM Bettings
DHCP Server
WP

Advanced
= Vidual Sewver

Special Applications
Filters

Firewall Rules

SHMP

DONS

Routing

DMz

Wireless Performance

Tools

Administrator Setlings
Systern Time

System Settings
Firrmware Upgrade
Miscellaneous tems

Status

Device Information
Log

Traffic Statistics
Wireless

FAQs

=l+"

High-Speed 2.4GHz Wireless Router

This screen displays the complete Help menu. For help at anytime, click the Help tab in

the Configuration menu.
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Installing the Print Server Software

Insert the installation CD-ROM into the CD-ROM drive. The following window will be
shown automatically. If it is not, please run “autorun.exe” on the CD-ROM.

AirPlus)Gremels

Protect and Share Your Internet Connection

DI-824VUP
2
L Gl

eady,
FREE
2071
L]

Click Install Print
Server Software

)4-P0rt Wireless Broadband VPN

Router

D-Link 7]

Building Networks for People Wis

l DI-824VUP @
eady,

Select your Windows
operating system
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Installing the Print Server Software (continued)

Wait until the following Welcome
dialog appears.

USB Print Server Setup |z|

‘Welcome to the InstallShield Wizard for
Broadband Router USB Print Server

welcome to the Broadband Router Print Server driver
Setup program. This program will install Print Server an pour
computer.

Click Next

Select the destination folder.

Click Next

Cancel

USB Print Server Setup \g\
Choose Destination Location
Select folder where S etup will nstal fles. ak
pa

Setup wil install Broadband Router USE Print Server in the following folder.

To install to this folder, click Nexst. To install to a different folder, click Browse and select
another folder.

Destination Falder

E\. ABroadband Router USE Print Server

Browse.

Then, the setup program will begin
to install the programs into the
destination folder.

When the following window is
displayed.

Click Finish

Cancel

USB Print Server Setup

. InstallShield Wizard Complete

The Installshield Wizard has successfully installed Broadband
Rauter USB Print Server. Click Finish to exit the wizard,

After rebooting your
computer, the software

installation procedure is

finished. Click OK

‘ou must rebaat pour PC for all changes ta take effect.

&+ es, | want to restart Y COMmpuber now.

€ Mo | will restart my computer later

0K
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Configuring on Windows 98se/Me Platforms

After you finish the software installation pro- EIEIIEH HEE
cedure, your computer will be capable of  fie Edit View Hel

network printing pro_vided by the DI- @

824VUP. For convenience, we call the | s imie el HPLaseret..

printer connected to the printer port of the { BL[PCL] | Chinese]

DI-824VUP a printer server. On a Windows

95/98 platform, open the Printers window

in the My Computer menu. |4 cbjecils] %
Now, you can configure the print server of =TT
the DI-824VUP: Generd | Dtais | Sharing | Pager | Print Quaity | Fanis | Devies Options |
@ HP Lasenet EL [PCL)
Find out the corresponding icon of your
printer, for example, the HP LaserJet 6L. Comment |
Right click on that icon, and then select
Properties. Smrwumﬁm Browse... |

The following screen appears:

Print Test Page |
0F || Camed | mesb | e |
CI I Ck 0 n th e HP Lare so oo pres'.] Promoitan : :
Details tab Dietair | Shasing | Papar | Prind Qually | Fontz | Devics Opsions |

“\_{ﬁ- HF Leseafel £L POLL

P b Hh oy o

Choose the “PRTmate: (All-in-1)” from [CiEwEEE =] | ediro

the list attached at the Print To item. S S Debsie Pen.
Be sure that the Printer Driver item Pllageime =1 panir)
is configured to the correct driver of e LSSt
your printer server. Hongoboesit | [TE ] sscends

Tranwissonpeine [75 seconds

Click Port Settings A
[ ] comel | awee | L |
Choose your printer interface.
Type in the IP address of the DI-824VUP. —
Allin-1 IP-Sharer's [P : m

192.168.01

Click OK




Configuring on Windows 2000/XP Platforms

'Click Port :

ﬂ HP Laserlet 6L Pronerties

Pt fo the leliowing poet|s). Documents vl pank ba the st res

. . checked poit
The configuration procedure _for_a _ o o T 5
Windows 2000/XP platform is similar to ggm senipl
that of Windows 95/98 except the O cowa oot
screen of printer Properties. Beey ek

AddPal, | DelstePe || Carigurs Foil l
===

™ Endbie bidiectional suppart
I Epabile piriet pooking

Click Configure Port

0K | et | i |

Choose your printer interface.
Type in the IP address of the DI-824VUP.

Allin-1 |P-Sharer's [P :

192.168.0.1

Click OK

(Note: Screen shots are taken in Windows 2000,
similar screens will appear in Windows XP.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start > Control Panel > Network Connections
Select Set up a home or small office network

Nebwork Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you set up thiz computer o run an yaur
netwiark, “WWith a network, you can;

+ Share an Internet connection

+ Set up Internet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mest.

Mewst > '[ Cancel

When this screen appears, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Metwork Setup Wizard

Before you continue. .

Befare you continue, review the checklist for cresting a network.

Then, complete the following steps:

= |nstall the network. cards, modems, and cables.

+ Turn on all computers, printers, and external modems.
+ Connect ba the [ntermet.

Wwhen pou click Mest, the wizard will search for a shared Internet connection on your network.

e (e )

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the
second option as shown.

Network Setup Wizard

Select a connection method.

Select the statement that best dezcribes thiz computer:

() Thiz computer connects directly to the Intemet. The other computers on my network connect
to the Internet through thiz computer.

Wiew an example.

(®) Thiz computer cannects ta the Intemet through another computer an my netwark or through
a residential gateway.
Wiew an example.

O

Learn mare about home or small office network configurstions.

< Back I[ Mext » J'[ Cancel

Click Next.
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Networking Basics

Enter a Computer description and a Computer name (optional).

Network Setup Wizard
Give thiz computer a description and name.

[ LComputer description: | Mary's Computar Il
Examples: Family Room Computer or Monica's Computer

[ Computer name: | Office |]
Examples: FAMILY or MOMICA

The curnent computer name iz Office

Learm mare about computer names and descrptions.

¢ Back I Mest » ' Cancel

Click Next.

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Network Setup Wizard

Mame your network.

Mame pour network by specifying a workgroup name below, Al computers on your network,
should have the zame workgroup name.

Wwhork group name: Accounting
Exanles HOME or OFFICE

[ < Back Mest » ][ Cancel ]

Click Next.



Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the fallowing settings. This process may take a few minutes to complate
and cannot be interrupted.

Settings:
Metwork settings: ~
Carmputer description: Mary's Computer
Carputer name: Office
“Workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer hawve been
shared.
bt

To apply these settings. click Mest.

[ < Back Il Mest » ][ Cancel
——

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Metwork Setup Wizard

Please wait...

Fleaze wait while the wizard configures this computer for home or zmall office netwaorking. Thiz
process may take a few minutes,

4 o
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.

Network Setup Wizard
You're almost done...

2 Wou need to run the Metwaork Setup Wizard ohce on each of the computers on your
\l.) network. Ta run the wizard on computers that are not running Windows %P, pou can use
the "Windows %P CD or & Metwaork Setup Dizgk.

What do pou want to do?

(0 Use the Network Setup Digk | alieady have

(0 Use my Windows <P CD

(2 Just finish the wizard: | don't need to run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Inzert the dizk you want to use.

Ingert a digk the into the following disk drive, and then click Mest.

3% Floppy [4:]

If pou want to format the disk, click Format Disk.

< Back




Networking Basics

Copying...

9 =

Please wait while the wizard copies files. ..

[ ]| Cancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network

Setup Wizard once on each of the computers on your network. To continue click Next.

Nebtwork Setup Wizard

To run the wizard with the Network Setup Disk__. %

® . Complete the wizard and restart thiz computer. Then, uze the Metwark Setup Dizk toorn
\._!‘) the Metwark Setup ‘wizard once on each of the ather computers on your netwaork.

Here's how:
1. Inzert the Metwork Setup Disk into the next computer you want to network,

2. Open My Computer and then open the Metwork Setup Disk.
3. Double-click "netzetup.”

[ < Back I Hest > .|
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Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizard

Completing the Network Setup
Wizard

You have succezsfully zet up this computer for home or zmall
office networking.

For help with home or emall office networking, zee the
following topics in Help and Support Center:

+ Uszing the Shared Documents folder
+ Shanng hles and folders

To zee other computers on vour network, click Start, and then
click My Metwork, Places.

To cloze thiz wizard, click Finish.

| <Back || Finish |

The new settings will take effect when you restart the computer. Click Yes to
restart the computer.

System Settings Change X

P You musk restart waur compuker before the new setkings will take effect,
</

Do you wank ko restart wour cormpuber now?

You have completed configuring this computer. Next, you will need to run the
Network Setup Disk on all the other computers on your network. After running
the Network Setup Disk on all your computers, your new wireless network
will be ready to use.
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Networking Basics
Naming your Computer

To name your computer, please follow these directions: In Windows XP:
B Click Start (in the lower left corner of the screen).
B Right-click on My Computer.

B Select Properties and click.

“ Internet __) My Documents
Internet Explorer
Sj E-miail b My Recent Documents »

d Cutlook Express

_f) My Pictures

n Command Prompk -;b] My Music

-
“ MSM Explorer ‘[ vy Computer |
| Open

.g My Metwork  Explore
Windows Media Player Search
G & Control pane|  Manage
WL Windows Mavie Maker

e Map Metwork Drive. .,
s CenpEE T Disconnect Metwork Drive, ..

'.@ Tour Windows XP -
}.’,ﬂ Printers and F - Show on Deskbop

4 | Files and Settings Transfer { Rename

iy e |

B Select the Computer Sy
Name Tab “_’] the SyStem | System Festoe, Il Autaratic Updates | Remate [
Properties window. | General |l Computer Mame ” Hardware || Advanced |

- Windows uses the following information to identify your computer
on the network.

S e
B You may enter a Com- S SETE R

puter Descri ption if you For example: "Kitchen Computer’ or "Mary's
. . g . . Computer''.
wish; this field is optional.

Full computer name:  Office

“wéork group: Accounting
To uze the Mebwork |dentification Wizard to join a Netwark 1D
domain and create a local uger account, click Netwaork, —
m To re_ngme the cpmpu_ter D
and join a domain, Click _ - .
Ch ange To rename thiz computer of join a damain, click Chanas.
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Naming your Computer

B |n this window, enter the

Computer name.

B Select Workgroup and enter
the name of the Workgroup.

B All computers on your network

must have the same
Workgroup name.

B Click OK.

Computer Name Changes

Y'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
| Office |

Full computer name:

Office
Member of
() Domair:
| |
(&) Workgroup:
| Accounting |
[ OK | Cancel

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP Ad-
dress range (see Getting Started in this manual for a definition of IP Address Range). To
check on the IP Address of the adapter, please do the following:

B Right-click on the
Local Area
Connectionicon
in the task bar.

B Click on Status.

Disable

Repair

Wiew Awvailable Wireless Metworks

Cpen Network Connections

77



Networking Basics
Checking the IP Address in Windows XP

Wireless Network Connection 7 Status |E||E|

General |‘ Support .

This window will appear.

Internet Pratocal [TCPAF)

| Click the
Su pport tab. Addreszs Type: Aszzigned by DHCP
| 1Paddess 1921680114 |
Subret Mask: 255.255.255.0
Default Gateway: 132.168.0.1

Details...

[ | Click Close.

LClose

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IP Ad-
dresses to the computers on the network, using DHCP (Dynamic Host Configura-
tion Protocol) technology. If you are using a DHCP-capable Gateway/Router you
will not need to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

| E’ Control Panel

] Go to Start. '..@ Tour Windows 5P

1& Paink

'-::El Printers and Faxes

t_j) Help and Support
) | Filzs and Settings Transfer =
. Wizard
B Double-click on - searth
Control Panel.
All Programs D ] Run...

Cormpuker
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Assigning a Static IP Address in Windows XP/2000

B Double-click on
Network
Connections.

B Right-click on Local Area
Connections.

B Single-click on
Properties.

B Control Panel

File Edit ‘View Favorites Tools Help

& & ») ’ j(“ Search

Address Uv Control Panel

Falders *:

% Accessibility Options

< Add Hardware
=) Add or Remove Programs
Administrative Tools

See Also

‘ Windows Update
@) Help and Support

= Game Controllers
’Intarnet Ciptions

' _aPrinters and Faxes
Q Regional and Language Options
~» Scanners and Cameras

°s Network Connections

File Edit Wiew Favorites Tools Advanced  Help

eEa:k - \“_:) ‘,7 )_n)SEar:h li=

Address @ Network Connections

Network Tasks LAN or -Speed Internet

[ create anew
connection Disable
Q Set up & homs or small Status

affice network Fiepai
@ Disable this netwark e
device Bridge Cannections
8, Repair this connection e
=i Rename this connection
€ view status of this
connection

Change settings of this
connection

Create Shortcut

Delete
Rename

Other Places

O Control Panel T
g 1My Network Places

1) My Documents

W My Computer

Detail
S v€ m
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Networking Basics
Assigning a Static IP Address : _ -
in Wi ndOWS XP/2000 -L_ | ocal Area Connection 7 Properties @E|

General | Advanced

Connect using:

B Click on Internet | B D-Link DWL-AG50
Protocol (TCP/IP). i '
This connection uzes the following items:
B Click Properties. . 15 Client for Microsaft Metwarks

Il E,!. File and Printer Sharing for Microzoft Networks
=) 305 Packet Scheduler
G =t Pratocel (TCRAP] )

Install.. [etal

D' escription

Tranzmizzion Contral Protocaol/|ntermet Pratocol. The default
wide area network, protocol that provides communication
aciogs diverse inkerconnected networks.

[ Show icon in notification area when connected

B Input your IP address and -
subnet mask. (The IP ok J [ Cance
Addresses on your network
must be within the same
range. For example, if one
computer has an IP Address

0f 192.168.0.2. the other Internet Protocol (TCP/IP) Properties E]@
computers should have IP General |
Addresses that are thu can E?t IF'Dsiltings azsigned zutomaﬂcally if your nketvgork _supportfs

. . this capability. Otherwize, vou need to agk your network, administrator for
sequential, like 192.168.0.3 the apprapriate IF setfings.

and 192 16804 The SUbnet () Obtain an IF address automatically

mask must be the same for (U= the folowing I addres)
all the computers on the IP address [1s2.188. 0 . 2 |

network.) Subnet mask: 25 .25 . 255, D

Default gateway:

B Input your DNS server

addresses (NOte If you (@ Usg the following DNS server addresses.)

are entering a DNS Prelered DNS server.

server, you must enter the Hkemate DNS server:

IP Address of the Default

Gateway.)
The DNS server information will be supplied [ ok |

by your ISP (Internet Service Provider).

B Click OK.
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Assigning a Static IP Address with Macintosh OSX

lect System Preferences.

Click on Network.

Select Built-in Ethernet in the
Show pull-down menu.

Select Manually in the Con-
figure pull-down menu.

Go to the Apple Menu and se-

i®

- [ Camerat Sereen e
Aeess
Hardware
a = @ 9% A
Comrims  Daplays  Dwgylow  Embowd  Meuw St
Internet & Negygg
® @ a w
i (pmedl]  GuciTew  Shaneg
System.
- n @ 3§ : A
Cliic  DuwdTims  Sefwas  fpeech  Mamp Dk Usen
upditn
‘8@ MNetwark =
« =A@ C
Show Al Displays Sound Network  Startup Disk

Lecation: Autematle

Configure  Lising OHCP

xies |
DHLP Router l

Using BootP

1P Address

same Servers idpsionali

(Provided by OHCP Serven

Subner Mask: 255.255.255.0

152.168.0.1

DHCP Cliens 1D
iOpcionaly

Ethernet Address.

Search Domains iOprional)

Lxample: apale.com. sarthlinknet

(@) Click the lock 1o prevent further changes.

‘860 Network =3
w - e

Show All

Displays Sound Network Startup Disk
Show: | Built-in Ethernet . ]
B Inputthe Static IP Address, P LT AT

the Subnet Mask and the
Router IP Address inthe ap-
propriate fields.

B Click Apply Now.

Configure: | Manually

)

IP Address:  192.168.0.2

Subnet Mask:  255.255.255.0

Router: 192168041

Ethernet Address: 00:09:93:75:de:5a

Domain Name Servers (Optional)

Search Domains (Oprional)

Example: apple.com, earthlink.net

@ Click the lock to prevent further changes.

'( Apply Now j'
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Selecting a Dynamic IP Address with Macintosh OSX

B  Go to the Apple Menu and select

System Preferences.

B Click on Network.

B Select Built-in Ethernet in the
Show pull-down menu.

B  Select Using DHCP in the
Configure pull-down menu.

B Click Apply Now.

B ThelP Address, Subnet
mask, and the Router’s IP
Address will appear in a few
seconds.

‘80 Metwork (=]

« =A@ O

Show Al Duplays Sownd Wetwork Startup Disk
Location:  Automaric 5
(how: _suitt-in sherner 3
———

Manually

W Address
iProvided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 19216801 Search Domaing ___ #Opvensl)
OHCF Client ID:
10puonaly
Lxample agole.com, earthlink net
Ethernet Address.

(&) Cliek the lock 1o prevent fusther changes.

eo Nerwork o

« = 0@ 4

Show AN Daplayi Sousd Metwork Startup Ditk

Location:  Autamatic B

show. | Bullt-in Ethernet i)
FATERpiETY peror | AppleTalk | Proxies |
Confiqure. _Using DHCP 3

Domain Name Servers iOononali

IF Address. 1521680160
hrowiced by Sarven

Subnet Mask: 255.255.255.0

Router: 18216801 Jotren Domiiey

semenall

DHCP Client ID:

Leample dapht.com. sarthink. et
Ethernet Address. 00:06.96.79.de:5a

L&) f N
(@) Coick the lock 1o prevent furiher changes. {_Apply Now
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Checking the Wireless Connection by Pinging in Windows XP and

2000

B Goto Start > Run >
type cmd. Awindow
similar to this one
will appear. Type
ping
XXX XXX XXX XXX,
where xxx is the IP
Address of the
Wireless Router or
Access Point. A
good wireless

connection will show

four replies from the
Wireless Router or
Acess Point, as
shown.

et F:\WINDOWS\System32\cmd. exe

Microsoft Windows XP [Uersion 5.1.26001
KC> Copyright 1985-28B1 Hicrosoft Corp.

IF:\Documents and Settings\lah4>ping 192.168_8.58

Pinging 192.168.8.58 with 32 hytes of data:

cs fnl 192.168.@.5
Sent = 4 Recelued = 4, Lost
nilli-sec
"Wininum = 3nc. Maximum = Gins, Averag

JF:\Documents and Settings:\lah4>_

Checking the Wireless Connection by Pinging in Windows Me and

98

B Goto Start >Run
> type command.
A window similar to
this will appear.
Type ping
XXX XXX XXX XXX
where xxx is the IP
Address of the
Wireless Router or
Access Point. A
good wireless
connection will
show four replies
from the wireless
router or access
point, as shown.

Ap
M rimum

£ W WINDC
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Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in your network
(please see the Network Setup Wizard section at the beginning of Networking Basics),
you can use the Add Printer Wizard to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to one computer),
share an LPR printer (a printer connected to a print server), or share a network
printer (a printer connected to your network through a Gateway/Router), use the Add
Printer Wizard. Please follow the directions below:

First, make surethat you have run the Network Setup Wizard on all of the computers
on your network.

On the following pages, we will show you these 3 ways to use the Add Printer Wizard:

1. Adding a local printer
2. Sharing an network printer
3. Sharing an LPR printer

(Other Networking Tasks)

For help with other tasks, that we have not covered here, in home or small office net-
working, see Using the Shared Documents folder and Sharing files and folders in
the Help and Support Center in Microsoft Windows XP.
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Networking Basics
Adding alocal printer (a printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to one computer
is called alocal printer. If you do not need to share your printer on a network, follow

these directions to add the printer to one computer.

B Goto Start @ G;
- " : ; Jo* Control Panel
> Printers 5 Windows Movie Maker

and Faxes = % Printers and Faxes
@ Taur \Windaws %P =

.-E‘ !, Files and Settings Transfer @ Help and Support

o Wizard =

p Search
@ Makepad

=] Run...

all Programs D

@| Log Gff |6| Turn GFF Compuker

| g Start

Printer Tasks

i i &5 Setup faxion
u C“Ck on Ad d a prlnter . Start the Add Printer Wizard, which helps vou install a prinker.

See Also

L?] Troubleshoaot printing
@) Get help with printing

Other Places

[ Control Panel
% Scanners and Cameras
ID My Documents

@ My Pictures
'_-g My Compuker

Details

|l >
1y Start i 1.bmp - Paint B Fri nd Faxes

85



Networking Basics
Adding alocal printer

B Click Next.

B Select Local printer
attached to this

computer.

B (Deselect Automati-
cally detect and install
my Plug and Play
printer if it has been
selected.)

B Click Next.

B Select Use the follow-
ing port:

B From the pull-down menu
select the correct port

for your printer.

(Most computers use the LPT1: port,
as shown in the illustration.)

B Click Next.

Add Printer Wizand

Welcome to the Add Printer
Wizard

Thiz wizard helps you install a printer or make printer
connections.

L If pou have a Plug and Flay printer that connects

\_1‘) thraugh a USE port [or any other hot pluggable
port, such az [EEE 1394, infrared, and so on), you
do not need to use this wizard. Click Cancel to
cloge the wizard, and then plug the printer's cable
inta your computer or point the printer toward your
computer's infrared part, and turm the printer on.
Windows will automatically install the printer for pou.

To continue, click Mext

Add Printer, rd

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use;

() Local printer attached ta this computer

[ClAutomatically detect and install my Flug and Flay printer

(Z) & network printer, or a printer attached to anather computer

. To et up a network printer that is not attached to a print server,
“ll') uze the "Local printer” option.

< Back. l Hewt > ' Cancel

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port you want your printer to use. I the part is not listed, you can create a
new port.

(5) Use the following port:

Maote: Most computers use the LPT1: port ta communicate with a local printer,
The connector for this port should look something like this:

(O Create a new port:

< Back I Mest » ' Cancel
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Adding alocal printer

Select and highlight
the correct driver for

your printer.

Click Next.

(If the correct driver is
not displayed, insert the
CD or floppy disk that
came with your printer
and click Have Disk.)

At this screen, you
can change the name

of the printer (optional).

Click Next.

Select Yes, to print a
test page. A successful
printing will confirm that
you have chosen the
correct driver.

Click Next.

Add Printer Wizard

Tk Select the manufacturer and model of your printer. [f your printer came with an installation
leeed  disk. click Have Disk. If your printer is not listed, consult wour printer documentation for
compatible printer software.

Install Printer Software
The manufacturer and model determing which printer software ta use.

| Printers o

| Manufacturer
Fuitsy S HP Desklet 400
Eﬁﬁm || 5 HP DeskJet 400 (Monochrome)
Gestetner SFHP Desklet 420
HP @ k

(5 This diver is digitally signed.
Tell me wihy driver signing is impartant

[ windows Update ] \_ Have Disk... ]

[ ¢ Back I[ Mext > ﬂ[ Cancel ]

Add Printer Wizard
Name Your Printer 0

“r'ou must azsign a name to this printer.

Type a name for this printer. Because some programs do nat support printer and server
name combinations of more than 31 characters, it is best to keep the name as short as
possible.

< Back l Mest > ' Cancel
Add Printer Wizard

Print Test Page
To confirm that the printer is installed properly, you can print a test page.

Do you want ta print a test page?
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Adding alocal printer

This screen gives you information about your printer.

Add Printer Wizard

Completing the Add Printer
Wizard

Y'ou have successfully completed the Add Printer wizard,
Y'ou gpecified the following printer settings:

M ame: HF Desklet 500
Share name: <Moot Shared:
Port: LPT1:

Maodel HF Desklet 500
Default: ez

Test page:  Yes

To close this wizard, click Finish.

_Eancel

Click Finish.

When the test page has printed,

HP Desklet 500

& test page iz now being zent to the printer. Depending on the
zpeed af paur printer, it may take a minute or bwo befare the page
iz prinked,

The test page briefly demanstrates the printer's ability ta print
graphics and text, and it provides technical infarmation about the
printer driver.

If the test page printed, click OF.
If the test page did nat print, click Troubleshont,

IIrnubIe&tht...

Click OK.



Networking Basics
Adding alocal printer

B Goto Start > Printers
and Faxes.

A successful installation will display
the printer icon as shown at right.

You have successfully added a local
printer.

Sharing a network printer

[2] Add a printer
£51 See what's printing

Select printing
preferences
an

=] Pause printing

{2 Share this printer
®l} Rename this printer
¥ Delete this printer
\g Set prinkter properties

See Also

@ G0 ko manufacturet's
Web site

Other Places

[Z Control Panel

% Scanmers and Cameras
(£} My Documents

[(Z} My Pictures

L} My Computer

1g Start

After you have run the Network Setup Wizard on all the computers on your network,
you can run the Add Printer Wizard on all the computers on your network. Please
follow these directions to use the Add Printer Wizard to share a printer on your

network:

B Goto Start >
Printers and Faxes

@ windows Maovie Maker E’ Control Panel

% & Printers and
@ Taur Windows XP =t

g} } Files and Settings Transfer 9) Help and Support
= Wizard

I‘) Search
@ Motepad
=] Run...

All Programs D

@| Log Off [6| Turn Off

1 Start
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Sharing a network printer

B Clickon
Add a printer.

Printer Tasks @

[Z] add a printer

G Setup faxioo

]Start the Add Printer Wizard, which helps wou install a printer, l

Add Printer Wizard

B Click Next.

Welcome to the Add Printer
Wizard

Thiz wizard helps vou install a printer or make printer
cohnections.

through a USE port [or any other hiot pluggable
port, such as [EEE 13594, infrared, and so on), you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
into your computer or point the printer toward pour
computer's infrared port, and turn the printer on.
‘windows will automatically install the printer for pou.

i|) If you have a Plug and Play printer that connects

To continue, click Next.

| Mest> |[ Cancel

Add Printer W d

B Select
Network Printer.

B Click Next.

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you wart to use:

() Local printer attached to this computer

() & ngtwork, printer, or a printer attached to another compiter

L To et up a network, printer that is not attached to a print server,
_‘l/' uze the "Local printer'' option.

< Back ” Mext > ][ Cancel
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Sharing a network printer

B Select Browse for
a printer.

B Click Next.

B Select the printer you
would like to share.

B Click Next.

B Click Finish.

Add Printer Wizard

Wwhat printer do vou want ta connect ba?

@ frowse for a prinie
() Conmect to this printer [or to browse for & printer, select this option and click Next]:
MName:
Example: Wserver\printer
(O) Connect ta a printer on the Intemet or on a home or office netwark:
URL:

Example: hlip//server/printers/myprinter/. printer

Specify a Printer O
IF pou dan't know the name or address of the printer, you can search far a printer Q’
that meets pour needs.

< Back ” Mext » ]I Cancel

Browse for Printer
“when the list of printers appears, select the one you want to use.

Frinter. |\MOCHP DeskJat 500

Shared printers:
S Microsoft windaws Network

2 DuNe
= 1ac2
“F 1ac3

Frinter information
Comment:
Status: Ready Documents waiting: a

Add Printer Wizard

<Back || MNewt> | [ Cancel

Add Printer Wizard
Completing the Add Printer
@ Wizard

You have successiully completed the Add Printer \Wizard
“You specified the fallawing printer settings;

Name: HF DeskJet 500 on 1QC3
Deefault es
Locatior:

Comment:

To clase this wizard, click Firish
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Sharing a network printer

B To check for proper
installation:

B Goto Start > Printers
and Faxes.

The printer icon will appear at right,
indicating proper installation.

You have completed adding the
printer.

To share this printer
on your network:

B Remember the printer
name.

B  Runthe Add Printer
Wizard on all the
computers on your
network.

B Make sure you have
already run the
Network Setup
Wizard on all the
network computers.

After you run the Add Printer
Wizard on all the computers in the
network, you can share the printer.

@ windows Maovie Maker
@ Tour Windows P

1 | Files and Settings Transfer
[« Wizard

@ Motepad

All Programs D

15 Start

Printer Tasks

E #add a printer
2] See what's printing

Select printing
preferences

l,él Pause prinking

#9 Share this prinker
Eﬁ Rename this printer
¥ Delete this printer
Q‘r Set printer properties

See Also

5o b manufackurer's
Web site

Other Places

[ Control Panel

% Scanners and Cameras
E. My Dacurments

uﬂ My Pictures

'-,__J My Computer

1 5/ Start

Control Panel

& Printers and Faxes
-]

Q) Help and Support
,':) Search

] Run...
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Networking Basics
Sharing an LPR printer

To share an LPR printer (using a print server,) you will need a Print Server such as
the DP-101P+. Please make sure that you have run the Network Setup Wizard on
all the computers on your network. To share an LPR printer, please follow these

directions:

Add Printer Wizard

B Goto Start >

. Welcome to the Add Printer
Printers and Wizard
Faxes.

. Thiz wizard helps you install a printer or make printer
M Clickon Add cornections.
a Printer.

through a USE port [or any other hot pluggable
port, such az IEEE 1394, infrared. and zo on), you
do not need to use thiz wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inta your computer or point the printer taward your
computer's infrared port, and turn the printer on.
wiindows will automatically inztall the printer for you,

-p If you have a Plug and Play printer that connects

The screento the
right will appear.

To continue, click Mext.

. CI'Ck NeXt Cancel
Add Printer Wizard
| Select Local or Metwork Printer
Local The wizard needs to know which twpe of printer to et up.
Printer.

Select the option that describes the prinker you want to uze;

[ (5 Local printer attached ta thiz compltes ]
] Automatically detect and install my Plug and Play printer

() & rietwork, printer, or a printer attached to another computer

- To set up a network, printer that iz not attached to a print server,
\]:J uze the "Local printer” option.

B Click Next.
< Back [ Mest > I'I Cancel
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Sharing an LPR printer

B Select Create a new port.
m From the pull-down menu,

select Standard TCP/IP
Port, as shown.

B Click Next.

B Please read the
instructions on this

screen.

B Click Next.

B Enter the Printer IP
Address and the Port
Name, as shown.

B Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thraugh ports,

Select the port you want wour printer to use. 1F the port is not listed, you can create &
hiew port

() Use the Following port:

() Create a new port
Type of port

< Back l Mest > 1.[ Cancel
S )

Add Standard TCP/IP Printer Port Wizard [

Welcome to the Add Standard
TCP/IP Printer Port Wizard

You use this wizard to add a port far a netwark printer,
Before continuing be sure that:

1. The device is tuned on.
2. The network iz connected and configured.

To continue, click Next

Add Standard TCP/IP Printer Port Wizard X

Add Port \L
—

e

For which device do you want to add & part?

Enter the Printer Name or IF address, and a port name for the desired device:

Prirker Name or IP Address: 132170.0.20

Port Name: IP_132.170.0.20

< Back

Mext > Cancel
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Sharing an LPR printer

Add Standard TCPSIP Printer Port Wizard E|
Additional Port Information Required é
The devi Id niot be identified.
& device could not be identifie i
B Inthis
screen The detected device is of unknown type. Be sure that:
! 1. The device iz properly configured.
SeleCt 2. The address on the previous page is comect.
CUStom . Either comect the address and perform another zearch on the network, by returning to the
previous wizard page or zelect the device type if pou are sure the address is conect.
Device Type
() Standard
. CI'Ck [ @Eustom
Settings.
[ < Back ” Meut > ] [ Cancel ]
Configure Standard/ TCPJIP Port Monitor
Port Settings !
B Enter the Port Port Hame: 1P 192170.0.20
Name and the _ :
Printer Name Frinter Mame or [P Address; 192170.0.20
or Protocol
IP Address. O Raw @LPR
R aw Sethings
B SelectLPR. .-
B Entera LFR Settings
Queue [ Queue Name: (Ip ]

Name (if your
Print-Server/
Gateway has ] SNMP Status Enabled
more than r
one port, you
will need a
Queue

name).

[CJLPR Evte Counting Enabled

B Click OK. ok JJ[ cancel |
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Sharing an LPR printer

This screen will show you
information about your
printer.

Click Finish.

Select the printer you
are adding from the list
of Printers.

Insert the printer driver disk
that came with your printer.

Click Have Disk.

If the printer driver is already installed, do
the following:

B Select Keep existing
driver.

B Click Next.

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a part with the fallawing characteristics.

SHMP: No
Protocol LFR. I
Device: 192170020

PortMame:  IP_192170.0.20

Adapter Type:

Ta complete this wizard, click Finigh.

Cancel

" Finsh

Add Printer. Wi
Install Printer Software O
The manufacturer and madel determing which printer software to use. Q’/
Yk Select the manufacturer and model of vour printer. IF your printer came with an installation
[ é digk., click Have Disk. IF your printer is not listed, congult your printer documentation for
compatible printer software.

Manufacturer A~ R
Rt S HP DeskJet 400

ggﬁm P DeskJat 400 [Monochrome]

Gestatner P Desklet 420

HP B .

_:;,\' This driver is digitally signed.
Tell e why driver signing is important

r—
[ wfindows Update ][ Have Disk... ]
—

[ ¢Back [ New> | [ Cancel |

Add Printer Wizard
Use Existing Driver : O

A diiver iz already installed for this printer. 'You can use or replace the existing
driver

HF DeskJat 500

Do you want o keep the existing driver or use the new one?

() Replace existing driver

< Back l Nest » ' Cancel
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Networking Basics
Sharing an LPR printer

[ | You can rename your printer if
you choose. It is optional.

[ | Please remember the name of
your printer. You will need this
information when you use the
Add Printer Wizard on the
other computers on your
network.

B Click Next.

| Select Yes, to print a test page.

[} Click Next,

This screen will display information
about your printer.

B Click Finish to complete the
addition of the printer.
| Please run the Add Printer

Wizard on all the computers
on your network in order to
share the printer.

Add Printer Wizard
Mame Your Printer ‘O

Vo must assign a name to this printer

Type a name for this printer. Because some programs do not support printer and server
name combinations of more than 31 characters, it is best to keep the name as short a5
possible.

Frinter name:

Cancel

< Back

Add Printer, Wizard
Print Test Page {}

To confitn that the printer is installed properly, you can print a test page

Do you wank to print a test page?

< Back

Hext > Cancel

Add Printer Wizard

Completing the Add Printer
Wizard

ou have successfully completed the Add Printer Wizard.
*rou specified the Following printer settings:

HP Desk]et 500

<Nat Shared>

IP_192170.0.20

Name:
Share name:
Port:

Modek: HP DeskJet 500
Default Yes
Testpage:  Yes

Ta close this wizard, click Finish

e

Note: You must run the Network Setup Wizard on all the computers on your network before

you run the Add Printer Wizard.

97



Resetting the DI-824VUP to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-824VUP to the factory default settings.

To hard-reset the D-Link DI-824VUP to the Factory Default Settings, please
do the following:

B Locate the Reset button on the back of the DI-824VUP.

B Use a paper clip to press the Reset button and
power on.

B Hold for about 5 seconds (do not hold for too long)
and then release. (Or, release when the status
LEDflashes.)

B After you have completed the above steps, the DI-
824VUP will be reset to the factory default settings.
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Technical Specifications

Standards
B |EEE802.11b
B |EEE802.3
B |EEE 802.3u 100BASE-TX Fast Ethernet
B |EEE802.11g
B uUsSB1.1

VPN Pass Through Function
m PPTP
m L2TP
B [PSec
LEDs
Power
WAN
LAN
WLAN
Status
COM
USB
m LPT
Operating Temperature
B 32°Fto131°F (0°Cto55°C)
Humidity
B 10-90%
Power
B 5VDC/25A
Dimensions

B L= 9.25inches (233mm)
B W=6.5inches (165mm)
B H=1.375inches (35mm)

Weight
B -~2.00z.(9079)

Ports

4 x10/100 LAN Ports (MDI/MDIX)
1 x 10/100 WAN Port (MDI/MDIX
1 COM Port (Dial-up Modem)

1 Parallel Port (DB25)

1 USB Port
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Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-824VUP (192.168.0.1), you are not
connecting to the Internet or have to be connected to the Internet. The device has the
utility built-in to a ROM chip in the device itself. Your computer must be on the same
IP subnet to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different
port on the device, if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should | be using? (continued)

What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different
LAN configurations. EIA/TIA 568A/568B

. .. 1 White-Green
define the wiring standards and allow for g &_rﬁltan o
two different wiring color codes as 1 Bloe e
illustrated in the following diagram. g g-:gi;;-eBlue
. . 7 White-Brown
*The wires with colored backgrounds may 8 Brown

have white stripes and may be denoted 5684 CABLE END
that way in diagrams found elsewhere.

1 White-Orange
Il straight-through cable f 2 ranga
How to tell straight-through cable from 3 White-Green
. 4 Blue
across_overcable. . 5 W Blue
The main way to tell the difference 6 Green
; ¥ White-Brown
between the two cable types is to compare 8 Brown

the wiring order on the ends of the cable. If
the wiring is the same on both sides, it is
straight-through cable. If one side has opposite wiring, it is a crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable is
important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch — Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port — Straight-through
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.

Goneral | Secuty | Psocs | Conten | Comnectons | Progims| Advanced |

Step 3 Configure your Internet settings. e ————
Go to Start > Settings > Control Panel. Double O e
click the Internet Options Icon. From the Security i —

i alsothe leas unciional
e disabled
e ight have hairil ortert

tab, click the Default Level button to restore the
settings to their defaults.

- CLess secue fea
- Bppropcsts for

i, (oot

o | 20

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button.

Tatsues s ma vl T
ko it ﬂ‘:_l

Nothing should be checked. Click OK. Pl

[ Use aprosy server for your LAN [These seltings wil not appy to
diskup or VPN connecions]

Adiess Fat Fijeren)

= Biess ponseiverion boalsiEsses

Go to the Advanced tab and click the
Restore Defaults button to restore

these settings to their facotry defaults.

DERERRO0RRERA g

Click OK. Go to the desktop and close any open
windows.




Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same
range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or
ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and
click OK.
Run HE

Type the name of & program, folder. or docurment, atd
‘windows will open it far you.

Open: Iwinipcfg j

Ok i Cancel | Browse... |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is
not properly installed.

m IP Configuration == E3

i~ Ethemet Adapter Information

|PPP Adapter. -

Adapler Address |1 ink DFE 5502 10,100 Adapter

IP &ddress 0000
Subnet Mask oooo
Default Gateway

[0]:4 I Helease | Frerew |

Releaze Al | Renew &l | More Info > |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.

Run EJ

i Type the name of a program, Folder, document, or
- Intermet resource, and Windows will open it For wou,

iz

en: | cmd | e |

[ (0] H Zancel H Browse, .. |

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway
INNT', system32',CMD.EXE E

Mic: ft Yindows 2888 [Uersion 5.88.21951]
CC» Copyright 1785-288@ Microsoft Corp.

D:~>ipconfig

llindows 2888 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

IP Address. . . . . . . . . - 192.168.0.174
Subnet Mask . . . . . . . . = 255.255.255.8

Default Gateway . . . . . . .= 192.168.68.1

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address

in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link Router. By default, it should be 192.168.0.1.

How can | assign a Static IP Address in Windows XP?
Step 1

Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 2000?
Step 1 Right-click on My Network

H E;?qusXm,
Places and select Properties. : »
=
Step 2 Right-click on the Local Networcand Dialup £ i
Area Connection which represents R—
your network card and select o ot
Properties.
Local Area Connection Properties 2%
Cannect using
I BE D-Link DFE-530Tx PCI Fast Ethernst Adapter
Corfigue
Campanents checked are used by this connection :
H|gh||ght Internet Protocol (TCP/ ;lleandPnnlalE q for Microsolt Netwerks =
IP) and click Properties. | . — | f‘

Install Uninstal | Puopeties |
 Dissciptinn

Transmission Control Protocol/Intemet Protocol. The default
wide area netwark protocol that provides communication
across diverss interconnected networks.

[¥ Show icon in taskbar when connecled

als Cancel
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007

(continued)

Click Use the following IP Address and sy x|
enter an IP Address that is on the same Genera
subnet as the LAN IP address on your e e L SR
router. Example: If the router’s LAN IP SR A
addressis 192.168.0.1, make your IP _; et P skies snenstes
address 192.168.0.X where X = 2-99. ot | [mm o E
Make sure that the number you choose is e [ 25 2% 0
not in use on the network. Defak gotonay: [F@ e 01

€ Obtain DNG server address automatically
Set the Default Gateway to be the e |
same as the LAN IP address of your S L —
router (192.168.0.1). o
Set the Preferred DNS server to be the ol

same as the LAN IP address of your
router (192.168.0.1).

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click

Yes.
How can | assign a Static IP e
Address in Windows 98/Me? i E—

The following network components are installed

Client for Microsoft Networks
D Link DFE 5307+ PCI Fast Ethemet Adapter (Fev 4]

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

Add. | Femove | Fuoperies |
PFrimary Network Logon;
Highlight TCP/IP and click the Properties ISl M e =
button. If you have more than one adapter, _BearPinhars._|
then there will be a TCP/IP “Binding” for TEPAP & h prtol i ks o cornac o el and

wide-area networks.

each adapter. Highlight TCP/IP > (your

network adapter) and then click
Properties. Caree
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows

98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your router.
Example: If the router’s LAN IP Address is
192.168.0.1, make your IP Address
192.168.0.X where X is between 2-99. Make
sure that the number you choose is not in
use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Click Add when finished.

Step 4 Click on the DNS Configuration tab.

Click Enable DNS. Type in a Host (can be
any word). Under DNS server search order,
enter the LAN IP Address of your router
(192.168.0.1). Click Add.

Step 5 Click OK twice.

When prompted to reboot your computer,
click Yes.

After you reboot, the computer will now have
a static, private IP Address.

Step 5 Access the Web management. Open your Web
browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the

TCP/IP Properties

| Advanced | Nemins |
| Gateway | WINS Configuation [P Address

© Obtain an IP address automatically

(& Specity an IP addresst

192.168. 0 .10
Subnet Mask: | 255.255.255. 0

IP Addess

Advanced | NeBIDS |
Galeriay | WING Configuation | IP Address

the Installed Gateway lst will be the defaul
he lst will be: the order in which these

New gateway

192.168. 0 . 1 Add

NeBIDs |

i &
[~ Enable DNS

Host [anying Dgran |
DNS Server 5 eaich Dider mmeeeeo————
192.168. 0 . 1 Add
192.166.01
Domin Suffs Search Order
e
FIETaE
oK Cancel

web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with a cable modem
connection?

Dynamic Cable connection
(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly
to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the
router (default:192.168.0.1) in your web browser. The username is admin (all
lowercase) and the password is blank (nothing).

Connect to 192.168.0.1

-!‘;1 ‘5\
Step 2 Click the Home tab and click the
WAN button. Dynamic IP address is the DLE=LE
default value, however, if Dynamic IP address User name: [ adnin v
is not selected as the WAN type, select Passineril | ‘
Dynamic IP address by clicking on the radio [ Jemember my passord
button. Click Clone Mac address. Click on h
Apply and then Continue to save the
changes.

D-Link =
High-Speed 2.4GHz Wireless Router
[T -9 Advanced | Tools Status Help
DI_BZ“IUPI WAN Settings

Wizard

00 ¢

Wireless

WAN () Others PPTP and BigPond Cable
o — Dynamic IP Address
LAN . .
Host Narme \ | (Optional)
MAC Add [ [ [ [
e fe3s b o e fez o Jae |
P e
VPN Primary DNS Address 0000
Gecondary DME Address lonon
MTU l1so0 |
Auto-reconnect @ Enabled O Disabled
Auto-backup OEnabled @ Disablad
@ 9 0O

Please selact the appropriate option to connect to your ISP,

(O] Dynamic IP Address
() Static IP Address
¢ FPPOE

[ Diakup Metwark

Choose this option to obtain an IP address automatically
frorm your I8P (For most Gable modem users)

Choose this option to set static IP information provided to
wou by wour ISP,

Choose this option if yaur ISP uses PPPoE. (For most DSL
users)

To surfthe Internet via PSTNASDN

Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.**
Next turn the cable modem on. Wait until you get a solid cable light on the cable
modem, and then turn the router on. Wait 30 seconds.

** |f you have a DCM-201modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection

Step 1 Log into the Web-based configuration by typing in the IP address of the
router (default:192.168.0.1) in your Web browser. The username is admin (all

lowercase) and the password is blank (empty).

Connect to 192.168.0.1

o
‘-ﬂ] \::\
Step 2 Click the Home tab and click the WAN B
button. Select Static IP Address and enter your Werrane: [Baon
static settings obtained from the ISP in the fields — d
provided. Remerber my passnor
If you do not know your settings, you must

contact your ISP.
w ‘Aﬂiau- ‘_
High-Speed mﬁ*h&:v

o t24vur Home
ﬁ . Plaass salact he Appropnale opdon t cAnnectIo your ISP
Drnarniic 1P Address i Ii'P;ln "ur:ah:: IPn::tuu ;
Step 3 Click on Apply and then wizara ) SocIP Addss i "
C||Ck COnt'nue to save the ChangeS. FPROE Chodes Mis optian £your ISP uses PPROE (For most DEL
Wireiess users)
() Diabup Netwark To sutf the Inderngl e PETHASDN
Step 4 Click the Status tab and b p -
click the Device Info button. Your - -
IP Address information will be [ —
displayed under the WAN heading. e SRR —
FHMIJNRMHW noon
Secondary DNS Address 0000
NI 1500
Auto-backup Enatied =) Disabled
X+
Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoOE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 Inthe username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoOE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my DI-824VUP to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoOE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings.
You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

Routers?

How do | establish a VPN connection between two DI-824VUP I

Step 1 Log into the web based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is admin and there
is no password.

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to Max.
number of tunnels, enter the maximum
numbers of VPN tunnels that you would
like to have connected.

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select IKE,
and then click More.

Connect to 192.168.0.1
2
hik

DI-824VLP

User name: | £ admin v |

Password: | |

[CIremember my password

[ oK ] [ Cancel J
# -
Dl—BZ4VUP| UL Pl Advanced  Tools Status Help
L] St
N ] nstie
HAHOE trmadeast [ ematie
Mam pumber of huenels L]
L] Tunned Hame Meihod

BEms

DHZWUFI LBl Advanced Tools Status Help
o Sy
v E Bnasie
HuliS broadeast O sz
M e of hennets. L]
" Tunned teaina Mottt
1 E o s |
‘ -
3 -
. w =)
5 e w [wore]
Fovio page || Vst p
| Dy Wi Setrgs. || LI S S || PP S ey |
Apply Cancel Help
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for the local DI-824VUP’s LAN
and the corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the remote DI-
824VUP’s LAN and the corresponding
subnet mask.

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DI-824VUP and in the Preshare Key
field, enter a key which must be exactly
the same as the Preshare Key that is
configured on the remote DI-824VUP.

Step 7 Click Apply.

m—azAVUPI

DI-824VUP,

L =

DI—BZ4WP|

S - W
High-Speed 2.4GHz Wireless Router
Tools Status

Advanced Help

L] Semig.
Herw M

ClEnabie

18100

205 285 286 0

0000

ooon

Tunns Name
Aggrossas Made
Lical Susnal
Local Fatmask
Famate sbnet
Framats Hetmask
Framute Gutewiy
Proshars Kay
- [Comimmmpe ]

1P Froposal indes

L Seiting
Tunned Hame
Aggressa Made
Local Subrel
Local Mtmass
Framate Ssenet
Famate Netmask
Framute Dalewss
Preshare Key

[P Proposal indow

Home [UITTTCNIEEE TN Status Help
Hem Semng
Tunned Name: o
AQQras vt Made [CJEnatie
Ll Guteel 18216000
Lacal Matmasy 255255 2850
Remate Sutnat N7 8 20
Fiamate Gateway 20.20.20.20
Prstuare oy o7
IKE Proposal indes. | iﬁﬁ‘w r——
s Prapus e -
Back Apply Cancel Help
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 8 The device will restart. Click on
the Continue button. mi%ﬂl-‘

High-Speed 2.4GHz Wireless Router

This divece 15 estaring

o)

Step 9 Click on Select IKE Proposal.

orsaavr Home
o Setng
Tunnet Name e N
Agarasea Made [CIEnatie
s ——
Famote Oatewsy 0303030
e =
IKE Propossl indo [ el WE Progesal
1Pe: Prapossl nges e
= R
Back Apply Cancel Help
Step 10 Enter a name for proposal ID =
number 1 and select Group 1, 2, or 5 &
High-Speed 2.4GHz Wireless Router
from the DH Group dropdown menu. i Homa
&
L) Setieg.
WE Frogosal index. Bty
(Famers |
—
o DH Gemn Life Time Lifi Tim Uit
r—ﬂ_‘:{_ 1 HE Propassl Grap | W RAS Al - Ld L .
X - s - sha ] e w
f] Fﬁ. s v sar @ o e W
6 Group | W 0ES W TR See W
ey 5 Orop 1 = kg - A w0 e
L Growp | - AAS w Al v " e W
VPN T Grow | w0es v s w0 e W
(] Grop i w 005 - St ¥ b Sec W
L] Group 1w 0es = Mt W o Sse W
1w Ormp1 = Wk - SHAL o e W
Proposstily - st o+ | %1 | Propossl ingex
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 11 Select DES or 3DES as the %.

Encryption Algorithm. High-Spesd 2.4GHz Wireless Router

L0 Bl Advanced Tools Status Help

m—ezwuvi

L
WE Proposal indes ity -

¢
0

o ¥4 o Lt Tima: Lty i Uit
1 W Proposs gl w AT~ A e L] -
WAN
i L A A - L) - W
1 gl ¥ X ¥ ] - v
“ gt ¥ W0 ¥ E . -
oHCE 4 ot ¥ e e B = .
(] ot w5 - L ] - -
VN ] gt x5 - s & B -~
" g w05 ¥ e - -
L] Gpt W kR L .. W
" eopt W WS - A - o - W

Step 12 Select SHA-1 or MD5 as the
Authentication Algorithm.

High-Speed 2.4GHz Wireless Router
DI—BZNUPI U0 Bl Advanced  Tools Status Help
v o Sefteg
B Propassl indes ity -
-
'm ] DM Oroup Lite Tima
L e = B =w
LAN 3 el = neT - A L] e =
'] Gt ¥ xes v AT L
sHce 5 st = - B - e ¥
L] gt - neE - B - ] Sax =
VPN L] el - xS - L L] e ¥
‘ = =l N S
w et = e - ey ] e =
Propesal i - vt o - 'Hn-ﬂ-n
Step 13 Enter a Lifetime value of 2800 =
and then either select Sec. or KByte as %Gf'
the unit for the lifetime value. e O dVanced | Tools | Stats | Help
-4 I .
v o oy
IKE Proposal index Emety .
2
i oF D Groun Lt Time: Lt Time Lnk
1wt Propess O © AeS w Al v 0 e ¥
- EEEEEE
IT 3 et * NeEs ¥ AL ¥ (] S »
p— : oy SN oW s
L] Ot w ey - Bat w0 e -
VPN r Gt - A - A w L] S -
] Tl v X€5 ~ AL v ] Sec. W
. = et e
Progosaliy - weectore = || as1ic | oo
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 14 Select 1 out of the Proposal
ID dropdown menu and click Add To,

A el

which will add the proposal that was just — [Tl Advanced  Tools  Status  Help
co_nflgured to the IKE Proposal Index. o ot e
Click Apply. P e e
e © DH Omp Lt Time Lty Tims Uit
1 e Preponsl gl = oL - Pl - F e W
— 2 o 1 k) Al W L] e w
e 1 Grp s ¥ A - s =
. Group 1 S w Sl v o Sec. W
™ oncr L] Sraun t Tes ¥ Zw ¥ b S
L} Group 1 0E3 - U] LI
weN 1 Group 1 XL - Bul w0 e ®
[] Grop 1 s v o e [
‘ =l =l B =N
Proposal + (915 | proposst mdex
9 w0
Back Apply Cancel Help
Step 15 The device will restart. Click
. . AirrPlus o
on the Continue button.Then click Back. Imemelt
High-Speed 2.4GHz Wireless Router
Thi: direce is nestating
o)
Step 16 Click on Select IPSec —
Proposal. ren
orsaavur] Home
-
Hem Semng.
Tunned Name Hew N
I~ woigara AQQrostive Made [CIEnatie
i i
Remate Subnat RL-A FI
— Famate Cateway EE L]
i Priituans bey Ty
o IKE Propossl indes [ W gl
1P Praposal inden |
= @000
Back Apply Cancel Help
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 17 Enter a name for proposal ID
number 1 and select Group 1, 2, 5, or
None from the DH Group dropdown

menu.

Step 18 Select ESP or AH as the

Encapsulation Protocol.

Step 19 Select DES or 3DES as the

Encryption Algorithm.

DI—BZ4VUF|

Wizard

IR ¢

|

oHEP

H

DI—BZ4VUP|

Wisard
Wirsisns

W

|00 ¢

LAN

]

[T

DI—BZ4VUP|

Wizard

Wirninas

[

OHEP

e

(LD Bl Advanced Tools Status Help
L] ity
St Propoesl indis gty
Propeaal Grogp e Enmt  am Lils it T
™ rame o Brolse  algoehm  algoriten Time Uil
1 Poechososs e ¥ (P ¥ (w5 Mem ¥ 0 o ¥
2 e Er e wem e bem D o
3 [ump: S e -
‘. Ne % [BP W 0ES W w0 e ¥
4 Mne % (mP e o e wew w0 e =
(] Mre % [EPw  (mesw w0 S ¥
7 nne % [E e (wes e w0 e ¥
8 e ¥ W (wes ¥ wm ¥ 0 -
[ rew W e (i e e ¥ 0 e v
] Mne ¥ (mP e (mes v w0 o ¥
Progosaliy - seext crm - [ 43310 | proposatinday
High-Speed 2.4GHz Wireless Router
Advanced  Tools Status Help
tem Remi.
Pluc Progasdl indes “Enety.
ofmoos oo Enes e Am Lfs L Time
e pookscsl  algeetne  algorithn  Time  Usit
1 PoscPiposl | om ¥ EF ¥ WME ¥ Mem ¥ 0 Sec. ¥
: =l e ml
3 om W B e (es e w0 -~
‘ Mo ¥ Y W e ¥ 0 e ¥
4 We ¥ Py MME ¥ wem w0 e >
® e ¥ = E (meEd = w0 e ¥
7 o ¥ W (s ewm ¥ 0 o ¥
. ow % B 05 ¥ w0 =
] We ¥ EFNY  MES ¥ Mem ¥ O S %
10 e @ e mesd wem w0 Sec ¥
ProposalD - reect orw - |[R11 | propusal e
™ -
High-Speed 2.4GHz Wireless Router
L1 Tl Advanced  Tools Status Halp
e Sutting
S5ac Froposal indes ety .
=
Fropasal Encap Byl Autn Lis  LifeTime
® hume PHORS el algosthim sigorten Time Ut
1 [Poachpons [one ¥ EFw  MES ¥ [Mone w 0 Sec. %
2 o o] = 8
] Mee W BN WY (ew w0 e W
i hre ¥ EF W 0Es e (he w D e ¥
5 me ¥ By (WEEw (e ¥ 0 o
' Mre w (B e (0B e W = 0 foc =
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Frequently Asked Questions (continued)

Routers? (continued)

How do | establish a VPN connection between two DI-824VUP

Step 20 Select SHA-1, MD5, or None
as the Authentication Algorithm.

Dl—ez4VUP|

Step 21 Enter a Lifetime value and then
either select Sec. or KB as the unit for
the lifetime value.

Dl—ez4VUP|

Step 22 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just
configured to the IPSec Proposal Index.
Click Apply and the device will restart.

m—ezwuvl
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Frequently Asked Questions (continued)

How do | establish a VPN connection between two DI-824VUP
Routers? (continued)

Step 23 Follow these instructions to configure your other DI-824VUP using the
exact same settings for the IKE Proposal and the IPSec Proposal. Also make sure
that Step 4 is configured to reflect the LAN settings for what is now the Local DI-
824VUP and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of
what is now the remote DI-824VUP.

Step 24 To establish the connection, open a command prompt and ping an IP
address of a computer on the remote LAN. Once you receive replies the tunnel has
been established.

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router?

You need to first configure your DI-824VUP router.

Step 1 Log into the Web-based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and there
is no password.

Connect to 192.168.0.1

DI-8241P

User name: | € admin v |

Password: | |

[]Remember my password

[ Ok ][ Cancel J

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to
Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

804V or DI-804HV Router? (continued)

How can establish a VPN connection between my DI-824VUP and a DI-

Step 3 Inthe space provided, enter the
Tunnel Name for ID number 1, select IKE,
and then click More.

Dl—auwp'

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for DI-824VUP’s LAN and the
corresponding subnet mask.

Dl—azqu'

(E—

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the DI-804V or DI-
804HV’s LAN and the corresponding

/
subnet mask. Click Apply. il

G
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI+
804V or DI-804HV Router? (continued)

Step 6 The device will restart. Click on W
the Continue button. m

This divece 15 estaring

]
Step 7 In the Remote Gateway field W
enter the WAN IP address of the remote %‘E;
DI-804V or DI-804HV and in the T Home
Preshare Key field, enter a key which o & e
must be exactly the same as the il Ne——“"—r e
Preshare Key that is configured on the =~ == Lo st =
DI-804V or DI-804HV. —l o
:muh’ﬂlmnh P iy
Step 8 Click Apply and then click on i — —
Select IKE Proposal. ool G
Step 9 Enter a name for proposal ID 2 4.2 9.
number 1 and select Group 2 from the
DH Group drop down menu.
Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as the
Authentication Algorithm.
Step 11 Enter a Lifetime value of 28800 = = -
and then select Sec. as the unit for the wmm‘a’.
lifetime value. — (U Sl Advanced  Tools  Status Help
v IKE Prog nullnn: Bty - —
—EEEERL:
Propusalip - sseczone - = [ 4011 | propusal ndus
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 12 Select 1 out of the Proposal ID =
dropdown menu and click Add To, which W A e .

will add the proposal that was just S Home
configured to the IKE Proposal Index. e
Click Applv. Sr— o
it .
Wizard (=]
—— © DHOmp Ut Time Lite Time Uit
e 1 e Propors O 1 L - ol - E . -
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o9 w0
Back Apply Cancel Help

Step 13 The device will restart. Click

. A2l o
on the Continue button. ’jﬁé’a%em

High-Speed 2.4GHz Wireless Router
. . The duece s nestiring
Step 14 Click Back and click on
]
Select IPSec Proposal.
Step 15 Enter a name for proposal ID
number 1 and select None from the DH
Group drop-down menu.
-Air o
Step 16 S_elect ESP as the BB " oo
Encapsulation Protocol. — (el Advanced  Tools  Status  Help
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 17 Select 3DES as the Iiﬁr- —
Encryption Algorithm and MD5 as the m

Authentication Algorithm. Click Apply.  orsawe| Mome o 11
A
L] Sutting
PHac Propousl indes gy
Wizard g
ORI oeees B, B . B 0™
| B si o
- ' =N ol A el R
T torm "we WEE - L e ¥
" tare " e ot - Mote W G »
" - [ W - e = Sec W
Step 18 Enter a Lifetime value of 3600 —
and then select Sec. as the unit for the G
lifetime value. i Home
- :
L == Satting
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Leees |
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Step 19 Select 1 out of the Proposal
ID dropdown menu and click Add To,

which will add the proposal that was S Home
just configured to the IPSec Proposal = ||
Index. Click Apply. The device will | .= ™
restart. Click on the Continue button. ==
R | o oo mn G e 8RS
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Next you need to configure the DI-804V or DI-804HV Router.
To configure the DI-804V router:

Step 1 Access the router’s web configuration by entering the router’s IP address in
your web browser. The default IP address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so D-Link VPN Router
that it is on a different subnet than the INFORMATION | STATGS Series oot | Mee
LAN of the DI-824VUP. Rl DEvicE LN 1P SETTINGS

TIME SETTINGS

Step 4 Click Next until you reach the
Save & Restart screen. Click Save & IS
restart and then click Basic Setup once &
until the unit has rebooted. —

The device LAN IP address and subnet Mask settings

1P Address: (192  [168 |1 1
1P Subnet Mask: |265 2686|255 0

Step 5 Click on VPN Settings.

!I‘I"“‘I"I':lﬁa NOTE: Please click ‘Next' to accept the settings.

SAVE & RESTART

opyright & 2000

VPN Router
DEVICE DEVICE ADVANCED  SYSTEM | 000
INFORMATION  STATUS SETTINGS  TOOLS

¥PN SETTINGS

Step 6 Name your VPN connection and D-Link
click ADD. 1

Main menu

TIME SETTINGS

Step 7 In Remote IP Network and S comecionane  [lenpi Aes
Remote IP Netmask fields enter the [
network identifier and corresponding |k
subnet mask of the DI-824VUP’s LAN. [seaitis
< @nex e >

SAVE & RESTART

Step 8 In the Remote Gateway IP field
enter the WAN IP address of the DI-
824VUP and make sure that the
Network Interface is set to WAN
Ethernet.

copyright @ 2088

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is
Disabled.
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 10 Verify the Encryption Protocol D-Link wPN Router UELLLD
is set to 3DES and enter in your MK misto, sovss TN Smisss S wee
Preshared Key CD G VPN SETTINGS

TIME SETTINGS
Connection Name Mew VPN

Note: The Preshared Key needs to be |[FEiaii ]  Local PSEC ldenifior  [Locel
Remote IPSEC Identifier |Remote

identical to the one configured onthe [BETEEEN cwek @ [ F
- TOOTT]  Remote [P Netmask  [55 [e55 [e55 o
Dl 824VU P. SELIINGY, Remote Gateway IP l_ IT IT IT
s:?ﬁfc';: Network Interface WAMETHERNET =
Secure Association @ IKE © Manual

Perfect Forward Secure  © Enabled & Disabled

Step 11 Leave the Key Life and IKE Life =2 Evemion proecat . [oa ]

Time values at their default levels and click |[seasadaadl  rreshared ey .
SAVE Key Life 3600 Seconds
. IKE Life Time 28800 Seconds (LSAYED

Step 12 Click Next and then click on
Save & Restart BAVE & RESTART)

To configure the DI-804HV router:

Step 1 Log into the web based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and there
is no password. D-Link DI-504HY

Connect to 192.168.0.1

User name: | € admin v |

Password: | |

[Cremember my password

I Ok ][ Cancel ]

Step 2 Click the VPN button on the left column, select the checkbox to Enable the
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 3 Inthe space provided, enter the

DI-804HV

Tunnel Name for ID number 1, select IKE, Broadband Hardware VPN Router
and then CIiCk More Home |LUIETTTY Tools Status Help
e fem Setting
:ln\EIOSnro:dmcl |T ::::
Max nusmber oftunnels [l
™ wan
L] Tumned Narme NNM;I
I — ..
R — e
. | — ] e
VPN s | — [ ] Mowa
Frevious page Mexd page
[V -
Apply Cancel Help

Step 4 In the Local Subnet and Local W
H DI-804HV
Netmask fields enter the network o

identifier for DI-804HV's LAN and the P vanced | Tools | Status | Help
corresponding subnet mask.
Rem Setting
Tuna] Narie s
Aggressive Mods I Enatle
! Locsl Subnet [
™ wan Locsl Nemask [pss2sszssn |
. Remol Subnet oo
LAN Farnale Netmask [T
'_n Fremate Gateway 500
DHEP Prashare K |
IKEPmpqs:mdun Selact KE Proposs
o PSec Proposal index Seiect P5ec Propasal ..
@0 %o
Restart Back Apply Cancel Help
Click Restart 1o 23ve changeg!

Step 5 In the Remote Subnet and D-Link

Remote Netmask fields enter the network REsEais DI-804HV
. . , Broadband Hardware VPN Router
identifier for the DI-804V’s LAN and the ° -
) LT -l Advanced | Tools Status Help
corresponding subnet mask. ¢ PN setings. Tamna
[ Setting
Tunnelame fewm
Angrassive Mode ™ Enabie
Local Subnet f=remee
Local Metmask 255 2552550
Remote Subnet [fezvein—
Remole Malmask ==
Remols Gateway | —
Preshars Key |
o IKE Proposal index ‘Senct KE Propos
IFSec Proposal index Select PSec Froposal
[CIV I
Back Apply Cancel Help
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Frequently Asked Questions (continued)

804V or DI-804HV Router? (continued)

How can establish a VPN connection between my DI-824VUP and a DI-

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DI-804V and in the Preshared Key field,
enter a key which must be exactly the
same as the Preshared Key that is
configured on the DI-804V.

—

K4

WAN

—

mem
Tunnel Name
Aggressive Mode
Local Subnet

Rocal MElmask
Remate Subnet
Ramale Netmask
Rernote Dateway

DI-804HV
Broadband Hardware VPN Router

LT B Advanced | Tools

Status Help

Settie)
Fowv——
I Enable
[Err
=
e
256 2550

G010

i

DHCP Freshare Ky frazeez

Select KE Proposal...
Seiect Fac Proporh..

IKE Propasal index
IPGec Proposal index

2

Apply Cancel Help

Step 7 Click Apply and then click on Select IKE Proposal...

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
drop down menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of 28800 ST
and then select Sec. as the unit for the "

DI-804HV
Broadband Hardware VPN Router

Ilfetlme Value- LLT N Advanced = Tools Status Help
VPN Settings innel Set IKE Proposal
< -
IKE Progosal index
izl -
ID ProgosalName DH Group  Encypl algorithm  Auth algorithm Life Tirne Life Time Unit
— | oo | [oopiz] [EE  [wE e e 3]
== p[  [eed [weEd  [wE B e
B I T T I = [ ET (R R |
== [ ferd EEd Fwd B e
. s [owed [xeE  [mwE B [ 3
s s FEd eE B Bd
r[ [Pewis [@EE  [wE B e E
v Gopiy] [xesE  [wE b e 3
o[ ez [wsE  [wE B e o
wl[ [Gesrd [@sE  [FwE b B
sooctone x| _Addto |
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 11 Select 1 out of the Proposal ey
ID dropdown menu and click Add To, Boadband Hordware VPN Router

which will add the proposal that was just LS Advanced | Tools _ Status _Help
configured to the IKE Proposal Index. Q .
Click Apply and then click Back. el e rm
Wizard oy
H 0 Progosal Name DH Group  Encrypt algorthim. Auth algorithm Life Tim Life Time Uit
Step 12 Click on Select IPSec | e ontE [ wE e e
Proposal A ([ Fewd FEd Fed B B
Step 13 Enter a name for proposal ID =~ ** EESSNE R e
P eed FEd EwE B R
number 1 and select None from the DH g
Group dropdown menu. s Fewd SR Fed B A
10 Cropt =) E=| sty B 5 o
Step 14 Select ESP as the —

Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value of 3600 ByERTe

R e s o oo DI-804HV
and then select Sec. as the unit for the R, oo AR
||fet|me Value_ UL Ul Advanced | Tools Status Help
< . e
PS¢ Proposal index
=l -
== D e oHomp CHE - SOE e Tme
Pl e - = B M el |
[ = 3 [ mEd Fedf o Ed
el N e o W B B o el |
s [ee o Fd @Ex edF o 4
s [ o [wE [@es s b
s [e= o Fd EExd ed F 4
Proposal D ﬁ*f‘“'!]‘ Add 1o | Proposal index
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Frequently Asked Questions (continued)

How can establish a VPN connection between my DI-824VUP and a DI-
804V or DI-804HV Router? (continued)

Step 17 Select 1 out of the Proposal
ID dropdown menu and click Add To, W o

which will add the proposal that was just -~ L Advanced ' Tools | Status | Help
configured to the IPSec Proposal Index. &= - e
Click Apply and then click Restart. W
sl e
“ IN:S'::MW“ Hone =] D"’%ﬂ'zl E'C’I%NB 3‘?:::_:?'”" T[%UI?T]
i s ew = [Fe RS s B el
Wl e = [ [F== s F ==
Proposal i [T ~| #44% |Propasalindex

After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-824VUP and ping the IP address
of a computer that is on the internal LAN
of the DI-804V or DI-804HV, or vice
versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established. HiniRun
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Frequently Asked Questions (continued)

router? (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV

Step 3 To view the Status of the VPN
on the DI-804V or DI-804HYV, click on
Device Status.

Step 4 From the Device Status screen
click on VPN Status.

Step 5 When the VPN has been
established the Status will be Active.

VPN Router

ADVANCED
SETTINGS

Main menu
WAN Ethernet

Modem Dialup:

Device IP:

T LAN Modem Backup
VPN STATUS
WAN Ethernet: o Connection active
Asynchronous:  No Connection Active
DHCP LOG
LAN TP 192.168,0,100 . MAC: 00:50:BA:C9:ES:3C

Copyright @ 2080

DFL-300 Firewall?

How can | establish a VPN connection between my DI-824VUP and a

You need to first configure your DI-824VUP router.

Step 1 Loginto the web based configuration of the router by typing in the IP address of
the router (default: 192.168.0.1) in your web browser. By default the username is “admin”

and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

DFL-300 Firewall? (continued)

How can | establish a VPN connection between my DI-824VUP and a

Step 3 Inthe space provided, enter the
Tunnel Name for ID number 1, select IKE,
and then click More.

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for DI-824VUP’s LAN and the
corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the DFL-300s
Internal interface and the corresponding
subnet mask.
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Frequently Asked Questions (continued)

DFL-300 Firewall? (continued)

How can | establish a VPN connection between my DI-824VUP and a

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DFL-300 and in the Preshared Key field,
enter a key which must be exactly the
same as the Preshared Key that is
configured on the DFL-300.

Step 7 Click Apply. The device will
restart. Click on the Continue button and
then click on Select IKE Proposal.

DI—BZ‘VUPI
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wWanN
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BHER
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Hom
Tunned Name
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Hew

[ClEnatse
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0114820

B2 2080

e

s

|

|
-

Apply

90
Cancel Help

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group

dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication

Algorithm.

Step 10 Enter a Lifetime value of 28800
and then select Sec. as the unit for the
lifetime value.

DI—BZIVUP'
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wan
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oHCR
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Help
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 11 Select 1 out of the Proposal
ID dropdown menu and click Add To,

which will add the proposal that was just orsaevr (75 W Advanced  Tools  Status  Help

configured to the IKE Proposal Index. o e e

Click Apply. The device will restart. Click P PR i

on the Continue button and then click =~ === —

Back. © e o e e i e

Step 12 Click on Select IPSec - e e o=

Proposal. — ¢ el =l Gwf | =3

Step 13 Enter a name for proposal ID il =l ol i B

number 1 and select None from the DH Proosum ¢ Sy -

Group dropdown menu. Q9 OO
Back Apply Cancel Help

Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value of 28800 —
and then select Sec. as the unit for the
lifetime value.

MHigh-Speed 2.4GHz Wireless Router
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m—mvupl P
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 17 Select 1 out of the Proposal —
. “AirBPlus -
ID dropdown menu and click Add To, W Mrmene

which will add the proposal that was just — [l Advanced  Tools  Status | Help
co_nflgured tothe IPSec_ProposaI Index. o s e
Click Apply and then click Restart. sipe i
[ =
e
pPmesasl Lo Geess  Gnenmt Am L LT
WaAN 1 FhecFropossl  hone ¥ =3 s ¥ mll;:.“r ‘I:m u‘:: -
; S8 ol bl |
'? 1 Noe W L WS Mot o - -
- H=ar e HEE
: B el ol il ] e
Proposalip - ssect oon -+ [ 4110 | proposal dux
Step 18 The device will restart. Click
. “AirrPlus =
on the Continue button. Irevelz+
High-Speed 2.4GHz Wireless Router
The duece ts nestating.
]

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration
screen of the DFL-300 by opening a
web browser such as Internet Explorer
and type the IP address of the DFL-
300 in the address bar (192.168.1.1).

DFL-300
Office Firewall L

© Transparent Mode
® NATMods

1P Address T
Netmask |EEFI

[Extermatintertace |
© PPPOE [ADSL User)

© Cynamic I Address (Cabie Modem User)

[z

& Static IP Address
IP Address foonn
000

Step 2 Enter the username (admin)
and the password (admin). Click OK.

Step 3 Click on Configuration and take
note of the IP address that your ISP has
assigned you.
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Step 4 Click on Policy and verify that _
you have an Outgoing policy configured. Office Firewall
If not, click on New Entry, accept the @mwm}.ﬂm%ﬂ
default values, and click OK.

HewEry

DME To Intarmal

Lo

Step 5 Click on VPN and then click o gy s B G BT T
New Entry.

Nw Enty

Step 6 Give the VPN connection a name with no spaces.

Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 In the To Destination section, select either Remote Gateway—Fixed IP or
Remote Gateway—Dynamic IP. Enter the WAN IP address of the DI-824VUP if Remote
Gateway—Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-824VUP’s
LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-824VUP.

Step 11 Select Data Encryption and Authentication as the Encapsulation and click
OK.
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Frequently Asked Questions (continued)

How can | establish a VPN connection between my DI-824VUP and a
DFL-300 Firewall? (continued)

Office Firewall

| Adminisiration |
m M e FH

| Abdrews | From Source &  Intermal ©  DMZ

Subnet [ Mask fazsetn | T
% To Destnation

_ & Remobs Gabéway - Fixed P

APR—— Subet [ Mask 192 16601 JES5 25525510

m ~ Remote Gatewasy — Dymamic 12
Subret | Mask | | T
™ Rermsbe CRent - Fleed IP or Dynamic IP
Authentication Methed | -
ErT Preshared Key
Er Encapsulation

& Data Encryption + Authentication

 Authertcation Drby

I~ Perfect Forward Secrecy
FEes Lifetinme ETT Seconds
ok ] Corcal

After you have configured both the router and firewall, you need to establish a
connection.

Step 1 Open a command prompt and |8 fig

from a computer connected to the Inter- @88 1P Conf iguration
nal interface of the DFL-300 and ping the
IP address of a computer that is on the
internal LAN of the DI-824VUP, or vice
versa.

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-824VUP?

To allow traffic from the internet to
enter your local network, you will
need to open up ports or the router
will block the request.

AirPlus .
Yorenelz+
High-Speed 2.4GHz Wireless Router

I Aovences [ZNNETTTRMICEII

m—ezqvupi
= Wirtual Server s used 1 alow infermel wters access o LAN serices.

Frabiea (7 Désabied
Harng

Step 1 Open your Web browser
and enter the IP Address of your D-
Link router (192.168.0.1). Enter
username (admin) and your

Frovaie
Fresatal Tne
Provat Part
Public Poa

Echetuly

193 1680
o -

]
From  Time |00 =
day| S

00 wTo b0 % 0w

a0 -

DEBEEAEA! ¢

password (blank by default). Q@ 90

Apply Cancel Help

Step 2 Click on Advanced on top e e v scian :

. . Vistsal Sever FTI oBoo TEF IS ahwipk A

and then click Virtual Server on VasiSwsrHT? G000 TcRebsm s 14

. Viksal Someer HTTPE (11T} TCP 443/ 843 abwiys L4

the |eft Slde. iRl Genar NG nnoo UDPS3I5T  whemn 4':

) Vi3l Sorver SMTP 00,00 TR abwar 41

Step 3 Check Enabled to activate VaiSenrPOPl  GB00  TGRIIOIIO swan 44
entry.

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone that
was set up between North Korea and South Korea following the UN police action in
the early 1950s.) ADMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In
the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

abMZ

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the local
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the
Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address of the
router (default:192.168.0.1) in your web
browser. The username is admin (all
lowercase) and the password is blank

(empty).

Connect to 192.168.0.1

A

DI-824W1UP

User name:

| ﬁ admin

Password: |

[ remember my password

[ Ok, l ’ Cancel

J

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable

and type in the IP Address from step 1.

Step 4 Click Apply
and then Continue to
save the changes.
Note: When DMZ is i
enabled, Virtual Server
settings will still be
effective. Remember,
you cannot forward the
same port to multiple
IP Addresses, so the
Virtual Server settings
will take priority over

DMZ settings.

the Internet

Virtual Server P Address
Application
Filter
Firewall

SNMP

DDNS

Routing

DMZ

Performance

[

[ Home FUIEFEENYE Tools
DMZ

High-Speed 2.4GHz Wireless Router

Status Help

DiZ(Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to

O Enabled @ Disabled

1921680/ |

K

Apply Cancel Help

=34ir,P§ It.;%' el
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-824VUP using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.
Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button. .

. D-Link
Step 3 Click on L

Enabled and type in a
name for the new rule.

“AirPlus
IXGrenmE,
High-Speed 2.4GHz Wireless Router

QLT Advanced TS Status Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-824%UP.

DI—szwupl

e .

Step 4 Choose WAN OEnabled O Disabled
as the Source and i server e
enter arange of IP R e
Addresses out on the Interface 1P Start ~ PEny Pratocol  PartRange
Source B | [ | ‘ |
internet that you would ™ Fumer pestnaton [+ M [ ] [ ] [rem [
like this rule applied Sehedule Sl S
Firewall O Fram  Time [To|oo * {00 %

to. If you would like isel5m W on B

this rule to allow all snmp o ' 9 OO0
internet users to be Apply Cancel Help
able to access these I
ports, then put an Routing NS EEHES Sl R

DDNS

Ll

. . ) Allow Allow to Ping WAN port  WAN,T LAM,192.166.0.1 ICHP,® E]
QSte”z kI in th(i gl rst - oy Dot P i
Ox and leave the Allow Default LAN *192.168.01 =7 L)

[

second box empty. Perfomance

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an FTP
Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a VPN
(port 1723) server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-824VUP?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).

Step 2 Click on Advanced at the

top and then click Virtual Server ~Air -
on the left side. e St A Wi ides Rt

. . orszevur] | Home FUWYITTE Tools  Status Help
Step 3 Enter the information as B #estassimnusnnotumn
seen below. The Private IP is the S S
IP Address of the computer on S . sl
your local network that you want el —
to connect to. v —

"""w'" ) From Time 00 % -00 * Tp 00 w:00 »
Step 4 The first entry will read as P A
shown here: Ay St Yl
Step 5 Click Apply and then e o e &
click Continue. — W W ek FH
Virtual Serven POP3 nnan TEP 1104110 atways e}
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Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-824VUP? (continued)

Step 6 Create a second entry W m

as shown here: [“Homo  WYIRSE “Tools  Status  Help

m—azwupl
V Vbl Berver 18 uned 5 #low indermet Uiers ScCEEs 1 LAN seracrs
@ Ensbied ) Disablea

canywhere2

e~ e peanyw
Privale 1P 1921880

Appie atiom ProicoiType (TP

Prresss Pest

=l | -
‘Schadus ® apearn
Furewan CFmm Tine 00 % 00 %79 00 %00 ¥

day e ¥ S ¥

il 9 90
P Cancel
Step 7 Click Apply and then [“oea™ | ek
1 1 Hama Pivvate 1P Protecsd Behadud

click Continue. I e —
M owz "t Sarees HTTP LI TCREOISY s a9

WhdSew HTTPE 0000 TEP 4431441 whvirnn =] |

W \artusi Ser DNE (117 L TE R £} |

BN Baeres SUTP a000 TEP IS e 49

Wirtusk Barvee POPI anoo TCP 10110 abways _*’

ks Srees Thinet LETT] TCRINIEY  wwe =1 ]

Pan anog TP 8001800 abwavs £} ]

weTE anne HA ] ]

Des000 2000 BomO0I80 W £} |

neaven ansn Ll LY 1M

Step 8 Create a third and final
entry as shown here: =

High-Speed 2.4GHz Wireless Router
[ Home FUNEETRE Tools | Status Help
DI—BMWPI

Virkzal Sarvet 15 ubed 83 MIow it UBers BCTESS 10 LAN seneirL

{

©®Ensbia O Dusabiea

—— e peanywhere3
Prvatn 1P 1821680
B | =
Freatn iz
=l | -
= o
Firewan CFmm Tine 00 % 00 %7900 w.00 ¥
sl e
@ 900
= o
=l | - T ————
rhisd Serear FTP 2000 TP wwm £} |
WiSserHTIP 0000 L T £} |
WhdSew HTTPE 0000 TCP 4411441 s =] |
W \artusi Ser DNE (117 LT R £} |
BN Baeres SUTP auo0 TEP IS e 49
Wirtusk Barvee POPI anoo TCR 010 abways _*’
ks Srees Thinet LETT] TCRINEY e =1 ]
Pan anog TP 8001400 whwars £} ]
H e 1T
Step 9 Click Apply and then e on I 4a
i i Des000 2000 BomO0I80 ey £} |
click Continue. ocsiaan EE “

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-824VUP?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web

browser and enter the IP D-Link ArPlus
Address of your router High-Speed 2.4GHz Wireless Router
(19216801) E_nter [ Home W.UNENTTLR Tools Status Help
username (admin) and G row

- - Firewsall Rules can be used to allow or deny trafiic from passing through the DI-824VUP
your password (leave —
blank). @ Enabled (O Disabled

m MName |edonkey

. Action @ alow O peny
Step 2 C“Ck on . :nterfac_e_i ;P Start ‘ I\F’ End i Protocol  Port Range
aurce [wan | | |
Advanced and then Destination [ Lan | | 1921680100 | | 1 [rer ] 4561}i55'
CI'Ck Fl reWa” . Schedule @ Abways
Firewall © From Tumf:_'ﬂw v [0 ]

Step 3 Create a new e i © o0
firewall rule: — Kot ool ek
Click Enabled. -

s ction Name aurce estination rotocol
cE:?t?(rAa\l?ame (edonkey). v ﬁuLw :\nwm Ping WAN port \S’VAN{ EANTWB;WBDHPCM‘P:‘ [l

IC ow. ] v Deny Default - '{’;;'1'58 g B el

Next to SOU_rCE, select v Allow Default LAN =10216801 %% 2] ]
WAN under interface. In =
the first box, enter an *.
Leave the second box

empty.

Next to Destination,

select LAN under interface. Enter the IP Address of the computer you are running
eDonkey from. Leave the second box empty. Under Protocol, select *. In the port
range boxes, enter 4661 in the first box and then 4665 in the second box. Click

Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of
your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue

D-Link AirPlus
Bulding fstworks for People e
YGrenelo+
High-Speed 2.4GHz Wireless Router
ST Advanced [ TR Status Help
DH}24VUPi .
ﬁ\‘ ] Virtual Server is used to allow Internet users access o LAN senvices.
@ Enabled O Disabled
Virtual Server BEmE \Socom—l
Private IP 192.168.0/100
Avplication Protocol Type  [som ¥
Private Port [s860 ]
'_ —
Public Port 6869 |
3 Schedule ® Aways
e m— . : = e =
Firewall © From  Time |00 ¥ [[00 ¥ 7000 v {00 |
e day|sun (1o [Sun [¥]
— @ OO
mms Apply Cancel Help
Routing Narne Private IP Protacol Stheduls
\irtual Server FTP 0.0.00 TCR21/21  always Ed]
Virtual Server HTTP 0.000 TCPEO/E0  always i
Vidual Sewer HTTPS 0.0.0.0 TCP 4431443 ahways E4 |
- Virtual Server DNS 0000 UDP53/53  always B
Virtual Server SMTP 0.0.0.0 TCP 25725  ahways Ed ]
virtual Server POP3 0.0.0.0 TCPU101110 always Ed]
\irtual Server Telnet 0000 TCP23/23  always Ei]
. 3 Rl

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply
and then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-824VUP?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

A

Step 4 Click Enabled and enter Hi ol 3 S W E e S
Setting s or-s2avp [ Home FVITTPUR Tools  Status Help
NAME - Gamespy1 o e o

PRIVATE IP - The IP Address of = e o
your computer that you are
running Gamespy from. Pevawae” schecds @ st

O From  Tene 0 %00 % To 0 w00 =
oy Bm o S e

Paslic Purt 783

Ll

PROTOCOL TYPE - Both " P

DENS Apply Cancel Help
PRIVATE PORT - 3783 Mo | e M Pt Schede

ibusl Sarvar FTP 0a0e TERIIN s £} |
Virtusi Ganer HTTR 0508 TCRANIBD  shew 71 |
Vinual Saner HTTPE nnog TCF 4431443 abwarys 49
|joermmengd Vit Sarvor ONE (TTT] UDPS3/SE by £} )
Vitusl Berver SNTP (T TCP2Si2s  wwars 49
Vsl Saner FORD oooe TP 1101118 shemps 449
"irtyal Sanvor Teine! nao08 TOR23123  atwurs £} |
[T (111 TOP SO0/ 500 sty £} )
TR nana TOPATEH s 1%

Click Apply and then continue

4 s -
Step 5 Enter 2nd entry: W u.:%%

CI|Ck Enabled DI—BZWUPI mm Tools Status Help

NAME - Gamespy2 ?’: e e

PRIVATE IP - The IP Address of (e — R

your computer that you are —

running Gamespy from. il gu-dllili. - DGR

PROTOCOL TYPE - Both = iy g»;:d .?b

PRIVATE PORT - 6500 -

PUBLIC PORT - 6500 e
irtyal Serve HTTRS 0000 TP 4430443 aiwars 49

SCHEDULE - Always. e, e el oo f e a
sl Serer PORT nnog TOP 1104110 shwaws rl ]

Click Apply and then continue. - e EPZ:;} pos J:
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

A ’PIS =
2 lus

High-Spead 2.4GHz Wireless Router

b 4VUPi BT Advanced [ CTTE Status Help
v Virual Server i used 1o allow Intemel users access 10 LAN semices.
® Enabbed O Dusabled
Virtus| Server Name kazaa
Private P 197 18810 100
Protocol Type  TCP
Private Port 6500
= Fublis Port 6500
Sehedule @ Abwioys
Firewall ) From  Time 00 % -00 % Tp 00 »:00 =

day/ S % iy B

SNmP a J o

DONS Apply Cancel Help

Routing Nimrur Privali IP Protocol Bchudule

EEEE

irtual Server F TP 0nen TCPIIN  aways £} ]

Bz Virtual Server HTTF 0000 TCPEOIED  always i) |
Virtusl Server HTTPS  0.00.0 TCP 4431441 atways 49

g Virtusl Sarver ONG 0000 UDP 3151 ahwavs 4
Vit Surasr SMTP onao TCRI5I28  ahwayn d6

Vtual Sorver PO anan TCP 1104110 aways a1

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

- : Aﬂi G -
For the DI-824VUP '::m‘a;
Step 1 Open your web browser and or-azevup| BLIIT Advanced
enter the IP Address of your router “’“”‘"’"“"'”"‘"’""”1"““ Ciaiiome
(192.168.0.1). Enter username (admin) |
and your password (leave blank). —

{

ProieesiTios | Boh
Frivate Port 6500
Putas Pos 6500
Bcheode ® nwars
From  Time 00 % 00 %o/ w-om w

oy/5n ¥ Tn e

Step 2 Click on Advanced and then
click Virtual Server. 90
Apply Cancel Help
Step 3 Create a new entry: Click -
Enabled. Enter a name (warcraft3).
Private IP - Enter the IP Address of the Whot. GAES VI
computer you want to host the game. s Rl
Select Both for Protocol Type Enter - G e
6112 for both Private Port and Public

Port Click Always or set a schedule.

Mame Frivate 1 Promcol

\irtusl Sarvwt FTP s000 TEPIII  wys

\irtasl S HTTR aooa TCPEOIB0  shays
atwars

\irtgal Sepmr HTTFE 0000 TP 4431 443

[EEDEOER

Pl P Pl Pl e P g

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:

Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you
should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-824VUP?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs like
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other
h.323 software packages.

The solution is to put the router in DMZ.

Note: Afew hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients.

Step 1 Open your web browser and enter the IP Address of your router

(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

(continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

Step 3 Create a new firewall
rule:

Click Enabled.

Enter a name (ichatl).
Click Allow.

Next to Source, select
WAN under interface.
In the first box, enter an
*

Leave the second box
empty.

Next to Destination,
select LAN under
interface.

Enter the IP Address of
the computer you are
running iChat from.
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Leave the second box empty. Under Protocol, select UDP. In the port range boxes,

enter 5060 in the first box and
leave the second box empty.
Click Always or set a
schedule.

Step 4 Click Apply and then
Continue.

Step 5
Repeat steps 3 and 4 enter
ichat2 and open ports 16384-

16403 (UDP).
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-
(continued)

For File Sharing:
Step 1 Click on Advanced and
then Virtual Server.

“ArPlus
EME|

High-Speed 2.4GHz Wireless Router

orszavur] | Home W.CIPLTILR Tools Status Help
Step 2 Check Enabled to - | EEEE——
activate entry. o —
Virtual Server Nare ichet3
Private I a21ee00 |
Step 3 Enter a name for your = sl R
. H Frivate Port esoo ]
virtual server entry (ichat3). il e o]
. R— Schedule ® always - S
Step 4 Next to Private IP, enter - W M T
the IP Address of the computer on 9 90
your local network that you want AgpEcanst Hep
to allow the incoming service to. e T T
g \irtual Server FTP. 0000 TCP21121  always 28]
] Virtual Server HTTP 0000 TCPB0/BO0  always EL]
irtual Server aways El |
_?tep 5 Select TCP for Protocol P i i o 29
e. Virtual Server SMTP 0000 TCP 25125  always |
yp er 0000 TCP 1107110 mia @
0.0.00 TOP23/23  always \_JEE

Step 6 Enter 5190 next to Private
Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 Inthe Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall
is active? - for Macintosh users - Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iIChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may keep
the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 5190
should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X are
outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare Knowl-
edge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click the

Firewall tab and select the service you have chosen in the "Allow" list. If you do not do
this, the firewall will also block the file sharing service. “
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. Itis proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Each NAT box has a
table consisting of pairs of local IP Addresses and globally unique addresses, by
which the box can “translate” the local IP Addresses to global address and vice versa.
Simply put, it is a method of connecting multiple computers to the Internet (or any
other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-824VUP) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.org/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please look
on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

| D-Link or its authorized reseller or distributor and
B Products purchased and delivered within the fifty states of the United States, the District of

Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an
APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described
below will be free from material defects in workmanship and materials from the date of original retail
purchase of the product, for the period set forth below applicable to the product type (“Warranty
Period”), except as otherwise stated herein.

3-Year Limited Warranty for the Product(s) is defined as follows:

B Hardware (excluding power supplies and fans) Three (3) Years
B Power Supplies and Fans One (1) Year
W Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period
at no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will
be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be
new or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”)
will substantially conform to D-Link’s then current functional specifications for the Software, as set forth
in the applicable documentation, from the date of original retail purchase of the Software for a period of
ninety (90) days (“Warranty Period”), provided that the Software is properly installed on approved
hardware and operated as contemplated in its documentation. D-Link further warrants that, during the
Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical
defects. D-Link’s sole obligation shall be to replace the non-conforming Software (or defective media)
with software that substantially conforms to D-Link’s functional specifications for the Software or to
refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing, the replacement
Software is provided only to the original licensee, and is subject to the terms and conditions of the
license granted by D-Link for the Software. Software will be warranted for the remainder of the original
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-
conforming Software, the price paid by the original licensee for the non-conforming Software will be
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned
to D-Link. The license granted respecting any Software for which a refund is given automatically
terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software
of D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

B The customer must submit with the product as part of the claim a written description of the
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm
the same.

154



B The original product owner must obtain a Return Material Authorization (“RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of
the product (such as a copy of the dated purchase invoice for the product) before the
warranty service is provided.

B After an RMA number is issued, the defective product must be packaged securely in the
original or other suitable shipping package to ensure that it will not be damaged in transit, and
the RMA number must be prominently marked on the outside of the package. Do notinclude any
manuals or accessories in the shipping package. D-Link will only replace the defective portion
of the Product and will not ship back any accessories.

B The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD") is allowed. Products sent COD will either be rejected by D-Link or become the
property of D-Link. Products shall be fully insured by the customer and shipped to D-Link
Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held
responsible for any packages that are lost in transit to D-Link. The repaired or replaced
packages will be shipped to the customer via UPS Ground or any common carrier selected by
D-Link, with shipping charges prepaid. Expedited shipping is available if shipping charges are
prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this
Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FORAPARTICULAR PURPOSE
AND NON-INFRINGEMENT. IFANY IMPLIED WARRANTY CANNOT BE DISCLAIMED INANY TERRITORY
WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISKAS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS
WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDERANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY
FORANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER,
WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO,
DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-
LINK'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATACONTAINED IN, STORED ON,
OR INTEGRATED WITHANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING
FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. THE SOLE REMEDY FOR ABREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT
COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES
ARE EXCLUSIVEANDARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR
STATUTORY
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary
from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may
be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior
notice. Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

B Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate this equipment.

The Manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment; such modifications could void the user’s authority to operate the
equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. The antenna(s) used for this equipment must be installed to provide a separation
distance of at least eight inches (20 cm) from all persons.

This transmitter must not be operated in conjunction with any other antenna.
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Registration

[ Register online your D-Link product at http://support.dlink.com/register/ ]

10/11/04
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