
 
 

 
 

DIR-1950 Firmware Hotfix Release Notes 
 
Firmware: 1.13B01_BETA4_HOTFIX 
Hardware Revision: Ax 
Date: February 22, 2022 

 
 

Brief: 
 
MediaTek Vulnerabilities - Wi-Fi WPS/IEEE-1905 BadMesher & Authentication Flooding 

 

1. Link - https://www.blackhat.com/eu-21/briefings/schedule/#badmesher-new-attack-
surfaces-of-wi-fi-mesh-network-24181 

 
2. Link - https://www.tenable.com/cve/CVE-2021-41788 

 
 
Problem Resolved: 

 

• CVE-2021-35055 

• CVE-2021-37560 

• CVE-2021-37561 

• CVE-2021-37584 

• CVE-2021-37563 

• CVE-2021-32467 

• CVE-2021-32468 

• CVE-2021-32469 

• CVE-2021-37562 

• CVE-2021-41788 
 

 

 

 
 
 

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix 

release which is still undergoing final testing before its official release. The beta software, 

beta firmware, or hot-fix is provided on an “as is” and “as available” basis and the user 

assumes all risk and liability for use thereof. D-Link does not provide any warranties, whether 

express or implied, as to the suitability or usability of the beta firmware. D-Link will not be 

liable for any loss, whether such loss is direct, indirect, special or consequential, suffered by 

any party as a result of their use of the beta firmware. 
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