
 
 

 
 

DIR-3040 Firmware Release Notes 
 
Firmware: 1.13B03 Hotfix 
Hardware: Ax 
Date: June 8, 2021 

 
 

Problems Resolved: 
 

• CVE-2021-21816 - Syslog information disclosure vulnerability 

• CVE-2021-21817 - Zebra IP Routing Manager information disclosure vulnerability 

• CVE-2021-21818 - Zebra IP Routing Manager hard-coded password vulnerability 

• CVE-2021-21819 - Libcli command injection vulnerability 

• CVE-2021-21820 - Libcli Test Environment hard-coded password vulnerability 
 

 
 
 
3rd Party Report: 
 
Multiple Vulnerabilities reported by TALOS/CISCO with the above CVE IDs. 
 
 
 
 

 
 

 

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix 

release which is still undergoing final testing before its official release. The beta software, 

beta firmware, or hot-fix is provided on an “as is” and “as available” basis and the user 

assumes all risk and liability for use thereof. D-Link does not provide any warranties, whether 

express or implied, as to the suitability or usability of the beta firmware. D-Link will not be 

liable for any loss, whether such loss is direct, indirect, special or consequential, suffered by 

any party as a result of their use of the beta firmware. 


