D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-813 Firmware Patch Notes

Firmware: 2.10B02_ibda_WW_BETA
Hardware: Bx
Date: November 14, 2018

Problems Resolved:

1. Incorrect Access Control / Authentication Bypass. (Mitre assigned
CVE-2018-14080)

2. CWE-256: Unprotected Storage of Credentials / CWE-312: Clear text Storage of
Sensitive Information / Plain Text Storage of WPA Key and Router Password (for
unencrypted file). (Mitre assigned CVE-2018-14081)

Public Disclosure:

e https://blog.nivel4.com/investigaciones/nuevas-vulnerabilidades-en-router-d-link-
permiten-tomar-control-remoto-del-dispositivo/

e https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-14080
e https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-14081






