D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-882 Firmware Release Notes

Firmware: 1.30B06 Hotfix
Hardware: Ax
Date: May 28, 2020

Problems Resolved:

1. ZDI-CAN-9470 - Authentication Bypass
2. ZDI-CAN-9471 - strncmp function weakness leads to unauthenticated user ability to
change admin password

Security incident Report:
DIR-882-US, DIR-878, DIR-867 Multiple Stack Overflow
- ritian zhang <acewOIlfzhang at gmail dot com> working with Trend Micro Zero Day
Initiative

3. Direct Cross-Router Covert Channel attack

Reported By:
Researchers at the Ben-Gurion University of the Negev discovered multiple methods to carry
data across two segregated network segments on the same hardware.

DISCLAIMER: Please note that this is a device beta software, beta firmware, or hot-fix
release which is still undergoing final testing before its official release. The beta software,
beta firmware, or hot-fix is provided on an “as is” and “as available” basis and the user
assumes all risk and liability for use thereof. D-Link does not provide any warranties, whether
express or implied, as to the suitability or usability of the beta firmware. D-Link will not be
liable for any loss, whether such loss is direct, indirect, special or consequential, suffered by
any party as a result of their use of the beta firmware.



